12 United States Patent

US008452932B2

(10) Patent No.: US 8,452,932 B2

Pangal et al. 45) Date of Patent: May 28, 2013
(54) SYSTEM AND METHOD FOR EFFICIENTLY (52) U.S.CL.
CREATING OFF-SITE DATA VOLUME USPC e, 711/162; 711/E12.103
BACK-UPS (58) Field of Classification Search
None

(75) Inventors: Gururaj Pangal, Pleasanton, CA (US);
Urshit Parikh, Sunnyvale, CA (US);
Richard Testardi, Boulder, CO (US);
Maurilio Cometto, Palo Alto, CA (US);

Kuriakose George Kulangara,
Bangalore (IN)

(73) Assignee: StorSimple, Inc., Santa Clara, CA (US)

( *) Notice: Subject to any disclaimer, the term of this

patent 1s extended or adjusted under 35
U.S.C. 154(b) by 408 days.

(21)  Appl. No.: 12/798,321

(22) Filed: Apr. 1, 2010
(65) Prior Publication Data
US 2011/0167221 Al Jul. 7, 2011

Related U.S. Application Data
(60) Provisional application No. 61/335,653, filed on Jan.

See application file for complete search history.
(56) References Cited

U.S. PATENT DOCUMENTS
2010/0306174 Al* 12/2010 Otant .........cccoovvnvenenn 707/640

* cited by examiner

Primary Examiner — Edward Dudek, Ir.
Assistant Examiner — Sean D Rossiter
(74) Attorney, Agent, or Firm — Dag Johansen, Esq.

(57) ABSTRACT

Data back-ups are a critical task of any information technol-
ogy department. Data back-ups are typically performed using
some type ol back-up tape systems. Internet based data stor-
age systems now offer data storage services at low prices. To
take advantage of such services, a system and method for
eificiently back-up data volumes 1s disclosed. The data back-
up system divides data volumes into fingerprinted data slices.
Redundant data slices are then removed. Unique finger-

6, 2010. printed data slices are then copied to an internet based storage
provider.
(51) Int.CL
GOol 13/00 (2006.01) 19 Claims, 18 Drawing Sheets
[ [inear Storage Layer 640 Local Data Storage System 670
Snapshot storage area 637
=,
/ Chunk N-1
Linear Linear storage
Storage area 647
map 641 S Chunk 0
__________ Slice23 Slice05 | )
Slice20 [ [Slice78]
| Slice83 | Deduplicated
. |Shice08| >E-‘.t0rage area 657
Deduplicated Storage Layer 650 e T 7 Y
: “oaa Ceaa- lce ............ . ieaw
pedu l?cated Storage ma t:‘;Sl [Shice1]”[Shiceid]
Fingerprint | count | Location | Slicel8 <
fp20 4
fpO1 2 Disk
fp62 [ 3 Cloud ~» (fp01,data)
: ' ' (fp91,data) Local bulk
(fpd7 data) storage area 658
fpl8 2  |Cloud & —» (1p59,data)
59 2 Disk

_ }

Bulk storage layer 660
| Local bulk storage 662

| Cloud Transport Interface 665 666

T \ Barrier storage area 667 /

P
Cloud storage

————

(fp62,data)
provider main (fp537,data)

storage area 691 (1p18.data)
9 (1p48.data) ,

—-;____-_-_ P __-—__?—




U.S. Patent May 28, 2013 Sheet 1 of 18 US 8,452,932 B2

Figure 1

100 \

Processor 102

[ Cache 103

Instructions 124

Video Display
Adapter 110

Main Memory 104

data 125 Alpha-numeric Input
Device 112
llnstructions 124|

Non volatile memory Cursor Control

106 Bus Device 114
108
Drive Unit 116
Network Intertace Machine-Readable
Device 120 ~ Medium 122
| In;tructions 124
Network 126 Signal Generation

Device 118



US 8,452,932 B2

Sheet 2 0of 18

May 28, 2013

U.S. Patent

)
" "
| "
. " — o |
o " & N
» ! - |
_ - 1-- c m !
S " O L
. _ S n
2e0 | @
<R | S =
> | B >
U & t
W _ NS W .
O " < SR
|
D | O 4 "
m < S

QL
n | 8 :
_ W

S " S P
= Q ~ |
oo, " U m !
S _ 7B
Wty " S _
! "
' |

I

File System 211

I A e oy W S O O S T Ey e R e E EE T YT T B B i ek gy S S A B B R pe e o O O BN B BB B ol O OIS aE Ty sie B N T T S B T e e sy el —w o e mir mils S ki e o WY W W O A R o A W B e

_
)
i
i
l
L (
3 S
S = QS
=
- < & <
— .m ﬁ“uto &0_
- | <o Q 2 o o
3 > O = Oy
m Ly Q - o Cm_
A o s =200
7y < N o Eorm
> 2N AC < AV.,._ u
S ﬂ e £) s |
5 | & 3 S 5 =11
Q L
O | o — m ' o mma|
W S N _..D & pumy “ F
g A
/) :
"
|
|
|

- - O - S S S TS T S - TS T T B aGE B B EE A B S B A T S B B B . Il-l-lll'lill'lllllllllllIIIlIIIIIIlIIlIlI*I‘h



US 8,452,932 B2

Sheet 3 of 18

May 28, 2013

U.S. Patent

v

3429
WIISAQ
23LI01G
%33
76€ WNSAQ WIISAS
Q::&owm ISAISS

7H¢ HBm»m A8vI0IQ

16€ 2ITAISS

a3v10]s vIRp 4 . %%%WZ rd%Y
paseq-pnojD ﬂmmwm“wmw 5 By WNSAQ
93eI0]S | 10AIDS
06¢
JOULIU] Ire

WRISAQ CTEE

28e101g WIISAS

IOAIDS

€ 91ng3I1 ]

0tt
YIOMION
BaIy
[8007]




US 8,452,932 B2

Sheet 4 of 18

May 28, 2013

U.S. Patent

06t
TR

16% 1ap1aoad
ad®10]s elep

pP=aseq-pnojn

b 9angI

I8¢
UIISAS

A3RI0]S

eIR(]
[8907]

08¢y d
el (D ilile

Sop |

0y

1LY }IOMION Oty
:%Hm\ﬁm vy %M M.”WZ RO
a3e10)s 550109 _ 2,
eI S /
[8907

0Ly V
19[[0NU0))

09y ACLlY _
d8eI101§ PNOID)




US 8,452,932 B2

Sheet S of 18

May 28, 2013

U.S. Patent

R ———

6LS ‘919 ‘SaueIqI[ ‘WISAS Suneradp
995 | I
f6% S9S dorJIalu] Modsuea] pno|D |
1apiaoad "
3381018 L9S BaIe 33v101S IdLLRey $OG JoLLRY | !
BIEp PNO[D \ T | _ €9 uondAouy
06¢ 89C ©ale 23v10]S . (42 umﬁmum A8 P50 _ __,_........,..- ks
JouId U] y[Nq [8907] [ 195 uorssardwo) _
09§ 10Ae] a8rI0]S NNy

ISS dew a3rv1mg pajedt|dnpa(y _

£ SS vaIe 33810]S
pajestijdnpa(] 0SS 194 ageI0lg pajedstidnpa(

S 3.1ngI

10S

JIOMIIN
Baly

330J0}S

[$S dew 95RI01G JRaUl

LS eaIe 0FS 12Ae] 28RI0IG TeaulT]
35eI0]S Jeaul] |

0.6 WalsAS

obelo)g ejeq (207 LES vaIe
S agei01s jJoysdeug k

Z€S 124e] Joysdeug

ﬂmm .Shm._ ﬂoﬁowbmﬂﬁ @EEO A
0ZS (ISDOST) 201U NV'S

[1€ SOUsnes 01S uduodwo)) uoneNSIWpPY
— — SOS JI0OMIaN
00S Avlry a8eiolS pno) RAIY [BO0T




US 8,452,932 B2

Sheet 6 of 18

May 28, 2013

U.S. Patent

orer ) R 999
(ejep‘g1dy) 169 E2IE 93B10]S ,

(®1ep'L8d])  Bpios pnop)
(e1ep

QG9 RaIR 28RI0)S

A9 {EI07]

ERLI

LS9 BaIR 33eI0)
pareddnpa(g

Lp9 Bale
98eI0JS JraUl]

<

4

urew Jopiaoad

79dJ)

/99 eaIR 38I0IS IolUR(

S99 J0BjIAU] Hodsuel] pnoi)

799 33rIOIS N[NQ (B0 _
099 I2Ae] a38103S g

(e18p‘65d))
(e1ep‘Ldy)
(e1ep16d))
(e1ep°10d))

8 1291]S

IIIIIIIIIIIIIIII

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

[S$9 dewl 958101S paredrjdnpa(J
0S9 13487 23r10)S pajedidnpa(]

lllllllllllllllllllllllllllllllllllllllllllllllllllllllll

£ 3IIIS

VIS 1S
JISEH £ NS

0 TN

[-NOmng)

L €9 ©aTe 95.l10)S 10ysdeug

0L9 WISAS ageln)g vlE(] [8907]

149 dew
93eI0)g |
IedU1T




U.S. Patent May 28, 2013 Sheet 7 of 18 US 8,452,932 B2

~ Read Request Received

lPro_cess with formality layers 705

Figure 7

Data in Linear Yes

store? 715

Service read request from
No linear storage. 720

Request needed data
from dedup layer. 730

All needed data
slices 1n dedup
storage? 735

No

Request needed data slices
from bulk storage layer. 740

Yes

Fetch data from local bulk
storage or cloud. 743

Recelve requested data slices

Prt%vllglee;? g;zf%gigta and place 1n7c‘1‘%dup storage.

Assemble requested
data. 760

Service read request.
770

Update statistics. 780

Read Request Serviced



U.S. Patent May 28, 2013 Sheet 8 of 18 US 8,452,932 B2

Write Request Received

Process with Volume & snapshot layers 805

Consult Linear storage map 810

Target data chunk Yes

in linear storage?
815

No
' Allocate é'&e'ﬁb?'éﬁﬁﬁ?
' 1n linear stogg e 1f needed. !

Using fingerprints, fetch all of
the data slices for the data
chunk. 830

Assemble data slices in a buffer.
Copy the buffer into the free data
chunk in linear storage area. 840

Write new data into linear
storage data chunk. 850

Update statistics. 860
Write Request Serviced

Figure 8



U.S. Patent May 28, 2013 Sheet 9 of 18 US 8,452,932 B2

Push down to dedu[_) !aye_r

Select linear data chunk to push down 910

Divide the data chunk into data
slices. 920

. Allocate memory in dedup ! .
: layer if needed. 930 |

- A s e e R WY T W G A T A i s e W e e S T T s e am omil

Calculate fingerprint for a 2
shceg9 0 Flgure 9

Pass fingerprint and data to
dedup layer. 950

Consult ﬁn%erprmt data
hash table. 970

Fingerprint exists in
h%sl?table" 975

Create hash table entry Identified as duplicate:
and tore data in dedup discard data. 980

storage and. 990

Last slice? 995
Mark memory chunk 1n linear
storage as available. 997



US 8,452,932 B2

Sheet 10 of 18

May 28, 2013

U.S. Patent

0101
AUNYO A9




US 8,452,932 B2

Sheet 11 of 18

May 28, 2013

U.S. Patent

eIR(J passaidwo))

[1 9Insiy

uoTBWIONUT

uoissaidwon

Ble(q pardAidouy

uoreuwIoul
uondArouyg




U.S. Patent May 28, 2013 Sheet 12 of 18 US 8,452,932 B2

Figure 12
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SYSTEM AND METHOD FOR EFFICIENTLY
CREATING OFF-SITE DATA VOLUME
BACK-UPS

RELATED APPLICATIONS

The present patent application claims the benefit of the
previous U.S. Provisional Patent Application entitled “SY'S-
TEM AND METHOD FOR STORING DATA OFF SITE”
filed on Jan. 6, 2010 having Ser. No. 61/335,633.

TECHNICAL FIELD

The present mvention relates to the field of digital com-
puter systems. In particular, but not by way of limitation, the
present disclosure teaches techniques for quickly and effi-
ciently creating data volume back-ups.

BACKGROUND

Computer systems have become an indispensable tool used
in modern life. Nearly every business and government agency
1s now dependent upon computer systems for digital commu-
nication, project planning, document creation, information
storage, transaction processing, project management, 1mven-
tory management, financial operations, and a large number of
other mission critical services.

Although 1individual pieces of computer hardware and
computer software can easily be replaced by an entity using
computer systems by purchasing new computer equipment or
computer soitware, the entity’s accumulated stores of data
cannot easily be replaced. Thus, data storage and data protec-
tion 1s one of the most critical parts of any modern informa-
tion technology infrastructure.

Recently, online data storage providers have become avail-
able that offer reliable off-site data storage services. Since the
internet 1s often referred to as “the cloud” and these data
storage services accept data to be stored through the internet
and make the stored data available for retrieval across the
internet, these data storage services are commonly referred to
as cloud storage providers. Data storage clouds provide data
storage 1n an “on-demand” basis at very low costs such that
data center that uses a cloud storage provider does not need to
worry about storage capacity planning, data storage provi-
sioning, data center space, power, cooling, ofi-site data
backup, replacing failed drives, back-up tape management,
and other factors that must be addressed when creating a
reliable data back-up system.

Although these cloud storage providers offer an attractive
service, 1t 1s currently difficult for most information technol-
ogy departments to easily use these cloud storage services.
Theinterfaces of the cloud storage providers are generally not
directly compatible with most commonly used applications
or back-up systems. Thus, it 1s not easy for most information
technology departments to use cloud storage providers as a
back-up service even when those information technology
departments desire to do so.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings, which are not necessarily drawn to scale,
like numerals describe substantially similar components
throughout the several views. Like numerals having different
letter sulfixes represent different instances of substantially
similar components. The drawings illustrate generally, by
way of example, but not by way of limitation, various
embodiments discussed 1n the present document.
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FIG. 1 1illustrates a diagrammatic representation of
machine 1n the example form of a computer system within
which a set of istructions, for causing the machine to per-
form any one or more of the methodologies discussed herein,
may be executed.

FIG. 2 1llustrates a block diagram 1llustrating the difference
between a traditional direct access storage system and a stor-
age area network (SAN).

FIG. 3 illustrates how a cloud storage service may be used
to provide data back-up services to a business that uses com-
puter systems.

FIG. 4 1llustrates a cloud storage array system used within
a typical office computer network system.

FIG. 5 illustrates a conceptual block diagram of one
embodiment of an architecture used to construct a cloud
storage array system.

FIG. 6 conceptually illustrates a set of data storage layers in
one embodiment of a cloud storage array system.

FIG. 7 illustrates a flow diagram that describes how a cloud
storage array system may respond to a read request received
from a client system.

FIG. 8 1llustrates a flow diagram that describes how a cloud
storage array system may respond to a write request received
from a client system.

FI1G. 9 1llustrates a flow diagram that describes how a cloud
storage array system may divide a chunk of data into data
slices and remove duplicates.

FIG. 10 1s a conceptual diagram that illustrates how a
chunk of data may be divided 1nto data slices using a progres-
stve fingerprint calculated over a moving window.

FIG. 11 illustrates a block diagram of a data slice that has
been compressed and encrypted with extendible compression
and encryption systems.

FIG. 12 1llustrates a flow diagram that describes how a
cloud storage array may back-up a data volume using a cloud
storage provider for storage.

FIG. 13 1llustrates a block diagram of a cloud storage array
used within computer network arrangement with a back-up
module that backs-up data volumes at a cloud storage pro-
vider.

FIG. 14 1llustrates a block diagram of how the Microsoit
volume shadow copy service (VSS) may be used within one
particular embodiment of a back-up module.

FIG. 15 conceptually illustrates an active data volume, a
snapshot data volume of the active data volume, a fingerprint
clone of the snapshot volume, and a back-up volume of the
fingerprint clone volume.

FIG. 16 conceptually 1llustrates how incremental and com-
pilation back-up volumes may be represented in the system of
the present disclosure.

FIG. 17 1llustrates a flow diagram that describes how a
cloud storage array may restore a data volume from a back-up
a data volume stored at cloud storage provider.

FIG. 18 illustrates a flow diagram that describes how a
traditional storage system may use the teachings of the

present disclosure to back-up data volumes at a cloud storage
provider.

DETAILED DESCRIPTION

The following detailed description includes references to
the accompanying drawings, which form a part of the detailed
description. The drawings show illustrations 1n accordance
with example embodiments. These embodiments, which are
also referred to herein as “examples,” are described in enough
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detail to enable those skilled 1n the art to practice the mven-
tion. It will be apparent to one skilled in the art that specific
details

The following detailed description includes references to
the accompanying drawings, which form a part of the detailed
description. The drawings show illustrations 1n accordance
with example embodiments. These embodiments, which are
also referred to herein as “examples,” are described in enough
detail to enable those skilled 1n the art to practice the mven-
tion. It will be apparent to one skilled 1n the art that specific
details 1n the example embodiments are not required 1n order
to practice the present invention. For example, although some
of the example embodiments are disclosed with reference to
a specific data storage system that already uses cloud storage
services for primary data storage, other data storage systems
may be adapted to used the teachings in this document. The
example embodiments may be combined, other embodiments
may be utilized, or structural, logical and electrical changes
may be made without departing from the scope of what 1s
claimed. The following detailed description 1s, therefore, not
to be taken 1n a limiting sense, and the scope 1s defined by the
appended claims and their equivalents.

In this document, the terms “a” or “an” are used, as 1s
common 1n patent documents, to include one or more than
one. In this document, the term ““or’” 1s used to refer to a
nonexclusive or such that “A or B” includes “A but not B,” “B
but not A,” and “A and B.” unless otherwise indicated. Fur-
thermore, all publications, patents, and patent documents
referred to 1n this document are incorporated by reference
herein 1n their entirety, as though individually 1incorporated
by reference. In the event of inconsistent usages between this
document and those documents so incorporated by reference,
the usage 1n the mcorporated reference(s) should be consid-
ered supplementary to that of this document; for 1rreconcil-
able inconsistencies, the usage 1n this document controls.

Computer Systems

The present disclosure concerns digital computer systems.
FIG. 1 illustrates a diagrammatic representation of a machine
in the example form of a computer system 100 that may be
used to implement portions of the present disclosure. Within
computer system 100 of FIG. 1, there are a set of instructions
124 that may be executed for causing the machine to perform
any one or more of the methodologies discussed within this
document.

In a networked deployment, the machine of FIG. 1 may
operate 1n the capacity of a server machine or a client machine
in a client-server network environment, or as a peer machine
in a peer-to-peer (or distributed) network environment. The
machine may be a personal computer (PC), a tablet PC, a
set-top box (STB), a Personal Digital Assistant (PDA), a
cellular telephone, a web appliance, a network server, a net-
work router, a network switch, a network bridge, or any
machine capable of executing a set of computer instructions
(sequential or otherwise) that specily actions to be taken by
that machine. Furthermore, while only a single machine 1s
illustrated, the term “machine” shall also be taken to include
any collection of machines that individually or jointly execute
a set (or multiple sets) of instructions to perform any one or
more of the methodologies discussed herein.

The example computer system 100 of FIG. 1 includes a
processor 102 (e.g., a central processing unit (CPU), a graph-
ics processing unit (GPU) or both) and a main memory 104
and a non volatile memory 106, which communicate with
cach other via a bus 108. The non volatile memory 106 may
comprise flash memory and may be used either as computer
system memory, as a file storage unit, or both. The computer
system 100 may further include a video display adapter 110
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4

that drives a video display system 1135 such as a Liqud
Crystal Display (LCD) or a Cathode Ray Tube (CRT). The
computer system 100 also includes an alphanumeric mput
device 112 (e.g., a keyboard), a cursor control device 114
(e.g., a mouse or trackball), a disk drive unit 116, a signal
generation device 118 (e.g., a speaker) and a network inter-
face device 120. Note that not all of these parts 1llustrated 1n
FIG. 1 will be present 1n all embodiments. For example, a
computer server system may not have a video display adapter
110 or video display system 113 11 that server 1s controlled
through the network interface device 120.

The disk drive unit 116 includes a machine-readable
medium 122 on which 1s stored one or more sets of computer
instructions and data structures (e.g., istructions 124 also
known as ‘software’) embodying or utilized by any one or
more of the methodologies or functions described herein. The
istructions 124 may also reside, completely or at least par-
tially, within the main memory 104 and/or within a cache
memory 103 associated with the processor 102. The main
memory 104 and the cache memory 103 associated with the
processor 102 also constitute machine-readable media.

Theinstructions 124 may further be transmitted or received
over acomputer network 126 via the network interface device
120. Such transmissions may occur utilizing any one of a
number of well-known transfer protocols such as the well
known File Transport Protocol (FTP).

While the machine-readable medium 122 1s shown 1n an
example embodiment to be a single medium, the term
“machine-readable medium™ should be taken to include a
single medium or multiple media (e.g., a centralized or dis-
tributed database, and/or associated caches and servers) that
store the one or more sets of nstructions. The term “machine-
readable medium™ shall also be taken to include any medium
that 1s capable of storing, encoding or carrying a set of instruc-
tions for execution by the machine and that cause the machine
to perform any one or more of the methodologies described
herein, or that 1s capable of storing, encoding or carrying data
structures utilized by or associated with such a set of instruc-
tions. The term “machine-readable medium” shall accord-
ingly be taken to include, but not be limited to, solid-state
memories, optical media, battery-backed RAM, and mag-
netic media.

For the purposes of this specification, the term “module”
includes an identifiable portion of code, computational or
executable instructions, data, or computational object to
achieve a particular function, operation, processing, or pro-
cedure. A module need not be implemented in software; a

module may be implemented 1n software, hardware/circuitry,
or a combination of software and hardware.

Storage Area Networks

To make enterprise data centers more eflicient, the concept
of a storage area network (SAN) was mtroduced. A storage
area network allows computer applications to access remote
computer storage devices (such as hard disk arrays, magnetic
tape libraries, and optical disc storage devices) 1n a manner
wherein the remote storage devices appear the same as stor-
age devices attached to the local computer system. The use of
a storage area network (SAN) allows multiple applications
and servers to share storage systems. The use of shared stor-
age simplifies storage administration since fewer storage sys-
tems need to be maintained.

Storage area networks simplily the task of creating disaster
recovery systems for computer systems. When unforeseen
damage (due to man-made or natural disaster) renders a par-
ticular storage system inoperable, a mission critical computer
system must be able to quickly resume operation. With a
storage area network (SAN), an mndependent secondary stor-
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age system located at a distant location can be used to repli-
cate the data being stored on a primary storage system at a
primary location. Thus, 11 a disaster damages the primary
storage system at the primary location, the secondary storage
system can be brought online to continue operations.

A storage area network generally operates as an integrated
part of the operating system. Specifically, the operating sys-
tem provides the basic file system that 1s responsible for
creating files, writing to files, reading from files, duplicating
files, deleting files, and other various file system operations.
The storage area network (SAN) operates below the file sys-
tem and only provides raw logical volume and logical block
address level operations.

The difference between a traditional direct access storage
system and a storage area network (SAN) 1s 1llustrated in FIG.
2. Referring to FIG. 2, several server applications (201, 202,
and 203) are running on a server system 210. The several
server applications (201, 202, and 203) will generally write
and read data files using a file system 211 that 1s part of the
operating system running on the server system 210. However,
applications may also bypass the file system 211 to read and
write raw data blocks directly to storage. In a typical com-
puter system with a direct attached storage system 240, the
file system 211 accesses a direct attached storage controller
220 to access a local storage system 230. To use a storage area
network system 280, the direct attached storage controller
220 1s replaced with a storage area network controller 250.
Instead of accessing a local storage device, the storage area
network controller 250 i1ssues storage requests on a storage
area network 260. The appropnate storage device (271, 272,
2773, or 274) will respond to the storage request. Applications
that bypassed the file system 211 to directly use the direct
attached storage system 240 may similarly by pass the file
system 211 to directly access the storage area network con-
troller 250.

With a storage area network system 280, additional storage
devices can be added as necessary. By decoupling server
systems from their storage components, if a particular server
system malfunctions then that malfunctioning server system
can be quickly replaced with a new server system that can

immediately access the data for that server which 1s available
on the storage area network.

The use of storage area networks concentrates the data
storage tasks for an information technology department. And
since the data storage becomes more concentrated, the data
becomes more vulnerable to disasters. For example, the
destruction of a single large data storage device (or data
storage center) that provides data storage services to multiple
applications can bring down an entire business since such a
large amount of data (documents, financial data, email, etc.) 1s
stored 1n that single data storage device. Thus, when using
storage arca networks (and any other technology that concen-
trates data storage) the use of reliable data back-up systems
becomes critical.

The creation of data back-ups 1s not glamorous task but 1t 1s
utterly critical since the loss of data can bring a business to a
stand still. Data back-up systems can be very expensive and
difficult to use. A long set of procedures must be followed
consistently and accurately 1n order to regularly create back-
ups. The steps required may include taking a snapshot of a
data storage device, creating an initial back-up, removing
duplicates to reduce storage requirements, creating incre-
mental back-ups, maintaining a virtual tape library, creating,
real back-up tapes, and moving back-up tapes to ofl-site
storage. In small and medium sized businesses with small
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information technology departments, the task of performing
these back-ups can take up a significant amount of their time
and budget.

Using Cloud Storage Back-Ups

To simplity the task of storing data off-site, several inter-
net-based data storage services have been introduced. Since
these services store data across the internet which 1s com-
monly drawn 1n diagrams as a cloud, these data storage ser-
vices are commonly referred to as “cloud storage services™.
Cloud storage services offer customers reliable off-site data
storage at inexpensive prices. By using a cloud storage ser-
vice, an information technology department can outsource
the tasks of purchasing and maintaining a back-up storage
system. Furthermore, the task of ensuring that back-up tapes
and transported and stored at an off-site location 1s eliminated
since the data 1s backed-up across the internet to a remote
location.

FIG. 3 1llustrates how a cloud storage service 391 may be
used to provide data back-up services to a business that uses
computer systems. In FIG. 3, a set of individual computer
workstations (321, 322, and 323) operate on a local area
network 330. Those individual computer workstations (321,
322, and 323) share a set of computer servers (331, 332, and
333) that provide shared services to the computer worksta-
tions (321, 322, and 323) such as email service, file server
services, database services, etc. In the particular office
arrangement of FI1G. 3, the office uses a storage area network
350 with storage systems (341, 342, and 343) to provide
storage services to all of the computer servers (331, 332, and
333). To back-up the storage systems (341, 342, and 343), the
olflice may use cloud-based data storage service 391 available
on the internet 390. (Note that the use of a storage area
network 350 1s just one particular implementation and not
necessary 1n order to use a cloud storage service for data
back-up operations.)

Various different methods may be used to provide cloud
storage based back-up services. A stand-alone back-up sys-
tem 351 may be used to provide the cloud storage based
back-up services. Alternatively, the individual storage sys-
tems may have their own back-up systems such as back-up
system 352 integrated within storage system 342. The back-
up systems copy the information stored 1n the storage systems
(341, 342, and 343) across a communication link 361 to the
cloud-based data storage service 391 available on the internet
390.

I a small entity were easily able to outsource the creation
ol off-site back-ups to a cloud computing provider that offers
data storage services, then that small entity would be relieved
of a very difficult information technology task. However, at
the present time 1t 1s not easy to use cloud storage services for
back-up operations. Specifically, there are several compat-
ibility, security, and performance 1ssues that prevent most
small entities from using such cloud computing storage sys-
tems. For example, oflice computer system maintain a large
amount of confidential information (such as trade secrets,
financial information, personnel records, etc.) such that an
office must obtain acceptable security guarantees belore
using a cloud data storage provider for ofi-site back-ups.

The technical 1ssues of using a cloud storage provider for
olfl-site back-up services are also not simple. The interfaces
provided by cloud storage providers are very different than
the interfaces used by most data back-up systems. Further-
more, the internet data communication line 361 between a
back-up system (351 or 352) and the cloud storage provider
391 generally does not have a large amount of bandwidth such
that 1t would take a very long time to perform a full back-up.
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Thus, using a cloud storage provider for off-site back-up
services has not become very commonplace yet.

To simplify the use of cloud storage services for back-up
operations, this document introduces cloud storage based
data back-up systems designed to elliciently integrate with
existing office computer systems. The disclosed cloud stor-
age based data back-up systems solve several of the technical
challenges associated with using cloud storage services. Two
different implementations are disclosed: a cloud-based back-
up system for use with a data tiered based storage system that
may already use cloud storage and a cloud-based back-up
system for use with more traditional storage systems. The
back-up system for use with a storage system that already
uses cloud based storage will be described first.

Cloud Storage Array Overview

In addition to providing data back-up services, a cloud
storage service may also be used to provide primary data
storage services 1 a storage system 1s constructed 1n a manner
that handles the 1ssues of using a cloud based storage system.
FIG. 4 illustrates a hybrid storage system 400 that combines
advantages and flexibility of a local storage area network 450
with the reliability and infinite capacity of an outsourced
cloud based data storage system 491. The hybrid storage
system 400 1s referred to as a “cloud storage array”.

FIG. 4 1s a conceptual diagram that illustrates how a cloud
storage array 460 can be used to provide reliable data storage
services to a typical local area network based computer envi-
ronment that may be used by a business, school, or any other
organization. Referring to FIG. 4, a typical local area network
has multiple user workstations (421,422, and 423) coupled to
a local area network 430. In addition to the user workstations
(421,422, and 423), a typical office network also has multiple

server systems (441, 442, and 443) that provide various ser-
vices to the users at the user workstations (421,422, and 423).
Typical server systems include an email server for sending
and recerving email, a database server for storing specific
structured data, and file server for storing general user files.
The cloud storage array 400 couples to the local server sys-
tems (441, 442, and 443 ) on storage area network 450 with a
first interface 461 using standard storage area network proto-
cols to provide data storage services to the local server sys-
tems (441, 442, and 443). The cloud storage array 400 1s also
coupled to a cloud storage provider 491 through a second
interface using an internet network connection 365 1n order to
take advantage of the benefits of a reliable cloud based data
storage service.

The use of a storage area network interface on the cloud
storage array 400 allows administrators to use the cloud stor-
age array 400 like a conventional storage area network stor-
age device. Multiple server systems may share the cloud
storage array 400 using a standard storage area network 450.
The use of a second interface 465 coupled to a cloud storage
provider 491 allows the cloud storage array 400 to provide
infinite storage resources that can be used as needed. As set
forth 1n an earlier section, storage area networks allow net-
work administrators to decouple the data storage function
away from server systems such that only a single unified data
storage system needs to be maintained. Thus, all of the server
systems (441, 442, and 443) are coupled to a storage area
network 450 that 1s used to handle raw data storage reads and
writes. The cloud storage array 460 coupled to the storage
area network 450 may handle data storage operations for the
entire storage area network 450. (Note that additional cloud
storage arrays or conventional storage devices may also be
coupled to the storage area network 430 for additional stor-
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In the particular embodiment of FIG. 4, the cloud storage
array 460 includes two different controller units: controller A
4’70 and controller B 480. These two different controller units
may be used to provide a fault-tolerant mirrored storage sys-
tem wherein etther controller can take over 1 the other umit
fails. Alternatively, the two controllers (470 and 480) may be
used to “statically load balance” data volumes so that the
controllers are each servicing half of the data storage requests
while both controllers are healthy thereby increasing perfor-
mance. When either controller fails 1n such a configuration,
the remaining functioning controller takes on double work-
load, slowing down to some degree but providing continuous
availability for all of the data volumes.

Controller unit A 480 and controller unit B 480 each have
a local data storage system (471 and 481, respectively). The
local data storage system (471 and 481) handles all data write
operations from the server systems (441, 442, and 443). The
local data storage system (471 and 481 ) also handles data read
operations for data portions that happen to be stored 1n the
local data storage system (471 and 481). The cloud storage
array 460 attempts to keep all frequently accessed data within
the local data storage system (471 and 481) such that the vast
majority of read operations can be handled locally. However,
only a subset of all the available data will reside 1n local data
storage system (471 and 481) due to size limitations. The
remainder of the data will be stored with a cloud-based data
storage provider 491 available on the internet 490. This
allows the user of the cloud storage array 460 to take advan-
tage of an 1infinitely large storage system that 1s professionally
maintained by experts (the data stored 1n the cloud-based data
storage provider 491) while having local storage performance
for frequently accessed data (the data stored in the local data
storage system 471 and 481).

As 1llustrated 1n FI1G. 4, the cloud storage array 460 acts as
an mtermediary between an on-site storage area network 450
and an off-site cloud-based data storage provider 491. As set
forth 1n the previous section on cloud computing, the cloud
storage array 460 must reconcile the significant differences
between the front-end interface 461 to the local storage area
network 450 and the back-end 465 interface to the cloud-
based data storage system 491 on the internet 490.

One the most significant differences between the two inter-
faces onthe cloud storage array 460 1s the differential in speed
between the connection 461 to the storage area network
(SAN) 450 and the internet connection 465 to the cloud-based
data storage provider 491. For example, the storage area
network 450 may operate at speeds of one gigabit per second
and the internet connection 463 to the data storage provider
491 may operate at ten megabits per second. This significant
speed differential must be handled by the cloud storage array
460 using local storage and other techniques.

To compensate for the speed differential, the cloud storage
array 460 takes advantage of the manner 1n which data storage
systems are generally used. Most data storage systems only
need to handle a relatively small amount of dynamic infor-
mation that 1s read from and written to frequently. For
example, an email server needs to recetve and store new email
messages every day and a file server needs to handle a limited
number of files that are actively being used. However, most of
the information stored on a large data storage system 1s gen-
erally static and infrequently accessed. For example, file serv-
ers may store archives of old documents and data related to
old projects that are no longer being active used. Thus, since
only a relatively small amount of data stored 1n a large data
storage system 1s actively used, that limited amount of active
data can be stored 1n the local data storage (471 and 481) that
can be repeatedly accessed at a high data rate and with low



US 8,452,932 B2

9

latency. The data that 1s rarely accessed can be stored at the
cloud-based data storage provider 491 and retrieved only
when necessary. Accessing data from the cloud-based data
storage provider 491 will often result in 1ncreased latencys;
however, such latency may be acceptable 1n certain applica-
tions or use patterns. Furthermore, such latency should rarely
be encountered since only rarely used data will be stored at
the cloud-based data storage provider 491.

A core concept of the cloud storage array 460 1s the elfi-
cient use of the local data storage available 1n the cloud
storage array 460. As long as the cloud storage array 460
accurately identifies the data that 1s most frequently accessed
and keeps that frequently-accessed data 1n the local data
storage (471 and 481), then the vast majority of storage
requests (both read operations and write operations) recerved
on the SAN connection 461 to the storage area network 450
can be serviced using only the local data storage systems (471
and 481). This will greatly reduce the amount of traific on the
connection 463 to the cloud-based data storage provider 491
thus hiding the speed differential between the two interfaces
trom users of the cloud storage array 460.

To most efliciently use the local storage available within
the cloud storage array 460, the cloud storage array 460 uses
both itelligent data tiering algorithms and storage space
optimization techniques. The data tiering algorithms are used
to 1dentily the most frequently accessed data and keep that
frequently accessed data 1n the local storage system. The data
tiering algorithms may also use intelligent bulfering systems
like read-ahead caching to prevent cache misses. For
example, by using heuristics to 1dentify data that s likely to be
requested, the cloud storage array 460 may issue outgoing
requests for data currently stored at the cloud-based data
storage provider 491 before recerving an incoming request for
such data from one of the servers systems (441, 442, and 443 ).
The storage space optimization techniques make the most of
the available local storage space in the cloud storage array 460
by using techniques such as the 1dentification and elimination
of duplicated data as well as data compression.

In one embodiment, the local data storage systems (471
and 481) are implemented with Solid State Drive (SSD) sys-
tems and supplemented with hard disk drives. Solid state
drive systems are generally implemented with a nonvolatile
memory technology such as Flash memory. Primarly using
flash memory instead of hard disk drives that are typically
used 1n most storage area network device provides several
advantages. For example, tlash memory systems are gener-
ally faster, use less power, output less noise, and are more
reliable than hard disk drive storage systems. Thus, as long as
a desired data i1tem 1s available in a flash memory area of a
local data storage system (471 or 481), that data may be
returned faster than from a cloud storage array 460 than from
a traditional hard disk based storage device.

Although this document will concentrate on a system that
primarily uses flash memory for the local data storage sys-
tems (471 and 481), other technologies may also be used such
as hard disk dnives, optical drives, battery-backed RAM
memory, and any combination of these and other storage
technologies. Various different storage technologies may be
combined 1n a tiered manner. For example, battery-backed
dynamic random access memory (DRAM) may be used for

[

very frequently accessed data, tlash memory may be used for
frequently accessed data, hard disk drives may be used for
less frequently accessed data, and a cloud-based storage sys-
tem may be used for data that i1s rarely accessed. In this
manner, the strengths of each different storage system may be

taken advantage of.
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In one embodiment, the administrator of the cloud storage
array 460 may be allowed to allocate and configure data
storage 1n an application dependent manner. For example, 1f a
particular application uses a certain set of data infrequently
but when that data 1s accessed a low latency response 1s
needed then an administrator may be allowed to specity this
limitation for that application or for that specific data such
that the cloud storage array 460 does not store that particular
data with the cloud-based storage provider 491. Other data
sets may be explicitly marked as ‘archive’ data such that the
designated archive data 1s quickly sent oif to the cloud-based
storage provider 491. This prevents such archive data from
taking up memory space 1n the local storage system until the
data tiering system determines that such archive data 1s not
being accessed.

In one embodiment, the cloud storage array may allow an
administrator to designate a data volume as a 100% local
volume. Such a local volume may be stored in some combi-
nation of local nonvolatile memory and hard disk storage. In
this manner, entire volumes may be stored locally. However,
such volumes may still use the data back-up systems that will
be disclosed 1n this document.

A cloud storage array system may use the back-up model of
storage system 342 1n FIG. 3. Specifically, the cloud storage
array based storage system 342 may include an integrated
back-up system 352 to back-up data volumes 1n the cloud-
based data storage service 391. By using an integrated back-
up system 352, the integrated back-up system 352 back-up
system can take advantage of the infrastructure already pro-
vided by the cloud storage array system such as data volume
slicing, compression, encryption, and systems for accessing
the cloud-based data storage service 391.

Cloud Storage Array Architecture

To successtully build the cloud storage array 460 of FI1G. 4,
a novel storage system architecture was developed. The stor-
age architecture was designed to handle the unique technical
challenges that had to be overcome in order to provide the
desired functions. In addition to many of the requirements for
a typical high-quality data storage system (such as host multi-
pathing, volume creation & management, back-ups & restore,
R AID configurations, etc.), the cloud storage array 460 needs
to handle the following issues:

Protocol translation from the SAN front-end to the cloud

back-end

Hiding the latency of cloud storage using local data storage

Data snapshots for backup/restore in a distributed storage

system

Reduction of back-end bandwidth requirements to access

the cloud

Encryption of data stored ofl-site for security

FIG. 5 illustrates a conceptual block diagram of one
embodiment of an architecture used to construct a cloud
storage array 500. As illustrated in the block diagram of FIG.
5, the front-end interface 502 of the cloud storage array 500 1s
coupled to a storage area network (SAN) 501 to recerve
storage requests from local systems such as servers (not
shown). The back-end interface 566 1s coupled to a cloud
based data storage provider 591 with an internet connection
and used to store data with the cloud storage provider 391 as
necessary.

The front-end 1nterface 502 of the cloud storage array 500
will generally use well-known storage area network proto-
cols. Examples of well-known storage area network protocols
include the industry standard Internet Small Computer Sys-
tem Interface (1SCSI) protocol and the Fiber Channel Proto-
col (FCP). These protocols allow storage clients to perform
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operations such as start, stop, read, write, and format on data
storage units addressed by logical unit numbers (LUNSs).

The back-end interface 566 of the cloud storage array 500
will generally use some type of REST-ful protocol on an
internet connection. The back-end interface will generally
allow the cloud storage array 500 to 1ssue commands such as
create a data storage object, update a data storage object, read
a data storage object, delete a data storage object, and list a
data storage objects. The cloud storage array 500 addresses
the individual data storage objects using some type of unique
object 1dentifier that the cloud storage array 500 must create
for each data storage object. The specific interface will vary
depending on the cloud based data storage provider used.
However, any of the cloud based data storage providers may
be used with only minor modifications.

In between the front-end interface 502 and the back-end
interface 566, the cloud storage array 500 contains a complex
system for responding to data storage requests. The cloud
storage array 500 responds to data storage requests using a
local data storage system 370 when possible or responds to
requests with the help of the cloud-based data storage pro-
vider 591 when necessary. The local data storage system 570
may be constructed using one or more different types of local
data storage systems such as Flash memory, battery-backed
memory, and hard disk drives. The system for handling data
storage requests disclosed in FIG. 5 1s implemented 1n a
manner similar to a typical protocol stack made up of inde-
pendent protocol layer handlers. This document will refer to
the layered system for handling data storage requests as the
data storage request handling stack 515. The details of the
data storage request handling stack 515 will be disclosed
layer by layer.

The top layers (520, 331, and 332) of the data storage
request handling stack 515 handle some formalities 1n pro-
cessing storage requests. Beneath the formality layers are a
set of data storage layers that actually handle the storage of
data. A first data storage layer, the linear storage layer 540, 1s
optimized for quickly handling data requests with data stored
in a relatively raw format. A second data storage layer, the
deduplicated storage layer 550, 1s optimized for organizing
data and locally storing the data 1n a more space eificient. A
third data storage layer, the bulk storage layer 560, 1s opti-
mized for storing large amounts of data 1n a very dense form.
The bulk storage layer may include local bulk storage 562
and/or the ability to use limitless storage size by storing data
off site at a cloud-based data storage provider 591.

The bulk storage layer 560 may use local bulk storage layer
562 to provide a large amount of local storage 1n a local bulk
storage arca 568. The local bulk storage arca 568 may be
constructed using hard disk drives or other high-density stor-
age systems. The local bulk storage layer 362 may be used for
data volumes that must be stored locally for performance,
legal, or other reasons. The bulk storage layer 562 may use
compression 361 to increase the amount of storage capacity.
In some embodiments, the local bulk storage layer 562 may
be used 1n addition to cloud storage thus actually implement-
ing a four layer data tiering system (linear storage, dedupli-
cated storage, local bulk storage, and cloud based storage).

All the main data storage layers (540, 550, and 560) use the
local data storage system 570 to some degree. In one embodi-
ment, the local data storage system 370 1s composed by two
tiers of faster and slower storage (e.g. SSD and SATA disks),
the linear storage layer 540 stores may use approximately
35% to 45% of the available faster tier (such as SSD) storage
space for the linear storage area 547. The deduplicated stor-
age layer 550 may use approximately 50% to 60% of the
available faster tier storage space (such as SSD) for the dedu-
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plicated storage area 557. The local bulk storage layer 562
uses approximately 953% to 99% of the available slower tier
(disk) storage space for the local bulk storage area 568. The
barrier interface 564 may use approximately 1% to 5% of the
available slower storage space for the barrier storage area
567. This particular storage allocation 1s only provided as an
example. The storage allocation may be configurable to opti-
mize the system for a particular installation. In one embodi-
ment, the system uses a heuristics to dynamically adjust the
storage allocations 1n order to automatically optimize the
performance of the cloud storage array system.

Referring to FI1G. 5, at the top of the cloud storage array 500
block diagram 1s an administration component 510. The
administration component 510 1s not part of the storage
request handling stack but 1s instead a system for configuring,
controlling, and monitoring a cloud storage array 500. For
example, the administration component 5310 can be used to
schedule periodic snapshots of the data in the cloud storage
array 500. An administrator may access the administration
component 510 of the cloud storage array 500 through an
interface coupled to a local area network 505.

For the initial configuration, an administrator specifies
which virtual storage to expose to hosts on the storage area
network (SAN) 501. This 1s stmilar to legacy systems where
the admimistrator specifies which LUNs 1n a storage array to
expose to hosts. The administrator also specifies the
addresses and access information for the cloud storage pro-
vider that will be used. The administrator may specily a
storage limit but this 1s generally not advisable since the
storage system should be allowed to grow as needed.

The administrator may also specily bandwidth constraints
of the communication link 566 to the cloud data storage
provider 391 and bandwidth constraints of the cloud data
storage provider 391 itself (the maximum rate at which the
data storage provider will handle read and write requests).
The bandwidth constraints of the communication link 566
can be used to ensure that the cloud storage array 500 does not
attempt to send data faster than the communication link 566
can handle the data. Furthermore, 1f the communication link
566 1s shared by other users (such as an internet connection
shared with human users, mail servers, and other internet
users), the cloud storage array 500 can be configured to use
less than the full bandwidth available on the communication
link 566.

The administration component 510 will collect operation
statistics 511 that may be used to gauge the performance of
the cloud storage array 500. The operation statistics 511 may
be analyzed and used to alter the configuration of the cloud
storage array 500 for improved performance. Each layer in
storage request handling stack may generate its own 1ndi-
vidual statistics. The administration component 510 may
periodically poll the different storage request handling layers
and various other parts of the cloud storage array 500 to create
a centralized collection of all the system statistics.

The core of the cloud storage array 500 1s made up of the
storage request handling stack 515. The storage request han-
dling stack starts at the top with storage area network inter-
face 520 and travels down through a volume abstraction layer
531, a snapshot layer 332, a linear storage layer 540, a dedu-
plicated storage layer 5350, and finally to a bulk storage layer
560. Each of these layers 1n the storage request handling stack
will be described 1n further detail individually.

Front-End Interface and Initial Layers

At the top of the storage request handling stack 1s the
storage area network interface 520. In one particular imple-
mentation that will be considered 1n detail, the storage area
network interface 520 implements the well-known 1SCSI pro-
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tocol that 1s used to accept SCSI commands carried on a
TCP/IP network. However, any other storage protocol may be
implemented at the top of the storage request handling stack.

In an 1SCSI embodiment, the storage area network inter-
face 520 exposes 1ISCSI volumes to hosts on the storage area
network (SAN) 501. The storage area network interface 520
then receives 1SCSI data storage requests from the hosts such
that the cloud storage array 500 must respond to those data
storage requests. The storage area network interface 3520
parses these 1SCSI commands and determines how the com-
mands should be handled. Many of the 1ISCSI requests that are
not directly related to reading and writing data can be handled
by the storage area network interface layer 520. Storage
requests that cannot be handled by the storage area network
interface layer 520 are passed down the storage request han-
dling stack 513 to the next layer.

Beneath the storage area network interface layer 520 1s a
volume abstraction layer 531. The volume abstraction layer
531 handles many of the formalities 1n keeping track of the
different volumes stored by the cloud storage array 500. For
example, the volume abstraction layer 531 keeps track of the
volumes that exist, the size of each volume, access control
lists (ACLs), and other administrative information. Thus, the
volume abstraction layer 531 handles some of the volume
management tasks such that the lower layers of the storage
request handling stack 315 can concentrate on actual data
storage.

Snapshot Layer

The layer beneath the volume abstraction layer 331 1s a
snapshot layer $32. The snapshot layer 332 1s used for taking
“snapshots™ of specified data volumes in the cloud storage
array 500 upon receiving a request for a snapshot. In the
present disclosure, a snapshot 1s the state of a volume at a
particular moment 1n time. However, 1t 1s impractical (if not
impossible) to actually make an instant copy of all the data in
a particular volume. Instead, the snapshot layer 332 creates a
new volume that mitially only consists of a time map for the
snapshot volume that specifies when the snapshot was taken
and a pointer to the parent volume. If there are no new writes
to the parent volume, then the current data of that parent
volume can be used as the data for the snapshot volume.
However, when a new write 1s received that changes data 1n
the parent volume that 1s referenced by the snapshot volume,
the old existing data must be copied out of the parent volume
and placed 1n the snapshot volume before the write occurs 1n
order to save the data that existed when the snapshot was
created.

The copying of the existing data when a new write opera-
tion 1s recerved 1n order to maintain an accurate snapshot in
time of a volume 1s known as a “copy-on-write” operation.
Copy-on-write operations are used to maintain the exact data
state of the volume for which a snapshot was taken. In addi-
tion, the snapshot layer 532 may use also use a system known
as Copy-Reference-On-Write (CROW) that makes a copy of
a reference to another volume 1n a system that maintains a
hierarchy of snapshot volumes. The use of a Copy-Reference-
On-Write (CROW) operation reduces the amount of storage
required when multiple dependent snapshots exist and one
snapshot may refer to data in another snapshot as long as the
two snapshots remain aligned 1n time.

To take a snapshot of a particular data volume, the snapshot
layer 532 first freezes access to that data volume. Then, the
snapshotlayer 332 creates an age volume map for the volume.
The age volume map consists of age entries for all the data for
the volume (including data within the local storage and data
stored 1n the cloud storage). Then, the snapshot layer 532
unireezes the data volume such that the data volume may
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continue to be used. However, the snapshot layer 532 will
now examine every read and write to the original data volume
in order to protect the data associated with the snapshot vol-
ume.

When a read 1s received for data volume that has had a
snapshot taken, the read 1s processed as normal. When a write
1s recerved for data volume that has had a snapshot taken, the
system determines 1f this 1s the first new write to a particular
area of data since the snapshot was taken. If so, the existing
data 1s copied and placed into a snapshot storage area to
preserve the state of the data at the time the snapshot was
taken.

Snapshot volumes themselves may also be read from and
written to. When a read 1s received for a snapshot volume, the
snapshot layer 532 will first determine 11 the data 1s within the
snapshot storage area. If the data 1s within the snapshot stor-
age area, the snapshot layer 532 will use that data (which was
preserved due to an incoming write that would have destroyed
the old data) to service the read request. If the requested data
1s not within the snapshot storage area, the snapshot layer 532
will then fetch the requested data from the parent volume
(which has not yet changed or else the data would have been
stored 1n the snapshot storage area).

When a write 1s received for a snapshot volume, the snap-
shot layer 332 will first determine 11 1t has the current data for
the volume 1n the snapshot storage area. If 1t does not yet have
the data within the snapshot storage area, the snapshot layer
532 will first fetch the data from the parent volume (which has
not changed yet) and place that data in the storage area. Then
snapshot layer 532 will then overwrite the old data in the
storage area with the new data being written to the snapshot
volume.

In one embodiment, the copy-on-write policy of the snap-
shot layer 532 may be configured to make data copies propa-
gate to the data storage provider 591. In this manner, when a
snapshot 1s taken the data contents of the snapshot will be
preserved 1n the data storage provider 591. This allows back-
up snapshots to be stored at the data storage provider 391 such
that no local back-up media system 1s required. However,
since the bandwidth on the connection 566 to the data storage
provider 591 1s generally limited, this 1s a very slow proce-
dure. Furthermore, this may consume needed bandwidth on
the connection 566 for normal operations. Thus, such a sys-
tem may be istructed to only send data when bandwidth 1s
available or only during non peak times (such as overnight).

High-Speed Linear Storage Layer

After performing any needed snapshot operations in the
snapshotlayer 332, a data storage request 1s then passed to the
linear storage layer 540. The linear storage layer 540 1s the
first level of actual data storage 1n the cloud storage array 500.
The linear storage layer 540 1s designed to handle “hot” data.
Hot data 1s defined as data that 1s frequently accessed and/or
changed. To provide fast performance to the hosts for this hot
data, the linear storage layer 540 1s optimized for speed.

The linear storage layer 540 will generally receive data
storage requests addressed 1n traditional data storage terms
such as logical volumes and logical block address (LBA)
ranges. As set forth earlier, the front-end of the cloud storage
array 500 can implement many different possible data storage
protocols that use different data storage addressing systems.
However, as long as the cloud storage array 500 properly
responds to data storage requests received, the cloud storage
array 300 1s free to use any different type of addressing system
internally. In the cloud storage array 500, data will be stored
with a tiered-based storage system that uses nonvolatile
memory, local disk storage, and/or cloud-based data storage.
Thus, an addressing system more suited to storing informa-
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tion 1n a tiered-based storage system will be used within the
cloud storage array 3500 instead of the more disk-centric
addressing system used by the storage area network interface
520.

In one embodiment, the cloud storage array 500 uses a flat
linear addressing system for each data volume wherein each
logical volume 1s divided into fixed sized chunks that are an
even multiple of the logical blocks (SCSI logical blocks are
typically 512 bytes long) used by most disk-based storage
systems. A very simple translation system can be used to
translate data requests made 1n terms of logical block address
(LBA) ranges on a disk (or any other data storage addressing
system) into the chunk-based linear addressing system used
within the cloud storage array 500. In one specific embodi-
ment each fixed-size chunk 1s 256 kilobytes long (which can
fit 512 logical blocks that are each 512 bytes long), however
this 1s merely one particular design choice. The data chunks
are typically handled by the linear storage layer 540 (although
help from lower data storage layers may be used). Data stored
by the linear storage layer 540 1s stored 1n the linear storage
area 547 local data storage 570.

To keep track of where the all the data 1s stored, the linear
storage layer 340 maintains a linear storage map 341 for each
data volume. The linear storage map 541 specifies where each
chunk of data resides (and thus how the data may be
obtained). For data chunks that are stored by the linear storage
layer 540, the linear storage map 541 may specily a specific
physical memory address in the local data storage 570. For
data that1s not stored by the linear storage layer 540, the linear
storage map 541 may specily a set of data fingerprints used to
uniquely 1dentity data slices 1n lower levels of the storage
request handling stack 515 such as the deduplicated storage
layer 550 and the bulk storage layer 560. In one embodiment,
a thirty-two byte long SHA-256 fingerprint 1s used to
uniquely 1dentily data slices stored 1n the lower storage lay-
ers.

FI1G. 6 conceptually illustrates how the various data storage
layers use the local data storage system 670. (Note that FIG.
6 1s conceptual only and that many details are omitted for
clarity.) The linear storage layer 640 uses a linear storage map
641 that maps each (fixed-size in one embodiment) chunk
either to a location in a linear storage area 647 of the local data
storage system 670 or provides the fingerprint identifiers that
represent the data. The fingerprint i1dentifiers are used to
locate the requested data in lower layers of the storage request
handling stack. In the example of FIG. 6, chunk 0 1s stored in
the linear storage area 647 as indicated by a pointer. Chunk 1
1s stored 1n lower data storage layer(s) since the linear storage
map 641 specifies a set of fingerprint identifiers. Each of the
fingerprint 1identifiers specifies a data slice of the data chunk.
The set of data slices 1s equal to the size of a data chunk
(which 1s 256K 1n one particular embodiment).

The linear storage map 641 may be implemented with an
ordered linked list that links together entries each containing
a pointer to a chunk of data in the linear storage area 647 or a
set of fingerprint 1dentifiers for data stored in a lower layer.
For the data that 1s stored in lower layers, the linked list entries
will contain a series of entries with fingerprints where the
total size of the data slices referred to by the fingerprint
identifiers equals one chunk size. To provide optimal perfor-
mance, the linked list may also have an additional data struc-
ture used to improve the search of the linked list. For example,
a red-black tree, a hash table, or another similar data structure
whose elements are pointers to the linked list nodes may be
used to improve the speed of searching the linked list.

A description of how the linear storage layer 640 handles
read requests will be disclosed with reference to a tlow chart
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presented 1n FIG. 7 and the conceptual diagram of FIG. 6.
Referring to FIG. 7, a read request 1s received from a host
client at the top of the flow chart. The read request 1s first
processed by the SAN interface layer, the volume abstraction
layer, the snapshot layer, and any other initial layer at stage
705. The read request 1s then passed to the linear storage layer
640.

The linear storage layer 640 first examines the linear stor-
age map 641 for the volume at stages 710 and 715 to deter-
mine how to respond to the read request. 11 the requested data
1s available 1n the linear storage area 647 of the local data
storage system 670 then handling the response can be done
very quickly and easily. Specifically, the linear storage layer
640 simply reads the data from the linear storage area 647 and
responds to the read request at stage 720. The system may
then update some statistics (such as statistics used to deter-
mine 1f the data 1s hot, warm, or cold) at stage 780 and 1t 1s
then done handling the read request.

I1 the data was not found to be 1n the linear storage arca 647
at stage 713, then the linear storage layer 640 requests the
needed data from lower layers of the storage request handling,
stack at stage 730. The request 1s made by providing the
fingerprints of the needed data items. Note that a read request
may only need a few slices of data 11 the read request only
requested a small amount of data within a particular chunk of
data. In this particular embodiment, the next lower layeris the
deduplicated storage layer 650 1n FIG. 6. This document may
use the term ‘dedup’ when referring to aspects the dedupli-
cated layer.

At stage 735, the deduplicated storage layer 650 examines
the deduplicated storage map 651 to determine 11 the dedu-
plicated storage layer 650 has all the requested data slices in
the deduplicated storage area 6357 of the local data storage
system 670. I the deduplicated storage layer 650 has all the
needed data slices, then the deduplicated storage layer 6350
can respond with the requested data at stage 750. If the dedu-
plicated storage layer 650 does not have all the needed data
slices the deduplicated storage layer 650 will request the
needed data items then at stage 740. In this particular embodi-
ment, the request will be made to the next lower layer of the
storage request handling stack, the bulk storage layer 660.

At stage 743 the bulk storage layer 660 fetches the
requested data. Depending on where the requested data
resides, the bulk storage layer 660 may request the data from
the local bulk storage, the cloud storage provider 690, or both.
(More details on this stage will be presented 1n the section on
the bulk storage layer 660.) Upon receiving the requested
data, the deduplicated storage layer 650 will place the
requested data into the deduplicated storage area 657 of the
local data storage system 670. The deduplicated storage layer
650 can then respond to the linear storage layer 640 with the
requested data at stage 750.

Uponreceiving the requested data slices from deduplicated
storage layer 650, the linear storage layer 640 will assemble
the requested data from the received data slices at stage 760.
Finally, the linear storage layer 640 can then respond to the
read request with the requested data at stage 770. The statis-
tics counters can then be updated at stage 780.

It can be seen that servicing the read request at stage 720
will be faster than servicing the read request when the data
must be fetched from the lower data storage layers. This 1s
especially true 11 data slices must be fetched from the cloud-
based data storage provider 691 across communication link
666.

Write requests are handled 1n a similar manner. All write
operations to the cloud storage array are initially written into
the linear storage area 647 associated with the linear storage
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layer 640. The handling of a write request will be disclosed
with reference to the flow chart of FIG. 8 and the conceptual
diagram of FIG. 6. The example of FIG. 8 describes a write to

a single data chunk. However, the same steps may be per-
formed multiple times to handle writes to multiple data 5
chunks.

Referring to FI1G. 8, a write request 1s recetved from a host
client at the top of the flow chart. As with a read request, the
write request 1s first processed by initial formality layers such
as the SAN interface layer, the volume abstraction layer, and 10
the snapshot layers at stage 805. The read request 1s then
passed to the linear storage layer 640.

The linear storage layer 640 first examines the linear stor-
age map 641 for the volume at stages 810 and 813 to deter-
mine how to handle to the write request. If the write 1s directed 15
at a data chunk that 1s already available 1n the linear storage
area 647 of the local data storage system 670 then handling
the write request can be done easily. Specifically, the linear
storage layer 640 may proceed to stage 850 and write the new
data into the appropriate data chunk within the linear storage 20
arca 647 at stage 850. The system may then also update some
statistics at stage 860. At this point, the write request has been
tully handled.

If the data chunk that the write 1s directed at was not found
to be 1in the linear storage area 647 at stage 815, then the linear 25
storage layer 640 will generally first pull the data for target
data chunk into the linear storage layer 640. The reason that
data 1s pulled up 1nto the linear storage layer 640 before it 1s
overwritten 1s so that if a failure occurs during a write opera-
tion, the failure will at least leave the old data which has been 30
partially over-written by new data. This 1s the way that a
traditional disk based storage system operates such that appli-
cation programs are already prepared to handle corrupted
data due to such a write failure.

To pull the data up into the linear storage area 647, the 35
linear storage layer 640 may first need to allocate anew chunk
of memory 1n the linear storage area 647 at stage 820. (Ideally,
the system will always keep a few memory chunks available
for handling new 1incoming write options.) Allocating a new
memory chunk may be performed by pushing data from an 40
existing chunk in the linear storage area 647 down to the next
lower data storage layer. Pushing a data chunk down to the
next data storage layer will be described in the next section of
this document about the deduplicated storage layer 650.

With a memory chunk available 1n the linear data storage 45
area 647, the linear storage layer 640 then requests all the data
slices for that data chunk from the lower data storage layers of
the storage request handling stack at stage 830. The request
for the data slices 1s made by providing the fingerprint 1den-
tifiers of the needed data slices. Note that all of the data slices 50
tor the data chunk are required since the entire data chunk will
now be represented 1n the linear storage area 647 as a single
data chunk. If the deduplicated storage layer 650 does not
have all the needed data slices for the chunk 1n the dedupli-
cated storage area 637, then the deduplicated storage layer 55
650 will request the needed data slices from the next lower
layer of the storage request handling stack (the bulk storage
layer 660 1n this particular embodiment).

After recerving the requested data slices, the linear storage
layer 640 then assembles the data slices 1in a bulfer at stage 60
840. The fully assembled data chunk is then copied into the
free memory chunk 1n linear storage area 647 such that the
linear storage layer 640 1s now fully responsible for that
particular data chunk. Thus, the linear storage layer 640
updates the linear storage map 641 to retlect that the linear 65
storage layer 640 now has that particular chunk of memory
represented within the linear storage area 647.
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It should be noted that the fetched data slices will generally
be allowed to remain down 1n the deduplicated storage area
657. A primary reason that these data slices will continue to
be 1n the deduplicated storage area 657 1s that other areas of
the data volume (or other data volumes) may refer to the
tetched data slices. If a data slice 1s not referenced by another
data chunk then a garbage collection mechanism may even-
tually discard that unreferenced data slice.

Unreferenced data slices may be allowed to remain 1n the
deduplicated storage area 657 for some time. There 1s actually
a benefit in keeping unused data slices in the deduplicated
storage area 637 for a period of time. Specifically, a data
chunk that was pulled up from the deduplicated storage layer
650 (or lower layers) up 1nto the linear storage layer 640 may
soon be pushed back down to the deduplicated storage layer
650. When this occurs, the pre-existing data slice 1n the dedu-
plicated storage area 657 may be used again 11 the data slice
still represents a portion of the data chunk.

Referring back to FIG. 8, after the data chunk has been
tully moved back up 1nto the linear storage arca 647, the linear
storage layer 640 may then over-write the data chunk at stage
850. Inthe unlikely event of a failure during the write, the data
chunk will contain a mix of new data overwritten onto old
data. As set forth above, this 1s a situation that existing appli-
cation programs are already prepared to handle.

Finally, at stage 860, the system may update some statis-
tics. For example, a counter associated with the data chunk
may be incremented to indicate that the data chunk has
recently been accessed. This counter value may be used by a
data tiering algorithm to determine 11 the data chunk should be
kept 1n the linear storage layer.

As set forth earlier, the cloud storage array organizes data
in different data tiers. The first tier 1s the fast linear storage
layer and the second layer 1s the slightly slower deduplicated
layer. The lower bulk storage layer stores data on a local bulk
storage system and/or with a cloud data storage provider. For
some applications where reliable data storage 1s paramount,
the system may be configured to push every new write to
lower layers of the storage request handling stack such that
the bulk storage layer will eventually store data in the local
bulk storage and/or with the data storage provider 691. Note
that various writes may be superseded by newer writes to the
same location such that not all writes will actually propagate
all the way through to the bulk storage layer. Configuring the
system 1n this manner may reduce the performance of the
cloud storage array 600 but may be desirable for applications
wherein reliable data storage 1s paramount since the data wall
(almost) always be propagated onto a local bulk storage sys-
tem and/or out to the cloud based data storage provider 691
for sate keeping.

In most circumstances, the cloud storage array will only
push data down to lower layers of the storage request handling
stack when the linear storage layer 640 determines that a
particular data chunk needs to be evicted from the linear
storage area 647. For example, a data chunk may be evicted to
make room for new data in the linear storage layer 640. The
eviction policy may use eviction policies similar to common
cache replacement strategies. For example, the system may
use the well-known least-recently used (LRU), least-recently
allocated (LRA), or least-frequently used (LFU) cache
replacement policies to determine when a data chunk may be
evicted from the linear storage layer 640.

In normal operation, the full contents of the cloud storage
array 600 will generally not fully propagate to the bulk data
storage. However, there 1s nothing wrong with this (nor would
it be desirable) since all of the data stored within cloud storage
array 600 1s stored 1n some nonvolatile form (such as a solid
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state drive or a hard disk drive) that 1s much easier to access
than data 1n the cloud storage. Snapshots of data stored in the
cloud storage array 600 can also be periodically backed-up
(as will be described 1n a later section of this document) or
proactively pushed to the cloud storage for disaster recovery
pPUrposes.

Memory Efficient DeDuplicated Layer

Referring back to FIG. 5, when the linear storage layer 540
determines that a particular data chunk is not being frequently
accessed, the linear storage layer 540 sends that data chunk
down to the deduplicated storage layer 5350 for memory eifi-
cient storage 1n the deduplicated storage area 557. The dedu-
plicated storage layer 5350 acts as a repository for “warm”
data. Warm data may be defined as data that 1s not as fre-
quently accessed as the “hot” data in the linear storage layer
540 but still accessed regularly and typically read more often
than written. As the name implies, the deduplicated storage
layer 550 removes duplicates from the data such that the
deduplicated storage layer 550 stores data much more eifi-
ciently than the linear storage layer 540.

In the deduplicated storage layer 550, a data fingerprint
(such as a SHA-256 fingerprint) of a data slice 1s used as an
identifier for the data slice. The deduplicated storage layer
550 uses deduplicated storage map 651 to keep track of where
cach data slice 1s stored within the deduplicated storage area
537 of the local data storage system. FIG. 6 illustrates a
conceptual diagram of the deduplicated storage map 651 and
the deduplicated storage area 657 of the local data storage
system 670.

As 1llustrated 1n FIG. 6, the deduplicated storage map 651
may be implemented as a table that identifies the storage
location of each data slice recerved from the linear storage
layer 640. In practice, the deduplicated storage map 651 may
be implemented as a hash table (or similar data structure) to
optimize search performance. In one particular embodiment,
the deduplicated storage map table 651 maps each data slice
fingerprint to the location where the actual data slice resides.
A data slice may be stored within the deduplicated storage
area 357, 1n the local bulk storage 638, at the cloud storage
provider 691, or at some combination of those locations.

Various different systems may be used to implement the
functionality of the deduplicated storage map 631. For
example, 1n one embodiment the deduplicated storage map
table 651 only specifies the location of a data slice 1n the
deduplicated storage area 357 or else specifies that a lower
layer handles that data slice. In such an embodiment, the bulk
storage layer 660 would implement 1ts own storage map that
identifies where data slices reside within the local bulk stor-
age area 658. In other embodiment, the deduplicated storage
map 651 speciiies a location of where a data slices exists in the
deduplicated storage area 557 or 1in the local bulk storage area
658 but any data slice not in the map will be presumed to be
stored at the cloud storage provider 691.

FIG. 9 1llustrates a tlow diagram describing how data slices
are pushed down from the linear storage layer 640 to the
deduplicated storage layer 650. First, at stage 910, the system
must select a linear chunk to push down. In one embodiment,
the linear storage layer 640 uses a “least recently allocated”
(LRA) policy to determine when a particular data chunk
should be pushed down to a lower data storage layer.

Note that the linear storage layer 640 may push data chunks
down to the deduplicated storage layer 650 for several differ-
ent reasons. The linear storage layer 640 may push data
chunks down to make room for new data 1n the linear storage
layer 640. This may be performed by a background process
that attempts to keep the linear storage areca 647 approxi-
mately 85% full 1n one particular embodiment. This allows a
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large amount of data to be stored but keeps the linear storage
layer 640 prepared to accept a new burst of data writes. The
linear storage layer 640 may push data chunks down to force
those data chunks to migrate to the cloud storage. The linear
storage layer 640 may also push data chunks down to force
the deduplicated storage layer 650 to break the data chunks
into fingerprinted data slices for back-up purposes as will be
described 1n a later section of this document.

After selecting a data chunk to push down, the linear stor-
age layer 640 then divides the data chunk 1nto a set of 1ndi-
vidual data slices at stage 920. Many different techniques may
be used to slice a data chunk 1nto a set of data slices. The goal
1s to slice the data chunk up 1nto individual data slices 1n a
manner that will result 1n a high probability of finding dupli-
cate data slices.

In one particular embodiment, the data chunk 1s sliced up
using Rabin fingerprints. A Rabin fingerprint 1s a progressive
polynomial that 1s calculated over a defined window. It 1s
progressive since successive Rabin fingerprints may be cal-
culated by dropping of a byte from one end of the defined
window and adding another byte to the other end of the
defined window. This allows a Rabin fingerprint to sweep
through a chunk of data dividing 1t into data chunks.

FIG. 10 illustrates how a Rabin fingerprint calculator win-
dow 1050 may sweep through data chunk 1010 progressively
calculating Rabin fingerprints. The Rabin fingerprint system
may be used to sweep through the data chunk 1010 and
periodically drop anchors to define data slices. An anchor
may be dropped when the Rabin fingerprint equals some
arbitrary value. In one embodiment, the system creates data
slices that start at a first anchor defined by the beginning of the
data chunk or the previous anchor, are at least 8K bytes long,
and end when the specified arbitrary Rabin fingerprint value
1s generated or a 64K limit 1s reached (which ever occurs
first). This will create data slices that are between 8K and 64K
in length. If the arbitrary value 1s selected as a value with 16
zeroes 1n the least significant bits of the binary Rabin figure
print, the data slices will average to be around 16K 1n size.

Referring back to FIG. 9, at stage 930 the system then may
need to allocate space in the deduplicated storage area 657 11
no space 1s available. This may be done by selecting a least
recently allocated chunk of space 1n the deduplicated storage
area 657 and pushing the data slices in that area down 1nto the
next lower layer (the bulk storage layer 660 1n this embodi-
ment). Note that, like the linear storage layer 640, the dedu-
plicated storage layer 650 may also have a background pro-
cess running that always attempts to keep the deduplicated
storage area 657 approximately 85% filled such that the dedu-
plicated storage layer 650 stores a large amount of data but
can still always accept new data.

After dividing the data chunk into data slices and ensuring
that space exists 1n the deduplicated storage layer 650, the
linear storage layer 640 then begins to push down individual
data slices. At stage 940, the linear storage layer 640 first
calculates a data fingerprint for a data slice. This fingerprint 1s
a statistically unique identifier fingerprint such as a SHA-256
fingerprint. The linear storage layer 640 then provides the
data slice and the fingerprint for the data slice to the dedupli-
cated storage layer 650 at stage 950. (The data may be pro-
vided by simply passing a pointer to the data slice.)

Next, at stage 970, the deduplicated storage layer 650
examines the fingerprint that it receives and searches the
deduplicated storage map 651 to see 1f there 1s already an
ex1isting 1dentical data slice already stored 1n the deduplicated
storage area 6357 or 1n a lower data level. With sulliciently
strong fingerprints that have a very low probability of alias-
ing, simply comparing the fingerprints may be enough to
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identily duplicate data. In an alternative system, the dedupli-
cation may be performed 1n two stages. A {irst stage can use
probabilistic methods to locate potential duplication candi-
dates. After identitying candidates for deduplication, exhaus-
tive algorithms verity the duplicated data and possibly adjust
the data slice boundaries to obtain more duplicated data
slices.

If the deduplicated storage layer 650 1dentifies redundant
data, the deduplicated storage layer 650 may discard the data
at stage 980. In embodiments wherein the system maintains a
reference counter to keep track of how many different data
chunks refer to a particular data slice, the system may incre-
ment that reference counter. When a received data slice 1s not
yet represented 1n the deduplicated storage layer 650 (the
same fingerprint was not found 1n the deduplicated storage
map 6351), then the deduplicated storage layer 650 adds that
data slice to the deduplicated storage map 651 at stage 990.
Specifically, the deduplicated storage layer 650 stores the
data slice 1n the deduplicated storage area 657 and creates a
new entry in the deduplicated storage map 651 (which may be
a hash table) that points to the newly added data slice.

At stage 993, the linear storage layer 640 determines 11 this
was the last data slice of the data chunk to push down. If 1t 1s
not, the linear storage layer 640 returns back to stage 940 to
push down another data slice. If this was the final data slice,
then the linear storage layer 640 may now update the linear
storage map 641 by removing the reference to the data chunk
in the linear storage area and adding entries that refer to all the
fingerprints of the data slices 1n the linear storage map 641.
Thus, when a subsequent memory request 1s received that
refers to data in the range of that particular memory chunk, the
system will need to access the data slices now stored 1n the
deduplicated storage area 657 (or 1n lower data layers).

By removing duplicated data at stage 973, the deduplicated
storage layer 650 greatly increases the storage efficiency. This
allows many more logical volumes of data to be stored 1n the
layers beneath the linear storage layer 540 that only stores 1n
a raw unprocessed form. However, this increased data storage
eificiency comes at a cost. The linear storage layer 540 must
slice up each data chunk and calculate fingerprints for each
data slice. And the deduplicated storage layer 550 must search
tor duplicated data. Furthermore, pushing data into the dedu-
plicated storage layer 350 involves significant metadata
updates to maintain the deduplicated data storage map 651.
However, since processing power 1s now Very 1mmexpensive
and the bandwidth of the mtermediate layers 1s far greater

than the bandwidth to the cloud data storage, this 1s a worthy
trade-ofif.

Another cost for the improved memory etficiency 1s that
when a read request 1s received for data in the deduplicated
storage layer 650, that read request must be satisfied with data
from the deduplicated storage area 657. Thus, the linear stor-
age layer 640 must fetch each needed data slice from the
deduplicated storage layer 650 and then reassemble the data
slices to obtain the requested data. This means that the latency
time for read requests that are serviced by the deduplicated
storage layer 650 will be higher than the latency time for read
requests that are serviced by the linear storage layer 640.
However, this latency difference 1s relatively small and worth
the trade-oil since 1t allows more data to be stored within the
high-speed area of the local data storage 670. Storing more
data in the high-speed area of the local data storage 670 will
mean fewer accesses to the bulk storage layer 660 (that stores
data in local bulk data storage or with the off-site cloud data
storage provider 691) which will have a much greater latency
time.
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Retferring back to FIG. 5, the deduplicated storage layer
550 acts as a relatively fast local tier of data storage. The
“warm” data 1n the deduplicated storage layer 550 is not
accessed as frequently as the data in the linear storage layer
540 but data 1 the deduplicated storage layer 550 1s still
accessed on a fairly regular basis. Although, the deduplicated
storage layer 350 stores data more efficiently, the dedupli-
cated storage layer 550 will eventually run out of storage
space. When the deduplicated storage layer 550 runs out of
storage space, the deduplicated storage layer 550 must begin
to evict existing data slices to make room for new data slices.
The deduplicated storage layer 550 will push the evicted data
slices further down the storage request handling stack 515.

Note that data eviction policies used by the deduplicated
storage layer 550 may be the same, similar, or different than
the data eviction policies used by the linear storage layer 540.
Referring to FIG. 6, some implementations of the dedupli-
cated storage layer 650 may maintain a ‘reference counter’
value 1n the deduplicated data storage map 651 that maintains
a count of the number of times each data slice 1s referenced by
a data chunk. In embodiments that implement such a refer-
ence counter, the reference counter may be used by the data
eviction algorithm such that data slices that are referenced
many times are less likely to be evicted from the deduplicated
storage layer 650.

In addition to pushing data down in order to make more
storage space available the deduplicated storage layer 550,
the deduplicated storage layer 550 may proactively push data
slices down to the bulk storage layer 560 before 1t 1s necessary
to do so. In particular, 1t can be very advantageous to proac-
tively push data out to the cloud storage provider before being
requested to do so. This allows the bandwidth of the commu-
nication link to the cloud data storage provider 591 to be used
more efficiently since data slices can be sent when there1s idle
bandwidth. However, the data slices may also remain within
the deduplicated storage layer 550 such that read requests for
those data slices may be serviced quickly. When such data
slices need to be completely evicted from the deduplicated
storage area 357, the data slices that have already been pushed
out to the cloud storage provider can simply be removed from
the deduplicated storage area 557.

Bulk Storage layer

Data storage requests that cannot fully be serviced by the
previous two data storage layers are handled the bulk storage
layer 560. The bulk storage layer 560 1s used to store “cold”
data that 1s rarely accessed. The bulk storage layer 560
handles two different data storage systems: a local bulk stor-
age system 562 and a cloud transport interface 565 stores data
with a cloud storage provider 391. How these two data storage
systems are handled by the bulk storage layer 560 depends on
the particular configuration of the cloud storage array 500.

In one configuration, the bulk storage layer 560 will only
use the local bulk storage system 362 as a primary data
storage device. In such an embodiment, the cloud transport
interface 565 will only be used when performing back-up
operations. A local storage only configuration ensures that all
of the data will always be available locally such that 11 the data
link 566 were to malfunction, all of the data would still be
available locally. Furthermore, the worst case response time
for a local storage only will be faster than 11 cloud storage 1s
used.

In another configuration, the bulk storage layer 560 uses
the local bulk storage system 562 and the cloud storage pro-
vider as successive data tiers thus providing a four tiered
storage system (linear storage, deduplicated storage, local
bulk storage, and cloud storage). In such an embodiment,
there will be three different layers of local storage (linear
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storage, deduplicated storage, and local bulk storage) and
fourth infinitely extensible cloud storage layer. Such an
embodiment would never run out of storage space due to the
use of cloud storage.

In another yet another configuration, the bulk storage layer
560 would lack a local bulk storage system 562 and instead
rely upon the cloud storage provider 591 when the local data
storage system 370 became full. If such an embodiment were
constructed without any disk drive, such a system would be
very reliable due to the lack of any moving parts.

Local bulk storage 562 system in the bulk storage layer 560
stores data slices 1n a local bulk storage area 568 that may be
implemented with a hard disk drive. To further improve the
data storage capacity, the local bulk storage 562 system may
use a compression layer 561 to compress data slices before
storing the data 1n the local bulk storage area 568. Details on
how the compression layer 561 works will be presented
below while describing the operation of cloud storage.

If the bulk storage layer 560 opts to use cloud storage then
the bulk storage layer 560 will use the cloud transport inter-
face 563 to store data out at the data storage provider 591.
Since 1t takes time to retrieve data from the off-site data
storage provider 591, there will generally be a larger latency
period for any data storage request that requires access to the
off-site data storage provider 591. Ideally such latency should
only occur when accessing old data archives since the vast
majority of the frequently used data should be represented in
the local storage system 570 of the cloud storage array 500.

When the bulk storage layer 560 uses cloud storage, the
bulk storage layer 560 first prepares the data slices to be sent
to the data storage provider 591. The bulk storage layer 560
may {irst compress the data using compression stage 561. The
compression ol the data accomplishes two goals. First, the
compression reduces the bandwidth requirements for the
internet connection 366 to the data storage provider 591 since
less data needs to be transmitted. This 1s very important since
this reduces the large disparity between the bandwidth at the
front-end storage area network connection 502 and this back-
end 1nternet connection 566 to the data storage provider 591.
Second, the compression also reduces the amount of data that
needs to be stored by the data storage provider 591 such that
outsourced data storage costs are minimized.

Any suitable compression system may be used but 1n one
embodiment the BZIP compression system 1s used. In another
embodiment, the compression system allows for multiple
different compression systems to be used. To do this, the
compression stage 561 may prepend compression mforma-
tion to the compressed data as illustrated in FIG. 11. The
compression information may include a code to that specifies
a particular compression algorithm and version. This allows
the compression stage 561 to select the proper decompression
system when multiple different compression systems are
used. Such a system may be able to select the optimum
compression system for a particular data slice.

After compressing the data, the compressed data 1s then
encrypted with encryption stage 563. By encrypting the data,
the owner of the cloud storage array 500 does not need to fear
for their data security. The encryption prevents any person
tapping the internet connection 566 or examining the data
stored at the storage provider 391 from being able to view the
real meaning of the data.

Many different data encryption systems may be used
within the encryption stage 563. In one particular embodi-
ment, the AES-256 encryption system was implemented
within the encryption stage 563. As with the compression
stage, the encryption stage 563 may allow multiple different
encryption systems to be used. To do this, the encryption
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stage 563 may prepend encryption information to the
encrypted data as illustrated in FIG. 11. The encryption infor-
mation allows the encryption stage 563 to select the proper
decryption system and version when multiple different data
encryption systems may be used. The prepended encryption
information may also specity the size of the data since some
encryption systems only operate on fixed size data and thus
require padding bytes. Note that the use of pre-pending com-
pression and encryption information allows new compression
and encryption systems to be added to the cloud storage array
500 at any time.

The use of prepended encryption information may also be
used to help with encryption key management. Encryption
keys may be changed on a regular basis to improve the data
security. A code may be placed into the prepended encryption
information to help select the proper key for data decryption.
In one embodiment, the system allows an administrator to use
a passphrase to generate an encryption key. Multiple levels of
authority may be used to protect keys from be lost. In addi-
tion, a built-in system may allow a customer to contact the
manufacturer of the cloud storage array 500 system 1f the
passphrase for an encryption key has been lost.

After data encryption, a barrier stage 564 stores a copy of
the compressed and encrypted data 1n a barrier storage area
(667 n FIG. 6) of the local storage system 570. The barrier
storage area 667 1s used to temporarily store a copy of data
that 1s 1n the process being transmitted to the data storage
provider 391. The barner storage may be in SSD or on a hard
disk drive.

The data 1s kept 1n the barrier storage area 667 for a “settle-
ment period’ that allows the data storage provider 591 to
perform 1ts own data storage tasks. (If data sent to the data
storage provider 391 were requested too soon, the data stor-
age provider 591 may fail at providing the data since the data
storage provider 591 may not be ready to respond to data
queries yet.) Thus, when the bulk storage layer 560 receives a
read request for data stored at the cloud data storage provider
591, the bulk storage layer 560 first checks the barrier storage
arca of the local storage system 570 to see 1f the data is
available there. If the requested data 1s located 1n the barrier
storage area of the local storage system 570 then the bulk
storage layer 560 will respond to the data request using that
data 1s located 1n the barrier storage area.

Note that by compressing the data before the data 1s stored
in the barrier storage area, the bulk storage layer 560 eifi-
ciently uses 1ts allocated area of the local storage system 570.
However, this comes at the expense of having to decrypt and
decompress the data 1f a read request 1s recerved for data
stored 1n the barrier storage area. In an alternate embodiment,
the data 1s stored 1n the barrier layer before compression and
decryption. In such an embodiment, there will be a lower
latency period when responding from the data stored 1n the
barrier storage area. However, since data temporarily stored
in the barrier storage area will rarely be requested, the imple-
mentation that stores compressed and encrypted data wall
generally be the better implementation.

In addition to allowing transmitted data to settle at the data
storage provider 391, the barrier stage 564 serves additional
purposes. One important purpose 1s to handle storage request
serialization. Many cloud data storage providers will perform
data storage requests recerved 1n close time proximity out of
the order that the data storage requests were recerved in. Thus,
if a purge request 1s transmitted and then a write request to the
same data location was subsequently transmitted, the cloud
data storage provider 591 might reverse the order of these
requests and thus destroy data! To prevent this potential disas-
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trous occurrence, the barrier stage 564 will place a long
waiting period between data storage requests that refer to the
same data location.

After storing a copy 1n the barrier storage area, the com-
pressed and encrypted data i1s provided to a cloud transport
interface stage 565 that 1s responsible for transmitting data to
the data storage provider 591. The cloud transport interface
stage 563 {irst creates a new data object within the cloud data
storage provider 591 to store the data. In one embodiment, the
system uses the same the fingerprint identifier from the dedu-
plicated storage layer 350 as the name for the data object. The
cloud transport interface stage 565 then writes (transmits) the
data to the newly created data object. The cloud transport
interface stage 565 then allows for the settlement period
wherein 1t waits a specified amount of time before the data can
be read back from the data storage provider 591. This settle-
ment period 1s a time value that may be configured based upon
the particular data storage provider 591 that 1s being used.
Once the settlement period expires, the cloud transport inter-
face stage 563 deletes the copy of the data that was placed 1n
the barrier storage area 667. Thus, subsequent read operations
must be serviced by requesting the data from the data storage
provider 591.

To ensure that the data was properly stored with the data
storage provider 591, the cloud transport interface stage 565
may calculate a checksum value of data using the same type
of checksum used by the data storage provider 591. After
receiving data, the data storage provider 591 may transmit a
checksum value back 1n an acknowledgement message. If the
two checksum values do not match, the cloud transport inter-
face stage 565 may retransmit the data. ITf checksums are used,
the copy of the data in the barner section should not be
removed until matching checksums have been achieved and
the settlement period has expired.

Data read requests recetved by the bulk storage layer 560
are handled by first determining 11 the data was stored by the
local bulk storage system 362 1n the local bulk storage area
568 or stored by the cloud transport interface 565 1n the cloud
storage provider 591. If the data was stored by the local bulk
storage system 3562, then the local bulk storage system 562
reads the data slice from the local bulk storage area 568,
decompresses the data slice if necessary, and returns the data
slice.

Data read requests for data stored with cloud storage pro-
vider 591 are handled by the bulk storage layer 560 1n basi-
cally the same manner as writes to the cloud storage provider
591 but 1n reverse order. As set forth above, the bulk storage
layer 560 will first attempt to serve a data request using data
stored 1n the barrier storage areca 667. If the data request
cannot be served from data 1n the barrier storage area 667, the
bulk storage layer 560 will then send a read request to the
cloud data storage provider 591 using the data slice finger-
print as the name of the requested data object.

After receiving a response from the cloud data storage
provider 591, the cloud transport interface stage 565 can
perform data integrity check on the received data by calcu-
lating a checksum the received data. If the calculated check-
sum does not match the checksum received from the dedu-
plicated storage layer 550 then the cloud data storage provider
591 may have corrupted the data. Retries may be attempted to
obtain the proper data from the cloud data storage provider
591. It the proper data cannot be retrieved, a ‘media error’
message may be propagated up the data storage request han-
dling stack.

When verified data has been received, that verified data 1s
then provided to the encryption stage 563 for decryption.
Next, the decrypted data 1s given to the compression stage 561
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where the data 1s decompressed. After requested data has
been retrieved from the cloud data storage provider 591,
decrypted, and decompressed, the bulk storage layer 560
passes the requested data back up the request handling stack.
In one embodiment, the system may perform a second data
integrity check by recomputing the fingerprint of the
decrypted/decompressed data.

The deduplicated storage layer 550 will receive the data
that was fetched from the cloud and place that data back into
its duplicated storage area 5357 and adjust the 1ts data struc-
tures to indicate that the data 1s now available 1n the dupli-
cated storage area 557 of the local storage system 570. The
data will remain 1n the duplicated storage area 557 until the
deduplicated storage layer 550 again evicts the data or 1t 1s
removed by the garbage collection system since 1t was over-
written.

Similarly, data that 1s read back from the local bulk storage
area 368 or the cloud data storage provider 591 will continue
to remain 1n the local bulk storage area 568 or 1n the cloud data
storage provider 591. If the deduplicated storage layer 550
again evicts data that was already once stored in the local bulk
storage area 568 or 1n the cloud data storage provider 591 and
that data has not changed, then that data does not need to be
stored 1n the local bulk storage area 568 or retransmitted back
to the cloud data storage provider 591 since 1t already exists
there. Thus, the deduplicated storage layer 550 can just delete
its copy of the data.

Backing-Up Data Volumes Cloud Server Appliance Over-
VIEW

As set forth 1n an earlier section and with reference to FIG.
5, the cloud storage array 500 includes a snapshot layer 532
for capturing snapshots of the current state of data volumes.
The snapshot system creates a snapshot volume data structure
with the state of an original volume frozen 1n time by refer-
encing the original volume. When subsequent writes to the
original volume are recerved that would destroy the state of
the data referenced by the snapshot volume, the snapshot
layer 532 copies the existing data 1n the original volume into
the snapshot before the changes are made such that the snap-
shot volume will maintain the state of the data volume at the
time the snapshot was taken. Thus, the snapshot layer 532
saves the state of a data volume at the specific instant of time
when the snapshot was taken.

A snapshot volume, however, 1s not a back-up volume. A
snapshot volume 1s merely a reference to an original volume
with an additional set of copied data to replace sections of the
existing original volume where changes that have been since
the snapshot was taken. Thus, 11 the original volume that 1s
referenced by a snapshot volume 1s destroyed then the snap-
shot volume will also be destroyed. (Except 1n the unlikely
event that every single piece of data from the original volume
has been changed such that the snapshot volume 1s now a
completely new volume.) Back-up volumes need to be cre-
ated 1n order to have a completely independent copy of a
volume for archival purposes and disaster recovery. In order
to construct fully independent back-ups of data volumes in
the cloud storage array, a back-up system will copy data from
snapshot volumes since snapshot volumes provide a static
representation of a data volume at a specific instant 1n time.

As set forth 1n the earlier sections, the cloud storage array
500 will store data 1n at least three different locations: the
linear storage area, the deduplicated storage area, and the
within the bulk storage layer. The bulk storage layer may store
data 1n a local bulk storage device and/or with a cloud data
storage provider. The data 1n all of these locations must be
backed up for a fully independent back-up volume. Since this
type of cloud storage array system ditfers significantly from
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conventional storage systems wherein all the data 1s available
locally 1 a simple form, a different method for performing
back-ups was required.

Backing-Up Data Volumes with Cloud Clone Volumes

In the context of a cloud storage array, the back-up system
of the present disclosure operates 1n three main phases:

1) Create a snapshot volume.

2) Create a clone of the snapshot with fingerprints of data

slices.

3) Back up the finger printed data slices of the clone vol-

ume.

The back-up system will be disclosed with reference to
FIGS. 12, 13, 14, and 15. FIG. 12 illustrates a flow diagram
that presents the entire back-up procedure 1n detail. The three
phases listed above are 1llustrated 1n the flow diagram of FIG.
12. FIG. 13 1llustrates a block diagram of an office computer
arrangement that may use the disclosed back-up system. FIG.
14 1llustrates a block diagram of how the Microsoit volume
shadow copy service (VSS)may be used within one particular
embodiment. FIG. 15 conceptually illustrates the various dii-
ferent versions of a data volume as a back-up volume 1is
created.

FI1G. 13 1llustrates a set of server systems (1311, 1312, and
1313) that may provide services to a set of workstations on an
oflice local area network (not shown). In the arrangement of
FIG. 13, the server systems (1311, 1312, and 1313) share a
storage area network (SAN) 1315 and store data on a cloud
storage array system 1360. Since the data stored by cloud
storage array system 1360 represents the critical information
of the oflice, that data must be regularly backed-up and stored
off-site for disaster recovery.

FIG. 12 1llustrates a flow diagram describing a back-up
procedure for creating back-ups of data volumes stored on the
cloud storage array system 1360. The first step 1n creating a
back-up of a data volume that 1s actively being used 1s to take
a snapshot of the data volume to be backed up. The snapshot
1s the state of a data volume frozen at the time the snapshot is
taken.

In one embodiment, the Microsoft volume shadow copy
service (VSS) 1s used to help make data volume snapshots.
The first step 1n creating a data volume snapshot 1s to request
writer applications to stop writing to the target volume as set
forth 1n stage 1210. The Microsolt volume shadow copy
service (VSS) provides the ability to halt writes to a data
volume such that a shadow copy (a snapshot volume) may be
created. Once a shadow copy (a snapshot volume) has been
created, the volume shadow copy service (VSS) allows writes
to resume. Other operating systems and application programs
provide similar services to allow snapshot volumes to be
taken thus this document 1s only using the Microsoft volume
shadow copy service (VSS) as an example of a such a service.
For example, VMware includes a mechanism to ensure VM
consistent snapshots of data volumes.

FIG. 14 1llustrates a block diagram of how the volume
shadow copy service (VSS) 1s used within computer environ-
ment. The upper left of FIG. 14 illustrates a writer application
1411 on a server system 1420 that uses storage services
provided by data storage provider 1460. The writer applica-
tion 1411 may be a server application programs such as mail
server, database, and file server. For example, the writer appli-
cation 1411 on a server system 1420 may be an application on
one of the server systems (1311, 1312, and 1313) 1n FIG. 13.
Similarly, the data storage provider 1460 may be the cloud
storage array 1360. Referring back to FIG. 14, the writer
application 1411 on a server system 1420 accesses an active
data volume 1481 from data storage provider 1460 through
the volume shadow copy service (VSS) 1430.
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The volume shadow copy service (VSS) 1430 provides a
service that helps the data storage provider 1460 take snap-
shots of data volumes used by the writer application 1411.
Referring back to FIG. 12, the first stage 1210 in taking a
snapshot of a target data volume 1s to request writer applica-
tions to stop writing to the target volume. In FIG. 14, a
snapshot requestor 1450 {irst sends a request to the volume
shadow copy service (VSS) 1430 requesting that a snapshot
be taken for active data volume 1481. The volume shadow
copy service (VSS) 1430 responds by first requesting the
writer application 1411 that uses the target data volume to halt
writing to the active data volume 1481. The snapshot
requestor 1450 may be a back-up application that regularly
backs up data volumes.

Reterring back to FIG. 12, the second stage 1220 1n taking,
a snapshot of a target data volume 1s to create the actual
snapshot of the target volume. In FIG. 14, once the writer
application has halted writing to the active data volume 1481,
the volume shadow copy service (VSS) 1430 requests the
data storage provider 1460 to create the requested shadow
volume (a snapshot volume). The data storage provider 1460
invokes a snapshot module 1462 to create a snapshot volume
1482 from the active data volume 1481. The snapshot module
1462 may only have a limited time to create the snapshot
volume 1482 since the writer applications need to resume
their operation within predefined time boundaries.

FIG. 15 conceptually illustrates an active data volume 1510
and a snapshot data volume 1520. The active data volume
1510 1s a data volume that 1s used by a writer application
program and 1s therefore continually changing as writes are
made to the active data volume 1510. The snapshot volume
1520 1s static representation of the active data volume 1510
frozen at a specific instant in time (thus the term “snapshot™).
The snapshot volume 1520 largely comprises a set of refer-
ences 1521 to the original active data volume 1510 since most
of the data 1n the active data volume 1510 will not change
quickly. However, whenever new data 1s written to the active
data volume 1510, a snapshot layer responsible for maintain-
ing snapshot volumes will copy the old data (such as data
1525 and 1526) from the active data volume 1510 into the
snapshot volume 1520 before 1t 1s overwritten such that the
snapshot data volume 1520 maintains the exact state of the
active data volume 1510 at the time the snapshot was taken.

Referring back to FIG. 12, the third stage 1230 in creating,
a snapshot of a target data volume 1s to allow the writer
application to resume using the target data volume. Once the
snapshot volume 1482 1n FI1G. 14 has been created, the vol-
ume shadow copy service (VSS) 1430 allows the writer appli-
cation 1411 to resume writing to the active data volume 1481.
At this point, the volume snapshot creation phase of FIG. 12
1s complete such that there 1s a static snapshot volume that
may be backed-up. The writer application 1411 was only
temporarily inconvenienced and may now resume operations
by writing to the active data volume 1481. With the static
snapshot volume available, the back-up module 1463 may be
invoked to create clone volume 1483 and back-up volume
1483 as will be described with reference to other figures.

The next phase 1n the back-up system procedure of F1G. 12
1s to create a fingerprint clone volume of the snapshot volume.
The fingerprint clone volume 1s a copy of the snapshot volume
that has data fingerprints for a set of data slices that represent
the entire data volume. As set forth in stage 1240, the first step
1s to create a shell fingerprint clone of the snapshot volume.
The shell fingerprint clone 1s a data structure with the same
number of chunks as the snapshot volume and wherein each
chunk will be populated with a list of data fingerprints for data
slices that represent the data of that chunk. Referring to the
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conceptual diagram of FIG. 15, the fingerprint clone volume
1530 contains a fingerprint map 1531 with the same number
of chunks as the snapshot data volume 1530. The imitial shell
fingerprint map 1531 will not yet contain any fingerprints.

Referring back to FIG. 12, the next stage 1250 1s to popu-
late the shell fingerprint map in the clone volume with finger-
prints. Referring to FIG. 6, the linear storage layer 640 main-
tains a linear storage map 641 for each data volume that
defines where each data chunk of the volume 1s located. For
data chunks that are located in the linear storage area 647
(such as data chunk 0 1n FIG. 6), the linear storage map 641
contains a reference pointer to the data chunk in the linear
storage arca 647. For data chunks that are not located 1n the
linear storage area 647 (such as data chunk 1), the linear
storage map 641 contains an ordered list for all the finger-
prints of data slices the make up the data chunk. Thus, to fill
the fingerprint map in the fingerprint clone volume, the back-
up system must create fingerprints for the chunks in the linear
storage area 647 and copy the fingerprint data for the data
chunks in the lower layers (the deduplicated storage layer and
the cloud storage layer).

Referring back to FIG. 13, a back-up module 1381 1n the
cloud storage array 1360 may drive the creation of finger-
prints for the data chunks that are 1n linear storage area of the
local data storage 1370. In one embodiment, the back-up
module 1381 requests the linear storage layer 1340 to push
those data chunks down mto the deduplicated storage layer
1350. The deduplicated storage layer 1350 will divide the
data chunks 1nto data slices and calculate fingerprints to each
data slice. The deduplicated storage layer 1350 will then
return the created fingerprints to the back-up module 1381
such that the back-up module 1381 can put those fingerprints
into the clone fingerprint map. In another embodiment, the
back-up module 1381 requests the snapshot layer and linear
storage layer to create the clone data volume by coordinating
the necessary operations between them.

As the back-up module 1381 receives data fingerprints
from the various storage layers, the back-up module 1381 will
note which storage layer was storing the data associated with
the data finger. This origin location information will be stored
as meta-data describing the back-up volume that i1s being
created. This origin information may be used upon a restore
operation to restore those the backed-up data to the exact
same storage layers that had the data at the time the back-up
was created. This will allow an exact replica of the data
volume to be restored such that the linear storage layer waill
contain the “hot” data, the deduplicated layer will contain the
“warm’” data, and so on.

The remainder of the fingerprints (that represent for data
slices that are either 1n the deduplicated layer 1350 or in the
bulk storage layer 1360) may be copied from the linear stor-
age map 1341 into clone fingerprint map to complete the
clone fingerprint map. Again, the back-up module will note
the original location (the deduplicated storage area, the local
bulk storage area, or the cloud storage 1391) of the data slices
associated with the data fingerprints. The original location of
the data slices may be obtained from reading the deduplicated
storage map 651 as illustrated 1n FIG. 6. This origin informa-
tion will be stored as meta-data associated with the back-up
volume such that the back-up system will be able to restore
the data slices to the exact same locations where the data
slices were located when the back-up data volume was cre-
ated.

FI1G. 15 conceptually 1llustrates a clone volume 1530 cre-
ated from a snapshot volume 1520. The clone volume 1530
contains a completed fingerprint map 1531 that specifies the
entire data volume 1n fingerprint form. Since the clone vol-
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ume 1530 1s deemed to be an active volume 1n the cloud
storage array, all of the data slices associated with the finger-
prints 1n fingerprint map 1531 of the clone volume 1530 will
not be deleted from the cloud storage array. At this point, the
fingerprint clone volume 1530 1s complete and ready to be
backed-up. Note that the fingerprint clone volume 1530 1s not
a Tully independent back-up since 1t refers to the same data
slices used by the snapshot volume 1520 and the original
active volume 1510.

Referring back to FIG. 12, the back-up volume creation
phase begins with stage 1260. To create a fully independent
back-up volume from the fingerprint clone volume, the back-
up module 1381 needs to create independent data back-ups of
all the data slices that are referred by their fingerprints in the
fingerprint clone volume. These data slices may exist either in
the deduplicated storage area within the cloud storage device
or at the cloud storage provider.

At stage 1260, the back-up module requests the cloud
storage provider to make independent back-up copies of the
data slices that are already stored with the cloud storage
provider. This 1s graphically illustrated 1n FIG. 13 wherein
data slices 1n the main cloud storage 1391 are copied along
line 1395 to an independent back-up cloud storage areca 1392.
Most cloud storage providers provide such a copy operation
that will copy data from one cloud storage repository to an
independent cloud storage repository such that a fully inde-
pendent back-up copy i1s created with a simple command.
Some data storage providers may provide a special copy
command to copy the data from one physical site to another
physical site such that geographically remote back-ups of
data are created.

The request to create back-ups of data slices already 1n
cloud storage may be made in different manners. In one
embodiment, the back-up module may go through the entire
clone fingerprint map where, for each data slice, 1t first exam-
ines the deduplicated storage map to determine 11 each data
slice 1s already 1n the cloud storage and i1 the data slice 1s 1n
cloud storage then a request to copy that data slice to a
back-up area 1s 1ssued. In an alternate embodiment, the back-
up module just requests the cloud storage provider to make a
back-up copy lfor every fingerprint in the clone fingerprint
map. For those data slices that are already 1n the cloud stor-
age, this will result 1n overwriting the existing data with the
same value.

In one embodiment, the back-up system may back-up the
data slices with a different cloud storage provider. This will
ensure that the data back-ups are stored at a completely dii-
ferent site. Note that a copy engine may need to execute to
perform this copy to an independent cloud storage provider.
This copy engine may execute on a different computer device
(and even at a different location) to relieve the cloud storage
array from having to perform this operation.

Referring back to FIG. 12, the next stage 1270 to create the
back-up volume 1s to copy the fingerprinted data slices that
were not already 1n the cloud storage provider to the back-up
area of the cloud storage provider. Referring to FIG. 13, the
back-up module 1381 may perform this 1in different manners.
In one embodiment, the back-up module 1381 may request
the deduplicated storage layer 1350 to push the remaiming
fingerprinted data slices down into the bulk storage layer
1360 and have the bulk storage layer 1360 store those finger-
printed data slices and the needed fingerprinted data slices
from the local bulk storage area along line 1396 directly into
the back-up cloud storage area 1392.

Alternatively, the back-up module 1381 may request the
deduplicated storage layer 1350 to push the remaining fin-
gerprinted data slices down to the bulk storage layer 1360 as
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in normal operation. The back-up module 1381 then requests
the bulk storage layer 1360 to push those fingerprinted data
slices and the needed fingerprinted data slices from the local
bulk storage area to the main cloud storage area 1391. Once
the fingerprinted data slices are 1n the main cloud storage area
1391, the back-up module 1381 may request the cloud storage
provider to copy those fingerprinted data slices to the back-up
cloud storage area 1392.

Note that stages 1260 and 1270 may be performed 1n
reverse order. For example, in one embodiment, the back-up
module 1381 first determines which fingerprinted data slices
in the cloud fingerprint volume are not yet represented 1n the
main cloud storage area 1391 and then pushes those finger-
printed data slices to the main cloud storage area 1391. Then,
the back-up module 1381 can quickly back-up the entire
clone volume by requesting the main cloud storage area 1391
to create a copy of all the fingerprinted data slices listed 1n the
clone fingerprint map to the back-up cloud storage arca 1392.

Referring back to FIG. 12, the final stage 1280 to create the

back-up volume 1s to create meta-data for the back-up vol-
ume. In one embodiment, a new meta-data folder 1s created in
the back-up cloud storage area 1392 for each back-up created.
The back-up module stores all the administrative data needed
to recreate the data volume 1n the meta-data folder.

The meta-data stored 1n the meta-data folder will include
the fingerprint map needed to reconstruct the data volume
within the cloud storage array. The meta-data will also
include the location of the where each data sliced was 1n at the
time the back-up was created. In addition to the fingerprint
map, the meta-data folder may also contain other information
such as access control lists (ACLs) for the backed-up data
volume, timestamp information, and other mformation that
may be used to create an 1dentical copy of the original volume
that was backed up. All of the data stored 1n the meta-data
tolder may be encrypted to ensure that any person with unau-
thorized access to the back-up data will not be able to under-
stand the meta-data of the back-up volume. This meta-data
may be encrypted with the same encryption keys used to
create the data slices of the back-up volume.

Referring again to FIG. 15, a conceptual version of the final
backed-up data volume 1s illustrated as a fully independent
back-up volume 1540. The bulk of the independent back-up
volume 1540 1s made up of the individual data slices 1545 that
represent all of the actual data of the backed-up data volume.
Each data slice 1s 1identified by 1ts fingerprint and contains the
actual data for the data slice. Note that deduplication layer
may have found many duplicate data slices such that many
redundant data slices have been removed. Furthermore, each
of the data slices has been compressed and encrypted such
that the backed-up data volume 1s much smaller than the
original data volume and can only be read by people with the
proper decryption keys. The back-up data volume 1540 also
includes the back-up meta-data 1541 that contains the all the
information needed to reconstruct a normal data volume from
all of the compressed and encrypted data slices 1545.

Incremental Back-Ups and Compilation Back-Ups

The disclosed back-up system can be used to efficiently
make incremental back-up volumes. An incremental back-up
volume 1s a back-up volume that references a previous back-
up volume but adds data for data sections that have changed
since the previous back-up volume was created.

FIG. 16 conceptually 1llustrates how incremental back-up
volumes may be represented in the system of the present
disclosure. FIG. 1640 illustrates an initial back-up volume
1640 for a particular data volume. The 1nitial back-up volume
1640 contains the data slices 1645 that represent the actual
data of the volume and the back-up meta-data 1641 that is
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needed to recreate the original volume from the back-up data
slices 1645. Specifically, the back-up meta-data 1641

includes a fingerprint map 1642 that may be used to recon-
struct the original data volume by providing the order that the
data slices must be placed 1n.

To create incremental back-up volumes, the same initial
steps may be followed to create a fingerprint map for a clone
volume. The system then eliminates the entries that are the
same as the previous back-up. Finally, any new data slices that
were not already backed-up are copied to the back up cloud
storage area.

FIG. 16 illustrates a first incremental back-up volume 1650
created for the same original data volume as the back-up
volume 1640. The incremental back-up volume 1650 refer-
ences the earlier back-up volume 1640 with reference pointer
1621. (The reference pointer 1s illustrated for conceptual
understanding only. An actual implementation could use one
of many different reference techniques such as related filena-
mes, an actual pointer, file meta-data, etc.) The fingerprint
map 1652 for incremental back-up volume 1650 may be
largely empty except for those data chunks where the data has
changed. These data chunks list a new set of fingerprints that
represent the changed data chunk. The incremental back-up
volume 1650 shares the same set of fingerprinted data slices
1645 as the earlier back-up volume 1640 except that a few

new fingerprinted data slices (such as fingerprint 11) may
have been added for the data chunks that have new data.

Successive incremental back-up volumes may reference
the previous incremental back-up volume and by extension
the original back-up volume. FIG. 16 illustrates a second
incremental back-up volume 1660 that references the previ-
ous icremental back-up volume 1650 with reference pointer
1622 (and by extension the original back-up volume 1640).
Again, the fingerprint map 1662 for the incremental back-up
volume 1660 may be largely empty except for those data
chunks where the data has changed. The second incremental
back-up volume 1660 also shares the same set of data slices
1645 except that additional data slices may have been added
for the data chunks in mcremental back-up volume 1660
where the data changed.

After time, the amount of older back-up volumes may be
reduced to reduce the amount of storage space used. For
example, 1 there are daily back-ups wherein there 1s a new
independent back-up volume created on Monday and incre-
mental back-up volumes for Tuesday to Friday then the daily
back-ups may eventually be replaced by a single compilation
back-up volume for that week. The back-up volume for that
week can be created by combining the base back-up with all
of the incremental daily back-ups for that week.

FIG. 16 illustrates an example of a compilation back-up
volume 1680 that has been create by combining the original
back-up volume 1640 along with incremental back-up vol-
umes 1650 and 1660. Once a compilation back-up volume
1680 has been created the back-up meta data 1641, 1651, and
1661 associated with previous back-up volumes 1640, 1650,
and 1660, respectively, may be deleted. However, the finger-
printed data slices 1645 are not deleted except that the finger-
printed data slices that are not referenced by the compilation
back-up volume 1680 may be deleted.

Restoring a Backed-Up Data Volume

Once a data volume has been fully backed-up into the
back-up cloud storage area 1392, that back-up data volume
can easily be restored. A backed-up data volume may be
restored for many different reasons. For example, a data vol-
ume may be restored to access some data that was acciden-
tally deleted, a data volume may be restored due to a hardware
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failure, or a company may wish to perform data mining on
data stored 1n archived data volumes.

To restore a backed-up data volume, an administrative
console would first read the back-up cloud storage arca 1392
to 1dentify all of the backed-up data volumes that are available
for restoration. The admimstrator of the cloud storage array
would then select a backed-up data volume to restore.

In one embodiment, the administrative program for back-
up operations includes several “plug-1n” modules for restor-
ing specific data for various different application programs.
For example, the back-up administrative program may
include a plug-in module associated with an email server
application for restoring a particular user’s mailbox that has
been deleted. The back-up administrative program would
restore the needed data volume and then invoke code 1n the
plug-in module (or 1n the email server application) for
extracting the requested subset of data (such as a user mail-
box) from the restored data volume. The back-up administra-
tive program may then remove the restored data volume 11 1t
1s no longer needed after the plug-in module has completed 1ts
operation.

After selecting some data to restore or a full data volume to
restore, the back-up module 1381 would then execute a
restore procedure. In one embodiment, there are two different
types of restore operations: a quick ‘virtual’ restore operation
and a full exact replica restore operation. Both restore opera-
tions will be disclosed with reference to the flow diagram of
FIG. 17.

Both the quick ‘virtual’ restore and the full exact replica
restore begin in the same manner. First, the information from
the meta-data folder 1s read at stage 1710 so the back-up
module has all the information needed to perform the restore
operation. The most important piece of information 1s the

fingerprint map needed to reconstruct the backed-up data
volume.

Next, at stage 1720, all of the fingerprinted data slices for
the backed-up volume are copied from back-up cloud storage
area 1392 imto the main cloud storage area 1391 using the
fingerprint map. (Note that many of the fingerprinted data
slices may already exist within main cloud storage area 1391
such that those fingerprinted data slices do not need to be
copied.)

At stage 1730, the deduplicated storage layer 1n the cloud
storage array may be informed about the new data slices
restored 1nto the main cloud storage area 1391. Referring to
FIG. 6, the deduplicated storage layer 650 will create new
entries 1n the deduplicated storage map 651 for all the new
data slices copied back into the main storage area of data
storage provider 691. The newly created entries 1n the dedu-
plicated storage map 631 will contain the fingerprint and
mark the location of the data slice as being stored in the cloud.
(If the exact same data slice already existed in the dedupli-
cated storage map 651 then no change needs to be made.) At
this point all of the raw data for the backed-up volume 1s now
available to the cloud storage array but the data cannot yet be
accessed since no formal volume has been created on the
cloud storage array.

In an alternative embodiment, the deduplicated storage
layer 650 1s not informed about all of the data slices that have
been restored 1nto the main cloud storage areca 1391. Instead,
the deduplicated storage layer 650 will assume that any data
slice request for a fingerprinted data slice that 1s not repre-
sented 1n the deduplicated storage map 651 must 1n the main
storage area of cloud storage provider 691. Thus, the dedu-
plicated storage layer 650, when asked for data associated
with a fingerprint it doesn’t have, will request the missing
fingerprinted data slice from the cloud storage provider 691
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and add that data slice 1nto the deduplicated storage map 651
upon receipt. In this manner, the work that must be performed
to restore a volume 1s reduced.

Referring back to FI1G. 17, the restoration enters a restored
volume creation phase. At stage 1740, the back-up module
creates a restored data volume in the cloud storage array. The
restored data volume 1s created by creating a new data volume
entry 1n the linear storage layer using the fingerprint map of
the backed-up volume. The new volume entry 1n the linear
storage layer will contain an entry for every data chunk of the
restored volume. Each data chunk entry will contain a list of
the fingerprints for that chunk.

At the next stage 1750, the two different restore operations
diverge. If the restore operation 1s a quick restore operation
then back-up system can proceed to step 1780 and expose the
restored data volume to users of the cloud storage array. All of
the data slices for the restored data volume that were copied
from the back-up area of cloud storage will now exist in the
main cloud storage area such that most initial access opera-
tions to the restored data volume will have some latency.
However, this 1s acceptable 1f the data volume was being
restored just to obtain a small amount of data such as restoring
a single mailbox associated with a mail server or a single file
of an entire partition.

I1 the restore operation 1s a full exact replica restore opera-
tion then the back-up system proceeds to stage 1760 where
the back-up system copies each data slice from the main cloud
storage area to its original location when the back-up volume
was created using data origin information stored 1n the meta-
data folder. Thus data slices from chunks that were originally
in the linear storage layer will be restored to the linear storage
area as a reconstructed chunk. The data slices that were in the
deduplicated storage area when the back-up was created will
be copied 1nto the deduplicated storage area. The data slices
that were cloud storage when the back-up volume was created
will remain 1n the main cloud storage area.

At stage 1770, the system updates the linear storage map
and the deduplicated storage map to identify the restored
locations of the data chunks and data slices, respectively.
Then at stage 1780, the fully restored data volume 1s exposed
such that it may be accessed by users of the cloud storage
array. A data volume that 1s tully restored will have the same
performance characteristics as 1t had when 1t was originally
backed up. Thus, the “hot” data will be available 1n the linear
storage layer, the “warm” data will be 1n the deduplicated
storage layer, and the “cold” data will remain 1n the cloud
storage.

Backing-Up Data Volumes 1n a Traditional Storage System

The techniques used to create back-up of a cloud storage
array volume can be adapted to work with traditional storage
system data volumes. The deduplication, compression, and
encryption techniques provide advantages when used to cre-
ate cloud storage based back-ups of data volumes 1n tradi-
tional storage systems.

Like the cloud array storage back-up system, the back-up
system for traditional storage systems also operates 1n three
main phases: (1) Creation a snapshot volume; (2) Creation of
a clone of the snapshot volume with fingerprints of data
slices; and (3) Backing up the fingerprinted data slices. These
three phases are disclosed 1n the flow diagram of FIG. 18 that
describes how the back-up teachuings of the present disclosure
may be adapted for use with traditional storage systems.

The 1nitial snapshot volume creation phase for traditional
storage back-up system 1s the same as for the cloud storage
array back-up system. The first step in creating a snapshot of
a data volume 1s to request writer applications to stop writing
to the target volume as set forth 1n stage 1811. The same
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Microsoit volume shadow copy service (VSS) may be used to
halt writes to a data volume such that a shadow copy (a
snapshot volume) may be created as 1illustrated 1in FIG. 14.
The second stage 1812 1n taking a snapshot of a target data
volume 1s to create the actual snapshot of the target data
volume. Traditional storage systems have systems for creat-
ing snapshot volumes. The writer applications are then
allowed to resume writing to the active data volume at stage

1813.

After creating the snapshot volume, the back-up system
enters a clone volume creation phase. The clone volume
creation phase 1s more complicated for traditional storage
systems than for the cloud array storage system since the data
slicing infrastructure does not exist 1n traditional storage sys-
tems.

The first step 1n creating a fingerprint clone volume 1s to
divide the snapshot volume into data chunks at stage 1820.
These data chunks may be the same 256K sized chunks as

used 1n the cloud storage array back-up system or any other
size. However, 1t 1s desirable to make the data chunks some
multiple of the logical disk block size (typically 512 bytes).
After dividing the snapshot volume into data chunks, the
back-up system creates a shell (empty) fingerprint clone vol-
ume map at stage 1830. The fingerprint clone volume map 1s
a data structure with a same number of data chunk entries that
the snapshot volume has. Each data chunk entry in the fin-
gerprint clone volume map will store an ordered list of data
slices that make up that data chunk.

The back-up system then proceeds to fill the fingerprint
clone volume with data slice fingerprints. The back-up sys-
tem starts with a first chunk and divides that chunk into data
slices at stage 1831. The back-up system may use the same
Rabin fingerprint system disclosed with reference to FIG. 10
to divide each data chunk into data slices. The Rabin finger-
print calculator window 1050 may sweep through data chunk
1010 progressively calculating Rabin fingerprint values. The
Rabin fingerprint values may then be used to periodically
drop anchors to define data slices.

Referring back to FIG. 18, the back-up system then pro-
cesses all the data slices for the divided data chunk. A unique
identifier fingerprint 1s calculated for a data slice at stage
1840. The unique 1dentifier fingerprint 1s a statistically unique
identifier such as a SHA-256 data fingerprint. The unique
identifier fingerprint 1s placed into the fingerprint clone vol-
ume map at stage 1841.

At stage 18435, the back-up system determines 11 this 1s a
new unique fingerprint that was not already encountered
while creating this back-up volume and that 1s not already
stored at the ofi-site cloud back-up storage area. To perform
this test, the back-up system should have a list of all the data
fingerprints of data slices that already exist in the cloud back-
up storage area. It this 1s a new unique data fingerprint (one
that does not exist in the clone volume fingerprint map cur-
rently being created nor at cloud back-up storage area) then
the back-up system proceeds to create a compressed and
encrypted version of the data slice at stage 1847. The same
techniques disclosed 1n previous sections for creating com-
pressed and encrypted data slices may be used here.

After the data slice creation (or if the data fingerprint was
not unique), the back-up system tests i this 1s the last data
slice for the current data chunk at stage 1850. If this 1s not the
last data slice then the back-up system proceeds back to stage
1840 to process the next data slice in the data chunk. I1 1t was
the last data slice for the data chunk then the back-up system
tests to see 1 this 1s the last data chunk for the snapshot
volume at stage 1860. I1 this 1s not the last data chunk then the

10

15

20

25

30

35

40

45

50

55

60

65

36

back-up system proceeds back to stage 1831 to process the
next data chunk 1n the snapshot data volume.

After processing all of the data chunks of the snapshot
volume, the back-up system then enters the actual back-up
volume creation phase. The back-up system first copies all of
the new unique fingerprinted data slices that were identified to
the cloud back-up storage area at stage 1870. This ensures that
the cloud back-up storage area will now have independent
copies of all of the data slices needed to fully recreate the
backed-up volume. Then the back-up system creates a meta-
data folder for the newly backed-up volume in the cloud
back-up storage area. The back-up system will copy the clone
volume fingerprint map into the meta-data folder along with
any other information needed to recreate the backed-up vol-
ume. Note that these techniques may be used to create back-

ups on other media formats such as magnetic tapes and optical
disks.

The cloud storage based back-up system for traditional
back-up storage systems will generally not be as elficient as
the back-up system for cloud storage array since the system
does not already have data slices stored at the cloud storage
system nor data slices that have already be created within the
deduplicated storage area. However, the system does remove
redundant information within the data volume being backed
up by 1dentitying i1dentical data slices. Furthermore, after an
initial back-up, later back-ups may need to send less data
since many of the fingerprinted data slices may already be
stored 1n the cloud back-up storage area from previous back-
up operations.

The preceding technical disclosure 1s intended to be 1llus-
trative, and not restrictive. For example, the above-described
embodiments (or one or more aspects thereol) may be used 1in
combination with each other. Other embodiments will be
apparent to those of skill in the art upon reviewing the above
description. The scope of the claims should, therefore, be
determined with reference to the appended claims, along with
the full scope of equivalents to which such claims are entitled.
In the appended claims, the terms “including™ and “1n which”
are used as the plaimn-English equivalents of the respective
terms “‘comprising”’ and “wherein.” Also, in the following
claims, the terms “including” and “comprising” are open-
ended, that 1s, a system, device, article, or process that
includes elements 1n addition to those listed after such a term
in a claim 1s still deemed to fall within the scope of that claim.
Moreover, 1n the following claims, the terms “first,” “second,”
and “third,” etc. are used merely as labels, and are not
intended to impose numerical requirements on their objects.

The Abstract 1s provided to comply with 37 C.F.R. §1.72
(b), which requires that it allow the reader to quickly ascertain
the nature of the technical disclosure. The abstract 1s submit-
ted with the understanding that 1t will not be used to interpret
or limit the scope or meaning of the claims. Also, 1n the above
Detailed Description, various {features may be grouped
together to streamline the disclosure. This should not be inter-
preted as intending that an unclaimed disclosed feature 1s
essential to any claim. Rather, inventive subject matter may
lie 1n less than all features of a particular disclosed embodi-
ment. Thus, the following claims are hereby incorporated into
the Detailed Description, with each claim standing on 1ts own
as a separate embodiment.

We claim:
1. A method of backing-up an active data volume 1n a
multi-tiered data storage system, said method comprising:
storing data 1n said active data volume of said multi-tiered
data storage system by
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storing data in a {irst data tier comprising a first set of
data chunks, said first set of data chunks stored 1n a
first tier memory system,
storing data 1n a second data tier comprising a set of
second tier data slices stored 1n a second tier memory
system, said second tier data slices may be combined
to create data chunks 1n a second set of data chunks,
storing data 1n a third data tier comprising a set of third
tier data slices, said third tier data slices stored 1n bulk
storage, said third tier data slices may be combined
with said second tier data slices to create data chunks
1n a third set of data chunks;
creating a snapshot volume of said active data volume;
creating a fingerprint data map of said snapshot volume,

said fingerprint data map comprising an ordered list of
data slice fingerprints, each of said data slice fingerprints
comprising a statistically unique fingerprint of an asso-
ciated data slice 1n said snapshot volume;

copying unique data slices of said associated data slices to

a back-up storage system; and

storing said fingerprint data map 1n said back-up storage

system.

2. The method of backing-up an active data volume as set
forth 1n claim 1 wherein said back-up storage system com-
prises a back-up area at a cloud data storage provider.

3. The method of backing-up an active data volume as set
forth 1n claim 2 wherein a subset of said unique data slices are
already stored with said a cloud data storage provider.

4. The method of backing-up an active data volume as set
forth 1n claim 1 wherein said snapshot volume comprises an
ordered set of fixed length data chunks and each of said fixed
length data chunks comprises a set of ordered set of said
associated data slices.

5. The method of backing-up an active data volume as set
forth 1n claim 1 wherein a subset of said data slice fingerprints
and said associated data slices already exist 1n said back-up
storage system.

6. The method of backing-up an active data volume as set
forth 1n claim 1 wherein copying said unique data slices to
said back-up storage system comprises:

copying said unique data slices to a main storage area of a

cloud data storage provider; and

requesting said cloud data storage provider to back-up said

unmque data slices.

7. The method of backing-up an active data volume as set
forth 1n claim 1, said method further comprising:

storing a data tier identifier for each of said associated data

slices 1n said back-up storage system, said data tier 1den-
tifier 1dentifying which of said multiple data tiers said
associated data slice was residing 1n.

8. The method of backing-up an active data volume as set
forth in claim 1 wherein creating said fingerprint data map of
said snapshot volume comprises:

dividing a first set of data chunks into a first set of data

slices, creating a first set of data slice fingerprints for
said first set of data slices, and placing said first set of
fingerprints 1n said fingerprint data map; and

copying a second set of existing data slice fingerprints for

a second set of existing data slices from a second set of
data chunks 1n said snapshot volume.

9. A method of backing-up an active data volume 1n a data
storage system as claimed in claim 1, said method further
comprising;

dividing said snapshot volume into said associated data

slices.
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10. The method of backing-up an active data volume as set
forth in claim 1 wherein said associated data slices comprise
variable length data slices.

11. A data storage system for storing digital data, said data
storage system dividing data volumes into data chunks and
said data storage system comprises a tiered data system with
data stored in multiple data tiers, said data storage compris-
ng:

a tiered data system, said tiered data system comprising

a first data tier comprising a first set of data chunks, said
first set of data chunks stored 1n a first tier memory
system,

a second data tier comprising a set of second tier data
slices stored 1n a second tier memory system, said
second tier data slices may be combined to create data
chunks 1n a second set of data chunks, and

a third data tier comprising a set of third tier data slices,
said third tier data slices stored in bulk storage, said
third tier data slices may be combined with said sec-
ond tier data slices to create data chunks 1n a third set
of data chunks:

an active data volume on said tiered data system:;

a snapshot system for creating a snapshot volume of said
active data volume;

a clone volume creation system, said clone volume cre-
ation system for creating a fingerprint data map of said
snapshot volume, said fingerprint data map comprising,
an ordered list of data slice fingerprints, each of said data
slice fingerprints comprising a statistically unique fin-
gerprint ol an associated data slice in said snapshot
volume; and

a back-up system, said back-up system copying unique
data slices of said associated data slices to a back-up
storage system and storing said fingerprint data map 1n
said back-up storage system.

12. The data storage system as set forth in claim 11 wherein
said back-up storage system comprises a back-up area at a
cloud data storage provider.

13. The data storage system as set forth 1n claim 12 wherein
a subset of said unmique data slices are already stored with said
a cloud data storage provider.

14. The data storage system as set forth in claim 11 wherein
said snapshot volume comprises an ordered set of fixed length
data chunks and each of said fixed length data chunks com-
prises a set of ordered set of said associated data slices.

15. The data storage system as set forth in claim 11 wherein
a subset of said data slice fingerprints and said associated data
slices already exist 1n said back-up storage system.

16. The data storage system as set forth 1n claim 11 wherein
said back-up system copies said unique data slices to a main
storage area of a cloud data storage provider and requesting
said cloud data storage provider to back-up said unique data
slices.

17. The data storage system as set forth 1n claim 11 wherein
said back-up system stores a data tier identifier for each of
said associated data slices 1n said back-up storage system,
said data tier 1dentifier identifying which of said multiple data
tiers said associated data slice was residing 1n.

18. A data storage system as claimed in claim 11, said data
storage system further comprising:

a data volume divider, said data volume divider dividing

said snapshot volume into said associated data slices.

19. The data storage system as set forth 1n claim 11 wherein
said associated data slices comprise variable length data
slices.




	Front Page
	Drawings
	Specification
	Claims

