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W2 REQUEST TOKEN FOR A VALUE
ASSOCIATE TOK¢EN WITH VALUE
100 —D WITHIN A TRUST ZONE
3047 I"STORE TOKEN AND VALUE WITHIN THE TRUST ZONE
30675 | USE TOKEN IN PLAéE OF THE VALUE IN

OPERATIONS EXECUTED WITHIN THE TRUST ZONE

DEFINE A SEPARATE TOKEN ENCRYPTION KEY
308 7/ FOR EACH OF ONE OR MORE ENTITIES
OUTSIDE OF THE TRUST ZONE

T

310 [ FOR EACH OF ONE OR MORE ENTITIES OUTSIDE OF THE
2 TRUST ZONE, ENCRYPT THE TOKEN WITH THE EXTERNAL
ENTITY'S TOKEN ENCRYPTION KEY TO FORM A
DIFFERENT ENCRYPTED TOKEN FOR EACH ENTITY

312 PASS THE ENCRYPTED TOKEN TO THE
RESPECTIVE EXTERNAL ENTITY

FI6. 3
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400
EXTERNAL ENTITY APPLICATION PLACES SENSITIVE
DATA IN REQUEST FOR ENCRYPTED TOKEN

!

402
X Z| EXTERNAIL ENTITY APPLICATION ENCRYPTS THE |

REQUEST AND SENDS TO TOKEN OWNER APPLICATION

I S

404 1 TOKEN OWNER PACKAGE CRYPTO
DECRYPITS REQUEST AND THEREBY
VERIFIES ENTITY'S IDENTITY

I

TOKEN EXCHANGE EXTRACTS

405 7 SENSITIVE DATA FROM REQUEST AND
CALLS TOKENIZATION INTERFACE TO
REQUEST TOKEN FOR SENSITIVE DATA

e o e e

TOKENIZATION INTERFACE ENCRYPTS
106 5~ SENSITIVE DATA, ASSIGNS TOKEN TO DATA (IF
NEEDED), STORES TOKEN AND SENSTIVE DATA
(IF NEEDED) AND RETURNS TOKEN

4038 ~/ | TOKEN EXCHANGE RETRIEVES TOKEN
ENCRYPITION KEY FOR ENTITY

410

_Z—-‘ TOKEN EXCHANGE ENCRYPTS TOKEN USING KEY

R S

A1) TOKEN OWNER APPLICATION PLACES
~¢_| ENCRYPTED TOKEN IN MESSAGE AND
ENCRYPTS MESSAGE

R S —

414 — TOKEN OWNER APPLICATION SENDS
ENCRYPTED MESSAGE TO ENTITY APPLICATION

ENCRYPTED MESSACE o ENTITY APPLICATION

ENTITY APPLICATION DECRYPTS
416 ~ | MESSAGE AND STORES ENCRYPTED
TOKEN IN NON-VOLATILE MEMORY

FIG6. 4
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500 EXTERNAL ENTITY APPLICATION STARTS WEB
SESSION WITH SPACE ON WEB PAGE TO BE
CONTROLLED BY CODE FROM TOKEN OWNER

502 4¢—

i TOKEN OWNER APPLICATION PROVIDES CODE THAT
COLLECTS SENSITIVE DATA INPUT AT WEB PAGE,
ENCRYPTS IT AND SENDS IT TO TOKEN OWNER

T A T D e

TOKEN OWNER APPLICATION DECRYPTS
504 SENSTIVE DATA AND PLACES SENSTIVE DATA
IN REQUEST FOR ENCRYPTED TOKEN

S0 TOKEN EXCHANGE EXTRACTS SENSTIVE DATA
"/ FROM REQUEST AND CALLS TOKENIZATION
INTERFACE TO REQUEST TOKEN

TOKENIZATION INTERFACE ENCRYPTS SENSITIVE
) | DATA, ASSIGNS TOKEN TO DATA(IF NEEDED),

>Us STORES SENSITIVE DATA AND TOKEN(IF
NEEDED), AND RETURNS TOKEN

>107% | TOKEN EXCHANGE RETRIEVES TOKEN
ENCRYPTION KEY FOR ENTITY

>1277_T'TOKEN EXCHANGE ENCRYPTS TOKEN USING KEY

I S

51477 | TOKEN OWNER APPLICATION PLACES ENCRYPTED
TOKEN IN MESSAGE AND ENCRYPTS MESSAGE

TOKEN OWNER APPLICATION SENDS
516 —S | ENCRYPTED MESSAGE TO ENTITY

T e o

ENTITY APPLICATION DECRYPTS
o138 MESSAGE AND ASSOCIATES ENCRYPTED
TOKEN WITH WEB SESSION

FIG6. 5
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EXTERNAL ENTITY APPLICATION CALLS SERVICE
6001 IN TOKEN OWNER WHILE PASSING ENCRYPTED
TOKEN

0 PACKAGE CRYPTO/ENTITY CONFIRMATION
(| OF TOKEN OWNER VERIFIES IDENTITY OF
EXTERNAL ENTITY

e

604 SERVICE PASSES IDENTITY OF EXTERNAL
ENTITY AND ENCRYPTED TOKEN TO TOKEN
EXCHANGE WITH A REQUEST FOR TOKEN

606 TOKEN EXCHANGE RETRIEVES EXTERNAL
s ENTITY'S TOKEN KEY AND DECRYPTS
ENCRYPTED TOKEN

608 TOKEN EXCHANGE RETURNS
TOKEN TO SERVICE

A 4
SERVICE EXECUTES AND RETURNS RESULT TO

610"/ | EXTERNAL ENTITY WHILE PREVENTING EXTERNAL

ENTITY FROM GAINING ACCESS TO TOKEN
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EXTERNAL ENTITY APPLICATION
700 7/ _{ CREATES SENSITIVE DATA REQUEST
WITH ENCRYPTED TOKEN

702 -7 EXT. ENTITY APPLICATION ENCRYPTS
REQUEST AND SENDS TO TOKEN OWNER

704 )| PACKAGE CRYPTO IN TOKEN OWNER DECRYPTS
REQUEST TO VERIFY ENTITY IDENTITY

TOKEN OWNER APPLICATION PASSES

706 REQUEST TO TOKEN EXCHANGE

708 < ]_4{ TOKEN EXCHANGE DECRYPTS TOKEN USING KEY

e TOKENIZATION INTERFACE RETRIEVES
710 SENSITIVE DATA USING TOKEN
19 TOKENIZATION INTERFACE DECRYPTS

SENSITIVE DATA AND RETURNS
SENSTIVE DATA TO TOKEN EXCHANGE

713 TOKEN EXCHANGE PASSES SENSTIVE DATA IN
RESPONSE TO TOKEN OWNER APPLICATION

/1477 | TOKEN OWNER APPLICATION ENCRYPTS AND
RETURNS RESPONSE TO ENTITY APPLICATION

’

716
s EXT. ENTITY APPLICATION DECRYPTS RESPONSE

EXT. ENTITY APPLICATION USES SENSITIVE DATA
1187 _ WITHOUT STORING IT IN NON-VOLATILE
MEMORY

EXT. ENTITY APPLICATION DISCARDS
SENSITIVE DATA WITHOUT STORING
I'T IN NON-VOLATILE MEMORY

720
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ASSOCIATE A VALUE WITH A TOKEN
300 -5 v

402~ |  ENCRYPT THE TOKEN USING A KEY
ASSIGNED ONLY TO ENTITY A

304 — v
2—l SEND THE ENCRYPTED TOKEN TO ENTITY A

306 ¥
Z ENTITY B RECEIVES ENTITY A'S

ENCRYPTED TOK]%N FROM ENTITY A

ENTITY B APPLICATION BUILDS REQUEST FOR
08 N ENTITY B'S ENCRYPTED TOKEN

v

310__ ST ENTITY B APPLICATION ENCRYPTS THE REQUEST

- AND SENDS TO TOKEN OWNER SERVICE
v

TOKEN OWNER RECEIVES REQUEST FROM ENTITY B

2 TOKEN OWNER'S PACKAGE CRYPTO DECRYPTS REQUEST
AND THEREBY VERIFIES ENTTTY B'S IDENTITY

T T

516 2 | TOKEN EXCHANGE RETRIEVES ENTITY B'S PERMISSION
RIGHTS FOR EXCHANGE 320

v,

»] RETURN ERROR

218 NO TO ENTITY B
YES
279 RETRIEVE THE ENCRYPTION KEYS FOR ENTITY
R A AND ENTITY B

. 2
DECRYPT THE ENCRYPTED TOKEN USING

824
T~ ENTITY A'S ENCRYPTION KEY

+
8267 ENCRYPT THE TOKEN USING THE ENCRYPTION KEY OF

ENTITY B TO FORM ENTITY B'S ENCRYPTED TOKEN

\ 4
Q) SSI RETURN ENTITY B'S ENCRYPTED TOKEN TO ENTITY B

020 SEARCH FOR ENTITY B'S ENCRYPTED TOKEN
(|  TOLOCATE DATA PREVIOUSLY STORED
RELATIVE TO THE ENCRYPTED TOKEN

FIG6. 8
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900 \‘ ASSOCIA'TE A VALUE WITH A TOKEN \

ENCRYPT THE TOKEN USING A KEY
902 ASSIGNED ONLY TO ENTITY A

v
9504 ENCRYPT THE TOKEN USING A KEY
ASSIGNED ONLY TO ENTITY B

906
SEND ENTITY B'S ENCRYPTED TOKEN TO ENTITY B
ENTITY B APPLICATION BUILDS REQUEST FOR
90837 ENTITY A'S ENCRYPTED TOKEN

v
210 S ENTITY B APPLICATION ENCRYPTS THE REQUEST

AND SENDS TO TOKEN OWNER SERVICE

v
TOKEN OWNER RECEIVES REQUEST FROM ENTITY B

2 TOKEN OWNER'S PACKAGE CRYPTO DECRYPTS REQUEST
AND THEREBY VERIFIES ENTITY B'S IDENTITY

916 - | TOKEN EXCHANGE RETRIEVES ENTITY B'S PERMISSION
RIGHTS FOR EXCHANGE 920
PERMISSION? » RETURN ERROR
N
922 018 O TO ENTITY B

% YES
.
[RETRIEVE THE ENCRYPTION KEYS FOR ENTITY A AND ENTITY B]

924

DECRYPT THE ENCRYPTED TOKEN USING
ENTITY B'S ENCRYPTION KEY

9267 | ENCRYPT THE TOKEN USING THE ENCRYPTION KEY OF
ENTITY A TO FORM ENTITY A'S ENCRYPTED TOKEN

928 v
al RETURN ENTITY A'S ENCRYPTED TOKEN TO ENTITY B

v

ENTITY B COMMUNICATES WITH ENTITY
930 A USING ENTITY A'S ENCRYPTED TOKEN

FIG6. 9
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TOKEN EXCHANGE

BACKGROUND

Systems that collect and work with sensitive data such as
credit card numbers, social security numbers, names, and
addresses need to take measures to ensure that this informa-
tion remains secure and cannot be discovered by third parties.
One technique for securing sensitive data 1s to encrypt the
data and store 1t 1n a secure data base. The encrypted data 1s
then associated with a token that can be used 1n place of the
sensitive data in various applications. When the sensitive data
1s needed, the token 1s used to retrieve the encrypted values
from the secure data base and the encrypted values are
decrypted to provide a cleartext version of the sensitive data.

The discussion above 1s merely provided for general back-
ground information and 1s not intended to be used as an aid 1n
determining the scope of the claimed subject matter.

SUMMARY

A value 1s associated with a token within a trust zone. The
token 1s used in place of the value 1n operations executed
within the trust zone. A key 1s defined for an entity outside of
the trust zone. A processor encrypts the token using the key to
form an encrypted token that cannot be decrypted by entities
outside of the trust zone. The encrypted token 1s provided to
the entity outside of the trust zone.

This Summary 1s provided to mtroduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not mtended to
identily key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter. The claimed
subject matter 1s not limited to implementations that solve any
or all disadvantages noted 1n the background.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of a computing environment.

FIG. 2 1s a block diagram showing elements used under
some embodiments to form and protect tokens used to repre-
sent sensitive data.

FI1G. 3 provides a flow diagram of a method of forming and
protecting tokens.

FI1G. 4 provides a flow diagram of a method for exchanging
sensitive data for an encrypted token.

FI1G. 5 provides a flow diagram of an alternative method for
exchanging sensitive data for an encrypted token.

FIG. 6 provides a flow diagram for calling a function to
perform relative to an encrypted token.

FIG. 7 provides a tlow diagram of a method of exchanging
an encrypted token for sensitive data.

FIG. 8 provides a flow diagram of a method of exchanging
a first entity’s encrypted token for a second entity’s encrypted
token.

FIG. 9 provides a flow diagram of a second method of
exchanging a first entity’s encrypted token for a second enti-
ty’s encrypted token.

DETAILED DESCRIPTION

The present inventors have determined that tokenization of
sensitive data alone 1s not always suflicient for protecting
sensitive data. In particular, 1n systems where a token 1s used
in place of sensitive data, gaining access to the token can
allow a party to perform functions in the same manner as 1f
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2

they had gained access to the sensitive data. For instance, 1t
may be possible for an outside party to use an acquired token
to credit an account or to charge 1tems to a diflerent account
without knowing the account numbers.

In order to prevent this from occurring, the present inven-
tors have determined that the token should not be allowed

outside of a trusted computing boundary when it 1s accom-
panied by other account identifying information such as
name, address, or other personally 1dentifiable information.
This creates difficulties when entities outside of the trusted
computing boundary need to associate certain events with a
particular token within the trusted boundary.

To overcome this problem, the present inventors have cre-
ated a technique in which tokens are encrypted before being
provided to external entities. Further, to prevent external enti-
ties from working together to collect a database of these
encrypted tokens, the present iventors have developed a
system where each entity has its own token encryption key
such that a single token within the trusted computing bound-
ary 1s encrypted into a different encrypted token for each
entity. Under one embodiment, the same token encryption
key 1s used for all tokens for a particular entity. For example,
for external entity A, there will be a single token encryption
key that will encrypt all tokens when providing encrypted
tokens to external entity A. Similarly, external entity B will
have 1ts own token encryption key, which will be used to
encrypt all tokens provided to external entity B and that 1s
different from the token encrypting key for external entity A.
This compartmentalization of the encrypted tokens prevents
third parties from pooling their data about a particular trans-
action or user and thus makes the identity of the transaction or
user difficult to determine.

The embodiments described herein are implemented on
one or more computing devices that may communicate with
cach other over one or more networks including local area
networks, wide area networks, intranets, and the Internet.
FIG. 1 provides a block diagram of an exemplary computing
device 100. Computing device 100 includes user input
devices 102, display(s) 104, and computing hardware 106.
Computing hardware 106 includes a processor 108, which 1s
connected to a bus 110 through which 1t receives input data
and 1nstructions and through which 1t provides output data
and instructions. Bus 110 1s connected to communication
interfaces 112, display interface(s) 114, user input interfaces
116, non-volatile read only memory 118, non-volatile read/
write memory 120, and volatile read/write memory 122. Bus
110 may take the form of a parallel bus or a serial bus and may
include any desired bus protocol or size. Processor 108
executes 1nstructions read from non-volatile read only
memory 118, non-volatile read/write memory 120, and/or
volatile read/write memory 122. Non-volatile read only
memory 118, non-volatile read/write memory 120 and vola-
tile read/write memory 122 each represent computer readable
storage media having computer executable instructions
stored thereon. Examples of non-volatile read/write memory
include, but are not limited to, flash memory, CD ROM,
digital versatile disks (DVD), or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage, or
other magnetic storage devices or any other medium which
can be used to write and read desired information and instruc-
tions. The non-volatile read/write memory 120 may be
removable or non-removable.

Non-volatile read only memory 118 and non-volatile read/
write memory 120 provide long term storage for data and
instructions such that the data instructions are not lost when
power 1s discontinued at the memory device. Volatile read/
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write memory 122, on the other hand, loses the data and
instructions stored thereon when power 1s lost at the memory
device.

Processor 108 may include one or more internal caches,
which provide internal memory locations for the processor
that can be used to increase the execution rate of instructions.
The cache memory of processor 108 1s typically volatile and
as such, values within the cache are lost when power 1s lost at
processor 108.

Processor 108 may also recetve data and instructions
through communications interfaces 112, which communicate
with one or more remote computing systems through one or
more networks. Computer executable instructions may be
transterred directly through communication interfaces 112 to
processor 108 where they can be executed or may be stored on
non-volatile read/write memory 120 or volatile read/write
memory 122. Computer readable storage media having com-
puter executable instructions may be accessed through com-
munication interfaces 112. These additional computer read-
able storage media may be located anywhere. When
communication interfaces 112 connect with such external
computer readable storage media, they create a new machine
with computing device 100 that 1s altered by the computer
executable instructions on the external computer readable
storage medium.

FIG. 2 provides a block diagram showing elements used
under some embodiments to form and protect tokens used to
represent sensitive data. In FIG. 2, external entity A 220,
external entity B 260, device 252 and components of token
owner trust zone 202 may be implemented as one or more
computing devices, such as computing device 100 of FIG. 1.

FI1G. 3 provides a flow diagram of a method of forming and
protecting tokens. In step 300 of FIG. 3, a token owner appli-
cation/service 206 submits a value, for example a sensitive
datum such as a credit card number, a social security number,
a birth date, a name, an address, or a phone number, to a
tokenization interface 204 and requests that tokemization
interface 204 provide a token for the value. At step 302,
tokenization interface 204 associates a token with the value
and at step 304, stores the token 203 and the value/sensitive
data 201 1n a database 200 within a trust zone 202 of a token
owner. In this context, a trust zone comprises one or more
computing and storage devices that a token owner considers
to be under 1ts control and protected from unwanted incur-
sions by third parties. Under some embodiments, tokeniza-
tion interface 204 encrypts the value before storing 1t in
database 200. In step 306, tokenization interface 204 returns
the token to the token owner application/service 206 for use in
place of the value within trust zone 202.

Token owner applications/services 206 are one or more
applications and/or services that perform functions within
token owner trust zone 202. The functions performed by
token owner applications/services 206 are not intended to be
limited 1n any manner. Token owner applications/services
206 use tokens 203 whenever possible 1nstead of using the
sensitive data represented by tokens 203 to thereby limit the
storing of sensitive data within token owner trust zone 202. In
one particular embodiment, secure database 200 1s the only
place within token owner trust zone 202 where sensitive data
1s stored 1n a non-volatile memory. Token owner applications/
services 206 may request the sensitive data from tokenization
interface 204 when needed, but token owner applications/
services 206 will not store the sensitive data in either
encrypted or cleartext form 1n a non-volatile memory other
than secure database 200.

To prevent entities outside of trust zone 202 (external enti-
ties) from acquiring tokens and using them directly 1n token
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owner applications/services 206, requests for tokens from

external entities are processed by a token exchange 210,

which encrypts the tokens before providing them to the exter-

nal entities. Token exchange 210 encrypts a token based on a

token encryption key that 1s unique to the external entity that

will recerve the encrypted token. Thus, at step 308, a different
token encryption key i1s defined for each of one or more
external entities. This means that at step 310, the same token
will be encrypted into different encrypted tokens using dif-
ferent token encryption keys for different external entities.

Under some embodiments, each external entity has a single

token encryption key such that all tokens that are encrypted

for an entity are encrypted using the same token encryption
key. The token encryption keys 212 are stored 1n a secured
token exchange database 214 that can be accessed only by

token exchange 210.

An external enftity 1s any entity outside of trust zone 202. In
general, an external entity 1s any enftity using or executing on
a computing device that 1s not completely controlled by the
token owner. An external entity can include users, servers,
clients, applications, methods, and objects, for example.

The encrypted tokens are passed to the respective external
entities at step 312. In general, the encrypted tokens are sent
based on a request for the tokens that 1s submitted by the
external entity. Within an external entity, such as external
entity A 220, one or more applications and/or services of
external entity A applications/services 222 receive the
encrypted tokens from token owner applications/services 206
and store the encrypted token 234 in a local database 224
along with other fields 238 associated with the encrypted
token. If external entity A 220 1s a trusted entity, an external
entity A application/service 222 can request sensitive data
from token exchange 210 by passing in the encrypted token.
However, 11 an external entity A application/service 222
receives sensitive data, the sensitive data 1s not stored in
non-volatile memory by external entity A 220 and 1s dis-
carded from volatile memory as soon as possible. External
entity A 220 may also pass an encrypted token to a token
owner application/service 206 1n a call to the token owner
application/service 206 to perform certain actions based on
the encrypted token.

Token exchange 210 1s not limited to providing encrypted
tokens 1n exchange for sensitive data or sensitive data in
exchange for encrypted tokens. Entities within token owner
trust zone 202, such as token owner applications/services
206, may also use token exchange 210 to exchange unen-
crypted tokens for either sensitive data or encrypted tokens, to
exchange sensitive data for either encrypted or unencrypted
tokens, and to exchange encrypted tokens for either unen-
crypted tokens or sensitive data. In addition, as discussed
turther below, token exchange 210 can be used to exchange an
encrypted token for one entity into an encrypted token for
another entity.

Under some embodiments, request parameters are sent to
token exchange 210 to request exchanges between tokens,
sensitive data, and encrypted tokens. Under one embodiment,
the request contains the following parameters:

Request Identifier: an optional, unique identifier of the
request for asynchronous response capability;

Token Requester Identifier: a unique 1dentifier of the entity/
client that 1s requesting the exchange;

Data Type: a predetermined value specitying the type of data
being submitted in the request such as sensitive data, token
or encrypted token;

Transtormation Method: an 1dentifier of the desired transla-
tion such as sensitive data to encrypted token, encrypted
token to sensitive data, sensitive data to token, token to
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sensitive data, token to encrypted token, and encrypted

token to token, encrypted token to masked sensitive data,

and token to masked sensitive data;

Mask Character: i masking 1s requested, the specific masking
character;

Data Value: the sensitive data, token or encrypted token to be
exchanged;

Masked sensitive data 1s sensitive data where some of the
characters i1n the data have been replaced with a masking
character. For example, all but the last four numbers of a
credit card number may be replaced with masking characters
under some circumstances.

Token exchange 210 provides the results of the exchange in
a response that under some embodiments has the following
parameters:

Request Identifier: the identifier provided 1n the request;

Data Value: the result of the translation (a token, an encrypted
token, masked sensitive data, or sensitive data);

Result code: predefined return code indicating success or a
particular error code;

Message: a human readable error message for debugging
purposes.

FI1G. 4 provides a method in which an external entity A 220
requests an encrypted token from token owner 202 in
exchange for sensitive data that entity A 220 has received.
This sensitive data may be recerved, for example, from a user
or a retail register. In step 400, an external entity A applica-
tion/service 222 of external entity A 220 places the sensitive
data 1n a request for an encrypted token having the format
described above. At step 402, external entity A application/
service 222 encrypts the request and sends the encrypted
request to a token owner application/service 206. Under some
embodiments, encrypting the request comprises forming a
hash value of the request and using a private key known only
to external entity A 220 to encrypt the hash value of the
request to form a signature. The signature 1s then added to the
request and a public key 1s used to encrypt the combination of
the request and the signature.

At step 404, the token owner application/service 206 calls
package crypto/entity confirmation 226 in token owner trust
zone 202 to decrypt the encrypted request. Package crypto/
entity confirmation 226 decrypts the request using package
encryption keys 228 stored 1n a secured database 230. The
package encryption keys can include a private key and a
public key. The private key 1s the counterpart to the public key
used by external entity A application/service 222 to encrypt
the combination of the package and the signature and is used
to decrypt the combination of the package and the signature.
The private key 1s only known to package crypto 226. The
public key 1s the counterpart to the private key used by exter-
nal entity A application/service 222 to form the signature and
1s used to decrypt the signature to retrieve the hash value of
the request. The hash value 1s then compared to a hash of the
decrypted request to verity that no changes have been made to
the request. If the hash values match, the identity of external
entity A 220 1s confirmed because only external entity A 220
would have the private key necessary to encrypt the hash
value.

Token owner application/service 206 calls token exchange
210 to process the request. Token exchange 210 determines
that the request 1s for an exchange of sensitive data for an
encrypted token. At step 405, token exchange 210 extracts the
sensitive data from the request and calls tokenization inter-
face 204 to obtain the token for the sensitive data.

Atstep 406, tokenization interface 204 provides a token for
the sensitive data. Under some embodiments, tokenization
interface 204 provides the token by first encrypting the sen-
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sitive data and determining 11 the encrypted sensitive data has
been previously assigned a token. If the data has previously
been assigned a token, tokenization interface 204 retrieves the
token 203 from database 200 and returns token 203 to token
exchange 210. If the data has not previously been assigned a
token, token interface 204 assigns a token to the encrypted
sensitive data and stores the token 203 and the encrypted
sensitive data 201 in database 200. Token interface 204 then
returns the newly assigned token to token exchange 210.

At step 408, token exchange 210 retrieves a token encryp-
tion key 212 from token exchange database 214. The token
encryption key that 1s retrieved 1s unique to external entity A
220 but 1s unknown to external entity A 220 such that external
entity A 220 1s unable to decrypt the encrypted token. In fact,
under one embodiment, only token exchange 210 1s able to
decrypt the encrypted token.

At step 410, token exchange 210 uses the retrieved token
encryption key to encrypt the token and places the encrypted
token 1n a return message. Token owner application/service
206 then encrypts the message using a public key of external
entity A 220 at step 412 and sends the encrypted message to
external entity A application/service 222 at step 414. At step
416, external entity A application/service 222 decrypts the
message and stores the encrypted token 234 1n a secure data-
base 224 together with any other fields 238 that are to be
associated with encrypted token 234. In most embodiments,
database 224 1s stored 1n a non-volatile memory.

FIG. 5 provides an alternative method for converting sen-
sitive data 1into an encrypted token for an external entity. In
step 5300 of FIG. 5, an external entity A application 222 starts
a web session by generating a web page 250 that 1s provided
to a user device 252. Web page 250 includes a space for
secured code 254 to be provided by token owner 202. At step
502, a token owner application/service 206 provides the
secured code 254, which collects sensitive data input at web
page 250, encrypts the sensitive data and sends 1t to the same
or a different token owner application/service 206. The sen-
sitive data 1s encrypted and sent to the token owner applica-
tion/service 206 without the sensitive data or the encrypted
sensitive data being made available to external entity A 220.

At step 504, token owner application/service 206 decrypts
the sensitive data, places the sensitive data in a request for an
encrypted token using external entity A 220 as the Token
Requester and passes the request to token exchange 210. At
step 306, token exchange 210 extracts the sensitive data from
the request and calls tokenization interface 204 to obtain the
token for the sensitive data.

At step 508, tokenization interface 204 provides a token for
the sensitive data. Under some embodiments, tokenization
interface 204 provides the token by first encrypting the sen-
sitive data and determining 11 the encrypted sensitive data has
been previously assigned a token. If the data has previously
been assigned a token, tokenization interface 204 retrieves the
token 203 from database 200 and returns token 203 to token
exchange 210. If the data has not previously been assigned a
token, token interface 204 assigns a token to the encrypted
sensitive data and stores the token 203 and the encrypted
sensitive data 201 1n database 200. Token interface 204 then
returns the newly assigned token to token exchange 210.

At step 510, token exchange 210 retrieves a token encryp-
tion key 212 for external entity A 220, wherein the token
encryption key 212 1s stored in secure token exchange data-
base 214. At step 512, token exchange 210 encrypts the token
using the token encryption key and returns the encrypted
token to token owner application/service 206 1n aresponse. At
step 514, token owner application/service 206 places the
response in a message together with a web session 1dentifier
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that 1dentifies the web session of web page 250. Token owner
application/service 206 then encrypts the message. Under
one embodiment, the message 1s encrypted using a public key
associated with external entity A 220 such that the message
can be decrypted using a private key held by external entity A
220. At step 516, token owner application/service 206 sends

the encrypted message to an external entity A application/
service 222.

At step 518, external entity A application/service 222
decrypts the message and associates the encrypted token 1n
the decrypted message with the web session based on the web
session 1dentifier passed 1n the message. Through this asso-
ciation, external entity A application/service 222 may store
the encrypted token in database 224 with other data associ-
ated with the web session that generated web page 250.

In some embodiments, an external entity A application/
service 222 may request that a token owner application/ser-
vice 206 perform a function relative to an encrypted token by
passing 1n the encrypted token as part of the call to the token
owner application/service 206. FIG. 6 provides an example of
one method for making such a request.

In step 600 of FIG. 6, an external entity A application/
service 222 calls a token owner application/service 206 while
passing 1n the encrypted token. At step 602, token owner
application/service 206 verifies the identity of external entity
A application/service 222. Under one embodiment, this veri-
fication 1s performed by decrypting an encrypted message
that contains the encrypted token and that was passed to token
owner application/service 206 by external entity A applica-
tion/service 222. Under one embodiment, the encrypted mes-
sage 1s decrypted by package crypto/entity confirmation 226
using a private key of package encryption keys 228 held by
token owner 202 and a signature of the message 1s decrypted
using a public key associated with external entity A 220. If the
signature can be successtully decrypted to form a hash value
that matches a hash value computed from the decrypted mes-
sage, package crypto/entity confirmation 226 verifies that an
application/service in external entity A 220 sent the encrypted
message.

At step 604, token owner application/service 206 passes
the 1dentity of external entity A 220 and the encrypted token
to token exchange 210 with a request for the token. In the
request, external entity A 220 1s i1dentified as the Token
Requester. At step 606, token exchange 210 retrieves the
token encryption key 212 for external entity A 220 from
secure database 214 and decrypts the encrypted token to
recover the token. At step 608, token exchange 210 returns the
token to token owner application/service 206. Token owner
application/service 206 then performs the requested function
using the token as input and returns results from performing,
the function to calling external entity A application/service
222 at step 610. In returning results to external entity A
application/service 222, token owner application/service 206
1s careful not to provide the token to external entity A appli-
cation/service 222.

Some external entities will have rights to receive sensitive
data from a token owner. FI1G. 7 provides a method of request-
ing and utilizing sensitive data by submitting an encrypted
token.

In step 700 of FIG. 7, an external entity A application/
service 222 of external entity A 220 creates a request for
encrypted sensitive data associated with an encrypted token.
Under one embodiment, the request includes the parameters
of the request described above, with the Token Requester
parameter being set to external entity A 220, the Data Type
parameter being set to sensitive data, the Data Value param-
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eter being set to the encrypted token, and the Transformation
Method parameter being set to encrypted token-to-sensitive
data.

The external entity A application/service 222 encrypts a
combination of the request and a signature for the request at
step 702 and sends the encrypted combination to a token
owner application/service 206 1n token owner trust zone 202.

At step 704, token owner application/service 206 calls
package crypto/entity confirmation 226 to decrypt the request
and to verity the identity of the external entity A 220. Package
crypto/entity confirmation 226 uses packaging encryption
keys 228 to decrypt the request and the signature within the
request. Under some specific embodiments, the request 1s
decrypted using a private key associated with the token owner
and the signature 1s decrypted using a public key associated
with external entity A 220. If the hash value found by decrypt-
ing the signature matches a hash value of the request, the
identity of external entity A 220 1s confirmed.

At step 706, token owner application/service 206 passes
the request to token exchange 210. Token exchange 210 uses
a token encryption key 212 associated with external entity A
220 to decrypt the token at step 708.

Token exchange 210 calls tokenization interface 204 with
the token and requests the sensitive data associated with the
token. At step 710, tokenization interface 204 retrieves the
encrypted sensitive data using the token as an index into
secure database 200. At step 712, tokenization interface 204
decrypts the encrypted sensitive data retrieved from secure
database 200 and returns the sensitive data to token exchange
210. Token exchange 210 places the sensitive data 1n a
response and passes the response to token owner application/
service 206 at step 713. Token owner application/service 206
encrypts the response and returns the encrypted response to
external entity A application/service 222 at step 714. Under
one embodiment, the response has the same format as the
response discussed above.

At step 716, external entity A application/service 222,
decrypts the response to recover the sensitive data. External
entity A application/service 222 then uses the sensitive data
without storing it in non-volatile memory at step 718. When
external entity A application/service 222 1s done with the
sensitive data, external entity A application/service 222 dis-
cards the sensitive data without storing it in non-volatile
memory at step 720.

Under many embodiments, each enftity external to the
token owner 202 1s assigned 1ts own token encryption key
212. As aresult, the same token will be converted into difter-
ent encrypted tokens for different external entities. To facili-
tate communications between external entities about a spe-
cific transaction, card, or user, some embodiments provide a
service that will return one enfity’s encrypted token when
given a different entity’s encrypted token and the identities of
the two entities. FIG. 8 provides an example flow diagram of
one such method.

In FIG. 8, a value, for instance a sensitive datum, 1s asso-
ciated with a token at step 800 and the association 1s stored 1n
database 200 by tokenization interface 204. At step 802, token
exchange 210 encrypts the token using a token encryption key
for a first entity, such as external entity A 220. The token
encryption key 1s assigned only to the first entity. The encryp-
tion performed by token exchange 210 1s such that the first
entity cannot decrypt the encrypted token. In some embodi-
ments, only token exchange 210 1s able to decrypt the
encrypted token.

At step 804, the encrypted token 1s sent to a first entity. For
example, token exchange can pass the encrypted token
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through a token owner application/service 206 to an external

entity A application/service 222 in external entity A 220.

At step 806, an external entity A application/service 222
passes external entity A 220’°s encrypted token to an external
entity B application/service 262 of external entity B 260. This
can be done based on a request from external entity B 260 for
external entity A 220°s encrypted token or upon external
entity A 220°s own 1mitiative.

At step 808, an external entity B application/service 262
builds arequest to exchange external entity A 220°s encrypted
token for external entity B 260’s encrypted token. Under one
embodiment, the request will typically include the following
parameters:

Request Identifier: an optional, unique identifier of the
request provided for asynchronous response capability;
Token Requester Identifier: unique identifier of the entity

requesting the encrypted token;

Exchange Partner Identifier: unique identifier of another
external entity whose encrypted token 1s mvolved 1n the
exchange;

Data Type: Value specitying the type of data being
exchanged;

Transformation Method: One of: Encrypted Token of
Requester to Encrypted Token of Exchange Partner;
Encrypted Token of Exchange Partner to Encrypted Token
of Requester; Encrypted Token of Exchange Partner to
Sensitive Data; Sensitive Data to Encrypted token of
Exchange Partner; or Encrypted Token of Exchange Part-
ner to Masked Sensitive Data;

Mask Character: If masking 1s requested, the masking char-
acter 1o use;

Data Value: An encrypted token or sensitive data to be
exchanged;

In the request constructed in step 808, the Token Requester
parameter would be set to external entity B 260, the Exchange
Partner parameter would be set to external entity A 220, the
Data Type parameter would be set to Encrypted Token, the
Transtormation Method parameter would be set to Encrypted
token of Exchange Partner to Encrypted token of Token
Requester, and the Data Value parameter would be set to the
encrypted token of external entity A 220.

At step 810, external entity B application/service 262
encrypts the request along with a signature and sends the
encrypted request and signature to a token owner application/
service 206. At step 812, token owner application/service 206
receives the encrypted signature and request, which as dis-
cussed above includes external entity A 220°s 1dentity, exter-
nal entity B 260°s identity, and external entity A 220’s
encrypted token.

At step 814, token owner application/service 206 passes
the encrypted request and signature to package crypto/entity
confirmation 226, which decrypts the package and signature
and thereby verifies entity B 260°s 1dentity. In particular, 1n
some embodiments, the encrypted request 1s decrypted using
a private key held by token owner 202 and the signature of the
encrypted request 1s decrypted using a public key associated
with external entity B 260. A hash value 1n the signature 1s
compared to a hash of the decrypted request and 11 the hash
values match, external entity B 260°s 1dentity 1s confirmed.

At step 816, token owner application/service 206 passes
the decrypted request to token exchange 210, which examines
the request and based on the request retrieves token exchange
permissions 213 for external entity B 260 to determine if
external entity B 260 has permission to retrieve its own
encrypted token given external entity A 220°s encrypted
token. If at step 818, external entity B 260 does not have
permission to receive 1ts encrypted token based on external
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entity A 220’°s encrypted token, token exchange 210 returns

an error response to token owner application/service 206,

which forwards the error response to external entity B appli-

cation/service 262 at step 820.

If external entity B 260 has permission to receive 1ts own
encrypted token 1n exchange for external entity A 220’s
encrypted token, token exchange 210 retrieves external entity
A 220’°s token encryption key and external entity B 260’s
token encryption key from token encryption keys 212 of
secure token exchange database 214 at step 822. At step 824,
token exchange 210 decrypts external entity A 220’s
encrypted token using external entity A 220’s token encryp-
tion key and at step 826 re-encrypts the token to form external
entity B 260’s encrypted token using external entity B 260°s
token encryption key.

At step 828, token exchange 210 places external entity B
260’s encrypted token 1n a response and returns the response
to token owner application/service 206, which encrypts the
response and passes 1t to external entity B application/service
262. Under one embodiment, the response has the following
clements:

Request Identifier: The identifier found 1n the request;

Data Value: The encrypted token;

Result Code: Return code indicating success or error code;

Message: Human readable error message for debugging pur-
poses.

At step 830, external entity B application/service 262
searches for the encrypted token 1n a database 264 to locate
data previously stored relative to the encrypted token. In most
embodiments, database 264 1s stored 1n non-volatile memory.
If the encrypted token 1s not present in database 264, it may be
added by external entity B application/service 262 as
encrypted token 270 together with related other fields 272.

FIG. 9 provides an alternative method for external entities
to exchange encrypted tokens. In FIG. 9, a value, such as a
sensitive datum, 1s associated with a token at step 900 and the
association 1s stored in database 200 by tokenization interface
204. At step 902, token exchange 210 encrypts the token
using a token encryption key for a first entity, such as external
entity A 220. The token encryption key 1s assigned only to the
first entity. At step 904, token exchange 210 encrypts the same
token using a token encryption key assigned only to a second
entity, such as external entity B 260. The encryptions per-
formed by token exchange 210 are such that external entity A
220 and external entity B 260 cannot decrypt the encrypted
tokens. In some embodiments, only token exchange 210 1s
able to decrypt the encrypted tokens.

At step 906, token owner 202 sends external entity B 260°s
encrypted token to external entity B. For example, token
exchange 210 can pass the encrypted token through a token
owner application/service 206 to an external entity B appli-
cation/service 262.

At step 908, an external entity B application/service 262
builds a request to exchange 1ts encrypted token for external
entity A 220°s encrypted token. Under one embodiment, the
request will typically include the following parameters:
Request Identifier: an optional, unique identifier of the

request provided for asynchronous response capability;

Token Requester Identifier: unique identifier of the enfity
requesting the encrypted token;

Exchange Partner Identifier: unique identifier of another
external entity whose encrypted token 1s ivolved in the
exchange;

Data Type: Value specitying the type of data being
exchanged;

Transtormation Method: One of: Encrypted Token of
Requester to Encrypted Token of Exchange Partner;
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Encrypted Token of Exchange Partner to Encrypted Token
of Requester; Encrypted Token of Exchange Partner to
Sensitive Data; Sensitive Data to Encrypted token of
Exchange Partner, or Encrypted Token of Exchange Part-
ner to Masked Sensitive Data;

Mask Character: If masking 1s requested, the masking char-

acter 1o use;

Data Value: An encrypted token or sensitive data to be
exchanged;

In the request constructed in step 908, the Token Requester
parameter would be set to external entity B 260, the Exchange
Partner parameter would be set to external entity A 220, the
Data Type parameter would be set to Encrypted Token, the
Transtormation Method parameter would be set to Encrypted
token of Token Requester to Encrypted token of Exchange
Partner, and the Data Value parameter would be set to the
encrypted token of external entity B 260.

At step 910, external entity B application/service 262
encrypts the request along with a signature and sends the
encrypted request and signature to a token owner application/
service 206. At step 912, token owner application/service 206
receives the encrypted signature and request, which, as dis-
cussed above, includes external entity A 220°s identity, exter-
nal entity B 260°s identity, and external entity B 260’s
encrypted token.

At step 914, token owner application/service 206 passes
the encrypted request and signature to package crypto/entity
confirmation 226, which decrypts the package and signature
and thereby verifies entity B 260°s 1dentity. In particular, 1n
some embodiments, the encrypted request 1s decrypted using
a private key held by token owner 202 and the signature of the
encrypted request 1s decrypted using a public key associated
with external entity B 260. A hash value 1n the signature 1s
compared to a hash of the decrypted request and if the hash
values match, external entity B 260°s 1dentity 1s confirmed.

At step 916, token owner application/service 206 passes
the decrypted request to token exchange 210, which examines
the request and based on the request retrieves token exchange
permissions 213 for external entity B 260 to determine if
external entity B 260 has permission to retrieve external entity
A 220’°s encrypted token 1n exchange for external entity B
260’°s encrypted token. IT at step 918, external entity B 260
does not have permission to receive external entity A 220’s
encrypted token, token exchange 210 returns an error
response to token owner application/service 206, which for-
wards the error response to external entity B application/
service 262 at step 920.

If external entity B 260 has permission to receive external
entity A 220’s encrypted token, token exchange 210 retrieves
external entity A 220’s token encryption key and external
entity B 260’s token encryption key from token encryption
keys 212 of secure token exchange database 214 at step 922.
At step 924, token exchange 210 decrypts external entity B
260’°s encrypted token using external entity B 260°s token
encryption key and at step 926 re-encrypts the token to form
external entity A 220’°s encrypted token using external entity
A 220’s token encryption key.

At step 928, token exchange 210 places external entity A
220’s encrypted token 1n a response and returns the response
to token owner application/service 206, which encrypts the
response and passes 1t to external entity B application/service
262. Under one embodiment, the response has the following
clements:

Request Identifier: The identifier found 1n the request;
Data Value: The encrypted token;
Result Code: Return code indicating success or error code;
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Message: Human readable error message for debugging pur-
pOSes.

At step 930, external entity B application/service 262 com-
municates with an external entity A application/service 222
of external entity A 220 using external entity A 220’s
encrypted token, which 1s stored in external entity A 220 1n
database 224 along with associated other fields.

Under some embodiments, external entities are allowed to
save the encrypted tokens of others entities and to associate
the encrypted tokens of other enftities with their own
encrypted tokens. Other external entities are not permitted to
associate and store encrypted tokens of other entities. Peri-
odic audits of external entity databases may be performed to
ensure that encrypted tokens from other entities are not being
stored.

Although various methods have been shown as separate
embodiments above, portions of each method may be com-
bined with all or part of one or more other methods described
above.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What 1s claimed 1s:

1. A non-transitory computer-readable storage medium
having computer-executable components stored thereon that
when executed by a processor cause the processor to perform
steps comprising:

associating a value with a token such that the token can be

used to uniquely 1dentify the value;

encrypting the token to form a first encrypted token using a

key associated with only a first client such that the first
client cannot decrypt the first encrypted token;

sending the first encrypted token to the first client;

recerving the first encrypted token and an 1dentification of

the first client from a second client;

retrieving the key associated with only the first client based

on the identification of the first client and using the
retrieved key to decrypt the recerved first encrypted
token 1nto a decrypted token, the decrypted token being
the same as the token;

encrypting the decrypted token to form a second encrypted

token using a key associated with only the second client
such that the second client cannot decrypt the second
encrypted token and such that the second encrypted
token 1s different from the first encrypted token; and
returning the second encrypted token to the second client.

2. The computer-readable storage medium of claim 1
wherein the steps further comprise recerving the first
encrypted token and a request for the value from the first
client and returning the value to the first client.

3. The computer-readable storage medium of claim 2
wherein the steps further comprise receiving the second
encrypted token and a request for the value from the second
client and returning the value to the second client.

4. The computer-readable storage medium of claim 1 fur-
ther comprising securing the token such that the first client
and the second client cannot gain access to the token.

5. The computer-readable storage medium of claim 4 fur-
ther comprising securing the value in a secured database and
using the token 1n place of the value 1n at least one operation.
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6. The computer-readable storage medium of claim 1
wherein before returning the second encrypted token, deter-
mimng if the second client has permission to recerve the
second encrypted token.

7. The computer-readable storage medium of claim 1
wherein receiving the first encrypted token and the 1dentifi-
cation of the first client comprises recerving the {irst
encrypted token and the identification of the first client 1n a
request for the second encrypted token.

8. The computer-readable storage medium of claim 7
wherein recerving the request comprises recerving the request
in an encrypted form and verifying that the first client sent the
request through steps comprising decrypting the encrypted
form to recover the request.

9. A method comprising;

associating a value with a token within a trust zone;

using the token 1n place of the value 1n operations executed
within the trust zone;

defiming a key for an entity outside of the trust zone;

a processor encrypting the token using the key to form an
encrypted token that cannot be decrypted by entities
outside of the trust zone:

providing the encrypted token to the entity outside of the
frust zone;

defiming a second key for a second entity outside of the trust
Zone;

encrypting the token using the second key to form a second
encrypted token that cannot be decrypted by enftities
outside of the trust zone;

providing the second encrypted token to the second entity
outside of the trust zone;

receiving a request for the encrypted token from the second
entity together with the second encrypted token;

decrypting the second encrypted token using the second
key to form a decrypted token;

encrypting the decrypted token using the key to form the
encrypted token; and

providing the encrypted token to the second entity outside
of the trust zone.

10. The method of claim 9 further comprising recetving the
value 1n encrypted form from code operating as part of a web
document, wherein the code 1s provided from within the trust
zone.

11. A method comprising:

a processor receiving a first encrypted token from a first
entity, wherein the first entity and the processor are
unable to decrypt the first encrypted token, and wherein
the first encrypted token 1dentifies sensitive data stored
within a trust zone:

the processor submitting the first encrypted token and the
identity of the first entity to the trust zone with a request
for a second encrypted token that identifies the sensitive
data stored within the trust zone:

a token exchange retrieving a token encryption key that 1s
umque to the first entity but 1s unknown to the first entity,
decrypting the first encrypted token using the token
encryption key to retrieve a token, and encrypting the
token with a second token encryption key that 1s unique
to the second entity but 1s unknown to the second entity
to form the second encrypted token;

the processor recerving the second encrypted token from
the trust zone wherein the processor 1s unable to decrypt
the second encrypted token; and
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the processor providing the second encrypted token to the
first entity, wherein the first entity 1s unable to decrypt
the second encrypted token.

12. The method of claim 11 wherein the processor further
requests the sensitive data from the trust zone in part by
passing the second encrypted token to the trust zone.

13. A non-transitory computer-readable storage medium
having computer-executable 1nstructions stored thereon that
when executed by a processor cause the processor to perform
steps comprising:

retrieving a first encrypted token from a non-volatile

memory where 1t 1s used i1n place of sensitive data,
wherein the first encrypted token can only be decrypted
by a first entity;

submitting the first encrypted token and an 1dentity of a

second entity to the first entity with a request for a
second encrypted token that corresponds to the first
encrypted token and can be used 1n place of the sensitive
data, wherein the first encrypted token has been stored 1n
a non-volatile memory in the second entity and can only
be decrypted by the first entity;

the second entity receiving the second encrypted token

from the first entity; and

sending a message that includes the second encrypted

token to the second entity.

14. The computer-readable storage medium of claim 13
wherein the steps further comprise:

submitting the first encrypted token to the first entity with

a request for the sensitive data;

recerving the sensitive data in response to the request;

using the sensitive data without storing the sensitive data in

non-volatile memory; and

discarding the sensitive data without storing the sensitive

data 1n non-volatile memory.

15. The computer-readable storage medium of claim 14
wherein the steps further comprise storing the second
encrypted token so that it 1s associated with the first encrypted
token 1n a non-volatile memory.

16. A method for providing an encrypted token to an exter-
nal entity implemented on a computing device, the method
comprising;

the external entity placing sensitive data in a request for the

encrypted token;

the external entity encrypting the request and sending the

request to a token owner application/service;

the token owner application/service decrypting the request

and accessing a token exchange to process the request;
the token exchange extracting the sensitive data and obtain-
ing a token for the sensitive data;

retrieving a token encryption key from the token exchange,

wherein the token encryption key 1s unique to the exter-
nal entity but 1s unknown to the external entity;

the token exchange encrypting the token with the token

encryption key and placing the encrypted token in a
return message;

the token owner application/service encrypting the return

message using a public key of the external entity and
sending the encrypted return message to the external
entity; and

the external entity decrypting the return message and stor-

ing the encrypted token 1n a secure database.
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