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SYSTEM AND METHOD FOR DETECTING
CHANGES IN BUSINESS STABILITY

FIELD OF THE INVENTION

The present invention pertains to the field of payment data
processing. More specifically, the invention relates to a sys-
tem and method for determining changes 1n business stability
that allows businesses that are undergoing operational prob-
lems to be detected from transaction data.

DESCRIPTION OF THE RELATED ART

It 1s known 1n the art for merchants to receive electronic
payment data i order to provide goods and services without
actual physical contact with the customer. For example, tele-
phone orders, online orders via the Internet, or other similar
orders can be recerved by merchants that maintain a store or
other similar place of business where customers can also enter
and place an order. Likewise, other merchants maintain no
such public place of business and only accept orders over the
Internet, via phone lines, or through other similar processes.
Recent increases 1n the number of people with access to the
Internet have resulted 1n a significant increase 1n the number
of merchants that do not maintain a public place of business
for interfacing with customers.

Merchants without a public place of business can often
provide goods and services at a reduced cost, because the
need for maintaining a store, a sales staif, and other services
that may be associated with providing goods and services to
the public can be eliminated. Nevertheless, such merchants
can also pose a greater risk to electronic payment processors,
lenders, financiers, and other persons or nstitutions that loan
money or otherwise finance the operations of the merchant,
because their operations are less visible and are less likely to
result 1n immediate consumer complaints.

For example, credit card transaction processors typically
provide provisional credit for credit card transactions for a
merchant over a period of time, such that 1f the merchant files
for bankruptcy protection, goes out of business, or 1s other-
wise unable to pay, then the credit card transaction processor
will incur a loss. Such credit card transaction processors may
receive immediate notice of the fact that a merchant 1s no
longer open for business 1f a customer 1s unable to obtain a
refund from a public place of business and complains,
whereas 1t may take weeks or months to receive the same
complaint for an online business. Likewise, banks, raw mate-
rials suppliers, services providers, and other 1nstitutions can
also incur losses due to the lack of visibility of such mer-
chants.

Thus, while the number of merchants providing goods and
services without a public place of business have increased, the
ability to monitor such merchants, such as by visiting the
merchant’s place of business, 1s not adequate to provide the
same level of certainty that 1s presently obtainable for mer-
chants that also or alternatively deal directly with the public.

SUMMARY OF THE INVENTION

In accordance with the present imnvention, a system and
method for detecting changes in business stability are pro-
vided that overcome known problems with detecting business
stability.

In particular, a system and method for detecting changes in
business stability are provided that allow business stability to
be determined from transaction data.
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In accordance with an exemplary embodiment of the
present invention, a system for detecting changes 1n business
stability 1s provided. The system 1ncludes a merchant system
that receives periodic payment data from one or more users,
such as credit card transaction data. A credit processor
coupled to the merchant system receives the periodic pay-
ment data from the merchant system and stores the periodic
payment data, such as when the credit processor 1s compiling
the credit card transaction data for submission to a credit card
company. A merchant credit/risk system coupled to the credit
processor generates business stability data from the periodic
payment data, such as by determining when changes in the
periodic payment data exceed allowable variations for such
changes.

The present invention provides many important technical
advantages. One important technical advantage of the present
invention 1s a system and method for detecting changes 1n
business stability that allow transaction data to be monitored
to detect changes that indicate possible business instability.
The present invention thus facilitates the monitoring of busi-
nesses without requiring an operator to visit or inspect the
business.

Those skilled 1n the art will further appreciate the advan-
tages and superior features of the mvention together with

other 1mportant aspects thereol on reading the detailed
description that follows 1n conjunction with the drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a diagram of a system for detecting changes in
business stability 1n accordance with an exemplary embodi-
ment of the present invention;

FIG. 2 1s a diagram of a system for monmitoring merchant
credit and risk in accordance with an exemplary embodiment
ol the present invention;

FIG. 3 1s a diagram of a system for monitoring credit data
in accordance with an exemplary embodiment with the
present invention;

FIG. 4 1s a diagram of a system for performing risk moni-
toring 1n accordance with an exemplary embodiment of the
present invention;

FIG. 5 1s a flowchart of a method for monitoring changes in
business stability 1n accordance with an exemplary embodi-
ment of the present invention;

FIG. 6 1s a flowchart of a method for detecting changes 1n
business stability 1n accordance with an exemplary embodi-
ment of the present invention; and

FIG. 7 1s a flow chart of a method for performing an audit
ol a merchant in accordance with an exemplary embodiment
ol the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In the description which follows, like parts are marked
throughout the specification and drawings with the same ref-
erence numerals, respectively. The drawing figures may not
be to scale and certain components can be shown 1n general-
1zed or schematic form and 1dentified by commercial desig-
nations in the interest of clarity and conciseness.

FIG. 1 1s a diagram of a system 100 for detecting changes
in business stability in accordance with an exemplary
embodiment of the present mvention. System 100 allows
transaction data to be monitored so as to provide an 1immedi-
ate indication of changes in merchant business stability and
other useful functionality.
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System 100 includes credit processor 102. Credit proces-
sor 102 can be implemented 1n hardware, software, or a
suitable combination of hardware and software, and can be
one or more software systems operating on one or more
general purpose server platforms. As used herein, a software
system can include one or more lines of code, objects, agents,
threads, subroutines, two or more lines of code or other suit-
able software structures operating in two or more separate
software applications, or other suitable software structures,
and can operate on one or more processor platforms, includ-
ing distributed servers, client server environments, or other
suitable software and hardware configurations. In one exem-
plary embodiment, a software system can include one or more
lines of code or other suitable software structures operating 1n
a general purpose soltware application, such as an operating
system, and one or more lines of code operating 1n a specific
purpose software application.

System 100 also includes merchant system 104, which can
be implemented 1n hardware, software, or a suitable combi-
nation of hardware and software, which can be one or more
soltware systems operating on a general purpose server plat-
form. Merchant system 104 1s coupled to credit processor 102
by communications medium 118, which can be a local area
network, a wide area network, the public switched telephone
network (PSTN), the Internet, a wireless network, other suit-
able media, or a suitable combination of such media. As used
herein, the term “couple” and its cognate terms, such as
“couples” and “coupled”, can include a physical connection
(such as a copper conductor), a virtual connection (such as
one or more randomly assigned memory locations of a data
memory device), a logical connection (such as one or more
logic gates of a semiconducting device), a wireless connec-
tion, other suitable connections, or a suitable combination of
such connections. In one exemplary embodiment, systems
and components can be coupled to other systems and com-
ponents through interveming systems and components, such
as through an operating system of a general purpose server
platform.

System 100 also includes user system 106, which can be
implemented 1n hardware, software, or a suitable combina-
tion of hardware and software, which can be one or more
software systems operating on a general purpose processor
platiorm. In one exemplary embodiment, user system 106 can
include a web browser soitware application operating on a
general purpose processing platform, where the web browser
soltware application receives hypertext markup language
(HITML) data or other suitable data that allows a user of user
system 106 to view goods and services being offered for sale
by merchant system 104, and to place orders with merchant
system 104. User system 106 can also receive * . HTML data
and generate a request for entry of electronic payment data,
such as credit card data, Electronic Data Interchange (EDI)
data, or other suitable data.

Merchant system 104 includes credit transaction system
116 and user transaction system 114. User transaction system
114 interacts with user systems 106 to provide *.HITML or
other suitable data to present goods or services that are being
offered by merchant system 104 to the users of user system
106, and to receive order data from users of user system 106.
User transaction system 114 can also request additional data
from the users of user system 106, such as shipping address
data, user i1dentification data, and payment type data. User
transaction system 114 can receive credit transaction data
such as a credit card number, an EDI account number, an
indication that the user 1s going to mail 1n a check or money
order, other suitable electronic payment data.
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Credittransaction system 116 receives credit payment data
from user transaction system 114 and interfaces with credit
processor 102 to process the credit data. In one exemplary
embodiment, credit transaction system 116 transmits each
credit transaction to credit processor 102 as it occurs, such
that credit transaction system 116 does not store credit trans-
action data. In another exemplary embodiment, credit trans-
action system 116 can store the credit transaction data and
transmit the credit transaction data as a single file or other data
structure to credit processor 102 on a daily, weekly, or other
suitable basis. This data structure can include an EDI data
structure or other suitable data structures.

Credit processor 102 includes transaction processing sys-
tem 112 and merchant credit/risk system 110. Transaction
processing system 112 receives the credit transaction data
from merchant system 104 and interfaces with one or more
other systems to elffect payment under the terms of a credit
transaction services agreement. In one exemplary embodi-
ment, transaction processing system 112 can interface with
one or more credit card companies, such as Visa, Master Card,
or other suitable companies, and can process the credit card
charge data 1n accordance with rules and procedures estab-
lished by such credit card companies.

In the process of handling such transactions, credit proces-
sor 102 assumes temporary liability for such transactions. For
example, if merchant system 104 receives money from credit
processor 102 but does not provide the goods or services to
user system 106, the rules and procedures of the credit card
companies or other financial institutions may allow user sys-
tem 106 to receive a refund from the credit card processor. In
such 1nstances, credit processor 102 may be liable for such
refunds 11 Tunds provided to merchant system 104 cannot be
recovered.

Credit processor 102 includes merchant credit/risk system
110, which 1s used to detect changes in merchant stability
from merchant system 104. Merchant credit/risk system 110
can include one or more transaction data monitoring systems
that detect changes 1n merchant stability based upon changes
in transaction data, such as purchase data, return data, charge-
back data, transaction volume data, transaction amount data,
or other suitable data. Likewise, merchant credit/risk system
110 can include an audit system that allows operators of credit
processor 102 to perform audits to verily whether a change in
merchant stability has occurred 1f transaction data does not
provide a clear indication. Merchant credit/risk system 110
also interfaces with third party data system 108, and can
detect changes 1n merchant stability based upon data pro-
vided by a third party data system 108 and request additional
data from third party data system 108.

Third party data system 108 includes one or more data
sources that provide data on merchant systems 104. In one
exemplary embodiment, third party data systems 108 can
include credit data from credit rating agencies, news stories
from newspapers or business news sources, customer coms-
plaint data from third party customer complaint processors, or
other suitable sources of data.

In operation, system 100 allows merchant stability changes
to be detected from transaction data, and eliminates the need
to visit the physical operations of merchant system 104. Sys-
tem 100 allows transaction data, audit data, third party data or
other suitable data to be momtored so as to provide credit
processor 102 with an indication of whether any changes have
occurred 1n the business stability of merchant system 104. In
this manner, credit processor 102 can take immediate steps to
mitigate risk posed by continuing to provide services to mer-
chant system 104, such as by requiring additional escrow
funds to secure such transactions, additional assurances for
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merchant system 104, termination of credit processing ser-
vices from merchant system 104 or other suitable steps.

FIG. 2 1s a diagram of a system 200 for monitoring mer-
chant credit and risk 1n accordance with an exemplary
embodiment of the present invention. System 200 includes
merchant credit/risk system 110 and audit system 202, credit
monitoring system 204, underwriting system 206 and risk
monitoring system 208, each of which can be implemented in
hardware, software, or a suitable combination of hardware
and software, and which can be one or more software systems
operating on a general purpose server platform.

Audit system 202 allows a user to perform auditing of
merchant system 104, and tracks the results of such audits.
Audit system 202 can receive audit initiation data or other flag,
data from other systems or a user, and can generate an audit
notice for use by an operator of audit system 202. The audit
notice may also be generated periodically, where the period 1s
based upon the business profile data for a business. Audit
system 202 then allows the operator to contact a merchant
system 104 to place an order for goods or services. Audit
system 202 tracks the progress of the order, such as whether
or not the goods or services have been received, the amount of
time required for the goods or services to be recerved, whether
the goods or services have been recerved within the allowed
time, and other suitable data.

In addition, audit system 202 can allow a user to cancel an
order for goods or services immediately after the order 1s
placed, after confirmation of the order 1s recerved, or at other
suitable times. Audit system 202 also allows the user to return
the ordered items and to enter return data for storage. Audit
system 202 stores or receives merchant contact data so that
the user can contact an operator of merchant system 104 in the
event the goods or services ordered are not what 1s expected,
the user of operator of audit system 202 encounters any prob-
lems, or to audit the customer complaints processing of ser-
vices ollered by merchant system 104. Audit system 202 can
also 1nterface with a transaction processing system 112 to
receive credit transaction data submitted by merchant system
104, and can verily whether the credit transaction data sub-
mitted by merchant system 104 correlates to the status of the
return or order cancellation entered through audit system 202.
Audit system 202 can then generate audit flag data 1n the event
that the merchant system fails to properly request credit data
or improperly reflects return data, order cancellation data,
charges and credits, or otherwise fails to process a transaction
placed through audit system 202 1n a proper manner.

Credit monitoring system 204 recerves data from merchant
systems 104, third party data system 108, and other data
sources and monitors the credit of merchant systems 104. In
one exemplary embodiment, credit monitoring system 204
allows an operator of credit monitoring system 204 to receive
new account data and to set up the account, such as to provide
information on the operations of the merchant system 104, the
goods or services being sold by merchant system 104, the
credit rating of merchant system 104 based upon interactions
with third party data system 108, and other suitable informa-
tion. Credit monitoring system 204 can also receive data from
third party data system 108 or other sources and determine
whether such data should be flagged for operator review. In
one exemplary embodiment, business profile data for mer-
chant system 104 can be used to specily a period of time after
which any news sources reporting a story on the merchant
system, any credit data updates received, or any other suitable
information will be reviewed by an operator. For example, the
business profile data can include business type data, where the
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business type data 1s used to determine whether the third party
data 1s to be reviewed on a quarterly basis, annual basis, or
other suitable basis.

Risk monitoring system 208 receives transaction data and
merchant system data and monitors the transaction data to
determine whether a change 1n business stability may be
occurring. In one exemplary embodiment, risk monitoring
system 208 can store predetermined transaction data varia-
tion ranges for merchants based upon the business profile data
of the merchant, such as the type of goods sold, the size of
transactions, the length of time that the merchant has been in
business, or other suitable business profile data. Risk moni-
toring system 208 then receives transaction data from trans-
action processing system 112, identifies vanations in trans-
action data between two or more periods, and evaluates the
variations to determine whether such variations exceed the
predetermined transaction data variation ranges. For
example, risk monitoring system can receive transaction size
data, refund data, chargeback data, or other suitable data, and
can determine whether changes between two or more periods
in such data, such as from month to month, indicate that the
business stability of a merchant system 104 may have
changed.

Underwriting system 206 receives underwriting data for
cach merchant system 104. In one exemplary embodiment,
underwriting system 206 stores escrow data, transaction float
data, and other suitable data that indicates the level of expo-
sure of credit processor 102 for each merchant system 104.
Underwriting system 206 can also receive data from transac-
tion processing system 112 and can generate underwriting
flag data 1n the event that the level of underwriting for that
merchant exceeds predetermined bounds set for that mer-
chant.

In operation, system 200 allows merchant transaction data
and third party data to be monitored so as to alert an operator
in the event that merchant stability indicators have been
exceeded. System 200 allows an operator to audit a merchant,
to review credit data, to review transaction data indicative of
risk, and to review underwriting data, so as to determine the
level of exposure of the credit processor 102. System 200 thus
allows credit processors 102 or others to receive data indica-
tive of merchant stability so that appropriate actions can be
taken to reduce liability in the event that an operator of mer-
chant system 104 1s undergoing business difficulties or 1s
likely to go out of business.

FIG. 3 1s a diagram of a system 300 for monitoring credit
data in accordance with an exemplary embodiment with the
present 1mvention. System 300 includes credit monitoring
system 204 and industry risk system 302, credit monitoring,
system 304, lending exposure system 306, new account sys-
tem 308, and account monitoring system 310, each of which
can be implemented 1n hardware, software, or a suitable com-
bination of hardware and software, and which can be one or
more software systems operating on a general purpose server
platiorm.

Industry risk system 302 receives business profile data,
such as industry classification data, for each merchant system
104 and correlates the industry classification data with risk
rating data for each industry classification. In one exemplary
embodiment, certain merchants can be identified as being
more risky from a business stability standpoint than others,
such as online providers of consumer electronics and small
businesses with unskilled management starting up on limited
capital to provide goods or services online. Likewise, other
merchants can be 1dentified as being less risky than others,
such as online outlets for merchants having large national
chain store operations. Industry risk system 302 allows mer-
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chant systems 104 to be classified, and also recerves data from
third party data systems 108 bearing on whether the merchant
system 104 1s performing operations that would change 1ts
industry risk classification. In one exemplary embodiment,
industry risk system 302 can receirve news stories, financial
updates, credit rating changes, or other suitable data from
third party data systems 108, and can classily such data
according to business profile data for merchant system 104.
An operator of industry risk system 302 can then periodically
review the industry risk data to determine whether the busi-
ness profile data for a merchant system 104 1s correct,
whether changes need to be made to the correlation between
the industry classification data and risk profile data, or
whether other suitable changes need to be performed.

Creditworthiness system 304 receives credit data from
third party data systems 108, such as the amount of credit
allowed for that merchant system by the third party, the credit
liability or amount of money that the merchant system owes
to each third party, or other suitable data, and stores the data
in a location corresponding to each merchant system 104.
Credit worthiness system 304 also includes maximum credit
limit data for each merchant system 104, and can receive
merchant risk data from industry risk system 302 and can
adjust the maximum credit limit data based upon industry risk
system 302 data. Creditworthiness system 304 can also gen-
erate creditworthiness flag data that indicates that the credit
liability of a merchant system 104 has exceeded the maxi-
mum credit limit data. For example, the maximum credit limit
data can include a ratio of credit availability to credit liability,
a maximum level for credit liability based upon the business
profile data for the merchant, or other suitable data. The
system can notily an operator to perform an audit or take other
suitable actions i1 creditworthiness tlag data 1s generated,
such as by interfacing with an audit system.

Lending exposure system 306 determines the level of lend-
ing exposure for a merchant system 104 based upon an indus-
try wide lending exposure. In one exemplary embodiment,
when a merchant system 104 1s set up as a new account,
lending exposure system 306 can receive loan data, lease
data, employee obligation data, and other exposure data that
can be used to estimate whether the merchant system 104 has
lending obligations or other exposure that may bear on 1ts
ability to remain 1n operation. Lending exposure system 306
can recerve additional data from third party data system 108
and classity 1t according to merchant system 104, such as new
loan 1information, interest rate change information, or other
suitable information that can be used to determine the general
exposure of a merchant system 104.

New account system 308 allows an operator to interact
with third party data systems 108 and merchant systems 104
to recerve mdustry risk data, credit worthiness data, lending,
exposure data, business profile data, and other suitable data,
so as to set up merchant systems 104 as new accounts. New
account system 308 can also allow the operator to specily
audit periods, review periods, or other data so as to override
settings that may be assigned through correlation to predeter-
mined settings based upon the company’s business profile
data.

Account monitoring system 310 receives tlag data from
industry risk system 302, credit worthiness system 304, or
lending exposure system 306, or internally generates flag data
based upon a periodic review cycle assigned to the merchant
system or set according to the merchant system’s business
profile data, such as a quarterly review, an annual review, or
other suitable review cycle. Account monitoring system 310
allows an operator to view the data for a merchant system so
as to determine whether the flag data generated by industry
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risk system 302, credit worthiness system 304, lending expo-
sure system 306, or any periodic review data 1s indicative of
increased risk of business 1instability for that merchant system
104.

In operation, system 300 provides credit monitoring func-
tionality for merchant systems 104. System 300 allows an
operator to receive flag data indicative of problems and to
perform additional auditing and review of data from third
party data systems 108, merchant systems 104, other suitable
data. System 300 can thus be used to ensure that periodic
reviews and reviews lfor cause are not inadvertently disre-
garded.

FIG. 4 1s a diagram of a system 400 for performing risk
monitoring 1n accordance with an exemplary embodiment of
the present invention. System 400 includes risk monitoring
system 208 and billing practices system 402, refund system
404, average ticket system 406, chargeback system 408, and
scoring system 410, each of which can be implemented 1n
hardware, software, or a suitable combination of hardware
and software, and which can be one or more software systems
operating on a general purpose server platform.

Billing practices system 402 recerves transaction data from
transaction processing system 112 and determines whether
any change 1n merchant system 104 billing practices exceeds
predetermined billing practices data variation ranges for that
merchant. Billing practices system 402 can also interact with
industry risk system 302 so as to receive industry risk data for
the merchant and to adjust the billing practices data variation
ranges based upon the industry risk data. In one exemplary
embodiment, billing practices system 402 determines
whether the merchant system 104 i1s providing electronic
payment data for the processing of charges within an accept-
able period. For example, billing practices system 402 can
receive transaction data, posting data, order cancellation data,
and other billing data and can determine the whether the
amount of elapsed time between such events (“lag time”)
exceeds a predetermined range, indicates that charges that
should have been previously submitted are now being sub-
mitted 1n a later period, or otherwise indicates billing practice
irregularities. Billing practices system 402 can also determine
trends 1n such data, so as to determine whether the trend 1n
unacceptable billing practices for a merchant system 104 1s
becoming worse. Billing practices system 402 can also gen-
crate billing practices flag data 1n the event billing practices
data exceeds the billing practices data variation range for the
merchant.

Retund system 404 recerves transaction data from transac-
tion processing system 112 and determines whether changes
in refund processing have occurred that indicate problems
with business stability. Refund system 404 can monitor the
refund amount data, the refund processing time data, refund
quantity data, or other suitable data, and can determine
whether changes in such data between two data monitoring
periods exceeds a predetermined refund data varniation range
for the merchant, whether trends 1n such data indicate devel-
oping problems, or whether other conditions exist that indi-
cate the need to further investigate or take corrective action.
Refund system 404 can also interact with audit system 202 to
determine whether a request for a refund has been processed
that has been entered by audit system 202. Refund system 404
can also generate refund flag data 1n the event that any of the
refund data fields exceed allowable ranges, and can provide
the refund flag data to audit system 202 or other suitable
systems for additional action.

Retund system 404 can also determine whether refund data
matches a corresponding sale, so as to detect when an
employee may have engaged in fraud. In one exemplary
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embodiment, refund system 404 can determine whether the
type of goods or service sold matches the refund being
requested, such as to detect when an employee charged the
customer for a more expensive 1tem so as to embezzle the
difference, or for a less expensive item, such as to offer a
compatriot an 1llegitimate discount or to share in the refund
discrepancy proceeds.

Average ticket system 406 receives transaction data from
transaction processing system 112 and determines whether
the change 1n average ticket amount for a merchant system
104 between two successive periods, the trend over two or
more periods, or other changes exceed predetermined range
data or trend data for the average ticket amount for that
merchant. In one exemplary embodiment, 11 a merchant sys-
tem 104 1s encountering business difficulties, then the mer-
chant system 104 may start to increase the ticket size 1llegiti-
mately, such that customers or users are being charged for
additional goods or services that they did not order. Average
ticket system 406 can detect such changes and determine
whether the average ticket data exceeds the average ticket
range for that merchant. Average ticket system 406 can also
generate average ticket tlag data in the event such change
OCCUrs.

Chargeback system 408 receives transaction data from
transaction processing system 112 and determines whether
chargeback data being received by credit processor 102 is
being processed 1n a timely manner by merchant system 104.
In one exemplary embodiment, a chargeback can be incurred
when a user receives a billing statement from a credit card
company or other electronic payment provider and disputes a
charge. The disputed charge or chargeback 1s then recerved
through credit processor 102 and 1s provided to merchant
system 104 for processing. Merchant system 104 must then
provide data to substantiate the order. A chargeback can be
indicative ol merchant fraud (such as where the merchant
overcharges the customer), third party or employee fraud
(such as when a stolen credit card or other stolen payment
data 1s used to make a purchase), or other types of fraud,
problems, or errors. If the number of chargebacks increases
beyond a predetermined chargeback data variation range for
the merchant, such as based upon industry risk system data
for that merchant, then chargeback flag data can be generated
so as to notily an operator of the need to perform an audit or
take other suitable steps. Chargeback system 408 can also
interact with audit system 202 to determine whether a charge-
back entered through audit system 202 has been processed
appropnately.

Scoring system 410 receives data from the merchant sys-
tem’s business profile data, billing practices system 402,
retund system 404, average ticket system 406 and chargeback
system 408 and determines whether the combination of such
data exceeds predetermined indication ranges or scoring
ranges, even where the individual data sets do not exceed the
data ranges for the corresponding data sets. In one exemplary
embodiment, an increase 1n trend data for some or all sets of
data can be indicative of developing problems for certain
types of merchants, and may warrant an audit or additional
investigation. Scoring system 410 can generate scoring flag
data in the event that the scoring data exceeds scoring range
data, so as to notily an operator of the need to perform an audit
or take other suitable steps. Scoring system 410 can also
receive credit card sales data, refund data, chargeback data,
retund delay data, shipping delay data, and other suitable data
for each merchant from billing practices system 402, refund
system 404, average ticket system 406 and chargeback sys-
tem 408, and can determine the exposure that the operator of
system 400 has 1n terms of the amount of money that the
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operator would be responsible for 1t the merchant were to
immediately cease operations. In this manner, scoring system
410 can also determine the projected or contingent liability of
cach merchant to the operator of system 400.

In operation, system 400 allows transaction data to be
monitored to determine whether changes in levels of transac-
tion data provide indications of business instability. System
400 allows refund data, return data, chargeback data, billing
practices data, or other suitable data to be monitored to deter-
mine whether changes between two periods, trends, or other
indications require an audit, operator review of the account,
or other suitable actions.

FIG. 5 1s a flowchart of a method 500 for monitoring
changes 1n business stability 1n accordance with an exemplary
embodiment of the present mvention. Method 500 allows
merchant stability changes to be detected so that appropriate
actions can be taken to limit risk.

Method 500 begins at 502 where credit rating data 1s
received from the merchant. The credit rating data received
from the merchant can include mformation provided by the
merchant on the number of years that the merchant has been
in business, the number of years of experience of manage-
ment personnel, the size of business operations, the projected
volume of business, and other data. The method then pro-
ceeds to 504.

At 504, credit rating data 1s recetved from third parties for
the merchant. In one exemplary embodiment, the creditrating
data can include rating data from rating agencies, data from
banks such as a letter of credit, the amount of credit or money
that has been loaned to the merchant by banks and other
suitable credit rating data. The method then proceeds to 506.

At 506, credit rating and rating metric data 1s assigned to
the merchant. The credit rating and rating metric data can
include allowable ranges for third party credit rating data,
third party loan data, transaction data variation ranges that
will be used to determine whether a change and risk has
occurred for the merchant, and other suitable data. The
method then proceeds to 508, where transaction data and third
party data 1s recerved for the merchant. The transaction data
and third party data 1s then analyzed to determine whether
changes 1n the transaction data or third party data exceed the
predetermined ranges, data variation ranges, or other credit
rating and rating metric data for the merchant. The method
then proceeds to 510.

At 510, 1t 1s determined whether a transaction data flag has
been generated. It a transaction data flag has been generated,
such as a chargeback data flag, a billing practices flag, a
refund flag, an average ticket flag, a scoring system flag, or
other suitable tlags, the method proceeds to 312 where an
audit 1s performed. The audit can include placing an order for
g00ds or services with the merchant and returning the goods
or canceling the orders for services and determining whether
the merchant processes the order and cancellation appropri-
ately, determining whether the merchant assistance 1s being
provided 1n a suitable manner and other suitable audit activi-
ties. The method then proceeds to 514 where review of credit
rating data 1s accelerated, such as data provided by third
parties, data obtained from third parties i response to a
request, or other suitable data. The method then proceeds to
516 where the review of risk rating data 1s accelerated. The
risk rating data can include a review of billing practices data,
refund data, average ticket data, chargeback data, scoring data
or other suitable data. The method then proceeds to 518.
Likewise, 11 1t 1s determined at 510 that a transaction data flag
has not been recerved, the method proceeds directly to 522.

At 518, 1t 1s determined whether the results of the audit or
other review 1s acceptable. If 1t 1s determined that the results
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are not acceptable, then the method proceeds to 520 where
account requirements or credit limits are adjusted. The mer-
chant can also be required to place additional money 1n
escrow, the amount of credit that will be afforded the mer-
chant can be changed or other suitable procedures or steps can
be taken. IT 1t 1s determined at 518 that the results are accept-
able, then the method proceeds to 522 where a normal peri-
odic review 1s performed, such as on a quarterly, annual, or
other basis.

In operation, method 500 allows merchant business stabil-
ity to be determined for a merchant based upon a review of
credit data, third party data, transaction data, and other suit-
able data. Method 500 allows changes 1n business stability to
be detected early so as to mimimize potential losses that may
be incurred by loaning money or floating credit to a company
that 1s going out of business.

FI1G. 6 1s a flowchart of a method 600 for detecting changes
in business stability 1n accordance with an exemplary
embodiment of the present invention. Method 600 1s used to
determine whether transaction data changes have exceeded
allowable ranges for such transaction data changes, so as to
detect changes in merchant stability such that appropriate
actions can be taken to limait risk.

Method 600 begins at 602 where a periodic review 1s 1ni-
tiated. Periodic review can be initiated on a daily, weekly,
monthly, or other suitable periodic basis. The method then
proceeds to 604 where chargeback data 1s received for that
pertod. The chargeback data can include the number of
chargebacks, size of chargebacks, individual or average pro-
cessing times for chargebacks, or other suitable chargeback
data. The method then proceeds to 606. At 606, the charge-
back data for the period 1s compared to one or more previous
periods, such as to determine the change between two con-
current periods, a trend occurring over two or more periods,
or other suitable data. The method then proceeds to 608.

At 608, 1t 1s determined whether the change 1n the charge-
back data exceeds a predetermined chargeback data variation
range. For example, the chargeback data variation range can
include chargeback data variation ranges for individual
refund data categories, combinations of chargeback data
variation ranges, or other suitable chargeback data variation
ranges. I1 the change exceeds the predetermined chargeback
data variation range, then the method proceeds to 626 where
credit and risk rating levels are re-evaluated, an audit 1s per-
formed, or other suitable actions are taken. Otherwise, the
method proceeds to 610 where the chargeback data 1s stored,
such as for subsequent periodic evaluation. The method then
proceeds to 612.

At 612, sales data for the period 1s received. The sales data
can include the number of sales, the size of sales 1n money
spent, the length of time between when the sale 1s made and
when 1t 1s reported, and other suitable data. The method then
proceeds to 614. At 614, sales data for the present period 1s
compared to the sales data for one or more previous periods,
such as to determine changes between two concurrent peri-
ods, trend data, or other suitable data. The method then pro-
ceeds 616.

At 616 1t 1s determined whether any changes in the sales
data or sales data trends exceed predetermined sales data
variation range. For example, the sales data variation range
can 1nclude sales data variation ranges for individual sales
data categories, combinations of sales data variation ranges,
or other suitable sales data variation ranges. If 1t 1s determined
that 616 that the sales data changes exceed the sales data
variation ranges then the method then proceeds to 626 where
credit and risk ratings are re-evaluated, an audit 1s performed,
or other suitable actions are taken. Otherwise, the method
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proceeds to 618 where the sales data 1s stored, such as for
evaluation at subsequent periods. The method then proceeds

to 620.

At 620, refund data from the period 1s received. Refund
data can include the number of refund requests, the size of
refund request, the length of time required to process the
refund request, or other suitable data. The method then pro-
ceeds to 622, where the refund data for the period 1s compared
to refund data for one or more previous periods, such as
determined changes between refund data for two concurrent
periods, trend data, or other suitable data. The method then
proceeds to 624.

At 624 1t 1s determined whether the change 1n refund data
exceeds predetermined refund data variation ranges. For
example, the refund data vanation range can include refund
data variation ranges for individual refund data categories,
combinations of refund data variation ranges, or other suit-
able refund data variation ranges. If it 1s determined at 624
that the changes are greater than predetermined refund data
variation range limits, the method proceeds to 626 where
credit and risk ratings are evaluated, an audit 1s performed, or
other suitable actions are taken. Otherwise the method pro-
ceeds to 628 where the refund data 1s stored, such as for
turther evaluation at a subsequent period.

In operation, the method 600 1s used to detect changes 1n
business stability based upon transaction data. Method 600
allows chargeback data, sales data, retund data, or other suit-
able data to be monitored to determine whether or not changes
in business stability may have occurred. If changes 1n stability
are detected, flags are generated so that appropriate actions
can be taken, such as an audit, re-evaluation of allowable
ranges for credit limits, or other store options.

FIG. 7 1s a flow chart of a method 700 for performing an
audit of a merchant in accordance with an exemplary embodi-
ment of the present invention. Method 700 allows merchants
to be audited so as to determine whether changes 1n business
stability may have occurred.

Method 700 begins at 702 where the audit 1s initiated. The
audit can be mitiated based upon a tlag received from one or
more monitoring systems, periodic audit data or flags, or

other suitable audit imtiation data. The method then proceeds
to 704.

At 704 goods or services are purchased from a merchant.
The goods or services can include goods or services that are
suspect, goods or services that provide a good indication of
whether or not the merchant 1s experiencing merchant stabil-
ity, for other suitable goods and services. The goods and
services can be ordered through a merchant website, by plac-
ing a phone order, from a catalog, or other suitable purchases.
The method then proceeds to 706.

At 706 the purchase data is stored. The purchase data can
include the date of purchase, the items purchased, the ship-
ping method requested, the total amount charged for the pur-
chase, and other suitable purchase data. The method then
proceeds to 708.

At 708 1t 1s determined whether the goods or services have
been received. For example, 1t can be determined whether the
g00ds or services have been recerved 1n the time requested, by
the manner of shipping requested, in the number ordered, the
color ordered, the quality ordered, the quantity ordered, or
other suitable data. If it 1s determined at 708 that the goods
and services have been properly recerved then the method
proceeds to 716. Otherwise, the method proceeds to 710
where an attempt 1s made to contact the merchant. For
example, the merchant can be contacted by telephone, by
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sending e-mail, by physically travelling to the merchant loca-
tion, or by other suitable procedures. The method then pro-
ceeds to 712.

At 712 1t 1s determined whether the merchant 1s available.
I1 the merchant 1s not available, then the method proceeds to
714 where corrective action 1s taken, such as to determine
whether the merchant has gone out of business or whether
other situations have occurred. Otherwise, the method pro-
ceeds to 716 where a refund 1s requested. The refund may be
requested by email, by mteracting with the merchant’s web-
site, by postal service, by voice mail or a phone call, or by
other suitable procedures. The method then proceeds to 718.

At 718 it 1s determined whether the refund has been
received. For example, a flag can be generated after the refund
1s requested allowing a suitable length of time for a refund to
be received, such as one week. Likewise, the length of time
can be set based upon merchant indications of when the
retund will be processed. 111t 1s determined that a refund has
not been received at 718, the method proceeds to 720 where
the reported audit data 1s evaluated to determine whether any
corrective actions need to be taken, such as adjusting credit
limits or risk indicators.

If 1t 15 determined at 718 that a refund has not been
received, the method proceeds to 722 where the merchant 1s
contacted. The method then proceeds to 724 where 1t 1s deter-
mined whether the merchant 1s available. If the merchant 1s
not available, the method proceeds to 726 where corrective
actions are taken, such as stopping all credit processing, pro-
viding required legal notices, or other suitable actions. Oth-
erwise, the method proceeds to 724 where the refund request
1s clarified, at which point the method returns to 718, or where
a corrective action 1s taken 1f the merchant 1s unable to pro-
vide an adequate explanation of why a refund has not been
provided.

In operation, method 700 provides an audit process that
allows merchants to be audited to determine whether the
merchant 1s experiencing business instability. Method 700
allows orders for goods or services to be placed and tracked,
the length and time and quality of the goods and services to be
monitored, refunds and chargeback data to be monitored, and
other suitable data to be monitored to determine whether the
merchant 1s undergoing any stability problems.

Although preferred and exemplary embodiments of a sys-
tem and method for detecting changes in business stability
have been described 1n detail herein, those skilled in the art
will also recognize that various substitutions and modifica-
tions can be made to the systems and methods without depart-
ing from the scope and spirit of the appended claims.

What 1s claimed 1s:

1. A system for detecting changes in business stability
comprising;

a merchant system interface configured to receive payment
data from a plurality of merchants, wherein each of the
plurality of merchants has an associated merchant class;

a credit processor coupled to the merchant system inter-
face, the credit processor system configured to recerve
the payment data from the merchant system interface
and storing the payment data;

a merchant credit/risk system coupled to the credit proces-
sor, the merchant credit/risk system configured to gen-
crate business stability data from the payment data for
cach of the plurality of merchants as a function of the
payment data for other merchants within the associated
merchant class; and

an underwriting system coupled to the merchant credit/risk
system, the underwriting system configured to receive
escrow data for each of the plurality of merchants and
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business stability data for each of the plurality of mer-
chants and to generate an indication to increase an
escrow amount for one or more of the plurality of mer-
chants for an escrow account held by a merchant pro-
cessor 1n response to the business stability data for the
one or more of the plurality of merchants and as a func-
tion of the payment data for other merchants within the
associated merchant class.

2. The system of claim 1 wherein the merchant credit/risk
system further comprises a credit monitoring system config-
ured to receive merchant credit rating data for each of the
plurality of merchants and to provide the merchant credit
rating data to the merchant credit/risk system, wherein the
merchant credit/risk system 1s configured to use the merchant
credit rating data to generate the business stability data for
cach of the plurality of merchants within an associated mer-
chant class.

3. The system of claim 1 wherein the merchant credit/risk
system further comprises a risk monitoring system config-
ured to receive the payment data and range data for each of the
plurality of merchants and to generate the business stability
data from the payment data and the range data for each of the
plurality of merchants within an associated merchant class.

4. The system of claim 1 wherein the merchant credit/risk
system further comprises a chargeback system configured to
receive the payment data for each of the plurality of mer-
chants and to determine whether a change 1n chargeback data
for two periods exceeds chargeback range data for each of the
plurality of merchants within an associated merchant class.

5. The system of claim 1 wherein the merchant credit/risk
system further comprises an average ticket system configured
to receive the payment data for each of the plurality of mer-
chants and to determine whether a change 1n average ticket
data for two periods exceeds ticket range data for each of the
plurality of merchants within an associated merchant class.

6. The system of claim 1 wherein the merchant credit/risk
system further comprises a refund system configured to
receive the payment data and to determine whether a change
in refund data for two periods exceeds refund range data for
cach of the plurality of merchants within an associated mer-
chant class.

7. The system of claim 1 wherein the merchant credit/risk
system further comprises an audit system configured to
receive the business stability data for each of the plurality of
merchants and to generate audit tlag data for one or more of
the plurality of merchants.

8. The system of claim 1 wherein the merchant credit/risk
system further comprises an account monitoring system con-
figured to determine a projected liability of each of the plu-
rality of merchants based upon the payment data for each of
the plurality of merchants within an associated merchant
class.

9. A system for detecting changes 1n business stability
comprising:

a merchant system interface configured to receive payment
data from a plurality of merchants, wherein each of the
plurality of merchants has an associated merchant class;

a merchant credit/risk system configured to generate busi-
ness stability data from the payment data for each of the
plurality of merchants as a function of the payment data
for other merchants within the associated merchant
class; and

an underwriting system coupled to the merchant credit/risk
system, the underwriting system configured to receive
escrow data for each of the plurality of merchants and
business stability data for each of the plurality of mer-
chants and to generate an indication to increase an
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escrow amount for one or more of the plurality of mer-
chants for an escrow account held by a merchant pro-
cessor 1n response to the business stability data for the
one or more of the plurality of merchants and as a func-
tion of the payment data for other merchants within the
associated merchant class.

10. The system of claim 9 wherein the merchant credit/risk
system further comprises a credit monitoring system config-
ured to receive merchant credit rating data for each of the
plurality of merchants and to provide the merchant credit
rating data to the merchant credit/risk system, wherein the
merchant credit/risk system 1s configured to use the merchant
credit rating data to generate the business stability data for
cach of the plurality of merchants within an associated mer-
chant class.

11. The system of claim 9 wherein the merchant credit/risk
system further comprises a risk monitoring system config-
ured to receive the payment data and range data for each of the
plurality of merchants and to generate the business stability
data from the payment data and the range data for each of the
plurality of merchants within an associated merchant class.

12. The system of claim 9 wherein the merchant credit/risk
system further comprises a chargeback system configured to
receive the payment data for each of the plurality of mer-
chants and to determine whether a change 1n chargeback data
for two periods exceeds chargeback range data for each of the
plurality of merchants within an associated merchant class.

13. The system of claim 9 wherein the merchant credit/risk
system further comprises an average ticket system configured
to receive the payment data for each of the plurality of mer-
chants and to determine whether a change 1n average ticket
data for two periods exceeds ticket range data for each of the
plurality of merchants within an associated merchant class.

14. The system of claim 9 wherein the merchant credit/risk
system further comprises:

a credit monitoring system configured to receive merchant
credit rating data for each of the plurality of merchants
and to provide the merchant credit rating data to the
merchant credit/risk system, wherein the merchant
credit/risk system 1s configured to use the merchant
credit rating data to generate the business stability data
for each of the plurality of merchants within an associ-
ated merchant class; and

arisk monitoring system configured to recerve the payment
data and range data for each of the plurality of merchants
and to generate the business stability data from the pay-
ment data and the range data for each of the plurality of
merchants within an associated merchant class.

15. The system of claim 14 wherein the merchant credit/
risk system further comprises a chargeback system config-
ured to receive the payment data for each of the plurality of
merchants and to determine whether a change 1n chargeback
data for two periods exceeds chargeback range data for each
of the plurality of merchants within an associated merchant
class.

16. The system of claim 14 wherein the merchant credit/
risk system further comprises an average ticket system con-
figured to recerve the payment data for each of the plurality of
merchants and to determine whether a change 1n average
ticket data for two periods exceeds ticket range data for each
of the plurality of merchants within an associated merchant
class.

17. The system of claim 9 wherein the merchant credit/risk
system further comprises:

arisk monitoring system configured to receive the payment
data and range data for each of the plurality of merchants
and to generate the business stability data from the pay-
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ment data and the range data for each of the plurality of

merchants within an associated merchant class; and

chargeback system configured to recerve the payment data
for each of the plurality of merchants and to determine
whether a change i chargeback data for two periods
exceeds chargeback range data for each of the plurality
of merchants within an associated merchant class.

18. The system of claim 17 wherein the merchant credit/
risk system further comprises an average ticket system con-
figured to recerve the payment data for each of the plurality of
merchants and to determine whether a change 1n average
ticket data for two periods exceeds ticket range data for each
of the plurality of merchants within an associated merchant
class.

19. The system of claim 9 wherein the merchant credit/risk
system further comprises:

a chargeback system configured to recerve the payment
data for each of the plurality of merchants and to deter-
mine whether a change 1n chargeback data for two peri-
ods exceeds chargeback range data for each of the plu-
rality of merchants within an associated merchant class;

and an average ticket system configured to receive the
payment data for each of the plurality of merchants and
to determine whether a change 1n average ticket data for
two periods exceeds ticket range data for each of the
plurality of merchants within an associated merchant
class.

20. A system for detecting changes i1n business stability

comprising:

a merchant system interface configured to recerve payment
data from a plurality of merchants, wherein each of the
plurality of merchants has an associated merchant class:

a merchant credit/risk system configured to generate busi-
ness stability data from the payment data for each of the
plurality of merchants as a function of the payment data
for other merchants within the associated merchant
class, the merchant credit/risk system further compris-
ng:

a credit monitoring system configured to receive mer-
chant credit rating data for each of the plurality of
merchants and to provide the merchant credit rating,
data to the merchant credit/risk system, wherein the
merchant credit/risk system 1s configured to use the
merchant credit rating data to generate the business
stability data for each of the plurality of merchants
within an associated merchant class;

a risk monitoring system configured to receive the pay-
ment data and range data for each of the plurality of
merchants and to generate the business stability data
from the payment data and the range data for each of
the plurality of merchants within an associated mer-
chant class:

a chargeback system configured to recerve the payment
data for each of the plurality of merchants and to
determine whether a change 1n chargeback data for
two periods exceeds chargeback range data for each
of the plurality of merchants within an associated
merchant class; and

an average ticket system configured to receive the pay-
ment data for each of the plurality of merchants and to
determine whether a change in average ticket data for
two periods exceeds ticket range data for each of the
plurality of merchants within an associated merchant
class: and

an underwriting system coupled to the merchant credit/risk
system, the underwriting system configured to receive
escrow data for each of the plurality of merchants and
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business stability data for each of the plurality of mer-
chants and to generate an indication to increase an
escrow amount for one or more of the plurality of mer-
chants for an escrow account held by a merchant pro-
cessor 1n response to the business stability data for the 5
one or more of the plurality of merchants and as a func-
tion of the payment data for other merchants within the
associated merchant class.
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