US008423781B2
12 United States Patent (10) Patent No.: US 8.423.781 B2
Eun et al. 45) Date of Patent: Apr. 16, 2013
(54) IMAGE FORMING APPARATUS, METHOD 2008/0283592 Al1* 11/2008 OderII, etal. ................ 235/380
2009/0055925 Al*  2/2009 Masul ........coooeeviviiieinnnnnn, 726/20
FOR VALIDATING IC CARD HOLDER, AND 2010/0077457 Al1* 3/2010 Xuetal. ...l 726/4
COMPUTER PROGRAM PRODUCT
THEREOF FOREIGN PATENT DOCUMENTS
JP 2523197 5/1996
(75) Inventors: Jongsook Eun, Tokyo (IP); Takahiko Jp 2000-105788 4/2000
Uno, Tokyo (JP) TP 2000-339273 12/2000
JP 2002-298097 10/2002
: _ : JP 2003-123032 4/2003
(73) Assignee: Ricoh Company, Ltd., Tokyo (IP) P 5005-708063 27005
N _ _ _ _ _ JP 2005-316570 11/2005
(*) Notice: Subject to any disclaimer, the term of this TP 3819177 6/2006
patent 1s extended or adjusted under 35 Jp 2007-168187 7/2007
JP 4090680 3/2008

U.S.C. 154(b) by 612 days.

(21) Appl. No.: 12/656,228

(22) Filed: Jan. 21, 2010
(65) Prior Publication Data
US 2010/0205449 Al Aug. 12, 2010
(30) Foreign Application Priority Data
Feb. 12,2009  (IP) oo 2009-030067
(51) Int.CL
GO6rl 21/00 (2006.01)
(52) U.S. CL
USPC e 713/182; 713/150
(58) Field of Classification Search .................. 713/150,

713/182—-185
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

* cited by examiner

Primary Examiner — Kambiz Zand
Assistant Examiner — John B King

(74) Attorney, Agent, or Firm — Harness, Dickey & Pierce,
P.L.C.

(57) ABSTRACT

A disclosed 1image forming apparatus includes a validating
unit validating a holder of an IC card having a first security
information set, login nformation set and {first identifier
information set, based on the first security information set; a
login unit performing a login process for the IC card holder to
log 1n based on the login information set; and a storage unit

storing the first security information set as a second security
information set and the first 1dentifier information set as a

second 1dentifier information set obtained when the login
process performed 1s successiul. In the 1mage forming appa-

ratus, the validating unit validates, provided that first identi-
fier information set from the IC card matches the second
identifier information set 1n the storage unit, the holder of the
IC card by reusing the second security information set 1n the
storage unit when the first security information 1s requested

5267315 A 11/1993 Narita et al. using the IC card.
6,651,168 B1* 11/2003 Kaoetal. ....ococveveveinn.. 713/185
2005/0223233 Al* 10/2005 Ishidera ..................... 713/185 11 Claims, 20 Drawing Sheets
/20 /205 o F&_}, 204 203 202
USER IC CARD AUTHENT | CAT | ON PIN REUSE IC CARD
(PERSON) APPLICATION | SECT 1N CRNTROL MANAGER INTERFACE
Lz
e.g. PIN IS INPUT (e.z., 9999) READ LOGIN INFORMATION
5412 S5 | REQUESTFOR le.g. 9999) >
LOGIN (LOGIN LOGIN INFORMATION  ~—T1"S414
INITIATE INFORMATION) - ~——~8415
AUTHENTICATION|e—<=
el dli 5416
S419.__ S417

PLEASE WAIT. YOUR
AUTHENTICATION IS
BEING PROCESSED

S418
AUTHPERNJGIE%ST I ON\

AUTHENT [ CAT 10N
FAILED

>

S422. S421T —NO

™ AUTHENTICATION YES
L HAS FAILED

LOGIN
NOTIFICATION

S423_ 5420
READY TO
PHOTOCOPY

LOGIN
NOTIFICATION
T T85420

LOGIN
NOTIFICATION X

S54207 LOGIN NOTIFICATION

F

S420”T REQUEST FOR
STORING CARD
iD AND PIN S425
S424-T M
STORE CARD
1D AND PIN
|




)

-

o0 9z 1

e S 1

e  WNIQIN o

- _ - 3OVHOLS

o 91 AL g T [ I

9 oF egl el Hhqp) .2l el eg| qg |

- rmmmme— et ——-- R A T o o
| (431L07d) |: 1| 30IA3Q J0IA3A  |i | 3FOIA3C AV m
| Y3LNIMd |' | LNdNI AVdSIa | 1] 3ANA “

- | ! e e e r e e eeeeeeappeecee e =] e -- m

o _

T I

S i " ﬂ

= _ “

g “ m

7 v S, A, | ~ - ! “

- u3avay | | WANNVOS) . aaH | 301A30 |} m

- Qvo ol | !| Foymr | | JOVAYALNI |} m

2 | : ) P i ."

& g - \egy tl - Nepy

- \ ‘.

- “C| vi

-

N

. ayvo Ol T
. 0l

L Ol

U.S. Patent



JOV4d4LNI

ddvO Ol

US 8,423,781 B2

¢0¢

NOILO4S
T1OH4LNOD
davoO Ol

d3dOVNVIA
4SM34 Nid

Sheet 2 of 20

£0¢ ¥0¢

NOILVOl'lddV

ddvO Ol

Apr. 16,2013

10¢

¢ Ol

U.S. Patent

NOILO4S
NOILLVOILNIHINY

GO¢



US 8,423,781 B2

Sheet 3 of 20

Apr. 16,2013

U.S. Patent

skeok sk sk sl etk sk sk ok ok ki ks sk ok sk sk ksl sk ok sk sk
sk ok ok sk sk ok ok sk sk ok kst sk sk sk sk sk sk skl sk sk sk sk sk sk sk sk skok skoksk sk skok skok

she 3k s ke e sk e e sk e e sfe e e e sk sk sfe s sk ke e e sk el ke sk ok eofeok ksl sk kol rokok

-FHNLVYNDIS OINOH10d14

Zoop+somssed: QHOMSSVd NIDOT

¢0048sn. gl ¥4SN NIOO'1

G-ddX001 SI davO Ol

AHL ILNN SFENTIVA LNdNI NId 40 438NN
LL11-NId

$9P99e68.9GvEC10- Al AHVO

(8) QdvO I

v Ol

Kok ok ok ok oK ok oK oK oK oK oK o e Kok S Sl oK SR K SR S SR KoK oK ke ok o
S sfe sk ek ok sk sk e sk sk ok S sk sk Sk e ok sk ok Sk ke sk s ok Sk ok Sk ok ek ko ok Sk sk e ok kK ke ke K
s sfesk Sk ok sk kol sk sk sk ok ok ke kol ok sk sk ko ek il sk Skl ok sk ok k ok sk KKk ek K

- JHNLVYNDIS OINOYL1O314
l0op1omssed: QHOMSSYd NIDOT

10043sN - dI 43SN NIDO

€-ddX001 SI davO Ol
dHL TANN S3HNTIVA LNdNI Nid 40 d38IANN

6666 - NId
€198G0°4120°G+80- Al AYVO

(V) aydvD DI



US 8,423,781 B2

Sheet 4 of 20

Apr. 16,2013

U.S. Patent

— L

NId LNdNI
0L¥S | HIYS |
60V NOILYWHOASNI Nid LS3N03Y _
807S~L— NOLLYWHOSNI Nid LSINOI |
[0S~ —_NOLLYWHOSNI NIDO1 Qv
(21985094129G¢80 “5°9) |
(A1 Q4vO) QYvD 1 avad 00HS _
43Qv3d QdvO Ol 43N0 QHYO Ol G10H
T04INOJ QHVO
OFAIVIINT |
50V q4vO a1 40 3SN 3LVILINI
QYVO O ¥NOA L3S J—
SAIY NIDO
SSRC
NIDOT
07
| 3OV4YILNI HIDVNVAA RS NOI 1D3S NOLLYOIddV | |  (NOSY3d)
a4vO Ol 3SN3Y Nid A 2 NOI LY | INFHLAY Qv Ol 43S
202" €02 b02 502 102
Vv Ol



US 8,423,781 B2

Sheet 5 of 20

Apr. 16,2013

U.S. Patent

Q590 3001S
> _Lvevs
GCPS NId QNY dI
advd DONIHOLS
404 1S3N03H | g7ps
< NOLLYDI4ILON NIDOT 07HS _
_A|||I||h_|\
NOLLYOI4ILON AdOD0OLOHd
| NIDOT 07HS o Ol AdVYdYH )
NOILYDIJILON 0¢vS NARS
NIDOT NOILVOIdILON
NIDOT
| a31v4 SYH
SIA NOILVOIINIHLNY
030339008 ON 12VS N 22PS |
NO| L¥DTINIHLINY ——> |
a311vA
NO11VD 1 INIHINY
ﬁ 2 e ™
a3SS3ID0Hd HNIIS
$5300ud SINOILYOILNIHINY
| NO I LVO 1 INSHLNV] | DO 1 IVAT SR
Swmm LIYS OLyS
PSS —— (NOLLYWHOANT | Oy v Y
p1¥S——  NOILYWHOINI NIDO NIDOT) Z}w@m
(6666 "2°9) 404 153NY EIPS Z19S
NOLLYWHOANI NIDO1 av3ay (6666 “§9) 1NdNI SI NId (6666 39) @
h 1NdNI SI Nid
30V 4YILNI HIOYNYIW | | QLS NOI O3S NOLLYOITddV (NOSH3d)
auvo Ol 3SN3Y NId D B NOI LYD | INFHLNY duvD DI ESTEN
202 €027 02 G0z 102 9 9]




US 8,423,781 B2

Sheet 6 of 20

Apr. 16,2013

U.S. Patent

(SILNNIW) O (STNILL) € 6666 e 9860241 20°5780
INLL (43ANIVINTY) d3sN3y H al YO

d38I40S34d

SI NId S3NIL 40 438NN

G Ol



U.S. Patent Apr. 16, 2013 Sheet 7 of 20 US 8,423,781 B2

FIG.0

| S601
SCRUTINIZE
DUPLICATION OF PIN

S602

YES

NO
~=S003
MANUAL PIN INPUT
S604
CONSTANT MANUAL —~~YES END

INPUT?

NO

S605

STORE PIN

S606

RETRIEVE STORED PIN
DELETE TIMING

S607

ADDITIONALLY STORE
INFORMATION ON NUMBER OF
TIMES PIN IS TO BE REUSED
AND/OR EFFECTIVE DURATION

END



US 8,423,781 B2

Sheet 8 of 20

Apr. 16,2013

U.S. Patent

A34IN0IY ST FHNLVYNDOIS

JINOHLOd1d NJHM
LNdNI NId TVINVIA

(SILNNIN 0} “3'9)
JWIL d38140S3Hd
4314V NId 3137130

1NdNI NId
VANV LNVLSNOO

S 1V.LIA ONILLSS

(SINIL € “8'9) d3sSN3y
N338 SVH Nid S3NIL 40
d3gANNN d38IH40S3dd
d414V NId 41314d

JONO A'INO
1MNdNI NId TVINVIA

L Ol

ONIANILL 31d130
Nid d340.1S

ONIWIL LNdNI
NId 1VIINVIA

SW3Lll ONILLAS

¢0L

0L



US 8,423,781 B2

Sheet 9 of 20

Apr. 16,2013

U.S. Patent

GO8S | —
p08S L —
£08S ——

30V YN HIDYNYIA NS NOI LD3S
Quv0 2l 3SN3Y NId ONINOD | | NoI LY INHLAY
202" €02 b0z~ G0z~

NOILVIAHOSNI NId H04 1S3JND3Y

808S
11NS3IH HOUV3S

NId HOYVdS |

LO8S | 008S

HOUV3S Nld
d04d 1S3N03JY

NOILVINHOANI NIODO'1 dV3d

(819850941 20°G/80 “89)
(41 a4vD) a¥vo 01 avay

208S
43Av3IY AHVI D1 H3A0 advO 21 A10H

10¢

SINIANNDOA TVILNIAIANOD
4SM0YH8 OL ddvO OI L3S

NOILYOIl'1ddV

advO Ol

(NOSYH3d)
d4S0MN




U.S. Patent Apr. 16, 2013 Sheet 10 of 20 US 8,423,781 B2

202

IC CARD

INTERFACE
~——1~S810
~—1~S811

9999)

STORE CARD
ID AND PIN

(e.g., PIN

203
PIN REUSE |
MANAGER

S809

READ LOGIN INFORMATION
LOGIN INFORMATION

¥

)

CONTROL
SECTION

S813 |
S814 |

(LOGIN
INFORMATION

S8121—
AUTHENTICATION

= == o W
- = u A w

= 1 n F 1w
& I ®E = 3 ¥

L 1] - L L] -+
+ = = & 4 m

 Fp n = n &
-

AUTHENTICATION
REQUEST (PIN)

=
-
H
-
Ll
/)

PROCESS
TRANSMIT
AUTHENTICATION
RESULT TO
APPLIGATION

<
-
e
e
-
—
-
L1
-
—
-
<C

REQUEST FOR PIN

201

- n & B A
* & &
m o % F d
4 v =

LI B |

IC CARD
APPLICATION

- - ________________________________________________]
L] e
+ &
ok
" I.Ill".l‘!-“I et W - = - = .. "
- .- [ ] -*'*-‘-- - r = m * w & EE R LI T O R B I - -
4 m = = + #+ =+ + + = a a "B . ] K L] P B B T E ¥ 7 ¥ = r w w T
[ | " om &k & o i Ew & A F = §y = = i = = = i‘+ - + =& a2 m m m =
- » [ - B & & N = .
*l.l' 'l.iil.nin. atet .-- &.---'- = B N = B #+# & % 1 & & 4 & & B W
» § = %" m 3 m m s r ® T i B W B B T E FF & 3 B B & w &
m # ¢+ =W m r T = =z T - a4 & & & ¢ ¥ L = *® 3 mW O w w = & 4 mE & = m
m & kK o & 4 E H 1 L] { &« » » & ¥ B F F - = & & "= m T m w = & = a2 =
n % % % F & F ® F = } - m r W = = om T = = & I ®# ®m 4 = ¥ 3 ¥ E ®E &
w & k4 & & & w 0¥ - = + 2 2 m & a w b ¥ = r ¢ 1 B 7 v v w» y 41 ¥
I = § = @ = =m m T w F " m F 0 F % F ¥ W N F F ¥ =
- m 4 & = W & a - » "E B ¥ ¥ § = = 3 w T ™ - .
X 4 & b & & & & r m & m = a2 = a2 om = A & d K
" E N4 w B E & F ] r B B 1 & & L] LI
[ 4 @B w 3§ E & ¢ 2 L I.-'l‘i...I‘ - ."l".l.'-‘l
.&-i-nl-'-'-‘j'-‘j-. '- ¥ - - m o r w = = - = = = A = =
[ [ ] [ | - & # H - m m = -l‘- a 4 =% 4 ¥ w 1 [ ]
4 & = v & B @ 1 = 4 3 %
1-‘ .lhl'i'll T I|I- l‘- - L I | ¥ & & o & § EH ¥ » W
“4 & = & m a4 T w = [ * & & F T ¥ ¥ ¥ mW = m T = +
F & & &+ & ® a2 a = o L] 4 -+~ 4 ¥ - = & 4 = E & & = =
F] 4 EH & EH B 1 " 4 & m a -m m h i-‘..|...|" .j
a 4
|'.|| '.i'i-l-l--l-i ‘r L T E m ¥ § B 1 & % 4 =
- - ™ - + - - - L] - - Ll - - - - L] - - - -
a = = d F m - s = E r m T T + 1 ow = = o=
[ - & g - ] " u v F m ¥ & =
w & ® 1 & L] mm o+ F &k d S
» & & 4 = p ‘ - - F 4 1 4 ®w = 5 ¥ = 5
+ - L] L] +* - - - - - L - L L] L | L.l
- > ~ X = o o2 & mom A & &
-i & Rk 1 B & L] 4 & & = % ¢ 2 F & &
r & 4 B =n L] [ r F 4 r &2 r %
T R R T Y l - .--. * 3 + B B F F OF 1 W
- - - " - - L] ] - L] - - - - - r -
s m om 4 om oa P = m a2 m o om % A N F ¥
r mom v & L L] L] = F 4 F 4w
[ I B ] & h - = - m w & w & & & B ¥ W
- = r ¥ - % a4 B L P A = § m
+ F - = o T ¥ +.- - o =
ll. o - a
- »
-
. |
-
L]
L]
i &

% 1 4 4 1 = & m & 4 4 4 F F 4 { ¥ F ® F 1 B 1 ¥ F 1
g ® T omoFr R R N = g w " o m = & = # 4 § F 4 4§ 4 F *
A Ak B OF A 40w 4 4 % = = m = m & kB & & B B 4 4 4 EH N
= m = k B I 4 & 4 d =« m 8 m o &+ F & & 1 4§ 4 & F 1 5 3
r & & B A1 B & 4 § m n & b A F & % FFROE 4 ®H I ®H &
1 & K F & 1 ® #+ 4 1 m & i d 4 kF F & §F { ®B § & F I ® 1
*» E m " E I ER T » = § 1 4 = ®B # F 4 B ¥ % - & F m w®
I N omoT o mo s 4 EF F R R 4 m o7 o mowr a2omom F o+ F + 4F 4+ =
+ F F 4 ™= = =m = 4 d4d & +# & ¥ ® HE I ®H 5§ mE m F ¥}

I 1 4 8 = 1 m ¥ ¥ Ak & & 4 F m Fp EEmom 3w ok

[ I T B N N ] " 5 m + % b 4 F 4 & 0 1 & + ®B 1 ® F F ¥
0 0k & = 1 1 BN I E # + %" 5 F F W W YN F P mom o ow

P W o mow o oT & F P % % 1 g m = & = = E EF F I 0w

B o4 & + R N w1 F = = 4 v F F # & W F %= F m u



U.S. Patent Apr. 16, 2013 Sheet 11 of 20 US 8,423,781 B2
START
S901
ONE OR NO
MORE STORED PIN
FOUND?
- YES S902
SEARCH STORED PIN
WITH CARD ID INFORMATION
AS A KEYWORD
S903 ,$909

STORED
PIN CORRESPONDING
TO CARDOID FOUND

NO

YES

S904
REMAINING
COUNT FOR NUMBER OF
TIMES PIN IS TO BE
REUSED?

YES
|— DECREMENT COUNT FOR

NO

NUMBER OF TIMES PIN IS
TO BE REUSED BY ONE_(_—1)

S906
COUNT
FOR NUMBER OF TIMES

NO

SEARCH RESULT: NO PIN
CORRESPONDING TO
CARD ID FOUND (NULL)

PIN IS TO BE REUSED
IS ZERQ?

YES

S907
DELETE I

CORRESPONDING
STORED PIN

S908

CORRESPONDING

SEARCH RESULT:
STORED PIN FOUND

END —



US 8,423,781 B2

Sheet 12 of 20

Apr. 16,2013

U.S. Patent

GO0 IS —|—
NOILYWHOANI Nid 404 1S3ND3Y

v00IS—

NOILVYINHO4NI JHLVNOIS
€001S OINOYH.LOd 19 dv3id

(219850°412095+80 “5°°)
(A1 a4VD) advD D1 avay

IQVAYILNI HIDYNYIN RS NO I 1038 NOLLYOITddY (NOSY3d)
QHv0 Ol 3SN3Y NId OIS NOI LYD T INFHLAY Guvo Ol 43SN
202 £02 v02 502 102
VOl Ol4

\.

joors | MOOS
NOLLYWHOANI NId ¥04 LSIN0IA

¢00IS

d3dvdd ddvO Ol 44A0 n_m_<n_v IOl '10H

\\l

100LS

Nid JMOA d41N4

d34INO3JY SI
JHNLVNOIS

OQINOH1O313 4l
LOdNI ATIVINVIA

SI Nid

JHNLVYNOIS OINOH104 13
NIVL180 Ol QdvO OI L3S




US 8,423,781 B2

Sheet 13 of 20

Apr. 16,2013

U.S. Patent

L1

Ol

¢0¢

_ NOILVO!l'lddV _

0L 1INS3M
_ NOLLYOILNIHLNY
LINSNVY.L
p101S
SS300Yd
NOLLYOLLNIHLNY
£101S
2101S
(FUNLYNDIS
OINOY 10T 13)
NOLLYOILNIH1NY
1S3N0
OIS —
NOLLYWHOANI
01S JYNLYNDIS QINOYLO313
(6666 Nid “3°2)
4N LYNDIS DINOH L0313 avad (6666 "59)

LNdNI SI NI

JOV4YIALNI HIDYNYAA T NOI 1938
Quv0 Ol 3SN3Y NId NOI LV [ INJHLNY
a4V Ol
v0Z 602

8001S

(6666 "8'9)
1NdNI SI NId

NOILVOIl' 1ddV (NOSYH3d)
AyvO OI

<ENE




423,781 B2

2

US 8

Sheet 14 of 20

Apr. 16,2013

U.S. Patent

GO

¢0¢

LS

(219850941 20°GH80 '§9)

I

SSJ4004d
1NOV0]

001 1S LOLIS

1N0D014d04
1S3N03Y

(Al gHV0) auv9 2l av3d

e

30V4d31NI
ddvO Ol

£0¢

HIOVNVIA
3SMN34d Nid

OIS
430vIY QYO Ol ¥IAO QUVO OI A 10H

£0

NOILOJS
1OHLINOD

NOIL10dS
adVvO Dl NOI1VO|LNJHINV

b0Z~ GO

AR =

1N0 NOA D010l
ddvO Ol dNOA L3S

LIS Z0L1S

SAIX 1N0-00'1

SSddd

AdOO0O1LOHd
Ol AdV3dd

NOILLVOl'1ddV
dyvO Ol

10¢

(NOSH3d)
ddSN




423,781 B2

2

US 8

Sheet 15 of 20

Apr. 16,2013

U.S. Patent

JOV4ddLNI
dyvO Ol

TOH1INOD
advod _
21 40 AN3
ELLLS | —
NId @340.1S
3137130

I.|J
NIDOT

¢LLLS “mo:w

LLLLS

NOILVOI4ILON LNODO]

10LLLS
(a1 a4v9)
030018 ONY i 011
NOILVYOIHILON
zow%%m%oz 1NOOO0' NOLLYOI4ILON
404 1S3aN®3Y 1NODOT

NOILOTS
HIOVYNYI NO| 1938
TOYLINOD
3SN3Y NId QD O] NOILV¥OTINIHLNV
£02 P02 G02 102

NOILLYOl'1ddV

d4vO Ol

(NOSY3d)
43sn



U.S. Patent Apr. 16, 2013 Sheet 16 of 20 US 8,423,781 B2

FIG.12

START

S1201

INITIATE "PRESCRIBED TIME”
MONITORING TIMER

PRESCRIBED

TIME ELAPSED?

YES

S1203

DELETE PIN STORED MORE
THAN PRESCRIBED TIME



US 8,423,781 B2

Sheet 17 of 20

Apr. 16,2013

U.S. Patent

J0VdY

d1NI
ddvO Ol

¢0¢’

J3OVNVIN
34SM34 Nid

£02

|

mom_m“

v0¢

JAOW NIDO']

TOHINOD dYVO

Ol J1VILLINI

NOILDO4S

1041LNOD
ddvO Ol

—

$S3004d
NOILVO1IN3HLNY

BOL 1S

LOELS

NOILVOLLNAHLNY
31 VILINI

VOELS

ddSS300dd ONIdS
SI NOILVOILNIHLNY
JdNOA LIVM 35vdld

90E1S
NOILLVINHO4NI NIDOT

dYvO OI 40 3SN 31VILINI

_ (SA3X NOILLYH3IdO DONISN

NOI10dS
NOI1VO | 1INJHLINV

£0ELS

NIDOT OSTV NVO NOA)
AddvO 0T dNOA 138

¢0E LS

SSd4dd

NOILVOIl'1ddV
AyvO Ol

10¢

SAIN NIDOT

_u/l_l\l\\\\\\L.\‘ — 1

60ELS

(NOSH3d)
d3SM

Vel Ol



US 8,423,781 B2

Sheet 18 of 20

Apr. 16,2013

U.S. Patent

[ DR S .

¢0¢

3OV4ddLNI
ayvO Ol

JQOW NIDO
T ——
AdODOLOHd
0L AQV3Y
e1ELS
NOILVOI4ILON NIDOT
NOILVOIJILON
NIDOT
NOILYOISLLON 0lels
NIDO™ NOLLYOIJILON
NIDOT
a31iv4 SYH
NOILVOIINIHLINY
) ZIE1LS
d3Q33ooNns HIELS
NOILVOILNIHLNY
3471 V4
NO1 LV 1 INTHLNV
| ]
BRES NI NOI 103 NOLLYOIddY | |  (NOSY3d)
3SN3Y NId QNS NO1LYD [ INIHLNY duvo OI NEISE
d| T - e .~ f tim o
€02 b02 60z~ 02— q¢ 1Dl



SdA

¢
SLSIX3 Nld
d3dy0l1sS

60V S
80VILS

17NS3Y HOYV3S

US 8,423,781 B2

ON

~——P>
NId 401 OLvLS
1S3n0O3d

NId HOMV3S
Lovls” €

~ HOHVY3IS Nid

= GO 1S 404 1.S3N0dY

&N

NOILLYWHOANI NId 304 1S3n03y

= bOb1S

e

= NOLLYWHOANI NIDO1 av3y |

7 0V LS —

(219850241 200680 “5'9) _
(A Q4VD) aYvD OI avad

" 20¥1S

& 43av3y a4y Ol 43A0 aHvD DI d10H

&

= SINIANOOQ TVILNIAIANOD

£ ISMONE OL adVD 91133

S IIII"/
300N NIDOT

)

= -
= 3OV4YILNI HIDVYNVYI NOLLOIS NO I 103S NOLLYOI1ddY (NOSH3d)
< QuvO Ol 3SN3Y Nid TOHINGD | | NotLvoiINGHIAY | | QuVO O YENy
% 202 €07 v0Z 60T 102 ‘A ARIIE
-



US 8,423,781 B2

Sheet 20 of 20

Apr. 16,2013

U.S. Patent

LEV LS

Nid ANV dI
ddvO Jd01S

0CPLS

Nid ANV dI
JdVvO ONIHOLS
d04 1S3N03Y

SLY IS —
PIPES < —

L

NOLLYWHOANI NIDOT

(6666 ‘NId "g9)

d0V4H4LNI

ddvO Ol

¢0¢

d3OVNVIA
3SM34 NId

£0¢

NOILVINHOANI NIDO1 dVv3dd

L 6LY7LS

NOILVOILNdHLNY
1N4SS300NS

NOILVOl'lddY Ol
L1NS3d NOLLVOILNIHLINY

NOILD3S

1041NQDO
ddvO Ol

v0¢

TINSNYYL
8lPlS SS3004d |
NOILLYOILNIHLINY
LIPLS” 1 91¥1S |
(NOLLYWHOANI |
NIDOT) 1S3ND3IH
NOLLYOILNIHLNV|
EL¥1S r
(6666 “3°9) IIIIN PIS—
1NdNI SI Nid (6666 “59)
| 1NdNI SI Nid
\|_|.I|'/
NId LNdNI
~_ J
| f:im
||\|\\\\\\\\\.|\|\| e
JAOW NIDO
—] Ulll
NO | 193S NOLLVOIddV (NOSHId)
NOI LYD [ INIHLINVY AuvD Ol 43SN
-III”II I|||I.II.IIII...
G02 02 ay1 Dl



US 8,423,781 B2

1

IMAGE FORMING APPARATUS, METHOD
FOR VALIDATING 1C CARD HOLDER, AND
COMPUTER PROGRAM PRODUCT
THEREOFK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to an 1mage form-
ing apparatus, a method for validating an IC card holder, and
a computer program product for executing such a method.

2. Description of the Related Art

A recent image forming apparatus 1s known as a multifunc-
tional model that incorporates various devices such as a fac-
simile machine, a printer, a copier, and a scanner 1n one
enclosure. Such an 1mage forming apparatus includes a dis-
play unit, a printer unit, and an 1maging unit 1n one enclosure,
and also includes four types of applications corresponding to
the facsimile machine, printer, copier, and scanner to operate
the functions by switching the applications. In this kind of
multifunctional model of the image forming apparatus, a user
may log in to the multifunctional machine with the user name
and password and the multifunctional machine can control
the user’s accessibility to functions based on the user name
and password.

Recently, an IC card has been widely used 1n various appa-
ratuses and machines, so that an 1mage forming apparatus 1s
capable of reading the IC card including the user’s 1dentifi-
cation information or electronic signature to identily the user
and determining the user’s accessibility to or access rights for
various functions of the image forming apparatus.

Most IC cards having a function to authenticate a Personal
Identification Number (PIN) can provide access to informa-
tion stored 1n the IC card provided that PIN authentication
succeeds. For example, when the user holds an IC card over
the 1image forming apparatus to log into the 1image forming,
apparatus, the user inputs his or her PIN imnformation so that
the image forming apparatus reads the user’s PIN information
to verity 1t. With the successtiul authentication of the user’s
PIN mformation, the image forming apparatus acquires the
user name and a corresponding password stored 1n the IC card
to thereby carry out a login authentication. Accordingly, the
image forming apparatus first requests the user or IC card
holder to provide his or her PIN information so that the image
forming apparatus can authenticate the IC card holder (Iden-
tity Authentication).

However, 1n some cases, the IC card holder or user may
need to hold the IC card over the image forming apparatus
again after the user has finished the login operation (1.e., 1n
login mode). For example, when the user desires to use
highly-confidential applications or applications that require
the user’s electronic signature, the user needs to hold the IC
card over the image forming apparatus again to input the PIN
information (security code) so that the image forming appa-
ratus acquires information on the electronic signature stored
in the IC card or re-authenticates the user or IC card holder.
Accordingly, when an IC card holder, namely, the user desires
to have access, using the IC card, to specific services that the
image forming apparatus provides, the PIN authentication
needs to be carried out for every service the user desires to
have access to even 1f the user has logged 1n to the image
forming apparatus. Authentication of the IC card holder 1s of
importance 1n terms of security; however, 1t may involve
cumbersome operations to be carried out by the user.

In the technical field of the present disclosure, Japanese
Patent Application Laid-Open Publication No. 2003-123032

discloses an IC card terminal having an improved identity

10

15

20

25

30

35

40

45

50

55

60

65

2

authentication technology in which a user or IC card holder
simply supplies a common PIN to the IC card terminal to

receive services therefrom for each of which the user nor-
mally needs to have a PIN authentication. This technology 1s
devised to improve the usability of an IC card by attempting
to eliminate cumbersome operations.

However, with the technology disclosed in Japanese Patent
Application Laid-Open Publication No. 2003-123032, when
the user desires to have access to specific services for each of
which the user needs to have the identity authentication, the
PIN authentication still has to be carried out for every service
the user desires to have access to despite the fact that the user
has already logged 1n to the terminal. For example, when the
user desires to use highly-confidential applications or appli-
cations that require his or her electronic signature, the user
needs to hold the IC card over the terminal again and then
input the PIN imnformation. Thus, even 11 the IC card holder or
user has already logged in to the terminal or system by PIN
authentication using the 1C card, the user still has to hold the
IC card over the terminal again to input the PIN information
to have access to the specific services.

SUMMARY OF THE INVENTION

Embodiments of the present invention may provide a novel
and usetul image forming apparatus, method for validating an
IC card holder, and computer program product for executing
such a method solving one or more of the problems discussed
above. More specifically, the embodiments of the present
invention may provide an image forming apparatus, a method
for validating an IC card holder, and a computer program
product for executing such a method capable of exhibiting,
based on an input policy of PIN information, improved
usability and operability of an IC card that requires a PIN
authentication with enhanced security.

An 1mage forming apparatus according to an embodiment
of the mnvention includes: a validating unit configured to

il

validate a holder of an IC card having a first security infor-
mation set, a login information set, and a first identifier infor-
mation set corresponding to the first security information set,
based on the first security information set; a login unit con-
figured to perform a login process for the holder of the IC card
to log 1 based on the login information set stored in the IC
card; and a storage unit configured to store the first security
information set of the IC card as a second security informa-
tion set and the first identifier information set corresponding
to the first security information set of the IC card as a second
identifier information set that are obtained by the validating
unit when the login process that 1s performed, after the holder
of the IC card has been validated by the validating unit, by the
login unit using the IC card is successtiul. In 1image forming
apparatus according to the embodiment, the validating unit
validates, provided that the first 1dentifier information set
obtained from the IC card matches the second identifier infor-
mation set corresponding to the second security information
set of the IC card stored 1n the storage unit, the holder of the
IC card by reusing the second security information set corre-
sponding to the second i1dentifier information set of the 1C
card stored 1n the storage unit when the first security infor-
mation 1s, after the login process has been performed,
requested by using the IC card.

An 1image forming apparatus according to an embodiment
of the mnvention includes: a validating unit configured to

il

validate a holder of an IC card having a first security infor-
mation set, a login mnformation set and a first identifier infor-
mation set corresponding to the first security information set,

based on the first security information set; a login unit con-
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figured to perform a login process for the holder of the IC card
to log 1n; and a storage umt configured to store the first

security information set of the IC card as a second security
information set and the first identifier information set corre-
sponding to the first security information set of the IC card as
a second 1dentifier information set that are obtained by the
validating unit when the holder of the IC card 1s, after the
login process performed by the login unit using the IC card
has been successtul, validated by the validating unit. In the
image forming apparatus according to the embodiment, the
validating unit validates, provided that the first i1dentifier
information set obtained from the IC card matches the second
identifier information set corresponding to the second secu-
rity information set of the IC card stored 1n the storage unit,
the holder of the IC card by reusing the second security
information set corresponding to the second identifier infor-
mation set of the IC card stored 1n the storage unit when the
first security information 1s requested by using the I1C card.

A computer-readable recording medium according to an
embodiment of the mvention includes a computer program
for causing the 1mage forming apparatus, which includes a
validating unit configured to validate a holder of an IC card
having a first security information set, a login information set,
and a first identifier information set corresponding to the first
security information set, based on the first security informa-
tion set, and a login unit configured to perform a login process
for the holder of the IC card to log in based on the login
information set stored 1n the IC card, to execute a method for
validating the holder of the IC card. The method includes
storing the first security information set of the IC card as a
second security information set and the first identifier infor-
mation set corresponding to the first security information set
of the IC card as a second identifier information set that are
obtained by the validating unit when the login process that 1s
performed, after the holder of the IC card has been validated
by the validating unit, by the login unit using the IC card 1s
successiul; and validating, provided that the first 1dentifier
information set obtained from the IC card matches the second
identifier information set corresponding to the second secu-
rity information set of the IC card stored 1n the storage unit,
the holder of the IC card by reusing the second security
information set corresponding to the second identifier infor-
mation set of the IC card in the storage umit when the first
security mnformation 1s, aiter the login process has been per-
tormed, requested by using the IC card.

Additional objects and advantages of the embodiments
will be set forth 1n part in the description which follows, and
in part will be obvious from the description, or may be learned
by practice of the invention. It1s to be understood that both the
foregoing general description and the following detailed
description are exemplary and explanatory only and are not
restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1llustrating a hardware configuration
example of an 1mage forming apparatus according to an
embodiment of the invention;

FIG. 2 1s a functional block diagram illustrating a major
functional configuration of the image forming apparatus
according to the embodiment of the invention;

FI1G. 3 1s a diagram 1llustrating an example of data stored in
an IC card;

FIGS. 4A and 4B are each a sequence diagram 1llustrating,
a login process using an IC card;

FI1G. 515 a diagram illustrating an example where a card 1D
and corresponding PIN information are stored;
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FIG. 6 1s a tlowchart 1llustrating a PIN storage process;
FIG. 7 1s a diagram illustrating an example of settings for a

PIN reuse process;

FIGS. 8 A and 8B are each a sequence diagram illustrating,
the PIN reuse process;

FIG. 9 1s a tflowchart 1llustrating a PIN search process;

FIGS. 10A and 10B are each a sequence diagram 1llustrat-
ing a process without the reuse of the PIN;

FIGS. 11A and 11B are each a sequence diagram 1llustrat-
ing a logout process using an IC card;

FIG. 12 1s a flowchart illustrating a stored PIN deleting
process after a prescribed time;

FIGS. 13A and 13B are each a sequence diagram 1llustrat-
ing a manual logout process; and

FIGS. 14A and 14B are each a sequence diagram 1llustrat-
ing a PIN storage process after a user has manually logged 1n.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

A description 1s given below, with reference to FIGS. 1
through 14A and 14B of embodiments of the present inven-
tion. The followings are descriptions of an 1image forming
apparatus to which an embodiment of the invention 1s applied.
An 1mage forming apparatus according to an embodiment of
the 1nvention 1s a digital multi-functional peripheral (MEP)
that includes plural functions such as those of a printer, a
copier, and a scanner 1n one enclosure. With advancement of
digital 1imaging technology and MFP technology, recent
MEFPs include a wide variety of security functions so that
users use the security functions 1n various ways in their cor-
responding environments.
<QOutline>

In an 1mage forming apparatus having a login function to
identify an IC card, a user first holds a user’s IC card (here-
inafter also simply referred to as an “IC card™) over an 1C card
reader 18 as a user login operation. I this IC card requires PIN
authentication and the user 1s prompted to enter his or her PIN
(e.g., security code), the user enters the PIN upon request.
When the PIN authentication 1s successiul, the user 1D and
password stored 1n the IC card that are required for the user to
have access to functions of the 1mage forming apparatus are
read by the IC card reader to log the user in to the image
forming apparatus. If the user successiully logs 1n, the user
has access to the functions of the image forming apparatus.

Hereinafter, a case 1s described where the user needs to
hold the IC card over the IC card reader again even i1 the user
has logged in to the 1image forming apparatus. Such a case
includes when the user desires to use highly-confidential
applications or applications that require information stored 1n
the IC card such as the user’s electronic signature. In this case,
the user needs to hold the IC card over the IC card reader again
based on an IC card presentation request from the application.
The user subsequently enters his or her PIN based on the PIN
input request.

However, since the user has already logged in to the 1mage
forming apparatus by holding his or her IC card over the IC
card reader to enter his or her PIN, repeating the same 1nput
operation 1s a cumbersome process for the user.

In view of this cumbersome operation, the 1mage forming
apparatus according to the present embodiment 1s configured
such that the repeated operation of logout or reentry of PIN
may be omitted under a certain restriction provided that the
user has succeeded once 1n the PIN authentication and login
authentication by holding his or her IC card over the 1C card
reader. That 1s, the image forming apparatus according to the
present embodiment 1s configured to exhibit improved usabil-
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ity and operability of the IC card with enhanced security
based upon PIN information mput policy when the user uses
the IC card that requires the PIN authentication. Further
details of the image forming apparatus according to the
embodiment are described below. 5
<Configuration=>

(Hardware)

FIG. 1 1s a diagram 1illustrating a hardware configuration
example of an 1mage forming apparatus 1 according to the
embodiment of the invention. The image forming apparatus 1 10
according to the embodiment includes an operations panel 11,

a storage medium IF 12, a controller 13, a data communica-
tion IF 14, a scanner 15, a plotter 16, a hard disk drive (HDD)
17, and an IC card reader 18 that are mutually connected to
one another. 15

The operations panel 11 includes an input device 11aq and a
display 115. The input device 11a 1s composed of a keyboard
(hardware) via which various operational signals are supplied
to the 1mage forming apparatus 1. The display device 115 1s
composed of a display on which various types of information 20
about image forming operations are displayed. The data com-
munication IF 14 includes an interface device 14a via which
the 1image forming apparatus 1 1s connected to a data trans-
mission line such as a network. The HDD 17 stores data such
as recerved document data to be processed 1n the image form- 25
ing apparatus 1 or machine readable image data. The HDD 17
manages such data with a prescribed file system or database
(DB).

These data stored 1n the HDD 17 include authentication
data for users’ authentications. Such data to be stored 1n the 30
HDD 17 may be provided with a recording medium 125 such
as a memory card or uploaded via the network that 1s the data
transmission line. The recording medium 125 1s placed 1in a
drive device 124 1n the storage medium IF 12 so that data on
the recording medium 1254 are 1nstalled on the HDD 17. 35

The controller 13 includes a read only memory or ROM
13a, a random access memory or RAM 135, and a central
processing unit or CPU 13¢. The ROM 13aq stores programs
and data to be executed at startup of the image forming
apparatus 1. The RAM 135 temporarily holds programs and 40
data retrieved from the ROM 13q or HDD 17. The CPU 13c¢
executes the programs temporarily held by the RAM 135. The
controller 13 executes, on receiving printing data via the data
communication IF 14, a program or PDL parser capable of
interpreting a page description language (PDL) retrieved 45
from the ROM 134g and loaded 1n the RAM 135 to interpret the
received printing data, thereby generating a bitmap 1mage.

The scanner 135 1includes an 1mage reader 154 to optically
read a document placed on a document reading surface,
thereby generating image data. The plotter 16 includes a 50
printer 164 to print the bitmap 1image data on recording paper
with an electrophotographic process system.

The IC card reader 18, over which the card holder or user
holds his or her IC card 10, reads information recorded on the
IC card 10 such as login information (1.e., user name and 55
password) and an electronic signature.

As described above, the image forming apparatus 1 accord-
ing to the embodiment can implement functions such as those
ol a copier, a printer, facsimile machine, a scanner, and the
like. In addition, 1n this image forming apparatus, the user 60
may log out by holding his or her I1C card 10 over the 1C card
reader 18.

(Functionality)

FIG. 2 1s a functional block diagram illustrating a major
functional configuration of the image forming apparatus 65
according to the embodiment of the mvention. The Image
Forming apparatus 1 includes an IC card application 201, an

6

IC card interface 202, a PIN reuse manager 203, an IC card
control section 204, and an authentication section 205.

The IC card application 201 mainly functions as an inter-
face between the user and the I1C card 10.
The IC card interface 202 functions as an interface between

the IC card 10 and the IC card application 201.

The PIN reuse manager 203 functions to manage storage
and deletion of PIN mnformation, and search for requested
PIN information and other types of PIN reuse processes.

The IC card control section 204 controls operations involv-
ing IC card handling. For example, the IC card control section
204 acquires information contained 1n the IC card 10 via the
IC card interface 202. The IC card control section 204 also
requests the PIN reuse manager 203 to store or search for the
PIN information.

The authentication section 205 determines whether to
allow each user to have access to the image forming apparatus
1 by carrying out a user authentication based on a user ID and
password combination. The authentication section 205 may
alternatively restrict each user’s access to functions of the
image forming apparatus 1 by determining the user’s access
rights based on the user ID.

The functions of the PIN reuse manager 203 are actually
implemented by the programs executed by the CPU 13cof a
computer, namely, the image forming apparatus 1. Note that
the functions may not be provided in the image forming
apparatus 1 and may alternatively be provided 1n an external
apparatus connected over the network. For example, the
authentication section 205 may be formed externally as an
authentication device.

(IC Card Data)

Next, data stored in the IC card 10 are described, prior to
descriptions of operations of the image forming apparatus 1
according to the embodiment. FIG. 3 1s a diagram illustrating
an example of data stored 1n the IC card 10. FIG. 3 illustrates
examples as an IC card (A) and IC card (B). Information on a
“card ID” functions as an 1dentifier that uniquely 1dentifies an
IC card. Information on “PIN” functions as security informa-
tion to validate the IC card holder. Information on the “num-
ber of PIN 1nput failures until the IC card 1s locked™ indicates
information on the number of times the user must sequen-
tially fail 1n the PIN authentication to disable the IC card.
Information on “loginuser ID”” and “login password™ indicate
information on the user ID and password combination with
which the user can have access to functions of the image
forming apparatus 1. Information on an “electronic signa-
ture” 1s required for specific applications of the image form-
ing apparatus 1, and used for the user to have access to
highly-confidential documents or to produce highly-confi-
dential documents. Other types of, data or information may
also be stored 1n the IC card 10 1n addition to those described
above.

Note that the “IC card” information can be obtained with-
out the “PIN authentication” whereas the “login user ID”” and
“login password™, and “electronic signature” information are
obtained with a successiul “PIN authentication™. The types of
information that are important to security are configured not
to be obtained without the successtul “PIN authentication”.
<Operation>

Next, operations of the image forming apparatus 1 accord-
ing to the embodiment of the mvention are described. The
operations of the image forming apparatus 1 according to the
embodiment are described in the order of a flow of operations
(1) alogin process, (2) a PIN storage process, (3) a PIN reuse
process, (4) a logout process, and (5) a PIN delete process.
(1) Login Process
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A user can log 1n to the image forming apparatus using the
IC card 10. The user first holds his or her IC card 10 over the
IC card reader 18 to log 1n to the 1mage forming apparatus 1
(login operation). On detection of the IC card 10 by the IC
card reader 18, the 1image forming apparatus 1 displays a
request for input of PIN information to the user. When the
user inputs the PIN information, the image forming apparatus
1 notifies the I1C card 10 of the input PIN information via the
IC card reader. The IC card 10 compares the PIN information
stored in the IC card 10 with the notified PIN information. The
IC card 10 transmits information on a user ID and password
combination to the image forming apparatus 1 if the PIN
information stored in the IC card 10 matches the notified PIN
information. The 1mage forming apparatus 1 transmits the
user ID and password combination obtained from the IC card
10 to the authentication section 205 and requests a login
authentication. The authentication section 205 compares the
user ID and password combination transmitted from the IC
card 10 with auser ID and password combination stored 1n the
DB, and enables, 11 the login authentication 1s successiul, the
user to have access to functions of the image forming appa-
ratus 1. In addition, the authentication section 205 restricts
the user’s access to some of the functions by determining the
user’s access rights based on the user’s ID.

FIGS. 4A and 4B are each a sequence diagram 1llustrating,
a login process using an IC card. The login process 1is
described with reference to FIGS. 4A and 4B.

The IC card application 201 displays a login prompt on the
display device 115 such as “Log in to the image forming
apparatus 1 (8401). The user 1s 1n a login standby mode.

When the user touches or presses a login key (S 402) via a
touch panel of the operations panel 11 or a keyboard (input
device 11a), the IC card application 201 displays an IC card
setting prompt to the user (S403). For example, the IC card
application 201 displays the IC card setting prompt on the
display device 115 such as “Set your 1C card”. The IC card
application 201 also notifies the IC card control section 204 of
initiation of use of the IC card (5404) 1n order for the IC card
control section 204 to initiate controlling functions related to
the IC card 10 (S4035).

When the user holds the IC card 10 over the IC card reader
18 (S406), the IC card interface 202 detects the IC card 10 and
retrieves the card ID from the IC card 10 (S407) to transmit
the card ID to the IC card control section 204. In this example,
“0845c0211058cla” 1s retrieved as the card ID.

The IC card control section 204 reads login information
(1.e., user ID and password combination) from the IC card 10
via the IC card interface 202 (5408). Note that the login
information indicates any information related to the login.
That 1s, the login information not only 1ncludes the user 1D
and password combination but also includes any information
on the IC card eventually related to the login use. For
example, the IC card control section 204 reads a stail number
stored 1n the IC card to eventually obtain the user ID and
password combination relating to the staif number so as touse
the obtained user ID and password combination for the login
authentication. The login information stored in the IC card
may thus be any information eventually used for the login
authentication.

Note that the PIN authentication 1s required to have access
to the login mnformation. Referring back to FIGS. 4A and 4B,
if the login information 1s read from the IC card 10 (5408), the
IC card intertace 202 requests the PIN (security information)
necessary for the PIN authentication (S409).

When the PIN request 1s transmitted to the IC card appli-
cation 201 (5410), the IC card application 201 displays a PIN

input request prompt on the display device 115 (S411). For
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example, the IC card application 201 displays the PIN 1nput
request prompt on the display device 115 such as “Input your

PIN”.

When the user inputs his or her PIN such as “9999” (S412),
the input PIN information 1s transmitted to the IC card control
section 204 (S413). The IC card control section 204 reads the

login information (1.¢., user ID and password combination)
from the IC card 10 again based on the received PIN infor-

mation (S414).

Since the IC card interface 202 receives the effective PIN,
the IC card interface 202 transmits the login information
obtained from the IC card 10 to the IC card control section
204 (S415). The IC card control section 204 requests the
authentication section 205 to allow the user to log 1n to the

image forming apparatus 1 based on the obtained login infor-
mation (5416).

The authentication section 205 transmits information on
the 1nitiation of the login authentication to the IC card appli-
cation 201 (5417) to mitiate the login authentication process
(S418). The login authentication process 1s performed based
on whether the user ID and password combination from the
IC card matches the user ID and password combination
already stored 1n the DB. In the login authentication process,
the IC card application 201 displays, for example, “Please
wait. Your authentication 1s being processed”. (Step S419).
The authentication section 205 authorizes the user to log 1n
to the image forming apparatus 1 1f the login authentication 1s
successiul, and transmits a login notification to the IC card
application 201 and the IC card control section 204 (5420).
Thelogin notification 1s transmitted to the PIN reuse manager
203 and the IC card interface 202 via the IC card control
section 204. The successiul login authentication 1s commu-
nicated to the user by displaying a message on the display
device 115 such as “Ready to photocopy™ (S423). IT the login
authentication has failed (S421), the user 1s notified of the
login failure by displaying a message such as “Login has
falled” (S419).

The IC card control section 204 recerves the login notifi-
cation (S420) and requests the PIN reuse manager 203 to store
the card ID and PIN (S424). On recetving the request, the PIN
reuse manager 203 stores the card ID and PIN (S425).

FIG. 5 1s a diagram 1illustrating an example where a card 1D
and corresponding PIN information are stored. As described
above, the information on the card ID and the corresponding
PIN combination obtained from the IC card 10 1s stored
during the login operation. The stored PIN 1s reused 1n a later
described PIN authentication. Note that 1n this embodiment,
the PIN reuse manager 203 includes a function to save or store
the card IC and PIN information (1.e., storage device). In FIG.
5, the “number of times a PIN may be reused (remainder)”
111d1cates the number ol possible times the PIN may be reused.,
whereas the “prescribed time” 1indicates a period of time in
which the PIN may be reused, details of which are described
later.

(2) PIN Storage Process

The process of storing the PIN (S425) 1s described in more
detail. FIG. 6 1s a flowchart illustrating a PIN storage process.
The PIN storage process 1s described with reference to FIG. 6.

First, prior to storing the PIN, whether a duplicate PIN
exists 1s determined (S601). That 1s, 1t 1s determined whether
a PIN identical to the PIN corresponding to the card ID 1s
already stored. If the PIN i1dentical to that corresponding to
the card ID (5602) 1s already stored, the PIN corresponding to
the card ID does not need to be stored, thereby ending the PIN
storage process (END). If there 1s no duplication of the PIN,
a setting of “manual PIN input timing” 1s retrieved (S603).
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FIG. 7 1s a diagram 1llustrating an example of settings for
reuse of the PIN. The details of settings are configured in
advance by an administrator based on a security policy. In
FIG. 7, the “manual PIN input timing” 701 1s one of the
setting 1tems for reuse of the PIN and used for setting the
timing at which the user manually mnputs the PIN (i.e., the
user holds the IC card over the IC card reader). Further details
of the setting are described below.

If the “manual PIN mput timing” 701 1s set as a “constant
manual PIN input”, the user has to mnput the PIN manually
every time the user logs 1n to or attempts to have access to the
specific applications. That1s, this model indicates a related art
use model of the IC card. In this case, since the PIN 1s input
every time the user logs 1n or the like, 1t 1s not necessary for the
PIN to be stored.

If the “manual PIN mput timing” 701 1s set as a “manual
PIN input only once”, the user manually 1inputs the PIN once
in the mitial login operation and 1s not required to input the
PIN again until the stored PIN 1s deleted (e.g., until a logout
operation 1s performed). That 1s, 11 the user succeeds once 1n
the PIN authentication 1n the mnitial login operation, the user
does not need to manually mput the PIN again 1n accessing
the subsequent specified applications. In this case, the PIN
needs to be stored 1n order to reuse the PIN.

If the “manual PIN mput timing” 701 1s set as a “manual
PIN input when an electronic signature 1s required”, the user
manually inputs the PIN once 1n the initial login operation and
1s not, 1 principle, required to mnput the PIN again until a
logout operation 1s performed. However, if the electronic
signature 1s to be obtained from the IC card 10, the user 1s
required to manually mput the PIN again for the PIN authen-
tication. In this case, the PIN needs to be stored 1in order to
reuse the PIN. Accordingly, the manual PIN mnput may be set
especially for preventing an operation having some risk of
masquerade attacks. Note that in this embodiment, a case
where the PIN manual mput 1s set when the “electronic sig-
nature” 1s required 1s only an example, and the PIN manual
input may also be set for other cases such as when highly-
confidential documents are browsed or some specific appli-
cations are accessed. That 1s, the admimstrator 1s capable of
individually setting the manual PIN mnput timing 701 by
determining when the PIN manual 1nput 1s required or when
the PIN can be reused based on the security policy. Accord-
ingly, the manual PIN mput timing 701 in FIG. 6 may be
variously set based on the settings determined by the admin-
istrator.

Referring back to S604 of FIG. 6, 1f the “manual PIN input
timing” 701 1s set as the “constant manual PIN mput”, the PIN
does not need to be stored, thereby ending the PIN storage
process. I the “manual PIN input timing 701" 1s not set as the
“constant manual PIN input”, the PIN 1s stored with the
corresponding card ID as illustrated in FIG. 5 (S605).

Next, in the step of storing the PIN (PIN storage timing), a
setting of “stored PIN deleting timing” 702 1in FIG. 7 1s
retrieved. The number of times the PIN may be reused (re-
mainder) and the prescribed time (effective duration) are
stored together with the PIN information based on the setting
of the “stored PIN deleting timing” 702 (S607).

The “stored PIN deleting timing” 702 1s one of the setting
items related to reuse of the PIN and 1s configured to set the
timing at which the stored PIN 1s deleted. Specifically, as a
setting for the timing at which the stored PIN 1s to be deleted,
“after the prescribed number of times the PIN has been (re)
used”, or “after the prescribed time has elapsed” may be
given. In a case where the PIN is to be deleted when the PIN
has been reused the prescribed number of times, the stored
PIN 1s deleted from the storage device when the number of

10

15

20

25

30

35

40

45

50

55

60

65

10

times the PIN has been reused may exceed the prescribed
number of times the PIN 1s to be reused (e.g., three times) that
1s set for the “prescribed times™ as illustrated 1n FIG. 5. In a
case where the PIN 1s to be deleted when the prescribed time
has elapsed, the stored PIN 1s deleted from the storage device
when the prescribed time 1s reached (e.g., 10 minutes) that 1s
set for the “prescribed time™ as 1llustrated 1n FI1G. 5. Note that
the “number of times the PIN may be reused (remainder)” and
the “prescribed time” may be set individually or in combina-
tion.

(3) PIN Reuse Process

The user can have access to the image forming apparatus 1
by using the login process described above. While the user 1s
in a login mode and desires to have access to the applications
that require the validation of the IC card holder (e.g., highly-
confidential applications), the user needs to hold the IC card
10 over the IC card reader 8 based on an IC card presentation
request from the application and manually mput the PIN
based on the subsequent PIN input request. However, 1n the
PIN reuse process according to this embodiment, the user
may not have to reenter the PIN due to reuse (retrieval) of the
stored PIN described above, thereby eliminating the cumber-
some operation. FIGS. 8A and 8B are each a sequence dia-
gram 1llustrating the PIN reuse process.

In the following descriptions of the PIN reuse process with
reference to FIGS. 8A and 8B, the operations of the IC card
control section 204 and PIN reuse manager 203 are per-
formed provided that the “manual PIN mnput timing 701 1n
FIG. 7 1s set as the “manual PIN 1input only once”. Further, the
operations of the IC card control section 204 and PIN reuse
manager 203 are performed provided that the PIN stored in
the 1itial login operation 1s not deleted due to the fact that the
number of times the PIN has been reused may exceed the
prescribed number of times or the duration the PIN has been
stored exceeds the prescribed time. Accordingly, i1 the user
manually mputs the PIN once during the mnitial login opera-
tion, the user 1s not required to input the PIN again 1n access-
ing the specified application until the stored PIN 1s deleted
(e.g., until the logout operation 1s performed). The PIN reuse
process 1s described with reference to FIGS. 8A and 8B.

While the user 1s still 1n the login mode and desires to have
access to the application that requires the validation of the IC
card holder, the application displays a message to the user via
the IC card application 201 to prompt the user to set an IC card
(S801). For example, the IC card application 201 displays the
IC card setting prompt on the display device 115 such as “Set
your IC card to browse confidential documents™.

When the user holds the IC card 10 over the IC card reader
18 (5802), the IC card interface 202 detects the IC card 10 and
retrieves the card ID from the IC card 10 (S803) to transmit
the card ID to the IC card control section 204. Since the IC
card used 1n this example 1s the same IC card used in the
alforementioned login operation, “0845c0211038cla” 1s
retrieved as the card ID.

The IC card control section 204 reads the login information
from the IC card 10 via the IC card interface 202 (S804).
Since the PIN authentication is required to have access to the
login information, the IC card interface 202 requests the PIN
(security mformation) necessary for the PIN authentication
(S805).

When the PIN request 1s transmitted to the 1C card control
section 204, the IC card control section 204 transmits a PIN
search request to the PIN reuse manager 203 (5806). The PIN
reuse manager 203 searches for the PIN corresponding to the
card ID based on information on the card ID as a search key
(S807). Thereafter, the PIN reuse manager 203 transmits a
search result to the IC card control section 204 as a response
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to the search request (S808). The details of the search result
include existence of an 1dentical PIN, and, 11 the identical pin
1s found, the information on the found identical PIN. Since the

PIN  *9999”  corresponding to the «card ID
“0845c¢0211c058c1a” 1s stored (see FIG. 5), the PIN reuse

manager 203 transmits the PIN “9999” as the search result to
the IC card control section 204 as a response to the search
request.

In addition, the PIN reuse manager 203 decrements, if the
identical PIN 1s found, the count for the “number of times the
PIN may be reused (remainder)” by one (-1). Further, the PIN
reuse manager 203 deletes the PIN information if the count of
the “number of times the PIN may be reused (remainder)” 1s
“0”. This stored PIN deleting process 1s described later.

FI1G. 9 1s a flowchart illustrating a PIN storage process. The
PIN storage process 1s briefly described below. First, the PIN
reuse manager 203 determines whether there 1s one or more
stored PINs (S901). If there are no stored PINs, “No corre-

sponding PIN 1s found” 1s communicated as the search result
(S909). Next, if YES m S901, the PIN reuse manager 203

searches through the stored PINs with the card ID informa-
tion as a key (58902). The PIN reuse manager 203 determines
whether there 1s a stored PIN corresponding to the card 1D
information among the stored PINs (5903). Ifthere 1s a stored
PIN corresponding to the card ID information, the PIN reuse
manager 203 determines whether there 1s a remaining count
(value) for the “number of times the PIN may be reused
(remainder)” (S904). This step 1s provided for determining
whether the “stored PIN deleting timing” 702 1s set as “after
the prescribed number of times the PIN has been reused”. IT
there 1s a remaining count (value) for the number of times the
PIN may be reused (remainder), the count for the number of
times the PIN may be reused (remainder) 1s decremented by
one (S903). Thereatter, the PIN reuse manager 203 deter-
mines whether the count for the number of times the PIN may
be reused (remainder) 1s zero (S906). 1T the count for the
number of times the PIN may be reused (remainder) 1s zero
(YES 1n S906), indicating that the PIN has been reused the
prescribed number of times for the PIN 1s to be reused, the
PIN reuse manager 203 deletes the stored PIN (S907). This
stored PIN deleting process 1s described later. In this case, the
PIN reuse manager 203 determines that there 1s a PIN corre-
sponding to the card ID as the search result (S908).
Referring back to FIGS. 8 A and 8B, 1f there 1s a stored PIN
corresponding to the card ID (S809), the IC card control
section 204 reads the login information from the IC card

based on the stored (retrieved) PIN imnformation (S810). This
indicates PIN reuse.

Since the 1C card interface 202 receives the effective PIN,
the IC card interface 202 transmits the login information
obtained from the IC card 10 to the IC card control section
204 (S811). The IC card control section 204 requests the
authentication section 203 to allow the user to login based on
the obtained login information (S812).

The authentication section 2035 authenticates the user to
login (S813), and transmits the authentication result to the
application that has required the validation of the IC card 10
(S814). 11 the authentication result 1s successiul, the user can
browse the highly-confidential documents as a service pro-
vided by the application. Note that 1n the image forming
apparatus 1 according to the embodiment, 1n order for the user
to have access to highly-confidential documents, the method
tor authenticating the IC card or IC cardholder carried out by
the authentication section 203 1s only an example. However,
alternatively, the image forming apparatus 1 according to the
embodiment may be configured such that the application that
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requires the validation of the IC card 10 includes an authen-
tication function to authenticate the IC card 10 based on the
login information.

So far, the PIN reuse process 1s described. Accordingly, in
the reuse PIN process according to the embodiment, the user
may not have to reenter the PIN by reusing (retrieving) the
stored PIN described above instead of manually inputting the
PIN again, thereby eliminating the cumbersome operation.

(A Case where No Stored PIN 1s Found)

In FIGS. 8A and 8B, if there 1s no stored PIN correspond-
ing to the card ID information found as a result of the PIN
search (S807), steps S410 through S413, S424, and S425

(shaded portions) are carried out. The details of the steps are
the same as those 1llustrated 1n FIGS. 4A and 4B, and the

descriptions thereol are thus omitted. Here, supplemental
explanation 1s provided for the case where no stored PIN
corresponding to the card ID information 1s found. The case
where no stored PIN corresponding to the card ID informa-
tion 1s found includes a case where the count for the number
of times the PIN may be reused (remainder) 1s zero as 1llus-
trated in FIG. 5, so that the stored PIN information 1s deleted;
or a case where the prescribed time has elapsed as 1llustrated
in FI1G. 6 (S610), so that the stored PIN information is deleted.
In these cases, despite the fact that PIN has been stored once
in a storage device, stored PIN information 1s deleted when a
predetermined condition for the storage device 1s satisfied. As
aresult, the corresponding stored PIN information may not be
found. Moreover, the case where no stored PIN 1s found also
includes a case where the user sets a wrong 1C card differing
from the IC card used in the nitial login operation (5802).
Naturally, the wrong IC card includes information differing
from that of the IC card used in the login operation. As a
result, the corresponding stored PIN information may not be
found. That 1s, the wrong IC card 1s used for the first time.
In the above cases, the PIN needs to be (re)entered (5410
through S413). Further, 11 the user enters the PIN for the
wrong IC card, the user may be prompted to log in. This 1s
because the user having the wrong IC card 1s a different login
user. The IC card control section 204 requests the PIN reuse

manager 203 to store the corresponding card ID and the
obtained PIN (S424), and the PIN reuse manager 203 stores

the corresponding card ID and the obtained PIN (5425).
Thereatter, the stored PIN can be reused under a prescribed
condition. If there 1s already a stored PIN corresponding to
the card ID information (S809), the steps S424 and S4235 are
not carried out.
(Case where the PIN 1s not Reused)

Hereafter, a case where the PIN is not reused 1s described.

That 1s, t

he case where the PIN is not reused indicates a case
where the manual PIN input timing 701 1n FIG. 7 1s set as the
“manual PIN input only once™. If the user manually inputs the
PIN once such as 1n the 1initial login operation, the user 1s not,
in principle, required to mput the PIN again until the logout
operation 1s performed. However, 11 an electronic signature
needs to be obtained from the IC card 10, the IC card control
section 204 requests the user to reenter the PIN to carry out
PIN authentication. FIGS. 10A and 10B are each a sequence
diagram 1illustrating a process without reuse of the PIN. The
process without reuse of the PIN i1s described with reference
to FIGS. 10A and 10B.

First, the application that requires the electronic signature
requests the user to provide electronic signature information
via the IC application 201. The IC card application 201 dis-
plays an electronic signature request prompt on the display
device 115 such as “set IC card to obtain an electronic signa-

ture” (S1001).
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When the user holds the IC card 10 over the IC card reader
18 (51002), the IC card intertace 202 detects the IC card 10

and retrieves the card ID from the IC card 10 (81003) to

transmit the card ID to the IC card control section 204. Since
the IC card used 1n this example 1s the same IC card used 1in the
alorementioned login operation, “0845c0211038cla” 1s
retrieved as the card ID.

The IC card control section 204 reads the electronic signa-

ture from the IC card 10 via the IC card interface 202 (51004).

However, the 1C card interface 202 requests the PIN (security
information) necessary for the PIN authentication in order to
have access to the electronic signature (51005).

Since the manual PIN mput timing 1s set as the “manual
PIN input i an electronic signature 1s required”, the IC card
control section 204 requests the IC card application 201 to
supply the PIN without searching for the PIN (or without
reusing the PIN) (51006).

When the PIN request 1s transmitted to the IC card appli-
cation 201, the IC card application 201 displays a PIN 1nput
request prompt on the display device 1156 (S1007). For
example, the IC card application 201 displays the PIN 1nput

request prompt on the display device 115 such as “Input your
PIN”.

When the user mputs his or her PIN such as “9999”
(S1008), the mput PIN information 1s transmitted to the 1C
card control section 204 (S1009). The IC card control section
204 reads the electronic signature information from the IC
card 10 again based on the received PIN information (S1010).

Since the IC card interface 202 receives the etfective PIN,
the IC card interface 202 transmits the electronic signature
information obtained from the IC card 10 to the IC card
control section 204 (S1011). The IC card control section 204
requests the authentication section 205 to allow the user to
have access to the application that requires the electronic
signature based on the obtained electronic signature informa-
tion (S1012).

The authentication section 2035 authenticates the user to
have access to the application that requires the electronic
signature (5S1013), and transmits the authentication result to
the application that has required the electronic signature
(S1014). ITthe authentication result 1s successiul, the user can
have access to the application that has required the electronic
signature. Note that the image forming apparatus 1 according
to the embodiment that i1s configured to implement the
method for authenticating the electronic signature carried out
by the authentication section 205 1n order for the user to have
access to the application that requires the electronic signature
1s only an example. However, alternatively, the image form-
ing apparatus 1 according to the embodiment may be config-
ured such that the application that requires the electronic
signature includes an authentication function to authenticate
the electronic signature based on the electronic signature
information.

So far, the case where the PIN 1s not reused 1s described.
That 1s, despite the fact that the PIN can be reused, the image
forming apparatus 1 requests the user to manually 1nput the
PIN for PIN authentication without reusing the PIN under a
certain condition. Accordingly, 1f the user desires to have
access 1o highly-confidential documents or highly-confiden-
tial applications of the image forming apparatus 1, the image
forming apparatus 1 1s capable of maintaining a certain secu-
rity level based on the security policy by constantly request-
ing the user to manually 1nput the PIN.

(4) Logout Process

The user can log out from the image forming apparatus

using the IC card 10. FIGS. 11 A and 11B are each a sequence
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diagram 1illustrating a logout process using an IC card. The
logout process using the IC card 1s described with reference to
FIGS. 11A and 11B.

The IC card application 201 displays a message on the
display device 115 such as “Ready to photocopy” (Step
S1101). The screen of the display device 1s 1n a standby mode
that waits for a next operation by the user.

As a logout operation, the user touches or presses a logout
key (S1102) via a touch panel of the operations panel 11 or a
keyboard (input device 11a), and the IC card application 201
displays an IC card setting prompt to the user (Step S1103).
For example, the IC card application 201 displays the IC card
setting prompt on the display device 115 such as “Set your 1C
card to log you out”.

When the user holds the IC card 10 over the IC card reader
18 (S1104), the IC card interface 202 detects the IC card 10
and retrieves the card ID from the IC card 10 (S1105) to
transmit the card ID to the IC card control section 204. Since
the IC card used 1n this example 1s the same I1C card used in the

alorementioned login operation, “0845¢c0211038cla” 1s
retrieved as the card ID. The IC card control section 204 stores
the “card ID” to be associated with the “user ID” 1n the login
process 1n order to simplify the logout process. Accordingly,
the user who desires to be logged out can be specified by the
“card 1D alone. Alternatively, the user who desires to be
logged out may be specified by reading the information on the
user ID from the IC card 10 again.

The IC card control section 204 requests the authentication
section 203 to log the user out based on the user ID (e.g., user
001) corresponding to the card ID held over the IC card reader
8 by the user (51106).

The authentication section 205 performs the logout process
(51107) and transmits a logout notification to the 1C card
application 201 (81108). On recerving the logout notification,
the IC card application 201 displays a login prompt on the
display device 116 such as “Log 1n to the image forming
apparatus 1”7 (581109). On receiving the logout notification,
the IC card control section 204 transmits the logout notifica-
tion to the PIN reuse manager 203 and the IC card interface
202 (S1110 and S1111).

When transmitting the logout notification to the PIN reuse
manager 203, the IC card control section 204 requests the PIN
reuse manager 203 to delete the stored PIN based on the card
ID information (S1110).

On receiving the request for deleting the stored PIN, the
PIN reuse manager 203 deletes the stored PIN (51112). This
step 1nvolves a process in which the stored PIN corresponding
to the card information “0845c0211c058cla” 1s deleted.
Since the user (e.g., user 0001) performs the logout operation
to end his or her operation of the image forming apparatus 1,
the stored PIN 1s deleted to maintain the security level.
Finally, the IC card control section 204 ends the control
related to the IC card (S1113).

So far, the logout process 1s described. As described above,
the leakage of the PIN or PIN theit may be prevented by
deleting the stored PIN of the IC card 10 that has been used by
the login user during the logout process.

Note that the logout process can be carried out without
using the IC card. For example, the user may be logged out by
operating the keys on the operations panel 11. In this case, the
stored PIN corresponding to the user ID who desires to be
logged out can be deleted during the logout process. Further,
if no operation 1s performed after a prescribed time, the user
may automatically be logged out by time out. In this case, the
stored PIN corresponding to the user ID who desires to be
logged out can be deleted during the logout process.

(5) Stored PIN Deleting Process
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The stored PIN deleting process (S1112) 1s described in
more detail. The PIN reuse manager 203 monitors (manages)
the stored PIN information illustrated in FIG. 5, and deletes
the stored PIN at a prescribed timing (deleting section). The
“prescribed timing’” 1indicates, as described earlier, when the
stored PIN has been reused the prescribed number of times,
when the prescribed time has elapsed, and when the user 1s
logged out.

The case where the stored PIN is deleted when the number
of times the PIN has been reused may exceed the prescribed
number of times 1s described above 1n the description of the
PIN search process (see FI1G. 9). In the PIN search process, a
PIN corresponding to the card ID (corresponding PIN) is
searched for 1n order to reuse the corresponding PIN. If the
corresponding PIN i1s found (1.e., if PIN 1s reused), the count
for the number of times the PIN may be reused (remainder) 1s
decremented by one (5905). Thereatter, the PIN reuse man-
ager 203 determines whether the count for the number of
times the PIN may be reused (remainder) 1s zero (5906). If the
count for the number of times the PIN may be reused (remain-
der) 1s zero, indicating the obtained count equals or may
exceed the prescribed number of times the PIN 1s to be reused,
the PIN reuse manager 203 deletes the corresponding stored
PIN (S907).

Next, the case 1s described where the stored PIN 1s deleted
when the prescribe time has elapsed since the PIN has been
stored. FIG. 12 1s a flowchart illustrating the PIN deleting
process 1n a case where the prescribed time has elapsed. In a
case where the “stored PIN deleting timing” 702 1s set as
“after the prescribed time has elapsed”, the PIN reuse man-
ager 203 mitiates a “prescribed time” monitoring timer at the
time the PIN storage process (see FIG. 6) 1s completed
(S1201). The prescribed time monitoring timer 1s provided to
count the prescribed time. The PIN reuse manager 203 moni-
tors whether the “prescribed time” has elapsed (5S1202). If the
“prescribed time” has elapsed since the PIN has been stored,
the stored PIN that has been stored more than the prescribed
time 1s deleted (S1203). Specifically, the PIN information
illustrated 1n FIG. § 1s deleted from the storage device
together with the card ID information.

Next, the case where the stored PIN 1s deleted when the
user 1s logged out 1s described. The PIN reuse manager 203
deletes the stored PIN corresponding to the card ID of the IC
card held by the user (ID) who has been logged out (S1112 of
FIGS. 11A and 11B). Note that a PIN 1s not deleted 11 1t 1s not
stored because the PIN has been deleted before the user has
been logged out or because the user has been logged 1in with-
out using the IC card.

The stored PIN 1s deleted in order to prevent the leakage of
the PIN imnformation. Specifically, the cumbersome PIN input
operation by the user 1s eliminated by reusing the stored PIN;
however, permanently storing the PIN 1s not desirable in view
of security. Accordingly, the PIN is only reused under a pre-
scribed condition; otherwise the stored PIN 1s deleted. Note
that the stored PIN deleting timing may also include a case
where the 1mage forming apparatus 1 1s connected to the
network, and a case where a denial-of-service attack or DOS
attack 1s made. The PIN information 1s deleted in both cases
to prevent the leakage of the PIN information.
<Modification>

The embodiment described above 1s a case where the user
performs the login operation using the IC card. In the follow-
ing modification, operations of the image forming apparatus
1 when the user performs the login operation by manual
operation (e.g., with operations panel) 1s described. In a case
where the user manually logs mto the 1image forming appa-
ratus 1 without IC card, the PIN information corresponding to
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the IC card 1s not stored (obtained). However, 11 the PIN 1s
input to the image forming apparatus 1 by allowing the user to
have access once to the application that requires the validation
of the IC card while the user 1s 1n a login mode, the corre-
sponding PIN 1s stored in the storage device. Thereaiter, the
corresponding PIN 1s reused.

FIGS. 13A and 13B are each a sequence diagram 1llustrat-
ing a manual login process. Note that 1n the following modi-
fication, duplicated descriptions of the above may either be
omitted from or simplified.

In the following modification, the operations of the IC card
control section 204 and PIN reuse manager 203 are per-
formed provided that the “manual PIN mnput timing 701 1n
FIG. 7 1s set as the “manual PIN input only once”. It 1s
assumed that the “stored PIN deleting timing” 702 1s set
neither as “after the prescribed number of times PIN 1s
reused” nor as “‘after the prescribed time has elapsed™ for
simplitying the following description.

The IC card application 201 displays a login prompt on the
display device 1156 such as “Log 1n to the image forming
apparatus 17 (Step S1301).

When the user presses the login key (51302), the IC card
application 201 displays a message to prompt the user to carry
out the login operation (51303). For example, the IC card
application 201 displays a message on the display device 115
such as “Set your IC card. (You can also log 1n using the
operations keys)”. The IC card application 201 also notifies
the IC card control section 204 of initiation of the IC card use
(S1304) 1n order for the IC card control section 204 to initiate
controlling functions related to the IC card 10 (S1305).

In the 1image forming apparatus 1 according to this modi-
fication, the user can log 1n to the image forming apparatus 1
using the operations keys, and hence the user inputs the login
information (e.g., user ID “user 001 and password “9999”)
by operating keys on the touch panel 11 or keyboard (hard-
ware) without using the 1C card 10 (51306).

On recerving the login information, the authentication sec-
tion 2035 mitiates the authentication process (S1308). The
authentication process 1s performed based on whether the
user ID and password combination matches the registered
user ID and password combination already stored in the DB.
In the authentication process, when the authentication section
203 notifies the IC card application 201 of the authentication
initiation (S1307), the IC card application 201 displays, for
example, “Please wait. Your authentication 1s being pro-
cessed.” (Step S1309).

The authentication section 205 authorizes the user to log in
to the 1image forming apparatus 1 if the authentication 1s
successiul, and transmits the IC card application 201 and the
IC card control section 204 a login notification (51310). The
login notification 1s transmitted to the reuse PIN manager 203
and the IC card mterface 202 via the IC card control section
204. The successtul login authentication 1s communicated to
the user by displaying a message on the display device 115
such as “Ready to photocopy” (51313). If the log-1n authen-
tication has failed (51311), the user 1s notified of the login
failure by displaying a message such as “Login has failed”
(S1312).

The longin process with a manual operation has been
described so far. In the description above, the IC card 1s not
used and the PIN 1s thus not stored.

FIGS. 14A and 14B are each a sequence diagram 1llustrat-
ing a PIN storage process aiter the user has manually logged
in. Further details of the modification are described below.

After the user manually logs 1n to the image forming appa-
ratus 1 and desires to have access to the application that
requires the validation of the IC card holder, the application
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displays an IC card setting prompt to the user via the 1C card
application 210 to prompt the user to set an IC card (S1401).
For example, the IC card application 201 displays the IC card
setting prompt on the display device 115 such as “Set your I1C
card to browse confidential documents™.

When the user holds the IC card 10 over the IC card reader
18 (51902), the IC card intertace 202 detects the IC card 10
and retrieves the card ID from the IC card 10 (81403) to
transmit the card ID to the IC card control section 204. In this
example, “0845c0211058c1a” 1s retrieved as the card 1D that
1s used for the first time.

The IC card control section 204 reads the login information
from the IC card 10 via the IC card mterface 202 (5S1404).
However, the IC card mterface 202 requests a PIN (security
information) necessary for the PIN authentication in order to
have access to the login information (S1405).

When the PIN request 1s transmitted to the IC card control
section 204, the IC card control section 204 transmits a PIN
search request to the PIN reuse manager 203 (S1406). The

PIN reuse manager 203 searches for the PIN corresponding to
the card ID based on information on the card ID as a search
key (81407). Thereaiter, the PIN reuse manager 203 transmits
a search result to the IC card control section 204 as aresponse
to the search request (S1408). The search result, 1n this case,
1s “No corresponding PIN 1s found™. In the process above, the
IC card has not been 1n use and the PIN is thus not stored by
the PIN reuse manager 203.

In a case there 1s no stored PIN (S1409) and the IC card
control section 205 transmits a request for the PIN to the IC
card application 201 (S1410), the IC card application 201
displays a PIN 1mnput request prompt on the display device 1156
(S1411). For example, the 1C card application 201 displays
the PIN 1input request prompt on the display device 115 such
as “Input your PIN™.

When the user mputs his or her PIN such as “9999”
(S1412), the mput PIN information is transmitted to the 1C
card control section 204 (S1413). The IC card control section
204 reads the login information (1.e., user ID and password
combination) from the IC card 10 again based on the recerved
PIN information (S414).

Since the 1C card interface 202 receives the effective PIN,
the IC card interface 202 transmits the login information
obtained from the IC card 10 to the IC card control section
204 (S1415). The IC card control section 204 requests the
authentication section 205 to allow the user to log 1n based on
the obtained login information (S1416).

The authentication section 205 authenticates the userto log
in (S1417) while veritying the login user, namely, login user
ID (user 001) and transmits the authentication result to the
application that has required the validation of the IC card 10
(S1418). If the authentication result is successiul, the user can
browse the highly-confidential documents as a service pro-
vided by the application. The authentication section 205 also
transmits, 1 the authentication result 1s successiul, the suc-
cessiul authentication to the IC card control section 204
(S1419).

Further, 1f the authentication result 1s successful, the IC
card control section 204 requests the reuse PIN manager 203
to store the card ID and PIN (51420). On recerving the
request, the reuse PIN manager 203 stores the card ID and
PIN (81421). Specifically, the information stored in this step
(S1421) includes “0845¢c0211c038cla” as the card ID and
“9999” as the PIN. Accordingly, the same PIN can be reused
until the user 1s logged out to thereby delete the PIN from the
storage device. That 1s, in a case where the user desires to have
access to the application again that requires the validation of
the IC card holder or the electronic signature, the user simply

10

15

20

25

30

35

40

45

50

55

60

65

18

holds the IC card over the IC card reader without reentering
the PIN. Thus, the cumbersome PIN reentering operation
(reentering of the PIN) by the user can be eliminated.

As described above, 1n the 1mage forming apparatus 1
according to the modification, the PIN storage timing 1s not
limited to the time at which the user performs the login
operation, and the PIN may be obtained and stored at the time
the user inputs the PIN. However, 1t 1s preferable that the PIN
be stored while the user 1s alogin mode (1.e., duration between
login and logout) in view of security.
<Overview>

In the 1mage forming apparatus according to the embodi-
ments, 11 the user has succeeded once 1in the PIN authentica-
tion using his or her IC card, information on the PIN corre-
sponding to the IC card 1s stored so that the user can reuse the
corresponding PIN when 1t 1s required for the second time
onward. As a result, the cumbersome operation of reentering
the PIN can be eliminated. In addition, since the image form-
ing apparatus according to the embodiments 1s configured to
set a rule for storing the PIN without the leakage of the PIN,
the administrator can flexibly manage users of the image
forming apparatus based on the security policy.

That 1s, the embodiments of the present invention may
provide an 1image forming apparatus, a method for validating
an IC card holder, and a computer program product for
executing such a method capable of exhibiting, based on an
input policy of PIN information, improved usability and oper-
ability of an IC card that requires a PIN authentication with
enhanced security.

The embodiments of the invention described so far are not
limited thereto. Various modifications and alteration may be
made within the scope of the invention as described 1n the
claims.

Note that any arbitrary combinations, expressions, or rear-
rangement, as appropriate, of the alorementioned constitut-
ing elements and so forth applied to a method, device, system,
computer program, recording medium, and the like are all
elfective as and encompassed by the embodiments and modi-
fications of the present invention.

The embodiments of the present invention may provide an
image forming apparatus, a method for validating an 1C card
holder, and a computer program product for executing such a
method capable of exhibiting, based on an input policy of PIN
information, improved usability and operability of IC card
that requires a PIN authentication with enhanced security.

All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader 1n under-
standing the principles of the mvention and the concepts
contributed by the inventor to furthering the art, and are to be
construed as being without limitation to such specifically
recited examples and conditions, nor does the organization of
such examples 1n the specification relate to a showing of the
superiority or inferiority of the invention. Although the
embodiment of the present invention has been described 1n
detail, 1t should be understood that various changes, substi-
tutions, and alterations could be made hereto without depart-
ing from the spirit and scope of the invention.

This patent application 1s based on Japanese Priority Patent
Application No. 2009-030067 filed on Feb. 12, 2009, the
entire contents of which are hereby incorporated herein by
reference.

What 1s claimed 1s:

1. An image forming apparatus comprising:

a validating unit configured to validate a holder of an IC
card having a first security information set, a login infor-
mation set, and a first identifier information set corre-
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sponding to the first security information set, based on wherein the validating unit validates, provided that the first
the first security information set; identifier information set obtained from the IC card
a login umit configured to perform a login process for the matches the second identifier information set corre-
holder of the IC card to log 1n based on the login infor- sponding to the second security information set of the IC
mation set stored in the IC card; and 5 card stored in the storage unit, the holder of the IC card
a storage unit configured to store the first security informa- by reusing the second security information set corre-
tion set of the IC card as a second security information sponding to the second identifier information set of the
set and the first identifier information set corresponding IC card stored in the storage unit when the first security

to the first security imnformation set of the IC card as a
second 1dentifier information set that are obtained by the
validating unit when the login process that 1s performed.,
aiter the holder of the IC card has been validated by the
validating unit, by the login umt using the IC card is
successiul,

wherein the validating unit validates, provided that the first
identifier information set obtained from the IC card 15
matches the second identifier information set corre-

information 1s requested by using the IC card.
10 7. The image forming apparatus as claimed 1n claim 6,
turther comprising:

a logout unit configured to perform a logout process for the
holder of the IC card to log out; and

a deleting unit configured to delete, when the holder of the

IC card has been logged out by the logout unit, the

second security information set corresponding to the

sponding to the second security information set of the IC second identiﬁer information set of the IC card stored 1n
card stored 1n the storage unit, the holder of the IC card the storage unit.
by reusing the second security information set corre- 8. The image forming apparatus as claimed 1n claim 7,
sponding to the second identifier information set of the >  Wherein the deleting unit deletes, provided that one ot a
IC card stored in the storage unit when the first security condition in which a number of times the second secu-
information set 1s, after the login process has been per- rity information set 1s reused may exceed a prescribed
formed, requested by using the IC card. number of times and a condition 1n which a prescribed
2. The image forming apparatus as claimed in claim 1, time has elapsed since the second security information
turther comprising: 55 set has been stored in the storage unit 1s satisfied, the
a logout unit configured to pertorm a logout process for the second security information set corresponding to the
holder of the IC card to log out; and second 1dentifier information set of the IC card stored 1n

a deleting unit configured to delete, when the holder of the
IC card has been logged out by the logout umt, the
second security mformation set corresponding to the
second identifier information set of the IC card stored in Y
the storage unit.

3. The image forming apparatus as claimed 1n claim 2,

wherein the deleting unit deletes, provided that one of a
condition in which a number of times the second secu-
rity information set 1s reused may exceed a prescribed 33
number of times and a condition in which a prescribed
time has elapsed since the second security information
set has been stored 1n the storage unit 1s satisfied, the
second security mformation set corresponding to the
second 1dentifier information set of the IC card stored 1n
the storage unait.

4. The image forming apparatus as claimed 1n claim 1,

wherein whether the second security information set cor-
responding to the second identifier information set of the
IC card stored in the storage unit is to be reused can be set
based on an application that requests the first security
information set.

the storage unit.
9. The 1image forming apparatus as claimed in claim 6,
wherein whether the second security information set cor-
responding to the second identifier information set of the
IC card in the storage unit 1s to be reused can be set based

on an application that requests the first security informa-
tion set.

10. The image forming apparatus as claimed 1n claim 6,
wherein the first identifier information set uniquely 1dentifies
the IC card.

11. A non-transitory computer-readable recording medium
having a computer program for causing an image forming
apparatus, which includes a validating unit configured to

il

40 validate a holder of an IC card having a first security infor-
mation set, a login information set, and a first identifier infor-
mation set corresponding to the first security information set,
based on the first secunity information set, and a login unit
configured to perform a login process for the holder of the IC

45 card to log 1n based on the login mnformation set stored in the

IC card, to execute a method for validating the holder of the IC

5. The image forming apparatus as claimed in claim 1, card, the method comprising:

wherein the first identifier information set uniquely 1dentifies storing the first security 1ﬁemat10n set of the IC_CE‘I' d asd
the 1C card. second security mformation set and the first identifier

information set corresponding to the first security infor-
mation set of the IC card as a second 1dentifier informa-
tion set that are obtained by the validating unit when the
login process that 1s performed, after the holder of the IC
card has been validated by the validating umt, by the
login unit using the IC card is successtul; and
validating, provided that first identifier information set
obtained from the IC card matches the second 1dentifier
information set corresponding to the second security
information set of the IC card stored 1n the storage unat,
the holder of the IC card by reusing the second security
60 information set corresponding to the second identifier
information set of the IC card stored 1n the storage unit
when the first security information 1s, after the login
process has been performed, requested by using the IC
card.

6. An 1mage forming apparatus comprising: 50

a validating unit configured to validate a holder of an IC
card having a first security information set, a login infor-
mation set and a first identifier information set corre-
sponding to the first security information set, based on
the first security information set; 55

a login unit configured to perform a login processes for the
holder of the IC card to log 1n; and

a storage unit configured to store the first security informa-
tion set of the IC card as a second security information
set and the first identifier information set corresponding
to the first security imnformation set of the IC card as a
second 1dentifier information set that are obtained by the
validating unit when the holder of the IC card 1s, after the
login process performed by the login unit using the IC
card has been successiul, validated by the validating
unit, % % % % %k
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