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ABSTRACT

Various systems and methods are described for conducting
and staging money transier transactions from a vehicle. The

systems and methods may include using a wireless transmit-
ter on board the vehicle for wirelessly communicating with a
money transier system. Also, a user-input device integrated
with the vehicle’s navigation system, entertainment system,
and/or climate system may be used. Using the wireless trans-
mitter, the user-input device may interface with the money
transier system. Also, one or more identity authentication
devices may be integrated with the vehicle that collect infor-
mation to authenticate a user’s identity.

23 Claims, 5 Drawing Sheets
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VEHICULAR-BASED TRANSACTIONS,
SYSTEMS AND METHODS

BACKGROUND OF THE

INVENTION

With the advent of inexpensive electronics and consumers’
willingness to spend increasing sums on vehicles, the amount
of electronics on-board vehicles has increased significantly 1in
recent years. Such technology has been aimed at providing,
consumers with GPS-based navigation systems, live traific
reports, real-time access to emergency services, and satellite
radio, to name only a few examples.

However, certain functions may not have been imple-
mented 1 vehicles, possibly due to the cost of additional
hardware and/or 1ssues with regulatory compliance. A money
transier 1s a transaction that typically has required the use of
a computer or traveling to an agent location of a money
transier service provider. This may have been at least partially
due to the legal requirement of money transier service pro-
viders to authenticate the 1dentity of the person conducting a
money transter.

The invention solves these and other problems.

BRIEF SUMMARY OF THE INVENTION

An on-board vehicle money transier system may have the
ability to interact with a money transter service provider and
authenticate the 1dentity of the user conducting the money
transier transaction. In some embodiments, a user can com-
plete an entire money transier transaction from a vehicle. In
such embodiments, the user may interact with a customer
service representative of a money transfer service provider
using a built-in microphone and the vehicle’s sound system
(in some embodiments, the user may interact with an operator
working on behalf of another entity, who in turn, interacts
with the money transfer service provider or arepresentative of
the money transier service provider). The user may then
converse with the customer service representative to conduct
a money transfer transaction. Additionally, various systems
on-board the vehicle may be used to positively authenticate
the 1dentity of the user. For example, an integrated camera
may take a picture of the user. A device 1n the driver’s (or
passenger’s) seat may be used to determine the user’s weight.
The user may be required to mput a password via an 1nput
system of the vehicle, such as the vehicle’s navigation system
or entertainment (e.g., radio) system. The vehicle may have
the ability to collect a voiceprint from the user and analyze it
on-board or transmit it to the money transfer service provider.
Further, such systems may be used in combination. For
example, for a user to conduct a money transfer transaction
from her vehicle, she may need to have her identity confirmed
by multiple sources, such as a camera, voiceprint, and weight.

In some embodiments, a user may not complete an entire
money transfer transaction from the vehicle. Rather, she may
“stage” the transaction from her vehicle and complete 1t at a
later time and/or location. The user may provide transaction
information 1n the vehicle, such as her name, the recipient’s
name, and the amount of transaction. She may then travel to
an agent location to be positively identified or present cash to
initiate the transaction. Alternatively, the transaction may be
staged before the user enters the vehicle, such as at a home
computer, and payment may be executed from the vehicle.

In some embodiments, an integrated vehicle-based system
for conducting a money transier transaction and for monitor-
ing regulatory compliance i1s described. The system may
include a vehicle, the vehicle comprising a navigation system
or entertainment system. The system may also include a wire-
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2

less transmitter on board the vehicle for wirelessly commu-
nicating with a money transier system. Also, the system may
include a user-input device integrated with the navigation
system or entertainment system, wherein the user-input
device interfaces with the money transier system using the
wireless transmitter. Further, a first 1dentity authentication
device integrated with the vehicle that collects information
confirming a user 1dentity may be present.

In some embodiments, a method for gathering suificient
information using an integrated vehicle system to authenti-
cate a user’s 1dentity 1s described. The method may include
providing a vehicle with integrated information gathering
systems. The method may also include receiving, by an input
system of the vehicle, a request to conduct a money transfer
transaction from a user. Further, the method may include
using a first identity-authentication system to authenticate the
user’s identity; and confirming, using a second identity-au-
thentication system, the user’s identity. The first and second
identity-authentication systems may be different. The method
may include determining that the results of the first authenti-
cation and the second authentication positively authenticate
the user’s 1identity. Also, the method may include transmitting
at least some of the information gathered from the first 1den-
tity-authentication system and at least some of the informa-
tion gathered from the second 1dentity-authentication system
to a money transier host system from the vehicle.

BRIEF DESCRIPTION OF THE DRAWINGS

A Turther understanding of the nature and advantages of the
present invention may be realized by reference to the follow-
ing drawings. In the appended figures, similar components or
features may have the same reference label.

FIG. 1 1llustrates a simplified block diagram of a system for
interfacing a vehicle with a money transfer service provider.

FIG. 2 illustrates a simplified block diagram of various
vehicle systems that may be used to conduct a money transier
transaction.

FIG. 3 illustrates a simplified process of conducting a
money transier transaction and confirming the user’s identity
in a vehicle.

FI1G. 4 illustrates a simplified process of receiving a money
transier transaction and confirming the user’s i1dentity in a
vehicle.

FI1G. 5 1llustrates a simplified block diagram of a computer
system that may serve as the processor and/or the host com-
puter system of the money transier service provider.

DETAILED DESCRIPTION OF THE INVENTION

An on-board vehicle money transfer system may allow a
user to interact with a money transfer transaction provider and
either complete a money transfer transaction or stage a money
transter transaction from a vehicle. The user’s identity may be
confirmed while she 1s 1n the vehicle using systems present 1n
the vehicle for multiple purposes or installed for the purpose
ol identilying the user. Such a process of 1dentifying the user
may be suificient to comply with the legal requirements
imposed on money transier service providers.

One or more different systems on the vehicle may be used
to 1dentify the user. A voiceprint may be gathered from the
user for comparison to a previously gathered voice sample.
An 1mmage of the user may be taken. A system integrated with
the driver’s or passenger’s seat may measure the weight of the
user and/or the position of the user’s seat. The user may be
required to type 1n a password, possibly using the navigation
and/or entertainment system of the vehicle. Also, the vehicle
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may contain a computer-readable storage device that may
contain information on users authorized to conduct money
transier transactions from the vehicle. For example, the stor-
age device may specily the name of the vehicle’s owner. This
may be the only person authorized to conduct financial trans-
actions from the vehicle. The storage device may also contain
information on authorized users to authenticate their identi-
ties, such as a previously gathered voiceprint, an 1image for
comparison, their weight, seat position, their driving charac-
teristics, a password, a geographic area from which they are
authorized to conduct money transfers, etc.

The ensuing description focuses on the completion of a
money transier transaction from a vehicle. However, as those
with skill in the art will recognize, such systems and methods
may also be used for other monetary transactions, such as
transferring funds to a stored value account, bill payment, or
any number of other monetary transactions.

FIG. 1 illustrates a simplified block diagram of a system
100 for interfacing a vehicle with a money transier service
provider. In 1ts most basic form, the system 100 may require
a vehicle 110, a wireless network 120, and a money transfer
service provider 130. The vehicle 110 may be any vehicle
with electrical systems, such as a car, motorcycle, truck,
sport-utility vehicle, airplane, boat, etc.

Such a vehicle 110 may interact with a money transfer
service provider 130 through a network, such as wireless
network 120. Such a wireless network 120 may be a cellular
network, such as those maintained by commercially-avail-
able cellular service providers. In some embodiments, the
wireless network 120 may be a satellite network. In some
embodiments, the wireless network 120 may be a specialized
network maintained solely on behalf of the money transier
service provider 130. The wireless network 130 may be a
hybrid wireless/wired network. For example, the wireless
network 130 may interact with a vehicle through wireless
communication towers and transmit data to the money trans-
ter service provider through a different network, such as the
Internet or a private intranet.

Money transier service provider 130 may be an entity such
as WESTERN UNION, or any other money transier provider
capable of wiring money transfers between multiple loca-
tions. Also, an entity such as a bank may be able to provide
services similar to money transfer service provider 130.
Money transier service provider 130 may be able to interact
with both vehicle-based customers and other customers
through multiple avenues, such as telephonically with an
interactive voice response (IVR) system or live customer
service representatives 140. Such customer service represen-
tatives or an IVR system 140 may communicate with a user
located 1n vehicle 110 through wireless network 120.

Money transier service provider 130 may also have one or
more agent locations 150. While only one agent location 1s
illustrated for simplicity, any number of agent locations 1s
possible. Such agent locations may be locations where an
clectronic kiosk or a clerk can directly interact with a user to
conduct a money transier transaction. Such agent locations
may be scattered geographically in stand-alone locations,
such as storefronts, or within other entities, such as gas sta-
tions or convenience stores.

Money transier service provider 130 may also have a host
computer system 160. Such a host computer system 160 may
be used to conduct and manage money transfers. Such a host
computer system 160 may also interact with a user by com-
municating with vehicle 110. It may be possible for a user in
vehicle 110 to complete a money transfer transaction by
interacting only with host computer system 160, and not with
a customer service representative 140 or a physical agent
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4

location 150. For example, using a website the user 1n vehicle
110 may interact with host computer system 160. It may be
possible to display such a website within the vehicle to the
user.

In addition to vehicle 110 interacting directly with money
transier service provider 130 via network 120, the vehicle 110
and the user conducting the money transfer may interact with
an operator 125 via network 120. Operator 125 may be aifili-
ated with an enftity separate from money transier service
provider 130. For example, operator 125 may be afliliated
with an enftity that provides wireless services to vehicles and
users 1n vehicles, such as GENERAL MOTOR’S ON-STAR
system. In such embodiments, the user may contact the opera-
tor 125 from vehicle 110. The operator may then conduct the
money transier transaction with money transier service pro-
vider 130 on behalf of the user, or may place the user in
contact with money transfer service provider 130. The user
may interact with the operator vocally. If the operator 125
places the user 1n contact with money transier service pro-
vider 130, the user may then interact with the money transier
service provider 130 using various devices described 1n rela-
tion to FIG. 2, and/or may continue to interact vocally.

It 1s also important to note, that the user may have or had
contact with the money transter service provider 130 via other
channels. For example, the user may already have an account
with money transter service provider 130. This may simplify
the amount of information necessary to be supplied by the
user at vehicle 110 to conduct a money transier transaction.
For example, the user may create an account with the money
transier service provider 130 at an agent location 150 or
remotely from a computer interacting with the host computer
system 160. The user may provide the money transier service
provider with information regarding: the user’s name,
address, bank account numbers, loyalty account numbers,
future recipients of money transiers (possibly including
financial account information of the recipients), stored value
accounts held by the user, etc. Such an arrangement may
allow the user to provide simplified information during a
transaction being conducted from vehicle 110. For example,
the user may only need to specify that she wants $500 trans-
terred to “Mary.” The name “Mary” may already be associ-
ated with a more complete profile of a recipient stored at the
money transier service provider 130, including Mary’s full
name, her address, her phone number, and/or her bank
account number. Such a profile may also exist for recurring
bill payments. For example, a user may establish a profile for
an enfity that 1s due regular payments, such as a lender or
utility company, to simplily recurring payments. Similarly,
the vehicle may be tied to a loyalty program account held by
user with the money transfer service provider 130. This
account may allow the user to collect incentives, points, dis-
counts, and/or store information to expedite money transter
transactions. The user may be able to associate such an
account with vehicle 110. As those with skill in the art will
understand, many other pieces of information may be pro-
vided by the user to the money transter service provider 130
prior to a money transier transaction being initiated from
vehicle 110 to reduce the amount of information the user must
provide from the vehicle.

A vehicle, such as vehicle 110, may have multiple different
systems that are capable of gathering information from a user
for use 1n conducting a money transfer transaction. FIG. 2
illustrates a simplified block diagram of a vehicle containing
various vehicle systems 200 that may be used to conduct a

money transier transaction. Vehicle 205 may be vehicle 110
of FIG. 1. Alternatively, vehicle 205 may be a different
vehicle from vehicle 110 of FIG. 1.
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Vehicle 205 may contain a camera. The camera may be a
video camera or a still picture camera. The camera may be
used to take a picture and produce an image of a user attempt-
ing to conduct a money transfer. Such an 1image may be
transmitted to the money transfer service provider and linked 5
to amoney transier conducted by the user. The money transier
service provider may use the picture to authenticate the 1den-
tity of the user, such as by comparing 1t to another picture on
record. An 1mage produced by the camera 210 may also be
used locally at the vehicle, such as 1n a comparison to a locally 10
stored 1mage, such as 1n storage device 230, to authenticate
the user’s i1dentity. The camera may be permanently inte-
grated into another system of the vehicle, such as the naviga-
tion or entertainment system 1n the vehicle’s dashboard. In
some embodiments, the camera may be integrated into the 15
vehicle’s instrument cluster. It may be possible to manipulate
the camera so that 1t can be aimed at users located 1n different
seats within the vehicle. In some embodiments, the camera
210 may be prevented from being aimed 1n the direction of the
driver’s seat to prevent a driver from using the camera while 20
the vehicle 1s being driven. In some embodiments, the camera
may be a video camera such that a customer service repre-
sentative ol the money transier service provider may view and
interact with the user in real-time or near real-time.

A seat weight and position sensor 215 may also be incor- 25
porated with vehicle 205. Such a sensor may be a single
sensor or a group of sensors. Such a sensor may be able to
determine the weight of a user sitting on the seat and may be
able to determine the locations of various parts of the seat.
The weight of the user determined by the sensor 215 may be 30
transmitted to the money transfer provider for comparison to
a weight on record to assist in confirming the user’s identity.

In some embodiments, the weight of the user may be com-
pared to a locally stored weight, such as in storage device 230,

to assist 1n confirming the user’s 1dentity. Similarly, the posi- 35
tion of a seat may be used to assist 1n determining the user’s
identity. A user may tend to position her seat within vehicle
205 similarly each time she enters the vehicle. This position
may include the height of the seat, distance to the front of the
cabin, angle of the bottom of the seat, angle of the back of the 40
seat, position of the seat’s lumbar element, or any other part of
the seat that may be adjusted. Prior to allowing a money
transier transaction, 1t may be determined whether the user’s
seat 1s 1n the position associated with the user. While deter-
mimng that the seat 1s 1n a different position may not be 45
dispositive as to who 1s attempting to conduct a money trans-

fer transaction, the information may be used 1n conjunction
with other forms of 1dentification.

If a user 1s attempting to conduct a money transier trans-
action, she may place her seat 1n its usual position prior to 50
beginning the money transier transaction. If the seat 1s not
close to the user’s usual position during the money transfer
transaction, the user may be instructed to move her seat to her
usual position. When conducting her first money transier
transaction from the vehicle, the user may be asked to place 55
her seat 1n the position she will use for subsequent transac-
tions. This seat position imnformation may be stored locally
within the vehicle, such as in storage device 230, or may be
transmitted to the money transier service provider and stored
for future use 1n confirming the user’s 1dentity. 60

A microphone and speakers 220 may be used to allow a
user to orally communicate with the money transier service
provider. Such communication may be with a customer ser-
vice representative or an interactive voice response system.
The speakers may also allow for auditory prompts (e.g., spo- 65
ken instructions) to be made regardless of whether the user
may respond orally. The speakers may be the vehicle’s enter-

6

tainment system’s speakers. A microphone may be added to
the vehicle to allow for oral communication or may be present
in the vehicle to allow for interaction with various voice-
activated systems.

The vehicle may also have auser input device 225. The user
iput device 225 may be one or more buttons or some other
physical or electrical switches that a user may trigger 1n order
to mitiate and conduct the money transfer. For example,
pressing a dedicated button on the vehicle’s dash or ceiling
may connect the user to a customer service representative of
the money transier service provider. In some embodiments,
the user may navigate through a series of prompts or menus
on a vehicle’s entertainment and/or navigation system to
arrive at an option to conduct a money transier transaction. In
some embodiments, the input device 225 may be a mouse (or
mouse-like device), a trackball, or some other pointing device
used 1n conjunction with a display screen. In some embodi-
ments, the user may be able to 1ssue spoken commands to an
interactive voice response (IVR) system of the vehicle. The
user iput device may allow for a user to type or otherwise
input various information pertinent to identitying the user and
providing the necessary information for the money transier
process. Such a user mput device 225 may be 1in the form of an
onscreen keyboard or other typing arrangement allowing the
user to mput information such as a username, password,
recipient’s name, recipient’s location, transaction amount,
etc. In some embodiments, the same user input device or
devices that allow the user to 1nput information 1nto the vehi-
cle’s entertainment, navigation, and/or climate systems (col-
lectively referred to as on-board electronic systems) may be

used by the user to provide information for a money transier
transaction.

The vehicle may also have a storage device 230. Such a
storage device may be used to store user information for use
in confirming the user’s identity. For example, the storage
device 230 may store the user’s username, password, 1mage,
voiceprint, seat position, weight, previous money transier
transactions, and/or any other information pertinent to con-
firming the user’s identity. The storage device 230 may be any
type of computer-readable storage device. In some embodi-
ments, flash memory 1s used. In some embodiments, a hard
drive 1s used. In some embodiments, the storage device 230 1s
not dedicated to money transier information. For example,
the storage device 230 may also be used to store radio preset
data, music, maps, videos, and/or any other information that
vehicle occupants may wish access to. Storage device 230
may also store an identifier particular to the vehicle. This
identifier may be transmitted to the money service provider
whenever a money transier transaction 1s conducted by the
user. This identifier may be linked to the vehicle such that the
money transfer service provider can identity the vehicle and
possibly a user linked to that vehicle when the 1dentifier 1s
received. Using this identifier either alone or 1n conjunction
with a jurisdiction’s (e.g., a state’s) motor vehicle records,
may enable an operator (such as operator 125 of FIG. 1)
and/or a money transier service provider (such as money
transfer service provider 130 of FIG. 1) to identify the
vehicle, owner of the vehicle, and/or a user attempting to
complete a money transier transaction.

An 1gnition device 2335 may also be used to assist in con-
firming the user’s identity. Such a device may determine
whether a particular key, known to be held by the user, 1s
inserted 1n the vehicle’s 1gnition. Such a key may also func-
tion wirelessly, possibly using RFID technology. During the
money transier process, the user may be prompted to insert
her vehicle key 11 she has not already done so.
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The vehicle may also have an entertainment system, navi-
gation system, and/or climate system 240. Various portions of
these systems may be used to assist 1n confirming the user’s
identity and allow the user to conduct a money transfer trans-
action. For example, the user may use the same physical
buttons of the navigation system to input information for the
money transier transaction. Such systems may also be used to
authenticate the user’s identity. The user may be prompted to
insert her “password disc,” which may be a music compact
disc the user has preselected to use to authenticate her 1den-
tity. The user may also enter a particular address into the
navigation system that may serve as a password to conduct the
money transier transaction. As another example, the volume
knob of the entertainment system may be used to input a
password, such as in the form of a combination lock. With
such a combination lock type system, the user may turn the
volume knob 1n one direction to a particular volume (or other
number) setting, then the other direction to a different volume
settling, and then back again in the other direction to a third
volume setting. Such a method of mputting a password may
imitate a combination lock and be particularly fitting to
money transfers, as 1t gives the impression of opening a safe
or vault.

The vehicle may also have a controller device 245, Such a
controller device may be a processor devoted to managing
money transfer transactions or may be a multi-purpose pro-
cessor that controls multiple vehicle systems, such as the
vehicle’s entertainment system and/or navigation system.
The controller device 245 may interact with any of the various
systems of the vehicle described, such as the storage device
230 and the user input device 225. The controller device 245
may be a commercially available processor or may be spe-
cially designed for operation within a vehicle.

A wireless transmitter 250 may be present on the vehicle.
Such a wireless transmitter 250 may allow various systems
present on the vehicle to communicate with the money trans-
ter service provider. For example, referring to FIG. 1, wire-
less transmitter 250 may allow for communication between
systems on vehicle 110 and money service provider 130 via
wireless network 120. Wireless transmitter 250 may utilize
existing analog and digital cellular networks. In some
embodiments, wireless transmitter 250 may operate via sat-
cllite phone networks.

Further, other monitoring devices may be present, such as
a driving characteristics monitoring device 255. Such a
device may monitor various driving habits of a user, assuming
the user 1s driving the vehicle. For example, the driving char-
acteristics monitoring device 255 may monitor characteris-
tics such as typical rate of acceleration, a typical rate of
deceleration, lane changes, amount of coasting, and/or any
other driving characteristic which may be useful 1n 1dentity-
ing a particular user. These characteristics may be compared
to previously imported or recorded driving characteristics at
the vehicle or the money transier service provider to assist in
confirming the identity of the user. For example, in addition to
an 1mage being taken of the user, the user’s driving charac-
teristics may be compared to previous recorded driving char-
acteristics and attempt to authenticate the user’s 1dentity.

Another device which may be present to help authenticate
the 1dentity of the user 1s a biometric device 260. One or more
biometric devices may be present. In some embodiments, the
biometric device 1s a voiceprint identifier. A voiceprint iden-
tifier may be able to receive a sample of the user’s voice, such
as a spoken sentence or word, and determine whether the
spoken sentence or word was spoken by the user. This may
involve comparing the spoken sample to a previous sample,
and/or analyzing the samples for various characteristics par-
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ticular to the user. During a money transier transaction, the
user may be prompted to provide a voiceprint. In some
embodiments, the voiceprint may be gathered from user-
1ssued commands, such as 1f the user said: “Vehicle, conduct
a money transier.”” The voiceprint sample may be transmitted
to the money transfer service provider for comparison to
previously supplied voiceprint information. In some embodi-
ments, the voiceprint 1s compared to previously collected
voiceprint data stored onboard the vehicle at storage device
230.

Another biometric device 260 that may be present 1s a
fingerprint scanner. A fingerprint scanner may be 1ncorpo-
rated into the dashboard, or any other location, of the vehicle
and may be easily accessible by the user whether located 1n
the driver’s seat or the passenger’s seat. During a money
transfer transaction, the user may be prompted to swipe a
finger over the fingerprint scanner. The resulting scan may be
transmitted to the money transier service provider for com-
parison to a previously collected fingerprint, or may be com-
pared on board the vehicle to a previously collected finger-
print stored on storage device 230.

An additional biometric device 260 that may be present 1s
a retinal scanner. A retinal scanner may scan the user’s retina
during a money transfer transaction. The scan may be trans-
mitted to the money transier service provider to be compared
to a previously collected retina scan. In some embodiments,
the scan may be compared to a previously collected retina
scan stored in storage device 230 on-board the vehicle. As
those of skill 1n the art will understand, a voiceprint 1dentifier,
a fingerprint scanner, and a retinal scanner are only three
possible biometric devices which may be used; other biomet-
ric devices may be possible.

Yet another device which may be used to assist in confirm-
ing the user’s identification 1s a keyless entry device 265.
Such a keyless entry device may be a standard battery pow-
ered key fob typically used to gain access to the vehicle.
During a money transfer transaction, the user may be
prompted to trigger her keyless entry device. This may assist
in confirming the user’s identity because only a vehicle’s
owner or another party provided access to the vehicle would
likely have keyless entry device 265.

One or more of such systems of a vehicle may be utilized 1n
various processes to conduct a money transier transaction
from a vehicle and authenticate the user’s 1dentity. FIG. 3
illustrates a simplified method 300 of conducting a money
transier transaction and confirming the user’s i1dentity in a
vehicle. Such a method may utilize vehicle systems such as
those systems 1llustrated 1n FI1G. 2. Alternatively, the method
of F1G. 3 may utilize different vehicle systems to authenticate
the user’s identity than those 1llustrated 1n FI1G. 2. It 1s impor-
tant to note that method 300 may be used for such functions as
bill payment 1nstead of a (person-to-person) money transier
transaction. Such a method may allow for a user to send
payments to entities which the user has a preexisting relation-
ship, such as a mortgage lender, utility provider (gas, electric,
sewer, water, cable, internet, phone, etc.), credit card com-
pany, etc. The user may be provided with reminders 1n her
vehicle and may then be given the option of completing the
bill payment transaction in accordance with the following.

At block 3035, a money transfer request may be recerved
from the user by a system of the vehicle. This money transfer
request may be transmitted to a money transier service pro-
vider. In some embodiments, the money transier service pro-
vider will not be notified until further data 1s collected from
the user. The request to conduct a money transfer may be
received by the vehicle 1n the form of a button being
depressed, a menu 1tem being selected, a voice command
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being 1ssued, or any other possible method a user could use to
specily that she wishes to conduct a money transfer transac-
tion. Besides a money transier to another person, the user may
instead request that a stored value account, tied to a stored
value card, be credited an amount of funds. This stored value
card may be held by the user or any other person.

Various transaction information may be requested from the
user at block 310. This transaction information may be
requested by the money transier service provider via the
wireless network, or may be requested by a vehicle system.
This information may be requested orally by the customer
service representative ol the money transier provider, or by an
interactive voice response system. Alternatively, the informa-
tion may be requested via a display within the vehicle (e.g.,
part of the navigation and/or entertainment system), or by an
audio prompt. Various pieces of information which may be
gathered are: the user’s name, a username, password, the
recipient’s name, the recipient’s address, the recipient’s bank
account number, the user’s bank account number, the method
of payment the user intends to use, the amount of the transier,
the country the recipient 1s located 1n, etc.

At block 315, some or all of these pieces of transaction
information may be received. Information may be recerved
locally at a system of the vehicle, such as storage device 230,
and stored or may be transmitted to the money transfer service
provider. If the user 1s attempting to load funds to a stored
value card, this transaction information may include an 1den-
tifier that 1dentifies the stored value card. Further, as previ-
ously described, much of the transaction information may
already have been input by the user at an earlier time from
locations such as an agent location or a home computer.

At block 320, a determination may be made as to whether
the user’s 1dentity needs to be confirmed. In some embodi-
ments, the user’s identity may only need to be confirmed if the
amount of the user’s transaction 1s above a threshold amount,
or the transfer involves a recipient outside of the country.
Also, a user may not need to have her identity confirmed
within the vehicle 1t the user will be conducting part of the
transaction at an agent location. The determination of
whether to authenticate the user’s 1dentity may be completed
by a system of the vehicle, such as a controller, or may be
completed by the money transier service provider.

If the user’s 1dentity i1s to be confirmed, at block 325 the
user’s i1dentity may be confirmed using a first method. The
first method of user 1dentity authentication may be the only
method performed, or may be the first in a series of multiple
steps to authenticate the user’s 1dentity. The first method of
identity authentication may utilize any of the systems previ-
ously described 1n relation to FIG. 2. For example, a picture
may be taken of the user, a voiceprint may be collected from
the user, a fingerprint or other biometric 1dentifier may be
collected. Further, a username and password may be col-
lected. The first method of 1dentity authentication may serve
to be a primary identity authentication method. A primary
identity authentication method may be suificient on its own
(without additional forms of authentication) to accurately
authenticate the user’s 1dentity.

At block 330, the user’s identity may be authenticated
using a second method. The second method of 1dentity con-
firmation may be performed concurrently with the first
method of block 325. The second method of 1identity authen-
tication may utilize any of the systems previously described
in relation to FIG. 2 or 1n relation to the first method of
identity authentication. The second method of identity
authentication may also serve as a primary 1dentity authenti-
cation method, and may be suflicient on its own to authenti-
cate the user’s identity. In some embodiments, the second
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method used to authenticate the user’s 1dentity 1s a secondary
identity authentication method. A secondary identity authen-
tication method may not be suilicient on 1ts own to authenti-
cate the user’s 1dentity, but may still be useful 1n providing
turther evidence of the user’s 1dentity, especially when used
in conjunction with a primary identity authentication method.
An example of a secondary identity authentication method
may be the user’s weight and/or seat position, possibly gath-
ered by seat weight/position sensor 215 of FIG. 2. Other
possible secondary identity authentication methods include
observing the user’s driving characteristics (such as device
255 of FIG. 2), whether the user possesses a keyless entry
device (such as by device 265 of FIG. 2), and whether the
user’s key 1s inserted 1n the 1gnition (such as 1gnition device
235 o1 FIG. 2). One or more secondary 1identity authentication
methods may be used in conjunction with one or more pri-
mary 1dentity authentication methods. While FIG. 3 illus-
trates the use of two 1dentity authentication methods, one,
three or more than three 1dentity authentication methods may
be used.

At block 335, a determination as to whether the user’s
identity has been successiully confirmed may be made. Such
a determination may be made on board the vehicle, such as by
controller device 2435, or, 1f the 1dentity authentication infor-
mation 1s transmitted, the determination may be made at the
money transier service provider. The user’s identity may be
considered confirmed 11 both the first and second methods of
user 1dentity authentication agree as to the user’s 1dentity. In
some embodiments, 1f more than two user 1dentity authenti-
cation methods are used, only a majority of 1identity authen-
tication methods need to agree as to the user’s i1denfity. IT
multiple identity authentication methods do not agree on the
user’s 1dentity, the user may be requested to provide addi-
tional information, or may be requested to travel to an agent
location to complete the money transier transaction. If at
block 335 the user’s identity 1s not confirmed, the method
may end, or the user may be instructed to travel to an agent
location or contact a customer service representative for fur-
ther assistance.

At block 340, some or all of the identity information gath-
ered at blocks 325 and 330 may be transmitted to the money
transter service provider. In some embodiments, only an indi-
cation that the user’s identity was successtully confirmed 1s
transmitted to the money transfer service provider. Such iden-
tity information may be further compared to previous identity
information of the user stored at the money transier service
provider. The transmitted 1dentity information may be stored
at the money transier service provider for future reference.

At block 345, a authentication may be sent to the vehicle
from the money transier service provider confirming that the
money transier transaction has been completed successtully.
This confirmation may include a confirmation code being
sent to the vehicle. For example, such a confirmation code
may be used to prove that money was transierred, such as for
a bill payment transaction. Such a code may also be automati-
cally transmitted to multiple vehicles 11 indicated as such 1n
the user’s profile with the money transier service provider. I
the money transfer transaction i1s only staged from the
vehicle, the authentication may indicate that the money trans-
fer transaction has been successiully staged and for the user to
proceed to an agent location of the money transfer service
provider to complete the transaction. At block 345, the
authentication may include a transaction number or some
other form of 1dentifier being sent to the vehicle. This 1dent-
fier may be presented to the user and/or stored at the vehicle
(such as 1n storage device 230).
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Atblock 350, 1f the money transfer transaction 1s complete,
the process may end. If the money transfer transaction has
been staged, the process may continue to block 355. At block
350, a user may also be presented with a display or other
indication of the nearest agent location or multiple nearby
locations where the user may complete the transaction.

At block 355, for a staged transaction, the user may then
present her name, username, and/or an i1dentifier, such as a
transaction number, sent to the vehicle, possibly at block 345,
at an agent location. At block 360, the user may present
payment for the money transier to the clerk at the agent
location. This payment may be 1n cash or any other form of
payment, such as check, money order, credit card, a direct
transier from a bank account, debit card, or stored value card.
I1 the user’s 1dentity was not successiully confirmed at blocks
325 and 330, the user’s 1dentity may be confirmed by a clerk
at the agent location at block 365. For example, the user may
be required to present identification, such as a driver’s
license. The clerk may also have access to the information
gathered at the vehicle from blocks 325 and 330. For example,
the clerk may be able to view a picture of the user taken 1n the
vehicle to determine whether the person 1initiating the money
transier transaction from the vehicle was the same person.

A similar method may be used for a user to recerve funds
through a money transfer transaction at her vehicle. FIG. 4
illustrates a simplified process 400 of recetving a money
transfer transaction and confirming the user’s identity in a
vehicle. At block 415, one or more of the vehicle’s systems
may receive information from a money transier service pro-
vider regarding a money transier transaction intended for a
user of the vehicle. The information regarding the money
transier transaction may be sent to the vehicle because the
user has previously linked the vehicle to her account held with
the money transier service provider. In some embodiments,
the sender of the money transier transaction may be able to
specily that the user 1s to be notified at her vehicle of the
money transier transaction. The transaction information
received at the vehicle from the money transier service pro-
vider may be displayed, announced, or otherwise presented to
the user via any of the previously described vehicle systems.
For example, a display in the vehicle may indicate that a
money transier transaction has been received, with informa-
tion regarding the sender, the amount, and/or the location of
the transaction was sent from displayed 1n the vehicle to the
user. In some embodiments, similar information may be
announced via the vehicle’s entertainment/sound system.

For amoney transfer transaction being recerved by a user in
a vehicle, itmay be necessary to confirm her identity to ensure
the proper party 1s recerving the money transier transaction.
Blocks 420-440 relate to confirming the user’s identity. These
blocks may proceed similarly to blocks 320-340 of F1G. 3. At
block 4435, confirmation of the money transfer transaction
may be recerved. The confirmation may be presented to the
user using any of the vehicle’s systems previously described.
This confirmation may indicate that the money transier trans-
action 1s complete and that the funds associated with the
transaction have been deposited into an account of the user.
This confirmation may also include an 1dentifier that 1denti-
fies the money transier transaction. I the user desires, or 1s
required to, the reception of the money transfer transaction
may be completed 1 person by the user at an agent location.
The user may be able to request that funds associated with the
money transier transaction be picked up in person at an agent
location.

If the confirmation signals the end of the money transier
transaction, the transaction may complete at block 450. Oth-
erwise, 1f the user desires to complete the money transfer
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transaction at an agent location (perhaps because she wishes
to recertve the money 1n cash) and/or 1s required to further
coniirm her identity, the user may proceed to block 455 from
block 450. Also at block 450, the user may be presented with
a display screen or other indicator of the nearest agent loca-
tion or multiple nearby agent locations where the user may
complete the transaction.

At the agent location, the user may be required to present
the 1dentifier received at the vehicle at block 455. The agent
may use this identifier to locate the money transier transac-
tion. If necessary, at block 460, the user’s 1dentity may be
further confirmed. The money transier transaction provider
may compare stored 1dentity information and/or information
received from the vehicle-based confirmation methods to the
user. For example, a picture on file may be compared with a
picture recerved from the vehicle. Both of these pictures may
be compared to the actual user at the agent location.

At block 465, if the user’s 1dentity has been confirmed, the
funds may be provided to the user. The funds may be 1n the
form of cash, check, stored-value card, direct deposit, money
order, etc.

The previously described processor that may be on-board a
vehicle may be part of a computer system. Also, the host
computer system of the money transier service provider may
also be described as follows. FIG. 5 provides a schematic
illustration of one embodiment of a computer system 300 that
can perform the methods provided by various other embodi-
ments, as described herein, and/or can function as the proces-
sor on-board the vehicle and/or the host computer system of
the money transier service provider. It should be noted that
FIG. 5 1s meant only to provide a generalized 1illustration of
various components, any or all of which may be utilized as
appropniate. FIG. 5, therefore, broadly illustrates how 1ndi-
vidual system elements may be implemented 1n a relatively
separated or relatively more integrated manner.

The computer system 500 1s shown comprising hardware
clements that can be electrically coupled via a bus 505 (or
may otherwise be 1n communication, as appropriate). The
hardware elements may include one or more processors 510,
including without limitation one or more general-purpose
processors and/or one or more special-purpose processors
(such as digital signal processing chips, graphics acceleration
processors, and/or the like); one or more 1nput devices 515,
which can include without limitation a mouse, a keyboard
and/or the like; and one or more output devices 520, which
can include without limitation a display device, a printer
and/or the like.

The computer system 500 may further include (and/or be in
communication with) one or more storage devices 525, which
can comprise, without limitation, local and/or network acces-
sible storage, and/or can include, without limitation, a disk
drive, a drive array, an optical storage device, solid-state
storage device such as a random access memory (“RAM”)
and/or aread-only memory (“ROM”), which can be program-
mable, flash-updateable and/or the like. Such storage devices
may be configured to implement any appropriate data stores,
including without limitation, various file systems, database
structures, and/or the like.

The computer system 500 might also include a communi-
cations subsystem 530, which can include without limitation
a modem, a network card (wireless or wired), an 1nfra-red
communication device, a wireless communication device
and/or chipset (such as a Bluetooth™ device, an 802.11
device, a WiF1 device, a WiMax device, cellular communica-
tion facilities, etc.), and/or the like. The communications
subsystem 530 may permit data to be exchanged with a net-
work (such as the network described below, to name one
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example), other computer systems, and/or any other devices
described herein. In many embodiments, the computer sys-
tem 500 will further comprise a working memory 535, which
can 1nclude a RAM or ROM device, as described above.

The computer system 500 also can comprise soltware ¢le-
ments, shown as being currently located within the working
memory 535, including an operating system 340, device driv-
ers, executable libraries, and/or other code, such as one or
more application programs 545, which may comprise com-
puter programs provided by various embodiments, and/or
may be designed to implement methods, and/or configure
systems, provided by other embodiments, as described
herein. Merely by way of example, one or more procedures
described with respect to the method(s) discussed above
might be implemented as code and/or instructions executable
by a computer (and/or a processor within a computer); in an
aspect, then, such code and/or 1nstructions can be used to
configure and/or adapt a general purpose computer (or other
device) to perform one or more operations 1n accordance with
the described methods.

A set of these mstructions and/or code might be stored on
a computer readable storage medium, such as the storage
device(s) 525 described above. In some cases, the storage
medium might be incorporated within a computer system,
such as the system 300. In other embodiments, the storage
medium might be separate from a computer system (1.e., a
removable medium, such as a compact disc, etc.), and or
provided 1n an installation package, such that the storage
medium can be used to program, configure and/or adapt a
general purpose computer with the istructions/code stored
thereon. These instructions might take the form of executable
code, which 1s executable by the computer system 500 and/or
might take the form of source and/or installable code, which,
upon compilation and/or 1nstallation on the computer system
500 (e.g., using any of a variety of generally available com-
pilers, installation programs, compression/decompression
utilities, etc.) then takes the form of executable code.

It will be apparent to those skilled 1n the art that substantial
variations may be made in accordance with specific require-
ments. For example, customized hardware might also be
used, and/or particular elements might be implemented in
hardware, software (including portable software, such as
applets, etc.), or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

As mentioned above, in one aspect, some embodiments
may employ a computer system (such as the computer system
500) to perform methods 1n accordance with various embodi-
ments of the mvention. According to a set ol embodiments,
some or all of the procedures of such methods are performed
by the computer system 500 1n response to processor 510
executing one or more sequences of one or more mstructions
(which might be incorporated into the operating system 3540
and/or other code, such as an application program 543) con-
tained 1n the working memory 335. Such instructions may be
read into the working memory 535 from another computer
readable medium, such as one or more of the storage device(s)
525. Merely by way of example, execution of the sequences
of 1structions contained in the working memory 3535 might
cause the processor(s) 510 to perform one or more procedures
of the methods described herein.

The terms “machine readable medium” and “computer
readable medium,” as used herein, refer to any medium that
participates i providing data that causes a machine to opera-
tion 1n a specific fashion. In an embodiment implemented
using the computer system 300, various computer readable
media might be mmvolved i providing instructions/code to
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processor(s) 510 for execution and/or might be used to store
and/or carry such instructions/code (e.g., as signals). In many
implementations, a computer readable medium 1s a physical
and/or tangible storage medium. Such a medium may take
many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media
includes, for example, optical and/or magnetic disks, such as
the storage device(s) 525. Volatile media includes, without
limitation, dynamic memory, such as the working memory
535. Transmission media includes, without limitation,
coaxial cables, copper wire and fiber optics, including the
wires that comprise the bus 505, as well as the various com-
ponents of the communication subsystem 530 (and/or the
media by which the communications subsystem 530 provides
communication with other devices). Hence, transmission
media can also take the form of waves (including without
limitation radio, acoustic and/or light waves, such as those
generated during radio-wave and infra-red data communica-
tions).

Common forms of physical and/or tangible computer read-
able media include, for example, a floppy disk, a flexible disk,
hard disk, magnetic tape, or any other magnetic medium, a
CD-ROM, any other optical medium, punchcards, papertape,
any other physical medium with patterns of holes, a RAM, a
PROM, and EPROM, a FLASH-EPROM, any other memory
chip or cartridge, a carrier wave as described hereinafter, or
any other medium from which a computer can read instruc-
tions and/or code.

Various forms of computer readable media may be
involved 1n carrying one or more sequences of one or more
instructions to the processor(s) 5310 for execution. Merely by
way ol example, the mstructions may nitially be carried on a
magnetic disk and/or optical disc of a remote computer. A
remote computer might load the instructions 1nto 1ts dynamic
memory and send the instructions as signals over a transmis-
sion medium to be recerved and/or executed by the computer
system 500. These signals, which might be in the form of
clectromagnetic signals, acoustic signals, optical signals and/
or the like, are all examples of carrier waves on which mstruc-
tions can be encoded, 1n accordance with various embodi-
ments of the invention.

The communications subsystem 530 (and/or components
thereol) generally will recerve the signals, and the bus 505
then might carry the signals (and/or the data, mstructions, eftc.
carried by the signals) to the working memory 535, from
which the processor(s) 505 retrieves and executes the mnstruc-
tions. The 1nstructions recerved by the working memory 5335
may optionally be stored on a storage device 523 either before
or after execution by the processor(s) 510.

It should be noted that the methods, systems, and devices
discussed above are intended merely to be examples. It must
be stressed that various embodiments may omit, substitute, or
add various procedures or components as appropriate. For
instance, it should be appreciated that, 1n alternative embodi-
ments, the methods may be performed 1n an order different
from that described, and that various steps may be added,
omitted, or combined. Also, features described with respect to
certain embodiments may be combined in various other
embodiments. Different aspects and elements of the embodi-
ments may be combined in a similar manner. Also, 1t should
be emphasized that technology evolves and, thus, many of the
clements are examples and should not be interpreted to limat
the scope of the invention.

Specific details are given in the description to provide a
thorough understanding of the embodiments. However, 1t will
be understood by one of ordinary skill in the art that the
embodiments may be practiced without these specific details.
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For example, well-known circuits, processes, algorithms,
structures, and techniques have been shown without unnec-
essary detail in order to avoid obscuring the embodiments.
This description provides example embodiments only, and 1s
not intended to limit the scope, applicability, or configuration
of the invention. Rather, the preceding description of the
embodiments will provide those skilled 1n the art with an
enabling description for implementing embodiments of the
invention. Various changes may be made 1n the function and
arrangement of elements without departing from the spirit
and scope of the mnvention.

Also, 1t 1s noted that the embodiments may be described as
a process which 1s depicted as a tlow diagram or block dia-
gram. Although each may describe the operations as a
sequential process, many of the operations can be performed
in parallel or concurrently. In addition, the order of the opera-
tions may be rearranged. A process may have additional steps
not included 1n the figure. Furthermore, embodiments of the
methods may be implemented by hardware, software, firm-
ware, middleware, microcode, hardware description lan-
guages, or any combination thereof. When implemented 1n
software, firmware, middleware, or microcode, the program
code or code segments to perform the necessary tasks may be
stored 1n a computer-readable medium such as a storage
medium. Processors may perform the necessary tasks.

Having described several embodiments, 1t will be recog-
nized by those of skill 1n the art that various modifications,
alternative constructions, and equivalents may be used with-
out departing from the spirit of the invention. For example,
the above elements may merely be a component of a larger
system, wherein other rules may take precedence over or
otherwise modily the application of the invention. Also, a
number of steps may be undertaken before, during, or after
the above elements are considered. Accordingly, the above
description should not be taken as limiting the scope of the
invention.

What is claimed 1s:

1. An mtegrated vehicle-based system for authenticating a
user’s 1dentity and conducting a money transier transaction,
the system comprising;:

a vehicle, the vehicle comprising an on-board electronic

system:
a wireless transmitter on board the vehicle for remotely
communicating with a money transier system;
a user-input device integrated with the on-board electronic
system, wherein the user-input device 1s configured to
interface with the money transier system using the wire-
less transmitter; and
a first identity authentication device and a second 1dentity
authentication device integrated with the vehicle that are
cach configured to collect information for confirming
the user’s 1dentity, wherein:
the first identity authentication device comprises a cam-
era, the camera being configured to capture an 1image
ol the user and cause the image to be transmitted to the
money transier system via the wireless transmitter for
comparison to a stored image of the user stored by the
money transier system;

the second 1dentity authentication device 1s integrated
with the user’s seat, and 1s configured to measure the
user’s weight and cause the user’s weight to be trans-
mitted to the money transier system via the wireless
transmitter for comparison to a stored weight of the
user; and

the money transfer transaction 1s configured to be con-
ducted from the vehicle using the wireless transmitter
and the user-input device following successiul
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authentication by the money transier system using the
image of the user from the first identity authentication
device and the user’s weight from the second identity
authentication device.

2. The system of claim 1, wherein the money transfer
transaction 1s a bill payment transaction.

3. The system of claim 1, wherein the user-input device 1s
configured to receive a username from the user.

4. The system of claim 3, wherein the user-input device 1s
configured to receive a password from the user.

5. The system of claim 4, wherein the user-input device 1s
configured to receive the password from the user via a control
knob of the vehicle, the control knob 1s controlled by a user
rotating the knob clockwise and counterclockwise to input
the password, and the password 1s a series ol numbers.

6. The system of claim 1, wherein the user-input device 1s
configured to allow a user to talk with a representative of the
money transfer system.

7. The system of claim 1 turther comprising a third identity
authentication device capable of collecting information to
turther assist in confirming the user’s identity.

8. The system of claim 7, wherein the third identity authen-
tication device 1s further configured to determine the position
of the user’s seat.

9. The system of claim 1, turther comprising a third identity
authentication device that 1s a sensing device configured to
determine whether a key 1s present and 1s linked to the user’s
identity.

10. The method of claim 1, wherein the first i1dentity
authentication device comprises a computer-readable storage
device, the computer readable storage device configured to
store the stored image of the user.

11. The system of claim 1, wherein the camera of the first
authentication device 1s configured such that the camera can-
not be pointed 1n the direction of the driver’s seat.

12. A method for authenticating a user’s i1dentity using
integrated vehicle systems, the method comprising:

providing a vehicle with itegrated information gathering

systems:

receving, by an iput system of the vehicle, a request to

conduct a money transier transaction from a user;
performing a first authentication, using a first 1dentity-
authentication system, of the user’s 1dentity, wherein:
the first identity-authentication system comprises a
camera,
performing the first authentication includes:
the camera being used to capture an 1mage of the user;
and
comparing a locally-stored image of the user with the
captured 1image; and
transmitting to a host computer system of a money
transter provider the image of the user;
performing a second authentication, using a second 1den-
tity-authentication system, of the user’s identity,
wherein
performing the second authentication includes:
measuring the user’s weight using a device integrated
with the user’s seat; and
transmitting the user’s weight to the host computer
system ol the money transier provider for compari-
son to a stored weight of the user stored by the host
computer system of the money transfer service pro-
vider:;
recerving a response from the host computer system linked
to the money transfer provider indicating that the user’s
identity has been authenticated; and
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after recerving the response from the host computer sys-
tem, conducting at least a first portion of the money
transier transaction by the user from the vehicle.
13. The method of claim 12, further comprising informing
the user of a location of at least one agent location close to the
vehicle’s location.

14. The method of claim 12, further comprising, before
receiving the request to conduct the money transier transac-
tion, recerving, at the vehicle, a reminder of a bill payment
due.

15. The method of claim 12, wherein the 1mput system of
the vehicle comprises a microphone and speaker, wherein the
request to conduct a money transier transaction comprises
oral communication via the microphone and speaker with a
customer service representative of the money transfer pro-
vider.

16. The method of claim 12, wherein confirming authenti-
cating the user’s 1dentity using a third identity-authentication
system comprises a collection of a voiceprint from the user.

17. The method of claim 16, further comprising comparing
the voiceprint of the user to a stored voiceprint.

18. The method of claim 12, further comprising: receiving,
via the wireless transmitter, a transaction identifier of the
money transier transaction; and presenting, at an agent loca-
tion of the money transier provider, the transaction identifier,
wherein the presentation comprises a second portion of the
money transier transaction.

19. The method of claim 12, wherein the camera 1s config-
ured such that the camera cannot be pointed in the direction of
the driver’s seat.

20. A vehicle-based system for determiming a user’s 1den-
tity to complete a wireless money transier transaction from a
vehicle, the system comprising:
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a user-input system;
a first user-authentication system integrated with the vehi-
cle’s driver seat, wherein
the first user-authentication system 1s configured to mea-
sure a weight of the user;
a second user identification system integrated with the
vehicle’s sound system, wherein
the second user 1dentification system 1s configured to:
produce auditory messages through the sound sys-
tem’s speakers; and
receive voiceprint data through a microphone;

a wireless transmitter that communicates with a money

transier service provider via a wireless network;

a controller system, where the controller system 1s config-

ured to:

cause the measured weight of the user to be transmuitted
to a host computer system of a money transier service
provider via the wireless transmitter for comparison
with a stored weight of the user; and

cause voiceprint data to be transmitted via the wireless
transmuitter to the host computer system of the money
transier service provider for comparison with stored
voiceprint data corresponding to the user.

21. The system of claim 20 wherein the money transfer
transaction 1s a bill payment transaction.

22. The system of claim 20 further comprising a third
user-authentication system comprising a camera that takes an
image of the user, wherein the controller system transmits at
least some portion of the image via the wireless transmitter to
the money transier service provider.

23. The system of claim 22, wherein the camera of the third
user-authentication system 1s configured such that the camera

cannot be pointed 1n the direction of the driver’s seat.
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