US008402522B1
12 United States Patent (10) Patent No.: US 8.402.522 B1
Keis et al. 45) Date of Patent: Mar. 19, 2013
(54) SYSTEM AND METHOD FOR MANAGING 388%81’-’5‘%3;3 i gggg; ﬁbl‘&hﬂﬂ} etg}*
1 aganetti et al.
SERVICES AND JOBS RUNNING UNDER 2007/0186115 Al 8/2007 Gao et al.
PRODUCTION IDS WITHOUT EXPOSING 2007/0220253 Al 9/2007 T aw
PASSWORDS FOR THE PRODUCTION IDS 2007/0220271 Al 9/2007 Law
TO HUMANS 2007/0245150 Al 10/2007 Lu et al.
2007/0250923 A1  10/2007 M’Raihi
: . 2007/0294749 A1  12/2007 Nice et al.
(75) Inventors: Andrei Keis, Ff:)rt Lee, NI (US); Indur 2008/0010453 A /2008 Hamid
Mandhyan, Princeton, NJ (US) 2008/0013537 Al* 1/2008 Deweyetal. ...oo......... 370/390
2008/0028232 Al 1/2008 Bender
(73) Assignee: Morgan Stanley, New York, NY (US) 2008/0034216 Al 2/2008 Law
2008/0046982 Al* 2/2008 Parkinson ..............ccooeeenn.. 726/5
: : : : : 2008/0052524 Al 2/2008 Cedar et al.
( *) Notice: Subject. to any dlsclalmer,. the term of this 2008/0052777 Al 217008 Kawano et al.
patent 1s extended or adjusted under 35 2008/0066167 Al 3/2008 Andri
U.S.C. 154(b) by 1020 days. 2008/0072303 Al 3/2008 Syed

W~ :
(21) Appl. No.: 12/148,148 cited by examiner

Primary Examiner — Ghazal Shehm

(22) Filed:  Apr. 17, 2008 (74) Attorney, Agent, or Firm — K&L Gates LLP

(51) Int.CL

GOGF 21/00 (2006.01) (57) ABSTRACT
(52) US.CL ... 726/6; 726/4;°726/5; 726/18; 726/19; Systems and methods for managing access to a computer
796/20 account of a computer system that 1s not associated with a
(58) Field of Classification Search None human user. The system comprises a password repository for

storing a password for the computer account. The password 1s

See application file for complete search history. preferably encrypted with at least two secrets. The system

: also comprises a first data storage device for storing the first
(56) References Cited secret and a second data storage device for storing the second
U.S PATENT DOCUMENTS secret. The system additionally comprises a computer device

in communication with the password repository and the first

6,182,220 Bl 172001 Chen et al. and second data storage devices for managing access to the

6,408,389 B2 6/2002 Grawrock et al.

7171679 B? 1/2007 RBest et al computer account. The computer device 1s programmed to, 1n
7.200.864 Bl 4/2007 Hollingsworth response to a request to perform an action under the computer
7,278,024 B2 10/2007 Sundararajan et al. account: (1) retrieve the first secret from the first data storage
7,302,581 B2 11/2007 Utsumu et al. device; (11) retrieve the second secret from the second data
7,350,022 B2 3/2008 Mizuno et al. A device; and (iii) d « th 4 with the first
7373.517 B1*  5/2008 RigEINS ..ovovovererereeren. 713/184 SIOLAEC dEVICE, ald () Geclypt the password Wit the UL

2006/0037066 Al* 2/2006 Audebert ..................c.oei. 726/5 second secrets.

2007/0074038 Al 3/2007 Arenburg et al.

2007/0130463 A 6/2007 Law et al. 8 Claims, 6 Drawing Sheets

' wle et "‘.'.,':l'\" 'l-...-'h, ...'l-..."_:!..# e ot '\H‘-Mhﬂﬂ Aty g gk, g R, W

..............
L L L B SRS R R
***********

N L N AR I e

rrrrrrrrrrrrrrrrrrrrrrrrrrr

- -
lllllllllllllllll

o A R R R R

1
h-.-\._-b - ‘-.1.:

.1_.|' 3
- .-. 1‘..
Sy g g, e g, W, T g Ry g g, e r e
L] ] e
| | ) r
L]
L]
L]
L]
L]
d
d
L]
d
b

lllllllllllllllll



US 8,402,522 B1

T O i S S S O F N ST A R e
.-l_-_l..-. I_-_lT.l. .t-_l.l.l.__ .-l.l.t.. .-.l.l.l_-l. lll_-... .-llll- N lt-ll 1Illl- Il.ll.l._ Illtl! ..mll.li... Lrtltn .-.itltr .rl.ltl. tltr.. Lrtlt- Ititi a..u-tl__. r.itl_l...__. ..l........l.-__......_.._ L . . i ...q-....__l'!l o
.ll- .................... . . Nl . . . S RN
.1I- ) . ‘& -.-.._...-..II.-. I . T ) P e VI o T el ' ' "
...I . P . . ..t__ll_ l ....... e -ll___ . . I.- .__.-!.. 1.-.. a.lm.-.. 1...-_. "__ ...-..l.-..h”. ..-“..l.ll Y E ..-_- . .i-.
. . . . . R . . . . M= TN [y P T e T N - F R R LT
. T . . . . P . . .. ...l- .. . ".- . e At o WL T - L n A
S -.I—.__t e “§ ' ” . pi B et L W R e e e o a
N - r . i - . . . . . . . . - . .
.HI“ ". . .”_ rllllll _. ll.. - . . [ aE e a ww PRI ..-_ . . .. “ .
[ . 'R e . 4 nl.li..' M I..|I1. e N . .
- .".. “ . . m ” .1.-._“_ .“l .”l._-..”--_ ."” .u....“lﬂqu.-. -.l.v-_l l.r.“r.u””l. 1-.1..“” - “ .
.1"- i“ - ) . PLariy I.i- T T e T B q
.|I.._ .i.v.. . . . - . . “1_.1“.-..'!'!“!“.!.'!“!.!.l.vl_l.:..._._l.l..r._-..l.t.._.._-..l......._.._-.._.........._.-. ......................... .
.. L AR AR . o - B N S . E N AR R w“ 1 . . [ e e e e e e e e e e e e . 1
. L] Py LN ] [ ]  * & ] ok - . 4 . LR NN L R B R . L]
3 LN S RN L N Ak ._.......“W.u_...n. . _ L. 1 RSt el A w...-u..,-......c.-...p . 1
. 1"- L - * K .-..-_.r “a¥ In.l .1.....,.!-_ T N . . . ) 1 [ ..l...I..__..-..-. . . . . . . . . .. ..-I_- Ly
L ."h ............. ) Lt . .|.- . . w " ”.w_-n-l.... . . . . .T..ll..-_.l.m
. 1 ] P T . i .
- .. R, [
L e ' i O
. " ) 'y 1 a. ' .
L ....._..-.... .....-_...4..-... . qAAA..AAAAAHAHAHAAHAA--- ' e R . O
. . . e T U ot .
. .“w " Al .r__.._.-....l...l...I..._. - l.r-ll.lul-l I...l...l...l-..r..r..-_..l-... L .
ST . . . T . ' Crat e
) NN I T T W P M 'y ! N
5 ARl g AR . . A
CH . L. . . . . VEamt . L e m A 4 JETR
-u . . . . [ ] 1
. Ve e et . P R R A 4 a P . .
! ! | % = [ ]
.. . ..u._l.r.- ;o o, . * ,.l"_-N : -ﬂ_. o 1
W L B L e, . i r
a .-..-l.._.r “a ..._l.r.__ d m " 1
- . r.rl .._.__ - ..l_.__r.__ b 3 A r
1"- .r”.l H.r ..".r.T.._ ! -a ! ..'-. ) ¥
ST L i R i N . . '
h. .__.-..l : l.._i. - 'L_.T.__ ? [ 3 . l'-l. - '
. . .l.._..r .._.._.... ..i....v.__ ; I. . . L '
.w .r”.l H.r.l ) .“.r”.__ ‘ ".. L ) .“F. r
) ) LA i . . R '
L ._...-.r |“| I.._.T.._ ; I.. - I B r
. .r.....q .__.r._... .r.r.r.._ > ] . . . .-.. r
- i, ar ..-_.r.r.._ i a ) ) a2 1
[ . "y ..".H..” i Ce e .
f ' a ity aal . b_l.r.._ . .. . . -_l. . 1
e = R ” - :
i i A I R . .
0 ! o AN ) - £S :
'3 “.._.._1 i ... .._“.. ...r“T“l v . . " . o
E R Sk . * . .”.-._..._. ...... - . 1ll. '
T . l.__l.-l..-l.__l.__l.-l.-..“-. et Rt S R ) . ”.- ) 1
. . . . . . e oy . N
pr - o | m” | e '
. 1
¥ e u.....“ :
t W . W )
1 .. . [ . .
L]
T T T L e e e Lt Lt Tt o atata . . C o - e -
e L S R R T R SR ,{.... A AR e waale s was e elms aw el delel Calel cwlets TR AR, o
e .... ‘W, . ! el L
n . .
..I‘l.. ..-...J_-.I.l..w.__.._-.- .r.....t.-. s
h ..... SR A N o
- ' . L. - 1 - . . . . . . . .
S . . Lok e . - . . Lo A L omh . o a '
Fy e, ek B
S : e el el e ¥ e
.l.-..ul. At Lt .rn-n.l .-_.—..-."....-_ .r.-.l_.I..-. .-_.l...-_....l- L—.r-_.-..-.
. ...- . . ...“__“...“__“...“__“...“__“...u_“. PRI R TP T
i l-. A FE A i A :..-” o 1I|
s o 3
. e A o
. -ﬂ ‘o .Hl-
.. .__.._____”H
. .
o
r"___!vm“__“ L s T s - S B W o T o W T o & Ii
r.!” ; . ..-r.-i._ul_ul_1_ul_1_1_ul_ul_1_.l_1.1.1.#.1.1.#&.#.1..1?#!#1.—..-1{-. .r.l....l.l . . . . . .._ ......... -
o e R .z .
. . ....I . e T T T T T T T P T W e e e W e e e e . - _— e, ll.
= . ﬁm ............ . FWLT LT T T LT T T T T T o
' ) ' X L S I WP N M "5
Ll .. NN Y s R -y s AR . R ' —a .
y— e 3 I BRI B N SN )
- A . m . l.-_..-_l._- I o -.-...1. .I.LI..I"__ .I..I..I.__.I..I..l.l.1.
0 e R R SR e T Sl
. ..
[ - -
AR R T T e
2 e A AL e ML ek AR A A AeAs S A S : : A e e e e et aad s
. . “." . L ' . mu T
.. . . ' . Il. f ..I._- *
o, -- L}
‘__..._. . w_ . . . . . Il_l l__ll_...-_._-l P II.-_.I.-.- - .-.-...-. - . ....-..-. -..-.l._
el L e RO % < i T .
9 . l&_. ll ........ l..l.l_._.. . ' Il. . .. . . ..-..._..__..-_ '
' .-_ql.-..-l I..l...-_..l.-.q.-_ " "B - . a - . .,
s $3 % ) g e AN Sttt ot s
. . . . .o . A B l-....—.ﬂ-. S ] .l1.-.- '
5 3y W i e Dy
. .. -; L § . L . .. . .
. R Cew e h o wl i ewle T wwl e wes e M . .
- L w _ DRt 3 M a _m e R L S e 4
... .. e e “arEm B T R e PR P N .
.. . . . . L. . . s T - o
a e __M . i-".. ' "“ A E.l._...lr‘r.l.'.l.!..l_-‘.-. '.I.-.l“-..l.'.l..rj-‘..l..l..l..l.'.I.—_.I.T.l...l.....l....l.-..l.-.l-..l.._...l.-.l...I....I._..l.-.l.—....—..l.-..l._ I...l..”.Iw.I._..I."_.I..”.IT.I.
.o .o . - .. . L .
. . - E ' .
SRR -..-..-.-..-..-..-.-..-..-..-.-..-..-..r..-..u......-.-...-_..,.-...:....--._..._..._....._..._.... : _
.1...IH.L_._- .
AN DR
. A
» . .
ot
.. :
I .
o R A
’ “.r.........__
- X
o o
L -
. ..E.........r o
el . lﬂ-
T S
e o
| A
Bl
LA
.F.....r“
Al : A
" » ] ; .. . . .
H‘“.'” , - . . . ” - . - .-..
ok > .. SR o P A . . . .
X L L M S i
P W ’ . .
o k3 . L e
l.-_l ”. b .._ - .. b . L .-..__.-_ l_.._.-..__l_.__.-_.._l..li.! . . . . . . . . .-...“...-..l.
.................. . - . . - . . LI ..-.

. h-.i.b i .. __i._.-_ . ....“i.__.. e l‘_....i._.””ipi....l.. e Celels ....l...i.._r.” o' -i_..l_..._ ..l_.i_.f l...lJl.. _-_._I_-f_. At ___i_..l..t Ry .-_.fl.t.t.%l.il.- L

L _ _ 1

U.S. Patent



U.S. Patent

Mar. 19, 2013 Sheet 2 of 6

REQUEST SENT TO TARGET TO TAKE
UNDER PRODUCTION ID

AUTHENTICATE REQUEST

VERIFY ENTITLEMENTS

GRANT REQUEST

RETRIEVE SECRETS

DECRYPT PASSWORD

US 8,402,522 B1

40

42

44

46

48

50



U.S. Patent Mar. 19, 2013 Sheet 3 of 6 US 8,402,522 B1

60
REQUEST SENT TO CREATE NEW
PRODIUCTION ID
b2
GENERATE RANDOM PASSWORD
64
ENCRYPT PASSWORD
66
STORE SECRETS
€8

STORE ENCRYPTED PASSWORD




U.S. Patent Mar. 19, 2013 Sheet 4 of 6 US 8,402,522 B1

80
CREATE PRODUCTION ID

82
ASSIGN USER-DEFINED PASSWORD |

B&.
GRANT PRIVILEGES
86
DETECT FLAG INDICATING NEED TO
ASSIGN PRIVILEGED PASSWORD
ga
CENERATE RANDGCM PASSWORD
S0
ENCRYPT PASSWORD
Fiq. 4
92

STORE ENCRYPTED PASSWORD

94
STORE SECRETS




US 8,402,522 B1

Sheet Sof 6

Mar. 19, 2013

U.S. Patent

. .. ...... ... R R ... . Cee e E . . - ........ IR . S . . . . . e E R R e a .
.-_I.-_l..u.-_. N .L-l....l....q.-til._... Tttt .I.ll..._.. Tty e .-ll.__l..t.-lil.__.-_ Tty TeTatet Tt et aTete® MWt et e oMt . : : ..r...-....vt..l.._.-..__...-..-_!._.v rpemrrETES !.-.l....r..-.._l.tu..__.._..r

. ) P e T T T P T T ' ' I T T T A T e e .o .o . ey r . . . . . . P . a .
l“. . . . . . . . . . . . . . . . . . . . . . . e e e e e . . . . . . . . . . . . . . i T . . .l.-___l.._..I. . . I . . ... e e e e R - .
- T e Lo i - m 0 . . e e -

[} N (Rl I Y i - e - ] R . -n
o . N . ™ . . om N - - .-‘. =] o . ra
r R Pl - . PR -

.. . a . - . . . . Fo . . a4 - P . B & a 1 % & . B . . .

. ] . . m a e & m . . B O

- L KN . A . LI L [ aw s a'n e .

“'“ * l-.ll,.l_.l__.l-twl..ll_.l “.-. .“.

. !.. x ) -‘ . ... e .it - .-.I..__! " __.D.L. .l.l-.l-. .-..I—.-_‘ "n .. P . .
l. 1 . - . s X3 . ¥ e T o

IIL. ra . ' ) . - - .-.. - ) * .-_.- .1-...___1. L b l-_l. " I-_-_ B T EJ )

) ' . om ) . . . . T e e Tat ST N Tea e L . )
l... ¥ "__. .“-.-_-lqlql-iqlqlul.l-l.I.|qlql1l.|1l_l_l.l..lql.l..!‘l.l.l.lq". - S e e e e e e . .. . . P . . . .

il e T P PP e e e e e e e Coe ey e e e e e e e e . .
4 - - - - - - L ) - - a 4 ] .. . .

x . ] -.”-_ r lrli _-.+ LR -..”-. ...-......- “r '] .“-_-.-. LI - L aeata et e e e e e e e s . . .

" v g R LR TR N RPN I T R A - . .-.l..-.__.-.t_.t..- e LT T L et .-._trl.-.....-_.-n_. . . . .

" pt . e I R I e -_.-.....-.l. . at et LI I TN L . . . . . . . . PR N

i . L. e [l [ N I e M I .

. ] ] ' L Fok
L ' . . . ' . - T, . P}

. : : 3
" ot - . ] . - ' .
™ ' . "- . . .-L_ . . ...-..._

e . . . R . . ey .o

] . . .

. e e L T i e R L . -.1............ PR . . . . . . . . ......___..-_i_.q

- e a . R

. i, LT Bl A e e e e e e e e " 4 a l.,..-...l_.l_..l1l. ke .
I'n FEE&§ f.' e e e e 1P

L] . .
. PR e " - .- Sl ow
. . ) . [

- ".l“...“ih..-.l 1".-.l 1.-..__ ', - - .I.-. -“.._l ”..r- e e e e e e e l”.“.—. __.”
“-.; .r._..-_-.i.-_L-..!.._.... T TR R ma o
i o L I ) [ 3 '
. . . r . 1 L e
. I .

) .-l..—-..-:.rt. L

il

e

Twlwln,

ALl

L)

S

L R RN E LSRR EREREN RN LN RERRLERERESNREENRLESRNESNENEENNR.]

R Al A

. . . § - .
& W a ko Ak 5 4 CEC ] LT L] . 54 4 - - oy L I R Y] " & - L R .
- - o L] d b
[l i e S L R oy 'l bl .-__..lﬂ..l__ b il __.-_—_.lﬂ.-. 1.l..”.l..".-. ittt .-_".l..".l. B T T e TSt R o . . .
......................... ) . . . - . . .'.hﬁ. - .
. ! e AR

e e e T e T T T T T T T T T T T T T T T T T ' . SEEENCNCRENE
. e e s s e . . T
. W" . . i.-.l.I....-..-..v.-.-.-._.I-.al Il.-.l . ' . L"..”.”....__
R ..I.-..._.-.l.-._. . _....-._I._l... E “I ._..-.-_._
. PR e .II..I . . . L \ e ! .
. . ...- . l-.rl.-.ll... . l._..-.-_l_. 1 . . _-. T -2 2! ]
. . ' ) N “. ) . :. o . ' ﬂ..
. . . - T . . r 1 A . - i
. AR __.- . . . ' » & . L ..-.. 1ll. LR s s
. & __.- . . k. -.l.. ¥ 1.-._._..h . .-__. ey
. m l" . - E.” . -_“.-..-. ....“.-._- LR ....i- .-_”.r..-.- lr..-..__
. . R A IR . TR e s
. . - . a ] a - e P ) . T .
. . __." " ) ", . “. H l"l..-. l” . ._.-_.-_. -.rl. LI l.-_- ..___..-..“t h._-_.-__ Ca
. .- 't ' .._....-.-.. " et .-.- l“ . e e _1.“.. 'S
. . J I.._..-.. M ) BT . ._._._.-_. .-_I-_._..-_. S m kA Fm. . & . . . .
. r o o V! . Lt ! . . - ..-..i.-..l-. E -
C . ___“ ' : ' “ : ' w " .._1» ot e e e e et et e e et et et e et et et et et e e e e "
. . m . r e T e e e e e e e .
. M L . . ... . . . . . . ... ... . R - 'n a7, . . .. @I
T T Tttt e e et e e e e e e e e e e e e e e e e e e e e e e e : . : v
3 s SR
e ™ '
. w . .wu_.um_ﬂn.wv.-.u..... T e e L EI L o o _
ur -l . ]
) 1 . : ) i :
. . . . = - .
- h, |
. . . . g - . .
. w . ety o oa . I
P LN ..hﬂ.i.__ ' Iy . l..‘l .
. . . l._.r.._.r - . .._.._.._.._ ' Yy AL
i i ) . r
. . - & e - -k -
. M . li_.r.r... ..l_.._ ta F '.._ e o
.. - .......r o ..I.__.._.... ' 1._.._ b . - “._..- . .-
[ o ~lde i i iy b -
. . . lI_“.r” I_“.r“ ' ..".._ y J I . I
. LN LN - ..._.._ Sl S . a P X
. . ._.....__.l.r . ..._.__.l.... 1'.__ i - P N
[ W - L] - b a -
. o . l—..r.._.r ..‘_.r....._ | ] ...-n . SRR i
. . - b Sk A 5 . . .
. w . l".r.r... ..".r”.__ o “ ‘- . . "
& 3 b o m : =)
) . . . e ..—..._......_ ] " A . . .
E F - -~ - "y . =
o LAk . .
.m [ [ ) e [ )
. . l-..rh|1 - .....__.._.__ - . .-!_l._h tltlt.tltl!. .
. l-.|.1.1 ...... II . . . .-.inh ...... __..._.. P . .1._-.__ - e 1.1 .
. ] - ¥ . -

o Rt

L
RN LR R

-
--.I-
b
'F."
X
| J
'F._'
.'_-.',
[ J

CCO O g o

LN R

L PR N I A A I A L AR R A e A LA
M B e e e S T U S T S e
. . I-.l .
N
e e e e e e e e e e e e e e e e e e e e e e S '
. . . L
VL .
.. ”...nu..... .-” A e w
S w moa . s .
* 1 .—.1.-.1-“ " -_1-. - -.. _—_..__.‘ '
i Fpara R .I_- " PR
" 1 [ ] LN e ate )
[ Nl R v M LT e
. . A LRI IR s .
kl-li.‘. P L T
* ] R R . TR
L L

*
h..lti L l..l.'. I'I L] l..l.- htl .'l.'.'h. [ ] L l.-'i.'-l..l'- ll- I.l .h.'- ‘.'- [ ] .I .L...I..l.l..I'I.I.I.I..I...I.. )

B e

.1-.'.-|.".
-.‘.#.. )
R



U.S. Patent

Mar. 19, 2013 Sheet 6 of 6

CONFIGURE SECOND AGENT AT
TARGET

ASSIGN USER-DEFINED PASSWORD

MESSAGE SENT TO ORIGINAL AGENT
REQUESTING PRIVILEGED PASSWORD
FOR SECOND AGENT

GENERATE RANDOIM PASSWORD

ENCRYPT PASSWORD

STORE ENCRYPTED PASSWORD

STORE SECRETS

US 8,402,522 B1

100

102

104

106

108

110

112



US 8,402,522 B1

1

SYSTEM AND METHOD FOR MANAGING
SERVICES AND JOBS RUNNING UNDER
PRODUCTION IDS WITHOUT EXPOSING
PASSWORDS FOR THE PRODUCTION IDS
TO HUMANS

BACKGROUND

Large enterprises typically have large information technol-
ogy (I'T) infrastructures (or systems). In an increasing number
of large enterprise I'T systems, various computer-based jobs,
services, and applications need to be run under the context of
productions IDs. Production IDs are computer accounts that
are not associated with a human user. Production IDs may be
used, for example, for long-lived applications and services
that cannot or are not run from human ID accounts. The
security and management of production IDs on certain com-
puter or server platforms, such as a Windows® platform, 1s
troublesome, 1n part, because administrators for such plat-
forms must have knowledge of clear text passwords for the
production IDs. Because production IDs typically have
higher privileges than user 1Ds, direct use of production 1Ds
can be detrimental to the overall security o the infrastructure.

SUMMARY

In one general aspect, the present mvention 1s directed to
systems and methods for managing access to a computer
account of a computer system that 1s not associated with a
human user. Such an account is referred to as a “production
ID” below. According to various embodiments, the system
comprises a password repository for storing a password for
the computer account. The password 1s preferably encrypted
with at least two secrets. The system also comprises a first
data storage device for storing the first secret and a second
data storage device for storing the second secret. The system
additionally comprises a computer device in communication
with the password repository and the first and second data
storage devices for managing access to the computer account
(or production ID). The computer device 1s programmed to, 1n
response to a request to perform an action under the computer
account: (1) retrieve the first secret from the first data storage
device; (11) retrieve the second secret from the second data
storage device; and (111) decrypt the password with the first
second secrets.

In this process, the password 1s not exposed to a human
user, €.g., an administrator requesting to take action under the
production ID. Preferably, a first group of users 1s authorized
to access the first storage device, a second group of users 1s
authorized to access the second storage device, and the first
and second groups do not contain a user that 1s a member of
both the first and second groups. That way, no user 1s autho-
rized to access both secrets used to encrypt/decrypt the pass-
word. As a result, the proposed architecture 1s capable of
enforcing separation of duties; no user i1s allowed access to
more than one of the three components (e.g., the encryption
key store, the mitialization vector store, and the encrypted
password store) that comprise the system. This separation of
duties ensures that three separate domain administrators must
collude to comprise the security and integrity of the system.

Mechanisms for bootstrapping the production IDs are also
disclosed.

FIGURES

Various embodiments of the present invention are
described herein by way of example 1n conjunction with the
tollowing figures, wherein:
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FIGS. 1 and 5 are diagrams of systems for managing access
to production IDs according to various embodiments of the
present invention; and

FIGS. 2-4 and 6 are diagrams of processes flows of the
systems according to various embodiments of the present
invention.

DETAILED DESCRIPTION

As mentioned above, production IDs can be considered
computer accounts that are not associated with a human user.
Many large enterprise I'T systems utilize production IDs for
different types of software-based applications and services
that cannot or are not run from human ID accounts. FIG. 1 1s
a diagram of a computer-based system 10 for managing sofit-
ware-based applications and jobs running under production
IDs without having to expose the password for the production
IDs to humans, such as administrators of the I'T system of
which the system 10 1s a part. As shown 1n FIG. 1, the system
10 may comprise a server 12 or other types ol computer
devices or targets that have a production ID 14 associated
with it. The server 12 may also comprise a password agent 16
that aids 1n implementing the protocol to run applications and
jobs under the production 1D 14 without having to disclose
the password for the production ID 14 to human users.

The password for the production ID 14 may be stored 1in a
password repository 18. The repository 18 may comprise one
or a number of databases or files for storing passwords for
production IDs of the IT system. Preferably, the passwords
stored 1n the repository 18 are encrypted with at least two
secrets, with each secret being stored 1n a separate file 20, 22.
The secrets files 20, 22 may be implemented as or stored on
any suitable digital data storage device, such as a memory or
hard disk.

Preferably, no human user associated with the enterprise I'T
system 1s entitled to access both of the files 20, 22. That 1s, a
first group of users, such as database administrators who
administer database equipment 1n Group 1, may be entitled or
authorized to access the secrets file 20 but not the secrets file
22, and a second group of users, such as UNIX administrators
or some other user group who administer UNIX-based equip-
ment 1n Group 2, 1s entitled to access secrets file 22 butnot file
20. In addition, preferably no human user 1s a member of both
groups. That way, no user 1s authorized to access both secrets,
which could be used to decrypt the password for the produc-
tion ID 14. It should be noted that the examples above of
database administrator and UNIX administrators having
access to diflerent groups of computer equipment 1n an enter-
prise I'T system 1s but one example, and other groups of users
could be defined as needed to suit the purposes of the IT
system.

The password agent 16 may be implemented as software
code stored on a computer-readable medium (not shown) of
the server 12 and executed by a processor(s) (not shown) of
the server 12. The computer readable medium may be, for
example, random access memory (RAM), read-only memory
(ROM), a magnetic medium, such as a hard drive or tloppy
disk, or an optical medium, such as a CDD-ROM. The proces-
sor(s) may comprise a single or multiple core processor(s). In
addition, although only one production ID 1s shown associ-
ated with the server 12, it should be noted that their may be
numerous production IDs associated with the server 12, and
the password agent 16 may manage access for each.

FIG. 2 1s a diagram of the process flow that may be imple-
mented by the system 10 when a user, such as an administra-
tor at client device 24 wants to run an application or service
under the production ID 14. At step 40, the administrator, at
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client device 24, sends a message to the target (e.g., server 12)
via network (not shown), such as a LAN, WAN, or MAN. The
message from the administrator may be arequest to take some
action under the production ID 14, such as to configure a
resource. At step 42, uponreceipt of the request, the password
agent 16 may authenticate the request and, 1f the request 1s
authenticated, at step 44, the password agent 16 may attempt
to verily the administrator’s entitlements. I'T-based systems
for user authorization and entitlement verification are well
known 1n the I'T industry and are not further described herein.

If the administrator 1s entitled to take the requested action
with respect to the production ID 14, at step 46 the target 12
may grant the request. At that point, at step 48, the password
agent 16 may retrieve the two secrets from the secrets files 20,
22 to decrypt the password for the production ID 14. Then, at
step 50, the password agent 16 may retrieve and decrypt the
password stored in the password repository 18. Once the
password 1s decrypted, the action under the production I
requested by the administrator may be performed. As can be
seen, the password for the production ID 14 1s not disclosed to
the requesting administrator at any time during the process.

The security of the password for the production ID 14 1s
enhanced 11 no human user associated with the IT system 1s a
member of both Group 1 and Group 2 so that no human user
associated with the IT system 1s authorized to access both
secrets files 20, 22. Users from each group could, however,
compromise the security by collaborating to obtain the
secrets from each file 20, 22. Preferably, however, the users
(e.g., administrators) who are members of Group 1 and Group
2 who have access to one of the secrets files are highly trusted
users of the I'T system so that this risk 1s reduced.

FIG. 3 1s a diagram of a process flow that may be used to
create a password for a new production ID according to
various embodiments of the present invention. At step 60, the
administrator, at client device 24, sends a request to the pass-
word agent 16 to create a new production ID. In response to
the request, at step 62, the password agent 16 may generate a
random password for the new production ID. Then, at step 64,
the password agent 16 may encrypt the password using at
least two different secrets. At step 66, the password agent 16
may then store the different secrets in separate secrets files 20,
22 that are accessible by different and non-overlapping
groups ol users, as described above. Then, at step 68, the
password agent 16 may store the encrypted password in the
password repository 18. Again, at no time 1n this process 1s the
privileged password for the new production ID exposed to a
human user.

FIG. 4 1s a diagram of a process tlow that may be used
create the password for the password agent 16 when 1t 1s
created. At step 80, a user, such as an administrator at the
client device 24, may create the production ID for the pass-
word agent 16 at the server 12 and, at step 82, assign 1t a
user-defined password. At step 84, the user may then grant all
necessary privileges to the production ID. At this point, there
1s no privileged (1.e., non-human-exposed) password for the
production ID stored in the password repository 18.

At step 86, when the password agent 16 starts running for
the first time, 1t may detect a flag indicating that i1t needs to
assign 1tself a privileged password. So, at step 88, 1t may then
generate a random password. At step 90, it may encrypt the
new password with two secrets. At step 92, 1t may then stored
the encrypted password 1n the password repository 18 and, at
step 94, store the secrets used to encrypt the password in the
separate secrets files 20, 22.

Preferably, the random generated password for the produc-
tion ID overrides the 1initial well-known password 1n the glo-
bal authentication repository 18 and any process running as
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the production ID 1s configured with the newly generated
random password. In addition, preterably all authentication
of any process running as the production ID 1s authenticated
using secure authentication protocols, such as Kerberos. Fur-
ther, the codebase that implements the software infrastructure
(e.g., the password agent 16) 1s secured from tamper and
modification, and appropriately authorized for use.

In a large enterprise, there may be hundreds or even thou-
sands of such password agents 16 throughout the enterprise
I'T system. FIGS. 5 and 6 illustrate a process that may be used
to assign privileged IDs to subsequent instances of the pass-
word agent 1n the enterprise I'T system. At step 100, the
second (or subsequent) instance of the password agent 70
may be configured at the desired target (e.g., server 72) within
the enterprise I'T system. At step 102, the second password
agent 70 may be assigned a non-privileged ID. Then, at step
104, a message may be sent to the original (or any prior)
password agent 16 requesting that the original password
agent 16 assign a privileged (non-human-exposed) password
to the new password agent 70. The original password agent 16
may then: at step 106, generate a random privileged password
for the new password agent 70; decrypt the random password
with at least two secrets at step 108; store the decrypted
password 1n the password for the new password agent 70 1n
the password repository at step 110; and store the secrets in
separate secrets files 20, 22 at step 112.

The examples presented herein are intended to illustrate
potential and specific implementations of the embodiments.
It can be appreciated that the examples are intended primarily
for purposes of illustration for those skilled in the art. No
particular aspect or aspects of the examples 1s/are intended to
limit the scope of the described embodiments. It 1s to be
understood that the figures and descriptions of the embodi-
ments have been simplified to illustrate elements that are
relevant for a clear understanding of the embodiments, while
climinating, for purposes of clarity, other elements. For
example, certain operating system details for computer sys-
tem are not described herein. Those of ordinary skill in the art
will recognize, however, that these and other elements may be
desirable 1n a typical computer system. Because such ele-
ments are well known 1n the art and because they do not
facilitate a better understanding of the embodiments, a dis-
cussion of such elements 1s not provided herein.

In general, 1t will be apparent to one of ordinary skill in the
art that at least some of the embodiments described herein
may be implemented 1n many different embodiments of soft-
ware, firmware and/or hardware. The software and firmware
code may be executed by a processor or any other similar
computing device. The software code or specialized control
hardware that may be used to implement embodiments 1s not
limiting. For example, embodiments described herein may be
implemented 1n computer software using any suitable com-
puter software language type, such as, for example, C or C++
using, for example, conventional or object-oriented tech-
niques. Such soiftware may be stored on any type of suitable
computer-readable medium or media, such as, for example, a
magnetic or optical storage medium. The operation and
behavior of the embodiments may be described without spe-
cific reference to specific software code or specialized hard-
ware components. The absence of such specific references 1s
teasible, because 1t 1s clearly understood that artisans of ordi-
nary skill would be able to design software and control hard-
ware to implement the embodiments based on the present
description with no more than reasonable effort and without
undue experimentation.

Moreover, the processes associated with the present
embodiments may be executed by programmable equipment,




US 8,402,522 B1

S

such as computers or computer systems and/or processors.
Software that may cause programmable equipment to execute
processes may be stored in any storage device, such as, for
example, a computer system (nonvolatile) memory, an optical
disk, magnetic tape, or magnetic disk. Furthermore, at least
some of the processes may be programmed when the com-
puter system 1s manufactured or stored on various types of
computer-readable media.

It can also be appreciated that certain process aspects
described herein may be performed using instructions stored
on a computer-readable medium or media that direct a com-
puter system to perform the process steps. A computer-read-
able medium may include, for example, memory devices such
as diskettes, compact discs (CDs), digital versatile discs

(DVDs), optical disk drives, or hard disk drives. A computer-

readable medium may also include memory storage that 1s
physical, virtual, permanent, temporary, semipermanent,
and/or semitemporary. A computer-readable medium may
turther include one or more data signals transmitted on one or
more carrier waves.

A “computer,” “computer system,” “host,” or “processor”
may be, for example and without limitation, a processor,
microcomputer, minicomputer, server, mainframe, laptop,
personal data assistant (PDA), wireless e-mail device, cellu-
lar phone, pager, processor, fax machine, scanner, or any
other programmable device configured to transmit and/or
receive data over a network. Computer systems and com-
puter-based devices disclosed herein may include memory
for storing certain software applications used in obtaining,
processing, and communicating information. It can be appre-
ciated that such memory may be internal or external with
respect to operation of the disclosed embodiments. The
memory may also include any means for storing software,
including a hard disk, an optical disk, floppy disk, ROM (read
only memory), RAM (random access memory), PROM (pro-
grammable ROM), EEPROM (electrically erasable PROM)
and/or other computer-readable media.

In various embodiments disclosed herein, a single compo-
nent may be replaced by multiple components and multiple
components may be replaced by a single component to per-
form a given function or functions. Except where such sub-
stitution would not be operative, such substitution 1s within
the intended scope of the embodiments. Any servers
described herein, for example, may be replaced by a “server
farm” or other grouping of networked servers (such as server
blades) that are located and configured for cooperative func-
tions. It can be appreciated that a server farm may serve to
distribute workload between/among individual components
of the farm and may expedite computing processes by har-
nessing the collective and cooperative power of multiple serv-
ers. Such server farms may employ load-balancing software
that accomplishes tasks such as, for example, tracking
demand for processing power from different machines, pri-
oritizing and scheduling tasks based on network demand
and/or providing backup contingency 1n the event of compo-
nent failure or reduction in operability.

While various embodiments have been described herein, 1t
should be apparent that various modifications, alterations,
and adaptations to those embodiments may occur to persons
skilled in the art with attainment of at least some of the
advantages. For example, various steps described 1n the pro-
cesses above may be performed 1n different orders or at the
same time. The disclosed embodiments are therefore
intended to include all such modifications, alterations, and
adaptations without departing from the scope of the embodi-

ments as set forth herein.
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What 1s claimed 1s:

1. A system for managing access by a first computer
account to a second computer account of a computer system,
the system comprising;:

a password repository for storing a an encrypted password
for the second computer account, wherein the second
computer account 1s not associated with a human user
and wherein an mitial password 1s encrypted with at least
a first secret and a second secret to generate the
encrypted password;

a lirst data storage device for storing the first secret,
wherein a first group of users 1s authorized to access the

first storage device;

a second data storage device for storing the second secret,
wherein a second group of users 1s authorized to access
the second storage device, and wherein the first and
second groups do not contain a user that 1s a member of
both the first and second groups, and wherein the first
data storage device 1s separate from the second data
storage device; and

a computer device in communication with the password
repository and the first and second data storage devices,
wherein the computer device 1s programmed to, in
response to a request from the first computer account to
perform an action under the second computer account:

retrieve the first secret from the first data storage device;
retrieve the second secret from the second data storage
device; and decrypt the encrypted password with the first
and second secrets without revealing the initial pass-
word to a user of the first computer account.

2. The system of claim 1, wherein the computer device 1s
turther programmed to, 1n response to a request to create a
new computer account that is not associated with a human
user: generate a random password for the new computer
account; encrypt the random password with at least two
secrets; and store the encrypted random password in the pass-
word repository.

3. The system of claim 2, wherein the computer device 1s
turther programmed to store the at least two secrets used to
encrypt the random password of the new computer account 1n
separate data storage devices.

4. The system of claim 1, wherein the computer device 1s
turther programmed to, 1n response to a request for a pass-
word for a new computer account associated with a second
computer device: generate a random password for the new
computer account; encrypt the random password with at least
two secrets; and store the encrypted random password 1n the
password repository.

5. A method for managing access by a first computer
account to a second computer account of a computer system,
the method comprising:

in response to a request from the first computer account to
perform an action under the second computer account,
retrieving a first secret from a first data storage device,
wherein the second computer account 1s not associated
with a human user and wherein a first group of users 1s
authorized to access the first storage device;

retrieving a second secret from a second data storage
device, wherein a second group of users 1s authorized to
access the second storage device, and wherein the first
and second groups do not contain a user that1s amember
of both the first and second groups, and wherein the first
data storage device 1s separate from the second data
storage device; and

decrypting a an encrypted password for the second com-
puter account stored in a password repository with the
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first and second secrets without revealing the decrypted
password to a user of the first computer account.

6. The method of claim 5, further comprising, in response
to a request to create a new computer account that 1s not
associated with a human user: generating a random password
for the new computer account; encrypting the random pass-
word with at least two secrets; and storing the encrypted
random password 1n the password repository.

7. At least one nontransitory computer readable medium
having instructions stored thereon that, when executed by a
processor, cause the processor to:

in response to a request from a first computer account to

perform an action under a second computer account of a
computer system, wherein the second computer account
1s not associated with a human user, retrieve a first secret
from a first data storage device, wherein a first group of
users 1s authorized to access the first storage device;
retrieve a second secret from a second data storage device,
wherein a second group of users 1s authorized to access
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the second storage device, and wherein the first and
second groups do not contain a user that 1s a member of
both the first and second groups, and wherein the first
data storage device 1s separate from the second data
storage device; and

decrypt a an encrypted password stored in a password

repository for the second computer account with the first
and second secrets without revealing the decrypted pass-
word to a user of the first computer account.

8. The at least one nontransitory computer readable
medium of claim 7, having further stored thereon instructions
that when executed by the processor, cause the processor to,
1n response to a request to create a new computer account that
1s not associated with a human user: generate a random pass-
word for the new computer account; encrypt the random
password with at least two secrets; and store the encrypted
random password 1n the password repository.
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