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SEGMENTED MEDIA CONTENT RIGHTS
MANAGEMENT

BACKGROUND

Users are able to access and/or obtain media content digi-
tally, such as through subscription and pay-per-view services.
Digital media content that 1s available from a content distri-
bution service 1s licensed for security and to protect it from
unauthonized sharing, copying, and/or distribution of the
media content. Digital rights to restrict the use of media
content can be 1n the form of a license that 1s associated with
the media content.

In a digital rights management (DRM) system, various
devices that obtain or download digital media content can
perform actions on the protected media content as permitted
by a DRM license. For example, the various devices can
include any type of portable communication device, mobile
phone, music device, or television client device which can
perform actions such as to render, playback, copy, print,
execute, consume, and/or other actions on the protected
media content. The DRM license provides the rights and
restrictions of the actions performed on the protected media
content.

SUMMARY

This summary 1s provided to introduce simplified concepts
of segmented media content rights management. The simpli-
fied concepts are further described below in the Detailed
Description. This summary 1s not intended to 1dentify essen-
tial features of the claimed subject matter, nor 1s 1t intended
for use 1n determining the scope of the claimed subject matter.

Segmented media content rights management 1s described.
In embodiment(s), a media device can receive segments of
protected media content from media content streams that
cach include a different version of the protected media con-
tent. A media content file can be generated to include the
segments of the protected media content that are sequenced to
render the protected media content for viewing. A file header
object can be instantiated 1n a file header of the media content
file, where the file header object includes DRM-associated
features, such as one or more DRM licenses, properties, and/
or attributes that correspond to the media content file to pro-
vision all of the segments of the protected media content
together.

In other embodiment(s), segments of the protected media
content that are recetved as diflerent versions of the protected
media content can be identified, and then replaced with
replacement segments that are a same version of the protected
media content. The media content file can then be generated
to include the replacement segments that are the same version
of the protected media content. The replacement segments
that are the same version of the protected media content and
included in the media content file can also be provisioned by
one or more DRM licenses that are included in the file header
object. A segment of protected media content 1n the media
content file can mnclude a segment header and corresponding
segment data that together form a file fragment. A file frag-
ment can mclude one or more track objects where each track
object includes additional DRM-associated features that cor-
respond to the file fragment.

In other embodiment(s), a content distributor can distribute
segments ol protected media content from media content
streams that each include a different version of the protected
media content. The segments of the protected media content
can then be sequenced 1n a media content file to render the
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protected media content for viewing at a media device. A
license server can provide DRM-associated features, such as
one or more DRM licenses, properties, and/or attributes that
are included with a file header object 1n a file header of the
media content file. The DRM-associated features correspond
to the media content file to provision all of the segments of the
protected media content together.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of segmented media content rights manage-
ment are described with reference to the following drawings.
The same numbers are used throughout the drawings to ret-
erence like features and components:

FIG. 1 illustrates an example system 1 which embodi-
ments of segmented media content rights management can be
implemented.

FIG. 2 illustrates another example system in which
embodiments of segmented media content rights manage-
ment can be implemented.

FIG. 3 1llustrates example method(s) for embodiments of
segmented media content rights management.

FIG. 4 1llustrates various components of an example device
that can implement embodiments of segmented media con-
tent rights management.

DETAILED DESCRIPTION

Embodiments of segmented media content rights manage-
ment provide that a media device, such as a television client
device or portable music device, can receive segments of
protected media content from media content streams that
cach include a different version of the same media content.
The different versions of the same media content (e.g., a
movie) can be distributed with varying parameters, such as
different resolutions, quality, bit rate, and the like. For
example, a movie may be distributed from a content distribu-
tor 1n several different versions, or formats, to accommodate
the different rendering capabilities of the various types of
media devices that a consumer or subscriber utilizes to watch
the movie. The movie can be distributed 1n high-definition for
a television client device that can render high-definition video
for display on an HDTV, for example. The movie can also be
distributed 1n standard-definition for processing and display
on a portable computer, for example. In addition, the movie
can be distributed 1n a low-definition or other minimal reso-
lution format for display on a portable hand-held device.

A content distributor can segment the different media con-
tent streams at a uniform interval across all of the different
media content streams, such as in two-second “slices”, which
may be referred to as segmented streaming. A client device or
media device can then acquire or recerve segments of the
media content from any of the different media content
streams. For example, a laptop computer may be connected
via a cable modem to receive segments of a movie 1n high-
definition from a media content stream. While watching the
movie, a user may then move outside and connect the laptop
computer wirelessly to continue watching the movie.
Because of a decrease 1n available bandwidth, the laptop
computer can continue to receive segments of the movie 1n
standard-definition from a different media content stream. If
the signal degrades further, the laptop computer can then
continue to recerve segments of the movie 1n a low-definition
format from yet another different media content stream. The
media device (e.g., the laptop computer 1n this example) will
then have recerved segments of the protected media content
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(e.g., the movie) in different versions from any number of the
different media content streams.

In various embodiments described herein, a media content
file can be generated at the media device that includes the
segments of the protected media content from the different
media content streams. The segments are sequenced 1n the
media content file to render the protected media content for
viewing as a contiguous file. To preclude having to obtain or
acquire a multitude of digital rights management (DRM)
keys, or having different DRM licenses for each different
segment and/or stream of protected media content, a file
header object can be 1nstantiated 1n a file header of the media
content file, and the file header object includes DRM-associ-
ated features, such as one or more DRM licenses, properties,
attributes, and/or other information that corresponds to the
media content file to provision all of the segments of the
protected media content together. The media device can then
seamlessly render all of the segments of a movie without
managing a multitude of DRM licenses for the different ver-
sions of the media content segments.

When a media device has obtained all of the segments of
the protected media content, such as a movie, the media
device can save the protected media content and/or commu-
nicate the media content file to another device as arenderable
file. In other embodiments, the segments of the protected
media content that are recerved as different versions of the
protected media content can be 1dentified, and then replaced
with replacement segments that are a same version of the
protected media content. For example, the standard-defini-
tion and low-definition segments of media content can be
replaced with high-definition segments of the media content.
In another example, the segments of the protected media
content that are the different versions can be replaced with a
least number of replacement segments.

The media content file can then be generated (e.g., re-
generated, updated, etc.) to include the replacement segments
that are the same version of the protected media content. The
replacement segments can all be the same version of the
protected media content and included 1n the media content
file. The replacement segments can also be provisioned by the
DRM-associated {features, such as one or more DRM
licenses, properties, attributes, and/or other information that
1s 1ncluded 1n the file header object.

While features and concepts of the described systems and
methods for segmented media content rights management
can be implemented 1n any number of different environments,
systems, and/or various configurations, embodiments of seg-
mented media content rights management are described in the
context of the following example systems and environments.

FI1G. 1 illustrates an example system 100 1n which various
embodiments of segmented media content rights manage-
ment can be mmplemented. In this example, system 100
includes a content distributor 102 that communicates or oth-
erwise provides media content to any number of various
media devices via communication network(s) 104. The vari-
ous media devices can include wireless media devices 106 as
well as other media devices 108 (e.g., wired and/or wireless
client devices) that are implemented as components 1n vari-
ous client systems 110. In a media content distribution sys-
tem, the content distributor 102 facilitates the distribution of
media content, protected media content, content metadata,
and/or other associated data to multiple viewers, users, cus-
tomers, subscribers, viewing systems, and devices.

The commumication network(s) 104 can be implemented to
include any type of data network, voice network, broadcast
network, an IP-based network, a wide area network (e.g., the
Internet), and/or a wireless communications network 112 that
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4

facilitates media content distribution, as well as data and/or
voice communications between the content distributor 102
and any number of the various media devices. The commu-
nication network(s) 104 can also be implemented using any
type of network topology and/or communication protocol,
and can be represented or otherwise implemented as a com-
bination of two or more networks. Any one or more of the
arrowed communication links facilitate two-way communi-
cations, such as from the content distributor 102 to a media
device 108 (e.g., a television client device) and vice-versa.

The content distributor 102 can include media content
servers 114 that are implemented to receive media content for
distribution to subscriber media devices. The content dis-
tributor 102 can receive media content 116 from various
content sources, such as a content provider, an advertiser, a
national television distributor, and the like. The content dis-
tributor 102 can communicate or otherwise distribute media
content 116 and/or other data to any number of the various
wireless media devices 106 and other media devices 108.

The media content 116 (e.g., to include recorded media
content) can include any type of audio, video, and/or image
media content recerved from any type of media content
source. As described throughout, “media content” can
include television programs (or programming), advertise-
ments, commercials, music, movies, video clips, and on-
demand media content. Other media content can include
interactive games, network-based applications, and any other
audio, video, and/or 1image content (e.g., to include program
guide application data, user interface data, advertising con-
tent, closed captions data, content metadata, search results
and/or recommendations, and the like).

In this example, the content distributor 102 includes a
digital rights management (DRM) system 118 that can
encrypt the media content 116 to form protected media con-
tent 120. The protected media content 120 can include any
type of media content that 1s purchased, downloaded, or oth-
erwise obtained, such as music, a movie, an application, a
game, pictures, a video clip, and the like. The DRM system
118 includes content server(s) 122 that distribute the pro-
tected media content 120 to the various wireless media
devices 106 and other media devices 108. The DRM system
118 also includes a domain controller 124 and a license server
126.

The domain controller 124 can manage device member-
ship 1n a domain and i1ssue domain certificates and private
keys to devices that are members of the domain. The domain
controller 124 can maintain a current list of media devices
that are part ol a particular user’s domain, as well as the public
and private key pairs that have 1ssued for the domain. The
license server 126 can issue DRM licenses which provision
the rights and restrictions of actions performed on the pro-
tected media content 120 by the various media devices. In an
implementation, the domain controller 124 and the license
server 126 can be managed by separate entities, or can be
implemented together in a domain. Although the content
servers 122, domain controller 124, and license server 126 are
described as distributed, independent components of the
DRM system 118, any one or more of the server(s) and
controller(s) can be implemented together as a multi-func-
tional component or entity of the system. In various imple-
mentations, domain membership can also be managed by a
network operator, a third party entity, or by a user.

In this example, the content distributor 102 also includes
storage media 128 to store or otherwise maintain various data
and media content, such as media content 116, protected
media content 120, media content metadata, and/or sub-
scriber mnformation. The storage media 128 can be 1imple-
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mented as any type of memory, random access memory
(RAM), read only memory (ROM), any type of magnetic or
optical disk storage, and/or other suitable electronic data stor-
age. In addition, content distributor 102 can be implemented
with any number and combination of differing components as
turther described with reference to the example device shown
in FIG. 4.

The wireless media devices 106 can include any type of
device implemented to receive and/or communicate wireless
data and voice communications, such as any one or combi-
nation of a mobile phone 130 (e.g., cellular, VoIP, Wik, etc.),
a portable computer device 132, a media device 134 (e.g., a
personal media player, portable media player, etc.), and/or
any other wireless media device that can receive media con-
tent 1n any form of audio, video, and/or 1mage data. Each of
the client systems 110 1include a respective client device and
display device 136 that together render or playback any form
of audio, video, and/or image content, media content, pro-
tected media content, and/or television content.

A display device 136 can be implemented as any type of a
television, high definition television (HD'TV), LCD, or simi-
lar display system. A client device 1n a client system 110 can
be implemented as any one or combination of a television
clientdevice 138 (e.g., a television set-top box, a digital video
recorder (DVR), etc.), a computer device 140, a gaming sys-
tem 142, an appliance device, an electronic device, and/or as
any other type of client device that can be implemented to
receive television content or media content in any form of
audio, video, and/or 1mage data 1n a media content distribu-
tion system.

Any of the wireless media devices 106 and/or other media
devices 108 can be implemented with one or more processors,
communication components, memory components, signal
processing and control circuits, a DRM platiorm, and a media
content rendering system. A media device may also be asso-
ciated with a user or viewer (i.e., a person) and/or an entity
that operates the device such that a media or client device
describes logical devices that include users, software, and/or
a combination of devices.

In this example system 100, the content server(s) 122 of the
DRM system 118 distribute the protected media content 120
to the various wireless media devices 106 and other media
devices 108 as media content streams 144 that each include a
different version of the same protected media content. For
example, a movie that 1s subject to DRM can be distributed
with varying parameters, such as different resolutions, qual-
ity, bit rate, and the like. The movie can be distributed by the
content server(s) 122 in several diflerent versions, or formats,
to accommodate the different rendering capabilities of the
various types of wireless media devices 106 and other media
devices 108. The protected media content 120 can be distrib-
uted 1n high-definition with media content stream 146 for
television client device 138 that can render high-definition
video for display on an HDTV (e.g., display device 136). The
protected media content 120 can also be distributed 1n stan-
dard-definition with media content stream 148 for processing
and display on portable computer device 132. In addition, the
protected media content 120 can also be distributed with
media content stream 150 1n a low-definition or other minimal
resolution format for display on a portable hand-held media
device 134.

The content distributor 102, or a component or system
thereol, can segment the different media content streams at a
uniform interval “t” (e.g., time 1n this example) across all of
the different media content streams 144, such as in two-
second “slices”, which may be referred to as segmented
streaming. A media device can then acquire or receive seg-
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6

ments 152 of the protected media content 120 from any of the
different media content streams 144. For example, the por-
table computer device 132 may be connected via a cable
modem to receive segments (€.g., “segment 1) of a movie in
high-definition from media content stream 146.

While watching the movie, a user may then move outside
and connect the portable computer device 132 wirelessly to
continue watching the movie. Because of a decrease 1n avail-
able bandwidth, the computer device 132 can continue to

receive segments (€.g., “segments 2-37) of the movie in stan-
dard-definition from a different media content stream 148. If
the signal degrades further, the computer device 132 can then
continue to receive segments (e.g., “segment 47) of the movie
in a low-definition format from yet another different media
content stream 150. If the signal improves, the computer
device 132 can continue to receive segments (e.g., “segment
5””) of the movie 1n standard-definition from the media con-
tent stream 148, and so on. The media device (e.g., the por-
table computer device in this example) will then have
received segments of the protected media content 120 in
different versions from any number of the different media
content streams 144.

In one or more embodiments, a media content file 154 can
be generated at the media device that receives the various
segments of the protected media content 120. The media
content file 154 includes a file header 156, a file index 158,
and multiple file fragments 160 that are formed by a segment
header and corresponding segment data. For example, seg-
ment header “1” and corresponding segment data “17
together form file fragment 160 which includes the “segment
17 of the protected media content 120 1n high-definition from
media content stream 146. The segments 1-5 et al. from the
different media content streams 144 of protected media con-
tent 120 are sequenced 1n the media content file 154 to render
the protected media content for viewing as a contiguous file.
The media content file 154 1s further described with reference
to the media content file shown 1n FIG. 2.

FIG. 2 illustrates an example system 200 in which various
embodiments of segmented media content rights manage-
ment can be implemented. In this example, system 200
includes the content distributor 102 and an example of a wired
and/or a wireless media device 202, such as portable media
device 134 and television client device 138 as described with
reference to FIG. 1. System 200 also includes an example of
a DRM system 204 that 1s implemented apart from the content
distributor 102 (e.g., on a separate server or as a third-party
service) which can implement the various embodiments
described herein. The content distributor 102, DRM system
204, and media device 202 can all be implemented for com-
munication with each other via the communication network
(s) 104 and/or the wireless communications network 112.

Media device 202 can be implemented with processing,
communication, and memory components, as well as signal
processing and control circuits. Media device 202 may also
be associated with a user or owner (1.e., a person) and/or an
entity that operates the device such that a media device
describes logical devices that include users, software, and/or
a combination of devices. In this example, the media device
202 includes one or more processors 206 (e.g., any of micro-
processors, controllers, and the like), media content 1nputs
208, and protected media content 210 (e.g., recerved media
content, media content that 1s being recerved, recommended
media content, recorded media content, etc.). The media con-
tent inputs 208 can include any type of wireless, broadcast,
and/or over-the-air mputs via which media content and/or
protected media content 1s recerved.
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Media device 202 can also include a device manager 212
and/or DRM platiorm 214 (e.g., a control application, soit-
ware application, signal processing and control module, etc.)
that can be implemented as computer-executable instructions
and executed by the processors 206 to implement various
embodiments and/or features of segmented media content
rights management as described herein. Media device 202
can also include a content rendering system 216 to receive
and render the protected media content 210. In addition,
media device 202 can be implemented with any number and
combination of differing components as further described
with reference to the example device shown 1n FIG. 4.

Media device 202 can 1tself include a removable compo-
nent that 1s associated with a DRM license (e.g., the DRM
license 1s cryptographically bound to the removable compo-
nent). The removable component can be a token of the media
device 202, and the DRM license 1s cryptographically bound
to the token of the device. The removable component can be
implemented as a flash card, a Subscriber Identity Module
(SIM) card, as a smart card, and/or as any other type of token
of the media device 202 that 1s associated with the DRM
license. The removable component can include a USIM (User
Subscriber Identity Module) which 1s a logical entity on a
card to store subscriber and/or authentication information.
For example, the DRM license may have various, associated
license 1dentifiers, such as a customer 1dentifier, service iden-
tifier, and/or a domain identifier that, 1n any combination,
authenticate the media device 202 to a domain controller
and/or to a license server of a DRM system and/or segmented
media content rights management. The DRM license pro-
vides the rights and restrictions of the actions performed on
the protected media content 210, such as to render, playback,
copy, print, execute, consume, and/or other actions on the
protected media content.

System 200 also includes the media content file 154
described as an example of the protected media content 210,
and as described with reference to FIG. 1. To preclude having
to obtain or acquire a multitude of digital rights management
(DRM) keys, or having different DRM licenses for each dii-
ferent segment and/or stream of protected media content, a
file header object 218 can be instantiated in the file header 156
of the media content file 154, and the file header object 218
includes DRM-associated features 220, such as one or more
DRM licenses, properties, attributes, and/or other informa-
tion that corresponds to the media content file 154 to provi-
sion all of the segments of the protected media content
together. The media device 202 can then seamlessly render all
of the segments of a movie, for example, without managing a
multitude of DRM licenses for the different versions of the
media content segments.

In addition, a file fragment that 1s formed by a segment
header and corresponding segment data, such as file fragment
160, includes one or more track objects 222. Each track object
can also include DRM-associated features, such as one or
more DRM licenses, properties, attributes, and/or other infor-
mation that 1s included 1n a track object. A file fragment 160
can include or be associated with an audio track, a video track,
and/or a combination thereof, and a track object 222 corre-
sponds to the audio track, video track, or combination of
audio track(s) and/or video track(s) of a file fragment.

When the media device 202 has obtained all of the seg-
ments of the protected media content 210, such as a movie,
the media device can save the protected media content and/or
communicate the media content file 154 to another device as
a renderable file. In one or more embodiments, the segments
ol the protected media content 210 that are recerved as dii-
terent versions of the protected media content can be 1denti-
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fied, and then replaced with replacement segments that are a
same version of the protected media content. For example, the
standard-definition and low-definition segments of media
content can be replaced with high-definition segments of the
media content. In another example, the segments of the pro-
tected media content that are the diflerent versions can be
replaced with a least number of replacement segments.

The DRM platform 214 and/or the content rendering sys-
tem 216 can then generate (e.g., re-generated, updated, etc.)
the media content file 154 to include the replacement seg-
ments that are the same version of the protected media con-
tent. The replacement segments call all be the same version of
the protected media content and included 1n the media content
file. The replacement segments can also be provisioned by the
DRM-associated {features, such as one or more DRM
licenses, properties, attributes, and/or other information that
1s included 1n the file header object.

The file header object 218 can be implemented as a DRM
object and include file-level properties that are common for
the various segments of the protected media content. In an
implementation, a file header object can include:

Field Name Field Type Field Description

Size unsigned mt(32) Size of the Box

Type unsigned mt(32) Type of Box (4CC)

Usertype unsigned mt(&)[16] Type of Box (GUID)

Version unsigned nt(¥) Version of Box definition

Flags unsigned mt(24) Bit field of flags

DataSize unsigned 1nt(32) Specifies the size 1n
bytes of the Data field.

Data unsigned 1nt(Y) The content protection

data for the object.

A track object 222 can also be implemented as a DRM
object and include DRM properties and attributes for a par-
ticular file fragment. A track object can contain information to
decrypt elementary streams (e.g., streams that are divided up
into sequences of samples called encryption runs). An
encryption run can shares the same encryption algorithm,
mode, and key. The encryption algorithm and mode can be
expressed as indexes 1nto tables. In one 1nstance, the encryp-
tion algorithm 1ndex 1s 0 (i.e., “zero™), which indicates that
the encryption run 1s not encrypted. In an implementation, a
track object can include:

Field Name Field Type Field Description

Size unsigned mt(32) Size of the Box

Type unsigned 1nt(32) Type of Box (4CC)

Usertype unsigned mt(8)[16] Type of Box (GUID)

Version unsigned 1nt(K) Version of Box definition

Flags unsigned mnt(24) Bit field of flags

EncryptionRun unsigned mnt(g) Number of runs 1in fragment

AlgorithmID unsigned nt(4) Index into encryption algorithm
table

ModelD unsigned int(4) Index into encryption mode table

KID unsigned mt(&8)[16] Key ID for the key used to
encrypt the run

SampleCount unsigned mt(32) Number of samples 1n run

SamplelD unsigned 1nt(64) First sample Id of run

An algorithm defined for a track object 1s AES with algo-
rithm ID=0x1 and the mode defined 1s counter mode with
Mode ID=0x1. In a case where the algorithm ID=0x0 the

entire run of samples 1s not encrypted and the Mode Id 1s O0x0
and KID 1s all zeros.
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Example method 300 1s described with reference to FI1G. 3
in accordance with one or more embodiments of segmented
media content rights management. Generally, any of the func-
tions, methods, procedures, components, and modules
described herein can be implemented using hardware, sofit-
ware, firmware, fixed logic circuitry, manual processing, or
any combination thereol. A software implementation of a
function, method, procedure, component, or module repre-
sents program code that performs specified tasks when
executed on a computing-based processor. Example method
300 may be described 1n the general context of computer-
executable 1nstructions. Generally, computer-executable
instructions can include software, applications, routines, pro-
grams, objects, components, data structures, procedures,
modules, functions, and the like.

The method(s) may also be practiced 1n a distributed com-
puting environment where functions are performed by remote
processing devices that are linked through a communication
network. In a distributed computing environment, computer-
executable instructions may be located 1in both local and
remote computer storage media, including memory storage
devices. Further, the features described herein are platiform-
independent such that the techniques may be implemented on

a variety of computing platforms having a variety of proces-
SOrS.

FIG. 3 illustrates example method(s) 300 of segmented
media content rights management, and 1s described with ref-
erence to a media device that recetves segmented, protected
media content. The order in which the method 1s described 1s
not mtended to be construed as a limitation, and any number
of the described method blocks can be combined 1n any order
to implement the method, or an alternate method.

At block 302, segments of protected media content are
received from media content streams that each include a
different version of the protected media content. For example,
media device 202 receives segments 152 of protected media
content 120 from media content streams 144 that each include
a different version of the protected media content.

Atblock 304, amedia content file 1s generated that includes
the segments of the protected media content that are
sequenced to render the protected media content for viewing.
For example, content rendering system 216 at media device
202 generates media content file 154 that includes the seg-
ments 152 of the protected media content 120 that are
sequenced to render the protected media content for viewing.
In an embodiment, a segment of protected media content 1n
the media content file 154 includes a segment header and
corresponding segment data that together form a file fragment
160 which includes one or more track objects 222. Each of the
track objects 222 can include DRM-associated features, such
as one or more DRM licenses, properties, attributes, and/or
other information that corresponds to the file fragment. A file
fragment 160 can include an audio track, a video track, and/or
a combination thereol, and a track object 222 corresponds to
the audio track, video track, or combination of audio track(s)
and/or video track(s) of the file fragment.

At block 306, a file header object 1s instantiated 1n a file
header of the media content file and includes DRM-associ-
ated features that correspond to the media content file. For
example, DRM platform 214 at media device 202 instantiates
file header object 218 1n the file header 156 of the media
content file 154, and the file header object 218 includes one or
more DRM-associated features that correspond to the media
content file. The file header object 218 can include the one or
more DRM-associated features, such as one or more DRM
licenses, properties, attributes, and/or other information to
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provision all of the segments of the protected media content
together 1n the media content file.

At block 308, segments of the protected media content are
identified that are recetved as different versions of the pro-
tected media content. For example, the content rendering
system 216 at media device 202 identifies the segments of the
protected media content that are recerved as different versions
of the protected media content. At block 310, the segments
that are the different versions of the protected media content
are replaced with replacement segments that are a same ver-
s10n of the protected media content. For example, the content
rendering system 216 replaces the segments that are the dif-
ferent versions of the protected media content with replace-
ment segments that are a same version of the protected media
content.

At block 312, the media content file 1s generated to include
the replacement segments that are the same version of the
protected media content. For example, the content rendering
system 216 generates the media content file 154 to include the
replacement segments that are the same version of the pro-
tected media content. The replacement segments that are the
same version of the protected media content are provisioned
by one or more DRM licenses that are associated with the
media content file and included in the file header object.

FIG. 4 1llustrates various components of an example device
400 that can be implemented as any form of a communica-
tion, computing, electronic, and/or media device to 1mple-
ment various embodiments of segmented media content
rights management. For example, device 400 can be imple-
mented as a computer device, server device, media device,
content distributor, and/or as a DRM system as shown in FIG.
1 and/or FIG. 2.

Device 400 includes protected media content 402 and one
or more communication interfaces 404 that can be 1mple-
mented for any type of data and/or voice communication via
communication network(s). Device 400 also includes one or
more processors 406 (e.g., any of microprocessors, control-
lers, and the like) which process various computer-executable
instructions to control the operation of device 400, and to
implement embodiments of segmented media content rights
management. Alternatively or 1n addition, device 400 can be
implemented with any one or combination of hardware, firm-
ware, or fixed logic circuitry that 1s implemented in connec-
tion with signal processing and control circuits which are
generally 1dentified at 408.

Device 400 also includes computer-readable media 410,
such as one or more memory components, examples of which
include a removable card, SIM card, random access memory
(RAM), non-volatile memory (e.g., any one or more of a

read-only memory (ROM), flash memory, EPROM,
EEPROM, etc.), and a disk storage device. A disk storage
device can include any type ol magnetic or optical storage
device, such as a hard disk drive, a recordable and/or rewrite-
able compact disc (CD), any type of a digital versatile disc
(DVD), and the like.

Computer-readable media 410 provides data storage
mechanisms to store the protected media content 402, as well
as various device applications 412 and any other types of
information and/or data related to operational aspects of
device 400. For example, an operating system 414 can be
maintained as a computer application with the computer-
readable media 410 and executed on the processors 406. The
device applications 412 can also include a device manager
416 and a DRM platiorm 418 that can implemented as a
component of the device and configured to implement the
DRM techniques described herein. In this example, the
device applications 412 are shown as software modules and/
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or computer applications that can implement various embodi-
ments of segmented media content rights management as
described herein.
Device 400 can also include an audio, video, and/or image
processing system 420 that provides audio data to an audio
rendering system 422 and/or provides video or image data to
an external or integrated display system 424. The audio ren-
dering system 422 and/or the display system 424 can include
any devices or components that process, display, and/or oth-
erwise render audio, video, and 1image data. In an implemen-
tation, the audio rendering system 422 and/or the display
system 424 can be implemented as integrated components of
the example device 400. Although not shown, device 400 can
include a system bus or data transfer system that couples the
various components within the device. A system bus can
include any one or combination of different bus structures,
such as a memory bus or memory controller, a peripheral bus,
a universal serial bus, and/or a processor or local bus that
utilizes any of a variety of bus architectures.
Although embodiments of segmented media content rights
management have been described in language specific to
teatures and/or methods, 1t 1s to be understood that the subject
of the appended claims 1s not necessarily limited to the spe-
cific features or methods described. Rather, the specific fea-
tures and methods are disclosed as example implementations
ol segmented media content rights management.
The mvention claimed 1s:
1. A media device, comprising at least a memory and a
processor to implement:
a media content input configured to receive segments of
protected media content from media content streams
that each include a different standard for rendering the
protected media content, the different standard for ren-
dering the protected media content including at least a
high-definition standard for rendering the protected
media content and a low-definition standard for render-
ing the protected media content;
a content rendering system configured to:
identily the segments of the protected media content that
are recerved with different standards for rendering the
protected media content;

replace the segments that have the different standards for
rendering the protected media content with replace-
ment segments that have a same standard for render-
ing the protected media content; and

generate a media content file that includes the replace-
ment segments that are sequenced to render the pro-
tected media content for viewing; and

a digital rights management (DRM) platiform configured to
instantiate a file header object 1n a file header of the
media content file, the file header object including
DRM-associated features that correspond to the media
content file to provision all of the segments of the pro-
tected media content together.

2. A media device as recited 1in claim 1, wherein the DRM-
associated features include one or more DRM licenses 1n the
file header object to provision all of the segments of the
protected media content together 1in the media content file.

3. A media device as recited in claim 1, wherein a segment
of the segments of the protected media content 1n the media
content file includes a segment header and corresponding
segment data that together form a file fragment which
includes one or more track objects, each track object includ-
ing additional DRM-associated features that correspond to
the file fragment.

4. A media device as recited 1n claim 2, wherein the file
fragment includes at least one of an audio track or a video
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track, and wherein a track object of the one or more track
objects corresponds to at least one of the audio track or the
video track.

5. A media device as recited 1n claim 1, wherein the
replacement segments that are the same standard for render-

ing the protected media content are provisioned by one or
more DRM licenses that are associated with the media con-
tent {ile and included 1n the file header object.

6. A content distributor, comprising at least a memory and
a processor to implement:

a content server configured to distribute segments of pro-
tected media content from media content streams that
cach include a different standard for rendering the pro-
tected media content, the segments of the protected
media content being sequenced 1n a media content file to
render the protected media content for viewing at a
media device, the different standards for rendering the
protected media content including at least a high-defi-
nition standard for rendering the protected media con-
tent and a low-definition standard for rendering the pro-
tected media content, and the content server further
configured to recerve a request to replace the segments
that have the different standards for rendering the pro-
tected media content with replacement segments that
have a same standard for rendering the protected media
content 1n the media content file; and

a license server configured to provide DRM-associated
features that are included with a file header object 1n a
file header of the media content file, the DRM-associ-
ated features corresponding to the media content file to
provision all of the segments of the protected media
content together.

7. A content distributor as recited 1n claim 6, wherein the
DRM-associated features include one or more DRM licenses
in the file header object to provision all of the segments of the
protected media content together 1n the media content {ile.

8. A content distributor as recited 1n claim 6, wherein a
segment of the segments of the protected media content
includes a segment header and corresponding segment data
that together form a file fragment which includes one or more
track objects, each track object including additional DRM-
associated features that correspond to the file fragment.

9. A content distributor as recited in claim 8, wherein the
file fragment includes at least one of an audio track or a video
track, and wherein a track object of the one or more track
objects corresponds to at least one of the audio track or the
video track.

10. A content distributor as recited in claim 6, wherein the
replacement segments that have the same standard for ren-
dering the protected media content are provisioned by one or
more DRM licenses that are associated with the media con-
tent file and imncluded 1n the file header object.

11. A method, comprising:

recerving segments of protected media content from media
content streams that each include a different standard for
rendering the protected media content, the different
standards for rendering the protected media content
including at least a high-definition standard for render-
ing the protected media content and a low-definition
standard for rendering the protected media content;

identifying the segments of the protected media content
that are received with different standards for rendering
the protected media content;

replacing the segments that are recerved with the different
standards for rendering the protected media content with
replacement segments that have a same standard for
rendering the protected media content;
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generating a media content file that includes the replace-
ment segments that are sequenced to render the pro-
tected media content for viewing; and

instantiating a file header object 1n a file header of the

media content file, the file header object including
DRM-associated features that correspond to the media
content file to provision all of the segments of the pro-
tected media content together.

12. A method as recited 1n claim 11, wherein the DRM-
associated features include one or more DRM licenses 1n the
file header object to provision all of the segments of the
protected media content together 1n the media content file.

13. A method as recited in claim 11, wherein a segment of
the segments of the protected media content 1n the media
content file includes a segment header and corresponding

10
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segment data that together form a file fragment which
includes one or more track objects, each track object includ-
ing additional DRM-associated features that correspond to
the file fragment.

14. A method as recited 1n claim 13, wherein the file frag-
ment includes at least one of an audio track or a video track,
and wherein a track object of the one or more track objects
corresponds to at least one of the audio track or the video
track.

15. A method as recited 1n claim 11, wherein the replace-
ment segments that are the same standard for rendering the
protected media content are provisioned by one or more DRM
licenses that are associated with the media content file and
included 1n the file header object.
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