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ABSTRACT

In an environment such as a cloud computing environment

W

nere various guests can be provisioned on a host machine or

other hardware device, it can be desirable to prevent those
users from rebooting or otherwise restarting the machine or
other resources using unauthorized information or images
that can be obtained from across the network. A cloud man-
ager can cause one or more network switches or other routing
Oor communication processing components to deny commu-
nication access between user-accessible ports on a machine or

device and the provisioning

systems, or other specific net-

work resources, such that the user cannot cause the host
machine to pull information from those resources upon a
restart or reboot of the machine. Further, various actions can
be taken upon a reboot or attempted reboot, such as to 1solate
the host machine or even power ofl the specific machine.

28 Claims, 5 Drawing Sheets
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MANAGING HARDWARE REBOOT AND
RESET IN SHARED ENVIRONMENTS

BACKGROUND

As an increasing number of applications and services are
being made available over networks such as the Internet, an
increasing number of content, application, and/or service pro-
viders are turning to technologies such as cloud computing.
Cloud computing, 1n general, 1s an approach to providing
access 1o electronic resources through services, such as Web
services, where the hardware and/or software used to support
those services 1s dynamically scalable to meet the needs of the
services at any given time. A user or customer typically will
rent, lease, or otherwise pay for access to resources through
the cloud, and thus does not have to purchase and maintain the
hardware and/or software needed.

In some cases, users may want special hardware or full
access to specific hardware resources. Such access comes
with risks for providers of those resources, however, as 1n a
cloud or other shared environment there typically will be
other users sharing those resources at various times, and a
modification of the resource by one user can potentially be
detrimental to subsequent users. Host machines and other
hardware devices often include options to reboot or otherwise
restart or reset using specific mnformation, such as may be
obtained over the cloud or network. In some cases, a user can
cause such a machine to reboot and, during the boot process,
load a customer 1image or other information that can affect the
operation of the machine or any devices in communication
therewith. In order to ensure that one user does not alter the
hardware, firmware, or software 1n an mnappropriate way that
will affect other users, such as by altering firmware to 1nject
malicious code, 1t can be necessary to re-image and/or recon-
figure the resource after each user. Such an approach might be
acceptable 1n situations where users have dedicated access to
a resource for an extended period of time, but 1n a cloud or
similar environment where the user of a resource could

change several times over a short period of time, such an
approach can be too expensive and resource intensive.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments 1n accordance with the present dis-
closure will be described with reference to the drawings, 1n

which:

FI1G. 1 1llustrates an environment 1n which various embodi-
ments can be implemented;

FI1G. 2 illustrates an environment for providing access to
various resources that can be used 1n accordance with one
embodiment;

FIG. 3 illustrates a configuration for accessing specific
hardware resources that can be used 1n accordance with one
embodiment;

FIG. 4 illustrates a configuration for managing access
between a provisioned host machine and provisioning sys-
tems that can be used 1n accordance with one embodiment;

FIG. § 1llustrates an example of a process for managing
access between a provisioned host machine and provisioning
systems that can be used 1n accordance with one embodiment;
and

FI1G. 6 1llustrates an example of a process for acting upon
an attempted reboot of a provisioned resource that can be used
in accordance with one embodiment.

DETAILED DESCRIPTION

Systems and methods 1n accordance with various embodi-
ments of the present disclosure may overcome one or more of
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2

the atorementioned and other deficiencies experienced in
conventional approaches to managing resources 1n an elec-
tronic environment. In various embodiments, users are pro-
vided with full or substantially full or “native’ access to one
or more hardware resources 1n a network, cloud, or other
shared environment. In other embodiments, users have access
to only one or more devices or components, such as a network
interface card (NIC) or graphics processing unit (GPU) on a
peripheral component interconnect (PCI) bus, on a host
machine. In situations where the users having access to such
a resource can change frequently, 1t can be desirable to pre-
vent users from modifying, or at least track or act upon the
attempted modifying, of firmware or other configuration
information for the resource, which can affect an ability of a
subsequent user to effectively or securely utilize the resource.

Systems and methods 1n accordance with various embodi-
ments can substantially prevent a provisioned user or guest
operating system (OS) on a host machine or other such device
from accessing provisioning and other such systems across a
network during reboot or other such phases of operation. In
some embodiments, machines can be configured to prevent
the machines from rebooting themselves. In other embodi-
ments, the states of various ports can be managed such that the
ports allow specific communications during a “provisioning’”
or similar state, but do not allow for such communications
during “provisioned” or similar state. In various embodi-
ments, a cloud manager or similar component can update
configuration information used by one or more intelligent
switches or routers across a cloud or network to prevent
machines from having access to provisioning systems or
similar resources across the network when a user 1s provi-
sioned on the machine. Such an approach can be desirable 1n
at least some embodiments as the management 1s accom-
plished external to the host machine, such that a user does not
have access to the components managing the communica-
tions between the host machine and the provisioning or other
systems.

In some embodiments, a monitoring component such as a
cloud manager can monitor messages and other such network
activity relating to a particular device or host machine. For
example, a host machine that 1s in the early stages of a reboot
will often send messages to perform configuration-related
tasks such as to obtain an IP address (e.g., Dynamic Host
Configuration Protocol (DHCP)) or establish domain creden-
tials. A monitoring component can detect these messages as
the “fingerprint” of a reboot, and can take one or more appro-
priate actions with the assumption that a reboot has occurred.

Systems and methods in accordance with various embodi-
ments also can apply various policies or rule sets to events
such as reboots or attempted restarts, for example. These
policies, which can vary depending upon factors such as the
user or type of resource, can define actions to take 1n response
to these events. These actions can include, for example, log-
ging information for spurious reboots, such as may result
from a software or power glitch. Other actions can include
1solating the host, disabling certain communications or func-
tions, limiting user access to specific resources, or even
removing power from a device where the state of the machine
1s unknown or potentially compromised. Various other
examples are described with respect to the various embodi-
ments.

FIG. 1 1illustrates an example of an environment 100 for
implementing aspects 1 accordance with various embodi-
ments. As will be appreciated, although a Web-based envi-
ronment 1s used for purposes of explanation, different envi-
ronments may be used, as appropriate, to implement various
embodiments. The environment 100 shown includes both a
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testing or development portion (or side) and a production
portion. An electronic client device 102 can include any
appropriate device operable to send and receive requests,
messages, or information over an appropriate network 104
and convey information back to a user of the device.
Examples of such client devices include personal computers,
cell phones, handheld messaging devices, laptop computers,
set-top boxes, personal data assistants, electronic book read-
ers, and the like. The network can include any appropriate
network, including an intranet, the Internet, a cellular net-
work, a local area network, or any other such network or
combination thereof. Components used for such a system can
depend at least 1n part upon the type of network and/or envi-
ronment selected. Protocols and components for communi-
cating via such a network are well known and will not be
discussed herein 1n detail. Communication over the network
can be enabled by wired or wireless connections, and com-
binations thereof. In this example, the network includes the
Internet, as the environment includes a Web server 106 for
receiving requests and serving content in response thereto,
although for other networks an alternative device serving a
similar purpose could be used as would be apparent to one of
ordinary skill in the art.

The illustrative environment includes at least one applica-
tion server 108 and a plurality of resources, servers, hosts,
istances, routers, switches, data stores, and/or other such
components defining what will be referred to herein as a data
plane 110, although 1t should be understood that resources of
this plane are not limited to storing and providing access to
data. It should be understood that there can be several appli-
cation servers, layers, or other elements, processes, or coms-
ponents, which may be chained or otherwise configured,
which can interact to perform tasks such as obtaiming data
from an appropriate data store. As used herein the term “data
store” refers to any device or combination of devices capable
of storing, accessing, and retrieving data, which may include
any combination and number of data servers, databases, data
storage devices, and data storage media, 1n any standard,
distributed, or clustered environment. The application server
can include any appropriate hardware and software for inte-
grating with the data store as needed to execute aspects of one
or more applications for the client device, handling a majority
of the data access and business logic for an application. The
application server provides admission control services in
cooperation with the data store, and is able to generate content
such as text, graphics, audio, and/or video to be transferred to
the user, which may be served to the user by the Web server in
the form of HITML, XML, or another appropnate structured
language 1n this example. In some embodiments, the Web
server 106, application server 108 and similar components
can be considered to be part of the data plane. The handling of
all requests and responses, as well as the delivery of content
between the client device 102 and the application server 108,
can be handled by the Web server. It should be understood that
the Web and application servers are not required and are
merely example components, as structured code can be
executed on any appropriate device or host machine as dis-
cussed elsewhere herein.

The environment also includes a development and/or test-
ing side, which includes a user device 118 allowing a user
such as a developer, data administrator, or tester to access the
system. The user device 118 can be any appropriate device or
machine, such as 1s described above with respect to the client
device 102. The environment also includes a development
server 120, which functions similar to the application server
108 but typically runs code during development and testing
betore the code 1s deployed and executed on the production
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4

side and 1s accessible to outside users, for example. In some
embodiments, an application server can function as a devel-
opment server, and separate production and testing storage
may not be used.

The data stores of the data plane 110 can 1nclude several
separate data tables, databases, or other data storage mecha-
nisms and media for storing data relating to a particular
aspect. For example, the data plane illustrated includes
mechanisms for storing production data 112 and user infor-
mation 116, which can be used to serve content for the pro-
duction side. The data plane also 1s shown to include a mecha-
nism for storing testing data 114, which can be used with the
user information for the testing side. It should be understood
that there can be many other aspects that may need to be
stored 1n a data store, such as for page image information and
access right information, which can be stored 1n any of the
above listed mechamisms as appropriate or in additional
mechanisms 1n the data plane 110. The data plane 110 1s
operable, through logic associated therewith, to receive
instructions from the application server 108 or development
server 120, and obtain, update, or otherwise process data,
instructions, or other such information in response thereto. In
one example, a user might submit a search request for a
certain type of item. In this case, components of the data plane
might access the user information to verify the identity of the
user, and access the catalog detail information to obtain infor-
mation about items of that type. The information then can be
returned to the user, such as in a results listing on a Web page
that the user 1s able to view via a browser on the user device
102. Information for a particular item of interest can be
viewed 1n a dedicated page or window of the browser.

Each server typically will include an operating system that
provides executable program instructions for the general
administration and operation of that server, and typically will
include a computer-readable medium storing instructions
that, when executed by a processor of the server, enable the
server to perform 1ts intended functions. Suitable implemen-
tations for the operating system and general functionality of
the servers are known or commercially available, and are
readily implemented by persons having ordinary skill in the
art, particularly in light of the disclosure herein.

The environment 1n one embodiment 1s a distributed com-
puting environment utilizing several computer systems and
components that are interconnected via communication links,
using one or more computer networks or direct connections.
However, it will be appreciated by those of ordinary skill 1in
the art that such a system could operate equally well 1n a
system having fewer or a greater number of components than
are illustrated 1n F1G. 1. Thus, the depiction of the system 100
in FIG. 1 should be taken as being illustrative in nature, and
not limiting to the scope of the disclosure.

An environment such as that illustrated in FIG. 1 can be
usetul for various content providers or other such entities,
wherein multiple hosts and various types of resources might
be used to perform tasks such as serving content, authenticat-
ing users, allocating resources, or performing any of anumber
of other such tasks. Some of these hosts may be configured to
offer similar functionality, while other servers might be con-

gured to perform at least some different functions. The
clectronic environment 1n such cases might include additional
components and/or other arrangements, such as those 1llus-
trated 1n the configuration 200 of FIG. 2, discussed in detail
below.

Systems and methods 1n accordance with one embodiment
provide at least one resource access gateway, or control plane,
either as part of the data environment or 1n a path between the
user and the data plane, that enables users and applications to
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access shared and/or dedicated resources, while allowing cus-
tomers, administrators, or other authorized users to allocate
resources to various users, clients, or applications and ensure
adherence to those allocations. Such functionality enables a
user to perform tasks such as storing, processing, and query-
ing relational data sets 1n a cloud without worry about latency
degradation or other such 1ssues due to other users sharing the
resource. Such functionality also enables guest users to obtain
access to resources to perform any appropriate functionality,
such as to render and/or serve streaming media or perform
any of a number of other such operations. While this example
1s discussed with respect to the Internet, Web services, and
Internet-based technology, i1t should be understood that
aspects of the various embodiments can be used with any
appropriate resources or services available or offered over a
network 1n an electronic environment. Further, while various
examples are presented with respect to shared access to disk,
data storage, hosts, and peripheral devices, 1t should be under-
stood that any appropriate resource can be used within the
scope of the various embodiments for any appropriate pur-
pose, and any appropriate parameter can be monitored and
used to adjust access or usage of such a resource by any or all
of the respective users.

A resource gateway or control plane 208 can be used 1n
some environments to provide and/or manage access to vari-
ous resources 1n the data plane 232. In a cloud computing
environment, this can correspond to a cloud manager 210 or
similar system that manages access to the various resources 1n
the cloud. In one embodiment, a set of application program-
ming interfaces (APIs) 220 or other such interfaces are pro-
vided that allow a user or customer to make requests for
access to various resources. Once access 15 established, a
resource 1s allocated, etc., a user can communicate directly
with the resource to perform certain tasks relating to that
resource, such as data storage or processing. The user can use
direct interfaces or APIs to communicate with the data
instances, hosts, or other resources once access 1s established,
but uses the control plane component(s) to obtain the access.

FI1G. 2 1llustrates an example of a configuration 200, such
as may include a cloud computing manager system, that can
be used 1n accordance with one embodiment. In this example,
a computing device 202 for an end user 1s shown to be able to
make calls through a network 206 to a control plane 208 (or
other such access layer) to perform a task such as to obtain
access to a specified resource or resource type. While an end
user computing device and application are used for purposes
of explanation, 1t should be understood that any appropriate
user, application, service, device, component, or resource can
access the interface(s) and components of the connection
component and data environment as appropriate 1n the vari-
ous embodiments. Further, while certain components are
grouped 1nto a data “plane,” it should be understood that this
can refer to an actual or virtual separation of at least some
resources (€.g., hardware and/or software) used to provide the
respective functionality. Further, the control plane can be
considered to be part of the data plane 1n certain embodi-
ments. While a single control plane 1s shown 1n this embodi-
ment, there can be multiple 1nstances of control or access
management components or services 1n other embodiments.
A control plane can include any appropriate combination of
hardware and/or software, such as at least one server config-
ured with computer-executable instructions. The control
plane also can include a set of APIs (or other such interfaces)
for recerving Web services calls or other such requests from
across the network 206, which a Web services layer 212 can
parse or otherwise analyze to determine the steps or actions
needed to act on or process the call. For example, a Web
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service call might be received that includes a request to estab-
l1sh a connection to a data repository for to execute a query for
a user. In this example, the Web services layer can parse the
request to determine the type of connection or access needed,
the appropriate type(s) of resource needed, or other such
aspects.

The control plane can include one or more resource allo-
cation managers 210, each responsible for tasks such as vali-
dating the user or client associated with the request and
obtaining or allocating access to the appropriate resource(s).
Such a system can handle various types of request and estab-
lish various types of connection. Such a system also can
handle requests for various types of resources, such as spe-
cific graphic processors or other types of hardware or hard-
ware functionality, and can provide access to the appropriate
resource(s). Components of the data plane, or the resource
layer of the cloud, can perform the necessary tasks to provide
the resource. For access to a data mstance, for example, this
can 1nclude tasks such as provisioning a data store instance,
allocating a volume of off-instance persistent storage, attach-
ing the persistent storage volume to the data store instance,
and allocating and attaching a DNS address or other address,
port, mterface, or 1dentifier which the customer can use to
access or otherwise connect to the data instance. For tasks
such as obtaining processing of an instruction using a particu-
lar type of hardware, for example, the components of the data
plane, 1n conjunction with the control plane, can perform
actions such as provisioning a device for a user and providing
shared and/or dedicated access to the resource for a period of
time at a particular level of access to the resource. In this
example, a user can be provided with the DNS address and a
port address to be used to access a resource. A user then can
access the resource directly using the DNS address and port,
without having to access or go through the control plane 208.

The control plane 208 in this embodiment also includes at
least one monitoring component 214. When a data instance or
other resource 1s allocated, created, or otherwise made avail-
able 1n the data plane, information for the resource can be
written to a data store accessible to the control plane, such as
a monitoring data store 216. It should be understood that the
monitoring data store can be a separate data store or a portion
of another data store. A monitoring component 214 can
access the mformation 1n the monitoring data store 216 to
determine information such as the past usage of resources by
various users, a current number or type of threads or resources
being allocated to a user, and other such usage information. A
monitoring component also can call into components of the
data environment to determine information such as the num-
ber of active connections for a given user 1n the data environ-
ment and aspects about the usage of each connection. A
monitoring component can constantly monitor the usage of
cach resource by a user, client, etc., having an allocation
provided through the connection manager. A monitoring
component also can access information stored in an admin-
istrative (“Admin’) or stmilar data store 216, which can store
information such as the general allocation granted to a user,
throttling or limiting information for a user, resource permis-
sions for a user, or any other such information that can be
specified and/or updated by an administrator or other such
user.

In an example where users request connections to various
data instances, each instance 222 1n the data environment can
include at least one data store 226 and a host manager com-
ponent 228 for the machine providing access to the data store.
A host manager 1n one embodiment 1s an application or soft-
ware agent executing on an instance and/or application
server, such as a Tomcat or Java application server, pro-
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grammed to manage tasks such as software deployment and
data store operations, as well as monitoring a state of the data
store and/or the respective mstance. A host manager can be
responsible for managing and/or performing tasks such as
setting up the instances for a new repository, including setting
up logical volumes and file systems, installing database bina-
ries and seeds, and starting or stopping the repository. A host
manager can monitor the health of the data store, monitoring,
the data store for error conditions such as 1/0 errors or data
storage errors, and can restart the data store if necessary. A
host manager can also perform and/or manage the istallation
ol software patches and upgrades for the data store and/or
operating system. A host manager also can collect relevant
metrics, such as may relate to CPU, memory, and 1/O usage.

The resource manager 210 can communicate periodically
with each host manager 228 for which a connection has been
established, or to an administration server or other component
of the resource environment, to determine status information
such as load, usage, capacity, etc.

As discussed, once a resource 1s provisioned and a user 1s
provided with an IP address dertved from DNS mappings or
other address or location, the user can communicate
“directly” with components or resources of the data plane 232
through the network using a Java Database Connectivity
(JDBC) or other such protocol to directly interact with that
resource 222. In various embodiments, as discussed, the data
plane takes the form of (or at least includes or 1s part of) a
computing cloud environment, or a set of Web services and
resources that provides data storage and access across a
“cloud” or dynamic network of hardware and/or software
components. An IP address dertved from DNS mappings 1s
beneficial in such a dynamic cloud environment, as instance
or availability failures, for example, can be masked by pro-
grammatically remapping the IP address to any appropriate
replacement instance for a use. A request received from a user
202 or application 204, for example, can be directed to a
network address translation (NAT) router 224, or other appro-
priate component, which can direct the request to the actual
resource 222 or host corresponding to the mapped address of
the request. Such an approach allows for instances to be
dynamically moved, updated, replicated, etc., without requir-
ing the user or application to change the IP address or other
address used to access the instance. In some cases, a resource
222 such as a data instance can have at least one backup
instance 230 or copy 1n persistent storage.

As discussed, a resource can be shared among multiple
users, clients, applications, etc., either concurrently or at dif-
terent times, with varying levels of access or allocation. When
a user has dedicated access to a machine or resource, the user
might also have native or “bare metal” access to the resource
for a period of time, depending on the type of access needed,
and other such factors. Providing this level of access to a
resource comes with potential risks for a provider of the
resource, as a user having native access to the device can have
the ability to modily firmware or other configuration infor-
mation for the resource, which can aflect the ability of a
subsequent user to utilize the resource without first re-imag-
ing or otherwise veritying the state of the resource.

Systems and methods 1n accordance with various embodi-
ments enable a provider to grant a user or customer with
substantially full access to a hardware resource with a rea-
sonable level of security. This native-level access to remote
hardware can be provided for resources such as servers, hosts,
and cluster 1nstances, for example. For resources such as
cluster mstances, customers may have native access to a sub-
set of the hardware resources, such as may include peripheral
devices connected using a component such as a peripheral
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component interconnect (PCI) bus. These peripheral devices
can include network interface cards (NICs), graphics process-
ing units (GPUs), and similar devices that would often be
virtualized 1n a current cloud environment. In the some cases,
a customer might have full access to an entire machine, or
groups of machines, including any or all devices incorporated
therein. For a group of machines such as a rack of servers, a
user might be granted substantially full access to the entire
rack, including any switches or other devices or components
provided as part of the rack.

Certain providers present such hardware resources as a
virtualized abstraction, such that management of the physical
hardware can occur 1n a “more trustworthy™ execution con-
text, and can provide additional benefits such as the ability to
migrate customers to different resources without interrupting
execution and, since customers or “guests” are not tied to
specific hardware, the ability for vendors to compete to pro-
vide the best utility computing value for price. Also, fewer
and more simple guest instance 1mages can be used, as guests
do not need a multitude of hardware-specific drivers. Such
virtualization can come with potentially significant costs,
however, as virtualization can incur order-of-magnitude per-
formance penalties for hardware that does not include native
acceleration for virtualization, and virtualization of a particu-
lar hardware device can consume substantial resources unre-
lated to that device (e.g., a processor and/or memory used to
virtualize a network interface). Also, virtualization support
can lag years behind commodity availability of new hardware
(e.g., video cards), and certain appliance hardware 1s often too
specific or “niche” to ever warrant compelling virtualization
support. There are potentially large market opportunities n
supporting high-margin niche appliances or in being the first-
to-market for cloud support of new hardware types. Providing
such support through native access, however, can leave vul-
nerable various aspects of the internal cloud, such as provi-
sioning technology, billing, resource utilization and balanc-
ing, and the network layer-2 layout, for example, and can
violate threat models well beyond customer requirements.

Systems and methods in accordance with various embodi-
ments can provide for “partial” or “substantially’ full access
to a resource, such as a host server, by providing users with
native access to the host hardware or specific devices, such as
cards plugged 1nto a peripheral control bus or similar datap-
ath. In certain embodiments where specific levels of pertor-
mance are an 1ssue, technology such as an nput/output
memory management unit (I/O MMU) can be used to
“assign” peripheral devices to guest operating systems (e.g.,
virtualization technology for directed 1/O (Intel’s VI-D)),
clfectively giving guests native access to only those periph-
eral devices. As should be apparent to one of ordinary skill in
the art, a guest operating system (OS) can refer to different
systems 1n different embodiments, such as a virtual machine
hosting an running OS with at least partial non-virtualized
access to some hardware or machine state that the OS or
hypervisor depends upon including BIOS, configuration, etc.,
that 1s not under the administrative control of the hosting
provider. In other embodiments, the guest OS might refer to
an OS that 1s not under the admimstrative control of the
hosting provider running without full virtualization. In one
embodiment, an MMU can logically connect a direct memory
access (DMA)-capable 1/0O bus (e.g., a PCI bus) to main
memory on a host, and can manage mapping ol IO devices to
physical addresses to regulate the flow of information from a
guest to various PCI or similar devices. These devices can
include, for example, graphics processing unit (GPU) co-
processors, high-performance NICs, disk controllers, or other
“niche” co-processing devices, such as cryptographic cards
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or hardware codecs. In some instances, virtualization or other
such technology can be used to provide a level of separation
between guests and host machines from the central system
hardware (e.g., CPU, memory, etc), with native access poten-
tially being available for specific devices on a given host. In
other embodiments, native access can be provided to any
hardware 1included 1n, or available for, a specific host.

One of the main 1ssues with providing customers with
native access to specific hardware 1s that customers may have
the ability to modity privileged configuration or BIOS (basic
I/0 system) settings, or other firmware 1mages on host hard-
ware. These changes can persist across a reboot of the physi-
cal system, such that the hardware may not return to the same
state that the hardware was 1n before that customer was
granted access to the device(s). In the case of configurable
settings for a virtual machine monitor (VMM), such as a
Ring-1 hypervisor, for example, the changes would 1in general
not persist across reboot, but could persist across instantia-
tions of guest operating systems 1n a virtualized environment
(e.g., chipset settings to support IOMMU technology). This
ability for a customer to modily settings or firmware that
otherwise should be immutable can have serious security
implications. For example, malicious software (e.g., Trojans
or viruses) can be mserted into firmware for various devices.
Even if firmware changes do not involve intentionally mali-
cious programming, however, the changes still can still be
unintentionally damaging by causing performance and/or
compatibility 1ssues. Firmware flashing can potentially
physically destroy the hardware irreparably (a.k.a. “bricking”™
the hardware). Certain technologies have been developed that
may address at least some of these challenges, particularly for
motherboard chipsets. These technologies include, for
example, Trusted Platform Module (TPM), LaGrande Tech-
nology (LT) from Intel, measured boot technology, trusted
boot technology, Dynamic Root of Trust (DR1TM), and Static
Root of Trust (SRTM) technology. None of these solutions,
however, address various 1ssues specific to device firmware,
entire hosts, and other such hardware aspects.

Systems and methods 1n accordance with various embodi-
ments can prevent and/or monitor the access and/or manipu-
lation of configuration or firmware information by guests 1 a
cloud or similar electronic environment. In certain embodi-
ments, a customer can be provided with dedicated guest
access to a hardware resource for any desired period of time,
such as a matter of hours or even minutes. FIG. 3 illustrates an
example of a configuration 300 that can be used to provide
such native access to a customer in accordance with one
embodiment. This example will be discussed with respect to
granting a user access to a peripheral device 1n a host machine
using conventional PCl-based technology, but it should be
understood that this 1s merely an example and that approaches
within the scope of the various embodiments can be used with
any appropriate hardware, software, and protocols currently
used or subsequently developed for such purposes.

This example configuration 300 includes a set of host
devices 302, such as servers or similar devices, that each can
have a series of network ports 304. Some of these ports can
function as “production” ports which connect each host to at
least one “smart” network switch 306 capable of processing
and routing network traflic to/from each device. In a data
center example, there might be one smart switch for each rack
of servers 308, for example. At least one of these network
ports 304 can be used by a guest operating system for a host,
where the guest 1s effectively operating “on top of” at least
one central processing unit (CPU) 310 1n the allocated or
partitioned host device (e.g., server) 302 that has access to this
production network port. The hostdevice 302 also can have at
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least one console port 312 and a console controller 314, which
can connect to a separate console network 316. In some
embodiments, at least some of these ports can be merged but
logically separated (e.g., muxed on the same physical port).
Each host device also can have one or more dedicated power
supply units (PSUs) 318, which can be accessed by the con-
sole controller and/or the main CPU, whereby the machine
can be powered ofl via either the host CPU or a device on the
network, for example. The power supply for every server in a
rack can be connected to arack power distribution unit (PDU)
320, which can be connected by a higher power cable to one
or more data center PDUs 322, each of which can support
multiple rack PDUs. In some cases, the hosts 302 can be
powered on and off by running a line to the console controller
from the rack PDU with relays or other such components to

power cycle each device.

At least one router 324 can connect the host devices to one
or more provisioning systems 326, and the switch and/or
router can manage access to these provisioning systems. In
some embodiments, network traific within a rack 1s aggre-
gated 1n order to minimize the number of cables leaving each
rack. In some embodiments a capability such as a preboot
execution environment (PXE) exists on a host machine 302 at
the production network port 304, such that power can be
cycled using the console and when the machine boots the
PXE code can execute on the network port. When the switch
306 1s configured to connect a host machine 302 to the pro-
visioning systems, the PXE can connect the device to the
provisioning systems and boot the machine into a RAM (ran-
dom access memory) disk or other block of storage, for
example, which enables control operations such as firmware
flashing or provisioning of a new customer 1image. A RAM
disk with specialized drivers 1n one embodiment can be used
to boot and/or run an untrusted or unknown image, which
might not otherwise be able to boot on a specific machine.
Provisioning images thus can be recerved, over the network to
the PXE, which contain provisioning code or firmware tlash-
ing code. Once provisioning 1s completed, authorized cus-
tomer networks 328 can interact with the devices 302 via the
switch 306. The provisioning and control systems can control
the switch in real time with no humans involved, as the
automatic switching of that path can be based on provisioning
events and external coordination, for example. The coordina-
tion can be provided and/or managed by an external system,
such as a cloud manager database and system 330, or other
such control plane or control system as discussed elsewhere
herein, which can istruct the provisioning system(s) 326,
console network 316, and rack components to perform certain
actions. The cloud manager 330 can include one or more
workflow systems that work with a central database, 1n one
embodiment, to perform various aspects of resource manage-
ment.

As discussed, a user or guest operating system (OS) having
native or substantially full access to a host machine or other
hardware device can have the ability to modily various
aspects of the device, such as the firmware and other configu-
ration information. Further, a user can have the ability to
restart or reboot various hardware devices, many of which can
be programmed to access mnformation from across a network
that can be used to configure these devices. Such functionality
can enable a user to perform tasks such as loading an unap-
proved customer 1mage onto a device, moditying functional-
ity of the device, or any of a number of other such tasks. Such
use can not only affect subsequent users of these devices, but
also can affect other resources or availability 1n a cloud or
other such network.
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For example, a host machine such as a server can include
instructions that allow a user, guest OS, CPU, or other such
source to cause the machine to reset, such as to reboot a host
server. When a machine such as a server 1n a cloud boots, the
machine can boot from one or more sources across the cloud
or another such network. If a user modifies the instructions,
firmware, or other such configuration information used dur-
ing the boot process, the user can cause the server to perform
functions such as to load unauthorized operating system
images, expose certain unauthorized mnformation or function-
ality, install or activate unapproved applications on the server,
or any of a number of other such actions. One option for
avoiding such situations 1s to block the ability for a machine
to reboot itself from over the network once a user 1s provi-
sioned on the machine. Such options can be specified 1n
firmware or secure memory on the device, such that any
attempt to trigger a reboot coming from the guest OS or CPU,
for example, can fail. In some cases, the attempted reboot also
can trigger another action, such as notifying a resource pro-
vider about the attempted action. While such a process can be
advantageous 1n certain circumstances, the level of security
might not be suilicient for all providers. For example, 11 the
access setting(s) or similar information i1s stored on the
machine to which the user has access, the information 1s
potentially atrisk of being modified by the user. Further, some
users provisioned on a device might desire and/or require the
ability to reboot for certain reasons, such that a hardware
solution preventing such action may be undesirable.

In some embodiments, a device can be prevented from
booting or rebooting from the network, also referred to herein
as “netbooting,” when a guest 1s provisioned on the machine
by utilizing one or more components that are external to the
machine, and thus may not be exposed to the guest user. In one
embodiment, which will be described with respect to the
configuration 400 of FIG. 4, a component such as a “smart”
network switch 424 can be used to disable access between a
host machine 404 and the components such as the cloud
manager 414 and provisioning systems 420 that form part of
the network reboot infrastructure. An example of a smart
switch that can be used for such purposes 1s a fixed-configu-
ration, enterprise class switch such as the Catalyst 3560
Series of switches from Cisco Systems, Inc. As discussed
with respect to FIG. 2, a cloud computing or similar environ-
ment can utilize a control plane segmentation to control the
provisioning of resources and other such aspects of the com-
ponents of the data plane. A cloud manager 414 or other such
component of the control plane can update information pro-
vided to specific components 1n the data plane or cloud to
prevent access to provisioning systems and other such
resources. For example, when a guest operating system (OS)
for a customer network 402 1s loaded on a machine 404, the
cloud manager initiating the provisioning of the guest on the
machine can also send 1nstructions to a network switch 424,
for example, which can have resident memory 416 or another
storage mechanism for storing information for that machine.
The 1nstructions can indicate to the switch that the machine 1s
provisioned to a customer, or at least that access to the pro-
visioning systems or other such components useful for net-
booting should be disallowed. At such time as the user 1s no
longer provisioned on the machine, or any other appropriate
time, the cloud manager 414 can send instructions to the
switch 424 to allow such communications. Although 1n this
example information 1s stored on the switch, 1t should be
understood that the information used to allow or disallow
communications with network components can be stored
external to the switch, either in the control plane or data plane,
and 1n some embodiments can be stored 1n a secure location,

10

15

20

25

30

35

40

45

50

55

60

65

12

or at least a location 1solated from unauthorized users, on the
host machine 1tself. Once a state of the machine 1s set to a
customer state or similar value 1n the switch 1n this example,
the switch will not allow communications from a network
port 406 of the machine to access any of the provisioning
systems 420 or other network resources even in the event of a
reboot, restart, power on, or other such event.

In some embodiments where all access to provisioning,
systems and similar resources 1s denied, 1t can be necessary
not only to reset, re-image, and/or re-provision a machine in
order to grant access to a new user, but 1t also can be necessary
to reset components to which the user might not have access,
such as any network switches, encapsulation approaches or
mappings, and other access controls that will configure the
switches, routers, and other such components to again allow
the host machine to communicate with the provisioning and
such control plane systems to perform actions such as to boot
from the network. If a subsequent user 1s not to be granted the
ability to reboot, the configuration information can again be
changed after the necessary updates to the machine have been
made and the machine 1s ready to be provisioned. In some
cases where a manual reboot 1s done from disk or another
such source, the configuration information may not need to be
changed, as the host machine may not need to perform net-
work boot actions even during the reimaging or other such
process.

In some embodiments, a port on the host machine can be
set 1n one of at least two states using a software-based control
mechanism, such as may be set by a cloud manager or similar
component or system. For example, a network port 422 on a
host machine 404 can be set to a configuration-iriendly state,
such as a “provisioning” state, which would allow the
machine to commumnicate with the provisioning system(s) 420
and other such components. After the machine is provisioned
but betfore the user 1s granted full access to the machine, the
guest OS 1s loaded, or any other such action, the cloud man-
ager 414 can set the state of the port 422 to a second state, such
as a “running’” or “provisioned” state, wherein no communi-
cation to, or from, the provisioning system or other such
network components will be allowed. In some embodiments,
certain ports can be exposed to certain network components
while other ports are closed with respect to those and/or other
components, or some ports can be configured to only allow
certain types of communications, etc. Such use of ports also
can be advantageous for various customers, as network com-
ponents also can be prevented from getting access to the
customer networks, or other customer components, whereby
the customer can be relatively shuelded from compromising
ol a network component. In embodiments where a port 1s set
to a “provisioning” state, the port can be configured to only
communicate with provisioning systems, tools, and devices,
in order to minimize the ability of a malicious actor to 1nject
code 1nto, or otherwise atlect, the provisioning process. The
configuration information preferably 1s stored securely such
that the information cannot easily be modified by a guest OS,
for example.

Further, 1t should be understood that the configuration of
FIG. 4 1s merely an example of one possible configuration,
and that many other configurations can be used within the
scope of the various embodiments. For example, various
types of network interface can be used to perform tasks such
as communicating with provisioning systems and providing a
secure channel inaccessible to a user of a host machine. For
example, an interface can be provided via any component
connected to a PCI or other high speed bus, and an interface
can exist on a northbridge, southbridge, or other controller
hub on a host machine. Further, dedicated network interfaces
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may be built into a machine or device. There can be multiple
I/O hubs or communication paths in some embodiments,
while functionality 1s highly integrated and not provided by
discrete components in other embodiments, as various func-
tionality can be delivered “logically” 1n a number of different
ways as known 1n the art.

FIG. 5 illustrates an example process 500 for preventing
unauthorized booting of amachine from across a network that
can be used in accordance with one embodiment. In this
example, a hardware device such as a host machine 1s caused
to boot from a network source 502, such as a provisioning
system. The hardware device can be 1n what 1s referred to
herein as an “administrative network™ context, as the device
does not have a user provisioned thereon and further can
communicate with various administrative systems such as
provisioning and management systems. Although host sys-
tems and booting are discussed 1n the example for purposes of
explanation, 1t should be understood that other startup or
similar processes for various hardware devices can be used 1n
accordance with various embodiments, and that the steps of
this and other processes discussed herein can be performed
with fewer, additional, or alternative steps 1n various orders
and/or 1n parallel, etc., unless otherwise specifically stated.

For environments such as cloud environments, a request
for a resource such as a host machine can be received from a
user 504, such as to a cloud manager or control plane, for
example. The cloud manager can determine that the host
machine 1s available and matches the type of resource for the
request, and can provision a customer image for the user onto
the machine 506. In some embodiments, the customer image
can be retrieved from a provisioning system residing in, or
accessible to, the cloud. Once the customer image 1s provided
to the machine, the cloud manager (or provisioning system or
other such component) can send an 1nstruction to one or more
network switches 1n the cloud, or to a data store holding
information to be used by the various network switches, that
can deny access and/or routing of communications from a
network port of the host machine to any specified provision-
ing systems or other network systems or components capable
of being used by a user to netboot the machine 508. In cases
where a device has one or more console ports and/or other
ports that are not exposed to the user, these ports can be
allowed to communicate with the provisioning and other such
systems, but any port or path that 1s accessible by a guest user
or OS provisioned on the system can have information set at,
or for, one or more network switches to prevent at least the
user-accessible portion of the machine from accessing these
systems. The host machine thus can be placed into what 1s
referred to herein as a ‘““user network’ context, wherein a
customer 1mage 1s provisioned on the machine and/or a user
has access to the host machine, but the host machine 1s unable
to communicate with specific administrative network
resources, such as provisioning and management systems.
When the request 1s completed, or when the customer 1s
otherwise no longer to be provisioned on the device, the
customer 1mage can be removed from the machine 510. Once
the customer 1mage 1s removed, and 1n some embodiments
alfter the machine has been re-imaged and/or reconfigured
such that any malicious or unauthorized code 1s removed
from the machine, the cloud manager can send instructions
that cause the switches to again allow the host machine to
communicate with the provisioning systems 512, such that
the cloud manager can utilize those and other such systems
until a customer 1s provisioned on the machine who should
not have access to those systems. The machine thus can be
switched back into an “administrative network™ context. In
cases where a console or external port, mnaccessible to the
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user, can be used to provision the machine, the switch can be
configured to never allow communications between user-
accessible ports and the provisioning system, or any of a
number of other such variations. In cases where network ports
have their states changed based on customer provisioning,
those ports can again be allowed to communicate with the

provisioning systems once the customer 1s removed from the
device.

In some embodiments, there still can be the possibility that
a user or guest OS can access configuration information, such
as state information for a port, or gain access to the switch
information to enable communications, for example,
whereby the user can enable netbooting and/or other such
actions. Thus, 1t can be desirable 1n at least some embodi-
ments to utilize an additional (or alternative) approach to
handling rebooting or resetting of a machine. Systems and
methods 1n accordance with various embodiments provide for
the monitoring, auditing, tracking, alerting, and/or other such
actions performed 1n response to a detected reboot or similar
action. In the event that a system reboots, or at least attempts
to reboot, information can be stored to a log or other such
location, internal or external to the host machine. This can
include information such as the time, date, provisioned user,
host machine, version information before and/or after reboot,
and other such information. In addition or 1n place of storing
this information to alog, an alert or other communication can
be sent to an appropnate location, such as a cloud manager
system, whereby one or more appropriate actions can be
taken based on the reported action. For example, if a reboot or
other reset attempt 1s detected, a notification can be sent to the
user notifying that a reboot attempt was detected (1n case the
user was unaware of such activity) and/or notitying the user
that repeated reboot attempts can potentially result in denial
of service, etc. In other embodiments, a message indicating
that a machine rebooted unexpectedly or from an unautho-
rized source can cause an administrator or other employee of
the provider to examine the status of the machine and poten-
tially 1solate or shut down that machine or instance. Various
other actions can be taken as well within the scope of the
various embodiments.

Other detection mechanisms can also be applied. For
example, network tratfic can be monitored “upstream” of the
host to detect messages that tend to occur around reboots from
which 1t might be inferred that a reboot has likely occurred.
The monitoring 1n various embodiments can occur via
offline-processing of logs or in real-time, for example. In one
example, DHCP requests or other such network activities can
be detected that tend to occur during the boot phases of
network connected hosts when establishing connectivity,
such as to obtain an IP address or establish domain creden-
tials. In other embodiments, the timing of network packets
can be monitored to detect activity indicative of a network
reboot.

In some embodiments, actions may not be taken 1mmedi-
ately upon detection of a reboot, but information can instead
be written to a log that can be analyzed or audited periodically
or at other appropriate times. For example, a cloud manager
might pull the logs once a day (such as 1n the middle of the
night during off-peak hours) and determine which machines
have undergone a reboot or similar action, which users are
rebooting machines, how olften users are rebooting machine,
or any other such mnformation. Appropriate actions then can
be taken, such as changing the allocation or access for specific
users, changing configuration information or policies applied
for certain users, reimaging machines, closing ports on spe-
cific devices, etc.




US 8,381,264 Bl

15

In embodiments where a user or guest operating system 1s
not granted permission to reboot or reset a machine, but where
a reboot 1s detected that was not authorized by the cloud
manager or other managing system, for example, an alarm
can be generated that causes one or more specific actions to be
taken. In one embodiment, arule set or policy can be specified
or applied for each user, user type, resource, resource group,
etc. When a reboot or similar action 1s detected, the applicable
rule or policy can be determined, and the appropriate action
taken for the current circumstances. For example, the
machine could be 1solated from other resources across the
network, the user could be removed from the machine, or
power could be removed from the machine. The actions can
differ upon the detected action, the particular customer, or any
other such aspect that can affect the rule or policy to be
applied. In one embodiment, a rule engine 426 can be pro-
vided that1s configured to pull rule and/or policy information,
as well as any appropriate user or resource information, etc.,
from a rules data store 428 (and any other approprniate data
stores) to determine the appropriate action(s) to be taken for
the situation. The rule engine in this example 1s shown to work
through the cloud manager 414, although various other con-
nections and communications paths can be used as well in
other embodiments. In some systems the rules can be rela-
tively static, where specific actions are taken for specific
circumstances. In other cases, the rules applied can be much
more dynamic, and can be tailored to the situation. For
example, a power glitch, application bug, or other such unex-
pected event can cause a machine or device to reboot or reset,
such that an occasional reboot for a customer might simply be
logged and monitored, with no immediate action being taken.
If, instead, several devices for a user are being reset, the
system might decide to 1solate all machines for that customer.
Further, some customers might pay extra for the ability to
reboot machines, while other customers might not be granted
such ability. In some cases, a guest user can select rules and/or
policies to be applied, and can be charged for the service
accordingly. Various other actions and situations can apply as
should be apparent.

In some embodiments, a user can specily the action to be
taken 1n response to a detected reboot. For example, 11 a user
provisioned on a machine never intends to authorize a reboot
from the guest OS, then the guest could request that amachine
be 1solated any time the machine 1s rebooted from the OS, as
it can be likely that the machine 1s compromised or has
another such 1ssue. In other cases, a user might want to be
notified each time a machine reboots, such that the user can
determine whether the reboot was expected, and can take
action for unauthorized reboot or reset actions. In some cases
a customer might not want to allow reboots for a host, and can
specily a policy to power down any machine in the event of a
reset or reboot. In other cases, a user might request a policy
that the machines are not allowed to reboot automatically, as
a user, cloud manager, or other such entity must first approve
the action.

FIG. 6 illustrates an example process 600 that can be used
in accordance with one embodiment to take an appropriate
action in response to detecting a reboot or attempted reboot of
a host machine or other such device. In this process, access to
provisioning systems 1s denied to a host machine provisioned
to a customer or other guest user 602. The access can be
denied using any process discussed herein, although 1n some
embodiments access to the provisioning can be allowed for at
least some customers. During the customer’s use of the
machine, a cloud manager (or stmilar component or system)
might detect a reboot (or attempted reboot) of the machine
604. Upon detecting a reboot, the cloud manager can deter-
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mine information pertaining to the reboot 606, such as the
current customer provisioned on the machine, the amount of
time since the last detected reboot attempt for this machine or
customer, the presence of reboot attempts on other machines
provisioned for this customer, the time of day, any requests
sent upon reboot, etc. The cloud manager also can determine
the applicable policy, rule set, or other information to be
applied 608, such as may depend upon the customer,
resource, device type, etc. Based on the information and the
applicable policy, the cloud manager can determine the
appropriate action to take 610, such as notifying the user,
isolating the host, removing power, or any of a number of
other such actions.

In the example wherein power 1s to be removed from a
device 1n the event of a reset, reboot, or similar action, there
can be a number of approaches to removing such power. For
example, a cloud manager or data center controller can man-
age the power supplied to individual machines 1n the cloud,
data center, or managed network. In some embodiment this
can 1mnvolve what 1s sometimes referred to as “soit” power
control, wherein each machine has the ability to shut down or
power oil. In one embodiment, a network service can com-
municate with each machine through a console port, or other
port not exposed to the user, and can send 1nstructions to the
machine regarding the machine shutting itself off or other-
wise taking itself offline. In one embodiment, which will be
discussed referring back to FI1G. 4, a console controller 430
receives a signal from a cloud manager 414 via a console port
432, and 1s able to signal the power supply unit (PSU) 434 to
turn off via the motherboard, either via or independent of the
CPU 408 for the device. In some embodiments the PSU
cannot be shut off via the CPU but can only be shut down over
the console port and a console controller, or a similar com-
munication mechanism, such that a machine can only be
powered down from across the network, such as by a cloud
manager system. In embodiments where the host device can-
not power itsell off using the CPU or other such component,
power to the machine or device can be controlled using a
smart power strip or other such device that 1s external to the
device and operable to physically supply power or prevent
power from being supplied to a device. For example, several
machines can be connected to receive power from a power
strip including separately controllable (e.g., host specific)
relays or other such components, such that a cloud manager or
other such component can remotely turn off power to 1ndi-
vidual devices. In some embodiments a combination can be
used, wherein a cloud manager first attempts to power down
a device via the console port, and 1f the device does not
respond then the cloud manager can cause an external power
supplying device to remove power (e.g., AC power) from
being supplied to the device.

The use of smart power strips or similar devices that can be
controlled by a cloud manager also can allow machines to be
powered on by supplying power to a machine via the power
strip (or other smart outlet or supply) and then sending a
“power on” or similar signal to the machine. Once power 1s
supplied to a machine such as a server, there can be a small
voltage (such as 5V) going to the console, independent of
whether the device 1s “on” or “off,” which 1s able to receive
and process signals from across the network, such as from the
control plane. This console can also utilize the console port or
another port that 1s not exposed to the network, such that a
user also will not be able to power on or startup devices, 1n
addition to being unable to power down or reboot the devices.

In addition to preventing a user from rebooting a device
from a network component, the ability to prevent a user from
accessing various resources and components across the net-
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work via switches, routers, ports, and other such components
can be used advantageously for other such purposes. For
example, a machine that is determined to be 1n an “unknown”™
state, or that otherwise triggers a remedial action, can have
communication paths across a network (such as to the Internet
or other devices across the cloud) disabled, such as by remov-
ing power from a switch along the communication path, such
that the guest OS or other code executing on the machine or
device cannot communicate with any other devices and
spread potentially malicious code or perform any unautho-
rized actions outside the host machine. There also can be
various levels of action performed for various triggers. For
example, a machine might always be prevented from access-
ing provisioning systems during a reboot of a machine when
a guest 1s provisioned on the machine. I an attempt to reboot
from the network 1s detected, the switches of the data plane
can disable access from that machine to other components
until the source of the attempt can be determined. If subse-
quent attempts are detected, power can be shut off to the
machine such that the code on the machine will no longer
execute and a human can examine and/or re-image the
machine. As should be apparent, various other actions,
sequences, triggers, and other such aspects can be included as
well within the scope of various embodiments.

In some embodiments, certain access can be denied or
“walled off” from the machine during certain times, such as
during phases of reboot. For example, access to provisioning
systems can be denied during phases of a reboot that allow
new customer images to be flashed onto the machine, for
example, which are not authorized by the cloud manager or
other such management system. In one embodiment, guests
can be prevented from provisioming a host machine using a
PXE boot process to boot the host using an unauthorized
network interface and bypass the information stored on hard
disk (or other resident storage) for the machine. A guest could
potentially modily the firmware on the device to cause the
machine to utilize a particular PXE redirection service, or
utilize an approved service but use unauthorized information,
to cause the machine to obtain path information for a specific
PXE boot server and obtain a network bootstrap program that
can be loaded into memory and executed on the machine,
resulting in potentially harmiul code being executed on the
machine. By denying specific network access or redirection
during these periods, the opportunity for such misuse can be
significantly reduced.

As discussed above, the various embodiments can be
implemented 1 a wide variety of operating environments,
which in some cases can include one or more user computers,
computing devices, or processing devices which can be used
to operate any ol a number of applications. User or client
devices can include any of a number of general purpose
personal computers, such as desktop or laptop computers
running a standard operating system, as well as cellular, wire-
less, and handheld devices running mobile software and
capable of supporting anumber of networking and messaging
protocols. Such a system also can include a number of work-
stations running any of a variety of commercially-available
operating systems and other known applications for purposes
such as development and database management. These
devices also can include other electronic devices, such as
dummy terminals, thin-clients, gaming systems, and other
devices capable of communicating via a network.

Various aspects also can be implemented as part of at least
one service or Web service, such as may be part of a service-
oriented architecture. Services such as Web services can com-
municate using any appropriate type of messaging, such as by
using messages 1n extensible markup language (XML) for-
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mat and exchanged using an appropriate protocol such as
SOAP (derived from the “Simple Object Access Protocol™).
Processes provided or executed by such services can be writ-
ten 1 any appropriate language, such as the Web Services
Description Language (WSDL). Using a language such as
WSDL allows for functionality such as the automated gen-
eration of client-side code 1n various SOAP frameworks.

Most embodiments utilize at least one network that would
be familiar to those skilled 1n the art for supporting commu-
nications using any of a variety of commercially-available
protocols, such as TCP/IP, OSI, FTP, UPnP, NFS, CIFS, and
AppleTalk. The network can be, for example, a local area
network, a wide-area network, a virtual private network, the
Internet, an intranet, an extranet, a public switched telephone
network, an infrared network, a wireless network, and any
combination thereof.

In embodiments utilizing a Web server, the Web server can
run any of a variety of server or mid-tier applications, includ-
ing HITP servers, FTP servers, CGI servers, data servers,
Java servers, and business application servers. The server(s)
also may be capable of executing programs or scripts in
response requests from user devices, such as by executing one
or more Web applications that may be implemented as one or
more scripts or programs written 1 any programming lan-
guage, such as Java®, C, C# or C++, or any scripting lan-
guage, such as Peri, Python, or TCL, as well as combinations
thereof. The server(s) may also include database servers,
including without limitation those commercially available
from Oracle®, Microsoft®, Sybase®, and IBM®.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside 1n a variety of locations, such as on a storage
medium local to (and/or resident 1n) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the informa-
tion may reside in a storage-area network (“SAN”") familiar to
those skilled 1n the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers,
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device can include hardware ele-
ments that may be electrically coupled via a bus, the elements
including, for example, at least one central processing unit
(CPU), at least one mput device (e.g., a mouse, keyboard,
controller, touch screen, or keypad), and at least one output
device (e.g., a display device, printer, or speaker). Such a
system may also include one or more storage devices, such as
disk drives, optical storage devices, and solid-state storage
devices such as random access memory (“RAM”) or read-
only memory (“ROM?”), as well as removable media devices,
memory cards, flash cards, etc.

Such devices also can include a computer-readable storage
media reader, a communications device (e.g., a modem, a
network card (wireless or wired), an infrared communication
device, etc.), and working memory as described above. The
computer-readable storage media reader can be connected
with, or configured to receive, a computer-readable storage
medium, representing remote, local, fixed, and/or removable
storage devices as well as storage media for temporarily
and/or more permanently containing, storing, transmitting,
and retrieving computer-readable information. The system
and various devices also typically will include a number of
soltware applications, modules, services, or other elements
located within at least one working memory device, including
an operating system and application programs, such as a
client application or Web browser. It should be appreciated
that alternate embodiments may have numerous variations
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from that described above. For example, customized hard-
ware might also be used and/or particular elements might be
implemented in hardware, software (including portable soft-
ware, such as applets), or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

Storage media and computer readable media for containing
code, or portions of code, can include any appropriate media
known or used 1n the art, including storage media and com-
munication media, such as but not limited to volatile and
non-volatile, removable and non-removable media 1mple-
mented 1n any method or technology for storage and/or trans-
mission of information such as computer readable 1nstruc-
tions, data structures, program modules, or other data,
including RAM, ROM, EEPROM, tlash memory or other
memory technology, CD-ROM, digital versatile disk (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by the a system
device. Based on the disclosure and teachings provided
herein, a person of ordinary skill 1n the art will appreciate
other ways and/or methods to implement the various embodi-
ments.

The specification and drawings are, accordingly, to be
regarded 1n an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth 1n the
claims.

What 1s claimed 1s:

1. A computer-implemented method for preventing a host
machine from accessing a provisioning system during reboot,
comprising;

under control of one or more computer systems configured

with executable instructions,

receiving a request from a user, the request capable of

being processed by providing the user with native access
to a host machine:

provisioning a customer on at least one of a plurality of host

machines using at least one provisioning system on a
network;

belore the customer has access to perform operations on

any provisioned host machine, directing at least one
network switch along any communications path
between the at least one provisioned host machine and
the at least one provisioning system to disable commu-
nications between each provisioned host machine and
cach provisioning system for the duration of the time the
user 1s utilizing the at least one host machine and while
maintaining access to other communication paths of the
network, wherein the user 1s unable to access the at least
one provisioning system during a reboot of any of the at
least one provisioned host machine; and

after the customer 1s no longer provisioned on the at least

one host machine, directing the at least one network
switch between the at least one provisioned host
machine and the at least one provisioning system to
enable communications between each provisioned host
machine and each provisioning system.

2. The computer-implemented method of claim 1, further
comprising;

before the user has access to perform operations on any

provisioned host machine, setting a state of at least one
network port on each provisioned host machine to a state
that does not allow communication with the at least one
provisioning system.
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3. The computer-implemented method of claim 1, turther
comprising:

detecting a reboot of a provisioned host machine; and

removing power i{rom the provisioned host machine for

which the reboot was detected.

4. A computer-implemented method for blocking access to
network resources for a hardware device accessible to a user,
comprising;

under control of one or more computer systems configured

with executable instructions,

providing a plurality of hardware devices for use by any
of a plurality of managed users, each hardware device
operating in an administrative network context and
capable of accessing at least one administrative net-
work resource;

1n response to a request from a user of the plurality of
managed users, updating configuration information
for at least one hardware device using the at least one
administrative network resource to enable the user to
utilize the at least one hardware device;

betore the user 1s capable of utilizing the at least one
hardware device, switching the hardware device to a
user network context including disabling a communi-
cation path by setting the configuration information
for at least one network switch along a communica-
tions path between the hardware device and the at
least one administrative network resource to disable
communications between the hardware device and
the at least one administrative network resource,
wherein the hardware device 1s unable to access the at
least one administrative network resource to modily
the configuration information on the at least one hard-
ware device for the duration of the time the user 1s
utilizing the at least one hardware device; and

after the user 1s finished utilizing the at least one hard-
ware device, switching the hardware device back to
the administrative network context.

5. The computer-implemented method of claim 4, wherein
switching the hardware device to a user network context
comprises disabling a communication path between the at
least one hardware resource and the at least one administra-
tive network resource.

6. The computer-implemented method of claim 4, wherein
the administrative network resource 1s a provisioning system,
and wherein updating the configuration information includes
loading a customer 1image on the hardware device.

7. The computer-implemented method of claim 4, wherein
the hardware device 1s a host machine including at least one
network port configured to communicate with the at least one
administrative network resource, and

wherein switching the hardware device to the user network

context comprises modilying a state of the at least one
network port to prevent communications between the
host machine and the at least one administrative network
resource.

8. The computer-implemented method of claim 4, turther
comprising:

monitoring network traflic for the at least one hardware

device 1n the user network context;

determining whether the momtored network traffic 1s

indicative of a reboot of the at least one hardware device;
and

when network traffic 1s detected that 1s indicative of a

reboot of the at least one hardware device, performing at
least one action with respect to the hardware device.

9. The computer-implemented method of claim 8, wherein
the action includes removing power from at least one network
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switch along any communications path between the hardware
device and the at least one administrative network resource.

10. The computer-implemented method of claim 4,
wherein the hardware device 1s prevented from performing an
unauthorized reboot operation using information from the at
least one administrative network resource.

11. The computer-implemented method of claim 8,
wherein the action includes at least logging information for
the detected attempt, notifying a user, 1solating the hardware
device, disabling specific communications from the network
device, limiting access of the user to at least a portion of the
hardware device, disabling at least some network communi-
cations, removing power from a network switch, or removing
power from the hardware device.

12. The computer-implemented method of claim 4, further
comprising:

detecting at least an attempt by the hardware device to

access information from the at least one administrative
network resource; and

executing at least one action 1n response to the detected

attempt.

13. The computer-implemented method of claim 12, fur-
ther comprising:

applying at least one policy to determine the at least one

action to execute 1n response to the detected attempt.

14. The computer-implemented method of claim 4,
wherein the request 1s recerved on behalf of the user based
upon a current need of the user for remote centralized
resources under control of at least one management system.

15. The computer-implemented method of claim 4, further
comprising;

booting a host machine containing the at least one hard-

ware device using a ramdisk.

16. The computer-implemented method of claim 4, further
comprising;

detecting an attempted reboot of the at least one hardware

device:

applying a policy for at least one of the user and the hard-

ware device to determine a remedial action for the
attempted reboot; and

performing the remedial action.

17. The computer-implemented method of claim 16,
wherein the remedial action includes at least logging infor-
mation, notifying a user, isolating the at least one hardware
device, disabling specific communications from the at least
one hardware device, limiting user access to at least a portion
of the at least one hardware device, or removing power from
the processing device for which the reboot or attempted
reboot was detected.

18. The computer-implemented method of claim 17,
wherein removing power from the at least one hardware
device comprises instructing a smart power device to remove
power from reaching the processing device.

19. A computer-implemented method for blocking access
to an administrative network resource for a hardware device
accessible to a user, comprising:

under control of one or more computer systems configured

with executable instructions,

providing a plurality of hardware devices for use by any
of a plurality of managed users;

in response to a request for a user of the plurality of
managed users, updating configuration mnformation
for at least one hardware device using at least one
administrative network resource to enable the user to
utilize the at least one hardware device, updating the
configuration information including disabling a com-
munication path for at least one network switch along
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a communications path between the at least one hard-
ware device and the at least one administrative net-
work resource to disable communications between
the hardware device and the at least one administra-
tive network resource, a use context of the at least one
hardware device being changed such that the at least
one hardware device i1s unable to communicate with
the at least one administrative network resource for
the duration of the time the user 1s utilizing the at least
one hardware device;
monitoring network traffic for the at least one hardware
device;
when network traffic 1s detected that i1s indicative of a
reboot of the at least one hardware device, performing,
at least one remedial action; and
when the user 1s finished utilizing the at least one hard-
ware device, updating the configuration information
such that the at least one hardware device 1s able to
communicate with the at least one administrative net-
work resource.

20. The computer-implemented method of claim 19,
wherein the network traffic 1s momtored offline using log
information or 1n real time.

21. The computer-implemented method of claim 19,
wherein the network traific indicative of a reboot includes at
least one of a Dynamic Host Configuration Protocol (DHCP)
request or a pattern of packet timing.

22. A system for blocking access to network resources for
a hardware device accessible to a user, comprising:

a processor; and

a memory device including instructions that, when

executed by the processor, cause the processor to:

provide a plurality of hardware devices for use, each
hardware device operating 1n an administrative net-
work context and capable of accessing at least one
administrative network resource;

in response to a request for a user of the plurality of
managed users, update configuration information for
at least one hardware device using the at least one
administrative network resource to enable the user to
utilize the at least one hardware device;

betfore the user 1s capable of utilizing the at least one
hardware device, switch the hardware device to a user
network context wherein the hardware device 1is
unable to access the at least one administrative net-
work resource to modily the configuration iforma-
tion on the at least one hardware device for the dura-
tion of the time the user 1s utilizing the at least one
hardware device; and

after the user 1s finished utilizing the at least one hard-
ware device, switch the at least one hardware device
back to the administrative network context,

wherein the hardware device 1s a host machine including
at least one network port configured to communicate
with the administrative network resource, and

wherein switching the hardware device to a user network
context comprises modilying a state of the at least one
network port to prevent communications between the
host machine and the at least one administrative net-
work resource.

23. The system of claim 22, wherein the network resource
1s a provisioning system, and wherein updating the configu-
ration information includes loading a customer 1mage on the
hardware device.

24. The system of claim 22, wherein switching the hard-
ware device to the user network context comprises setting,
configuration information for at least one network switch
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along any communications path between the hardware device
and the at least one administrative network resource to disable
communications between the hardware device and the at least
one administrative network resource.

25. The system of claim 22, wherein the mstructions when
executed further cause the processor to:

detect at least an attempt by the hardware device to access

information from the at least one administrative network
resource; and

execute at least one action 1n response, the action including

at least logging information for the detected attempt,
notifying a user, 1solating the hardware device, disabling
specific communications from the network device, or
removing power from the hardware device.

26. A non-transitory computer readable storage medium
storing instructions for blocking access to network resources
for a hardware device accessible to a user, the instructions
when executed by a processor causing the processor to:

provide a plurality of hardware devices for use, each hard-

ware device operating 1n an administrative network con-
text and capable of accessing at least one administrative
network resource;

in response to a request for a first user, update configuration

information for at least one hardware device using the at
least one administrative network resource to enable the
user to utilize the at least one hardware device;

betore the first user 1s capable of utilizing the at least one

hardware device, switch the hardware device to a user
network context wherein the hardware device 1s unable
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to access the at least one administrative network
resource to modily the configuration information on the
at least one hardware device for the duration of the time
the user 1s utilizing the at least one hardware device; and

alter the user 1s finished utilizing the at least one hardware
device, switch the at least one hardware device back to
the administrative network context,
wherein the hardware device 1s a host machine including at
least one network port configured to communicate with
the at least one administrative network resource, and

wherein switching the hardware device to the user network
context comprises modilying a state of the at least one
network port to prevent communications between the
host machine and the at least one administrative network
resource.

2’7. The non-transitory computer readable storage medium
of claim 26, wherein the network resource 1s a provisioning
system, and wherein updating the configuration information
includes loading a customer 1mage on the hardware device.

28. The non-transitory computer readable storage medium
of claim 26, wherein switching the hardware device to the
user network context comprises setting configuration infor-
mation for at least one network switch along any communi-
cations path between the hardware device and the at least one
administrative network resource to disable communications
between the hardware device and the at least one administra-
tive network resource.
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