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METHOD FOR PROVIDING A SECURE
“GRAY BOX” VIEW PROPRIETARY IP

BACKGROUND

The methods and systems herein relate to providing
foundry customers with Integrated Circuit (IC) graphic
design data files for photomask plotting that allow for full
place, route & checking capability of proprietary Intellectual
Property (IP), while the IP developer cloaks the internal struc-
ture of the IP when viewed by the customer, typically an IC
designer. This cloaking allows IC designers to use the IP
developer’s proprietary IP within their chip designs, while
protecting the developer’s IP from reverse-engineering by the
customer, or others who have access to the IC data. This
cloaking may be achieved by generating non-proprietary
modified graphic data file(s) and netlist file(s) for the propri-
ctary IP. These modified files are provided to ‘non-trusted’ IC
design teams, instead of the original proprietary files. The
modified ﬁles cnable the IC design teams to complete all the
necessary IC design and checking activities, using standard
IC design software and design techniques—without requiring
encryption or other non-standard design soiftware or tech-
niques. The final IC design may be then released to a “trusted’
IC fabrication facility, where the non-proprietary graphic data
file(s) are replaced with the original proprietary file(s), prior
to the fabrication process.

IC graphic data files, 1.e., commonly used GDSII or OASIS
data files, are used 1n the design of 1Cs and give complete IP
design information to customers by IP developers, and are
therefore not advantageous 1n their unmodified state to be
given to customers. Once the customers have added their
designs to the IC graphic data files, the IC graphic data files
are grven to IC foundries for final IC fabrication.

Objects contained in an 1C graphic data file are grouped by
assigning numeric and/or hierarchical attributes to them
including a “layer number,” “datatype” or “texttype”. These
graphic data files encapsulate hierarchical layout data for
interchange between computer design systems, mask writing
tools and mask mspection/mask repair tools.

Generally, the data within an IC’s graphic data files may be
organized hierarchically by cell with, in some instances,
lower-level references to other dependent cells. Ideally, all
cell layout data may be based on foundry-verified process
data. A cell can be a simple (NAND gate, OR gate, XOR gate,
etc.) logic circuit or 1t can comprise as much as the entire
functionality for an embedded microprocessor. The content
of the cell may be arbitrarily defined according to 1ts antici-
pated use when connected with other cells during logic
design. Mostly, a library file contains layer-by-layer transis-
tor-level geometric (polygons) and non-geometric data that
represents how, at the cell level, the cell should be manufac-
tured.

A finished logic design shows how a set of cells chosen
from a cell library for a particular design are to be connected.
Chip-level layout design uses a netlist from logic design to
place cell-level library files from the same library, (and/or
multiple other sources), used in logic design and then add the
routing that connects the placed cells together as one inte-
grated circuit. After chip-level optimizations are made, the
final output may be a single design data file containing opti-
mized but still raw placement, routing and cell layer data for
the entire mtegrated circuit.

Typically, the raw design layout data still requires finishing,
so that the layout, when transformed from data to shaped
flashing beams of light and electrons actually print onto a
mask or wafer as intended. Once finished, the modified layout
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of the chip may be fractured from a polygon-based represen-
tation to a geometrically equivalent representation of the data

using smaller (machine-printable) geometric shapes. The
fractured data may be stored separately as a fractured design
data file.

Mask data preparation (MDP) 1s the step that translates an
intended set of polygons on an integrated circuit layout into a
form that can be physically written by the photomask writer.
Usually this involves fracturing complex polygons into sim-
pler shapes, often rectangles and trapezoids that can be writ-
ten by the mask writing hardware. Typically a design may be
delivered to mask data preparation 1n GDSII or OASIS {for-
mat, and after fracturing 1s written out in a proprietary format
specific to the mask writer.

SUMMARY

According to one example of the methods and systems
herein, a computer-implemented method includes a first com-
puting device that generates a design data layout format file
that defines a plurality of geometric figures and a netlist file
that defines electrical connections between the geometric
figures. The first computing device 1dentifies one proprietary
geometric figure from the geometric figures. The identifying
process further includes, identifying an outer boundary of the
proprietary geometric figure, identifying electrical intercon-
nections to and from the proprietary geometric figure that
pass through the outer boundary, and i1dentifying specific
peripheral structures of the proprietary geometric figure
immediately adjacent the outer boundary. The first computing
device then replaces the proprietary geometric figure 1n the
design data layout format file with a placeholder geometric
figure based on the identification of the proprietary geometric
figure, and renames cell names and connection names asso-
ciated with the proprietary geometric figure from the netlist
file with obfuscating names also based on the identification of
the proprietary geometric figure. The first computing device
then generates a modified design data layout format file
including the placeholder geometric figure and a modified
netlist file including the obtuscating names.

According to another example of the methods and systems
herein, a computer-implemented method herein 1dentifies at
least one proprietary geometric figure from a plurality of
geometric figures within a design data layout format file. The
proprietary geometric figure in the design data layout format
file may be replaced with a placeholder geometric figure
based on the process of identifying the proprietary geometric
figure. Cell names and connection names associated with the
proprietary geometric figure are renamed from a netlist file
that defines electrical connections between the geometric
figures with obfuscating names based on the process of 1den-
tifying the proprietary geometric figure. A modified design
data layout format file may be generated that includes the
placeholder geometric figure and a modified netlist file
including the obfuscating names.

According to another example of the methods and systems
herein, a non-transitory computer storage medium readable
by a computer tangibly embodies a program ol instructions
executable by the computer for performing a method for
generating a modified design data layout format file and a
modified netlist file. The method generates a design data
layout format file that defines a plurality of geometric figures
and a netlist file that defines electrical connections between
the geometric figures. At least one proprietary geometric fig-
ure may be 1dentified from the geometric figures. The identi-
tying process further includes, identifying an outer boundary
of the proprictary geometric figure, identifying electrical
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interconnections to and from the proprietary geometric figure
that pass through the outer boundary, and 1dentitying specific
peripheral structures of the proprietary geometric figure
immediately adjacent the outer boundary. The proprietary
geometric figure may be replaced in the design data layout
format file with a placeholder geometric figure based on the
identification of the proprietary geometric figure, and the
method renames cell names and connection names associated
with the proprietary geometric figure from the netlist file are
replaced with obfuscating names also based on the 1dentifi-
cation of the proprietary geometric figure. A modified design
data layout format file may be generated that includes the
placeholder geometric figure and a modified netlist file may
be generated that includes the obfuscating names.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The examples of the methods and systems herein will be
better understood from the following detailed description
with reference to the drawings, which are not necessarily
drawn to scale and in which:

FIG. 1 1s a schematic diagram of one embodiment of a
graphical representation of a design data layout format file
and netlist file being modified from a first form to a second
form:

FIG. 2 1s a schematic diagram of another embodiment
illustrating a plurality of layers of a representation of a
graphic data file;

FI1G. 3 1s a schematic diagram of another embodiment of a
graphical representation of a design data layout format file
and netlist file being modified from a first form to a second
form:

FIG. 4 1s a schematic diagram of another embodiment
illustrating additional features of a design data layout format
file and netlist file being modified from a first form to a second
form:

FIG. 5 1s a logic tlowchart for an embodiment of a method
of the modification process;

FIG. 6 15 a continuation of the logic flowchart of FIG. 5 for
the embodiment of the method of the modification process;
and

FIG. 7 1s a schematic diagram of a hardware system
according to embodiments herein;

FIG. 8 1s a schematic diagram of a deployment system
according to embodiments herein;

FIG. 9 1s a schematic diagram of an integration system
according to embodiments herein;

FIG. 10 1s a schematic diagram of an on demand system
according to embodiments herein;

FIG. 11 1s a schematic diagram of a virtual private network
system according to embodiments herein; and

FIG. 12 1s a schematic diagram of a virtual private network
system according to embodiments herein.

DETAILED DESCRIPTION

Existing technology that hides IP on graphic design data
files includes a Library Exchange Format (LEF) that provides
place and route capability for customers, but fails to provide
tull Design Rule Checking (DRC) and Layout verses Sche-
matic (LVS) on the graphic data files.

The method of the embodiment described herein discloses
a ‘grey box’ graphic data file view of proprietary IP that the IP
developer generates based on the graphic data file before
sending 1t to the customer to prevent the IP from being viewed
or reverse engineered by the customer. This modification of
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the graphic design file allows customers to complete all
aspects of their chip design and DRC/LVS checking, while
preventing the details of the IP’s transistor-level design from
being observed.

FIG. 1 illustrates a first graphical representation of a layout
350 for an IC design including a portion of the layout that
includes a proprietary (“IP”) portion 352. This proprietary
portion 352 on the layout 350 may include anything from a
complete VSLI (Very Large-Scale Integrated) circuit, e.g., an
entire processing core, to any smallest discrete portion of a
VSLI circuit design. For purposes of illustration, IP portion
352 has physical dimensions between (X1,Y1) and (X2,Y2)
in an X-Y coordinate plane. Connections 354 are represented
by lines protruding from the IP portion 352 into the layout
350. Additionally, IP portion 352 may lie on a single level L1
of the IC design as illustrated. A design data layout format file
360 associated with the graphical layout 350, (e.g., a GDSII
or an OASIS file), may include layer (IL1) information with
associated geometry data (X1,Y1); (X2,Y2) of the IP portion
352 and other elements within the layout 350. A net list file
370 associated with the graphical layout 350 may include
layer information (LL1) with associated cell/subcell data
(SUBCELL 03) and connectivity data (CONNECTION S TO
17) associated with the IP portion 352 and other elements
within the layout 350.

The graphical layout 350 may be then modified by the IP
developer resulting 1n a modified graphical layout 450 that
includes a grey-box or placeholder IP portion 452 between
the 1dentical coordinates (X1,Y1) to (X2,Y2) of the original
IP portion 352. For purposes herein the “placeholder” IP
portions could be considered “grey™; “cloaked”; “generic”; or
“dummy” elements because the details of such elements are
not available to the viewer (and this maintains the security of
the IP developer’s mtellectual property rights). Connections
354 are still maintained in the modified graphical layoutin the
same positions as 1n the original layout 350 for the customer
to implement and test their added design. A modified design
data layout format file 460 now 1dentifies the placeholder IP
portion 452 ona layer (LL1) and on a coordinate basis (X1,Y1);
(X2,Y2), and a modified netlist file 470 replaces the cell/
subcell names and connection names of the original netlist
file 370 with obtuscating names to obliuscate any proprietary
data a customer could deduce from the original name of any
cell/subcell and connection names.

FIG. 2 illustrates another embodiment where an IC design
layout represents a plurality of layers, L1, L2, L3 toLn. In a
first IC design layout 300, an IP portion 302 occupies a
substantial portion of layer L1; IP portion 304 occupies a
portion of layer .2; IP portion 306 occupies a relatively small
portion of layer L.3; while layer Ln fails to have any IP
portion. Fach of these IP portions, 302, 304 and 306 may be
replaced with placeholder IP portions 402, 404 and 406
respectively in a modified IC design layout 400 with modifi-
cation to a respective design data layout format file and netlist
file similar to those shown 1n FIG. 1.

FIG. 3 illustrates another embodiment where an IP portion
that may be replaced with a placeholder IP portion in the
design data layout format file and netlist file may be replaced
with multiple sections within the placeholder IP portion that
have different device densities or different metal densities of
normal arrays retlective of the original IP portions device and
metal densities for purposes of better accuracy in DRC and
LVS checking.

In layout 500, a first IP portion 502 has the coordinates of
(X11,Y11)to (X12,Y12)onlevel L1, and a second IP portion
504 has the coordinates of (X13,Y13) to (X14,Y14) on the

same level L1. Electrical connectors 506 pass from both of
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these sections into the non-IP portion of the layout 500.
Additionally, electrical connectors may pass from both the
first IP portion 502 to the second IP portion 504, (not shown).
Likewise, the graphic data file 510 reflects the first 502 and
second 504 IP portions and the netlist file 520 represents
level, cell/subcell and electrical connection data for each
clement.

In the modified layout 600, a first placeholder IP portion
602 has the coordinates of (X21,Y21) to (X22,Y22) on level
L1, and a second placeholder IP portion 604 has the coordi-
nates o1 (X23,Y23) to (X24,Y24) on the same level L1. How-
ever, for example, the first placeholder IP portion 602 may be
replaced with a regular array of devices or metal in the form
ol geometric shapes having a first density per unit of area
corresponding to an equivalent density per unit of area of the
original IP portion 502. Likewise, the second placeholder IP
portion 604 may be replaced with a regular array of devices or
metal 1n the form of geometric shapes having a second dii-
ferent density per unit of area corresponding to an equivalent
density per unit of area of the original IP portion 504. This
facilitates the more accurate checking of the customer’s
added design by mimicking discrete density areas within the
IP portion by corresponding placeholder IP portions with
similar device and metal densities.

Electrical connectors 506 pass from both of these place-
holder IP sections into the non-IP portion of the layout 600.
Additionally, electrical connectors may pass from both the
first placeholder IP portion 602 to the second placeholder IP
portion 604, and vice versa, (not shown). Likewise, the modi-
fied graphic data file 610 reflects the first 602 and second 604
placeholder IP portions, and the modified netlist file 620
represents level, replacement of the cell/subcell names and
clectrical connection name data for each element similar to
FIG. 1.

FIG. 4 illustrates an alternative embodiment where an
original IC layout 700 includes an IP portion 702 ona level L1
having electrical connections 704. In one embodiment, a
modified IC layout 800 includes a portion of the IP 702 being
replaced with a placeholder IP portion 802, thereby leaving a
boundary portion of a fixed width, (for example 40 um), or
variable width, (which may be determined, based on DRC
checking requirements, or other design considerations), from
the inner boundary of the IP portion 702. Thus, an exposed
portion 702 A remains around the placeholder IP portion 802
that better allows customers to view electrical interconnec-
tions and other elements necessary for design and checking of
their added circuit features.

Additionally, a boundary 804, consisting of metal, poly-
s1licon, etc., may be inserted around the IP portion 702/702A/
802 to allow for an error to be generated by the DRC/LVS
checking if the customer places any features that intersect or
are completely 1nside the metal boundary 704. The addition
of null value devices, 1.e., null “LLVS resistor” structures or net
names text labels around at least a portion of the placeholder
geometric figure ensures that electrical shorts are identified
during layout versus schematic checks on the modified design
data layout format file and the modified netlist file.

FIGS. 5-6 illustrate a computer-implemented method
including a first computing device, (e.g., a VSLI IP develop-
er’s computer, etc.), generating a design data layout format
file that defines a plurality of geometric figures and a netlist
f1le that defines electrical connections between the geometric
FIG. 900.

The first computing device i1dentifies at least one propri-
ctary geometric figure from the geometric figures. This 1den-
tifying process includes, identifying an outer boundary of the
proprietary geometric figure, identifying electrical intercon-
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nections and/or other physical interconnections to and from
the proprietary geometric figure that pass through the outer
boundary, and identifying specific peripheral structures of the
proprietary geometric figure immediately adjacent the outer
boundary 902. The proprietary geometric figures may be
located on a plurality of semiconductor layers.

The first computing device then replaces the proprietary
geometric figure 1n the design data layout format file with a
placeholder geometric figure based on the identification of
the proprietary geometric FIG. 904, and renames cell names
and connection names associated with the proprietary geo-
metric figure from the netlist file with obfuscating names
(also based on the 1dentification of the proprietary geometric
figure) m 1tem 906. The proprietary geometric figure may
represent, for example, a portion of a VSLI circuit or a com-
plete VSLI circuit.

The placeholder geometric figure may approximate a
device density or a metal density of at least a portion of the
proprietary geometric figure. Therefore, the placeholder geo-
metric figure may also include a plurality of different device
densities or a plurality of different metal densities. The place-
holder geometric figure may also include a regular array of
devices or metal structures that approximate the geometric
shape of the proprietary geometric figure, where the place-
holder geometric figure obfuscates design structure contained
within the proprietary geometric figure. The first computing
device then generates a modified design data layout format
file that includes the placeholder geometric figure and gener-
ates a modified netlist file including the obfuscating names
908.

A second computing device (e.g., an VSLI circuit designer
customer’s computer, 1.€., an IC designer, etc.) receives the
modified design data layout format file and the modified
netlist file 910. The obfuscating names may include alphanu-
meric text that obfuscates cell name or interconnection name
information 1n the netlist file. The second computing device
adds customer geometric figures to the modified design data
layout format file 912, and customer electrical routing con-
nection mmformation to the modified netlist file based on the
added customer geometric FI1G. 914.

A customer modified design data layout format file may be
generated, by the second computing device, with the cus-
tomer geometric figures and a customer modified netlist file
(with the customer electrical routing connection information)
in 1tem 916.

Design rule checks (DRC) and layout verses schematic
checks (LVS) are performed on the modified design data
layout format file (containing the customer geometric figures)
and the modified netlist file (contaiming the customer electri-
cal routing connection information) 1n 1item 918. The modi-
fied design data layout format file may be specifically
designed such that the results from DRC and LVS may give
the same results as the unmodified layout format file, thereby
producing a meaningiul result when step 918 1s executed. In
other words, the placeholder structures may be defined to
provide the same DRC and/or LVS checking results as the
original proprietary structure. The placeholder structures
may also be defined to eliminate certain unwanted DRC and/
or LVS violations (1.e., wavered violations or other violations
that are not necessary for the IC designer/customer to
address). Additionally, design rule checking may be carried
out within a fixed distance of the outer boundary of the pro-
prictary geometric figure.

A third computing device, (or 1in the alternative, the original
first computing device, both computing devices which are at
a ‘trusted’ location, independent from the “customer™ loca-
tion at the second computing device), may receive the a
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customer modified design data layout format file and the
customer modified netlist file, 920, and substitute the propri-
ctary geometric figure for the placeholder geometric figure 1n
the customer modified design data layout format file 922.
Finally, the geometric figures are fractured from the customer
modified design data layout format file into simple shapes to
enable writing by mask writing hardware 924.

As will be appreciated by one skilled 1n the art, aspects of
the systems and methods herein may be embodied as a sys-
tem, method or computer program product. Accordingly,
aspects of the present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a “cir-
cuit,” “module” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program
product embodied 1 one or more computer readable
medium(s) having computer readable program code embod-
ied thereon.

Any combination of one or more computer readable non-
transitory medium(s) may be utilized. The computer readable
medium may be a computer readable signal medium or a
computer readable storage medium. The non-transitory com-
puter storage medium stores instructions, and a processor
executes the instructions to perform the methods described
herein. A computer readable storage medium may be, for
example, but not limited to, an electronic, magnetic, optical,
clectromagnetic, infrared, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following;:
an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), an
optical fiber, a portable compact disc read-only memory (CD-
ROM), an optical storage device, a magnetic storage device,
or any suitable combination of the foregoing. In the context of
this document, a computer readable storage medium may be
any tangible medium that can contain, or store a program for
use by or 1n connection with an mnstruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, 1n baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written 1n any com-
bination of one or more programming languages, including,
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone soiftware package, partly on the
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user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present disclosure are described below with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments herein. It will be understood
that each block of the flowchart illustrations and/or two-
dimensional block diagrams, and combinations of blocks 1n
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified 1 the flowchart
and/or block diagram block or blocks.

A representative hardware environment for practicing the
embodiments herein 1s depicted in FIG. 7. This schematic
drawing 1llustrates a hardware configuration of an informa-
tion handling/computer system 1in accordance with the
embodiments herein. The system comprises at least one pro-
cessor or central processing unit (CPU) 10. The CPUs 10 are
interconnected via system bus 12 to various devices such as a
random access memory (RAM) 14, read-only memory
(ROM) 16, and an input/output (I/O) adapter 18. The I/O
adapter 18 can connect to peripheral devices, such as disk
unmits 11 and tape drives 13, or other program storage devices
that are readable by the system. The system can read the
inventive instructions on the program storage devices and
follow these instructions to execute the methodology of the
embodiments herein. The system further includes a user inter-
face adapter 19 that connects a keyboard 15, mouse 17,
speaker 24, microphone 22, and/or other user interface
devices such as a touch screen device (not shown) to the bus
12 to gather user mput. Additionally, a communication
adapter 20 connects the bus 12 to a data processing network
235, and a display adapter 21 connects the bus 12 to a display
device 23 which may be embodied as an output device such as
a monitor, printer, or transmitter, for example.

The flowchart and block diagrams 1n the Figures illustrate
the architecture, functionality, and operation ol possible
implementations of systems, methods and computer program
products according to various embodiments herein. In this
regard, each block in the flowchart or block diagrams may
represent a module, segment, or portion of code, which com-
prises one or more executable mnstructions for implementing
the specified logical function(s). It should also be noted that,
in some alternative implementations, the functions noted 1n
the block may occur out of the order noted 1n the figures. For
example, two blocks shown 1n succession may, in fact, be
executed substantially concurrently, or the blocks may some-
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times be executed 1n the reverse order, depending upon the
functionality involved. It will also be noted that each block of
the block diagrams and/or flowchart illustration, and combi-
nations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and com-
puter instructions.

Deployment types include loading directly in the client,
server and proxy computers via loading a storage medium
such as a CD, DVD, etc. The process software may also be
automatically or semi-automatically deployed into a com-
puter system by sending the process solftware to a central
server or a group of central servers. The process soltware may
be then downloaded into the client computers that waill
execute the process soltware. The process software may be
sent directly to the client system via e-mail. The process
soltware may be then either detached to a directory or loaded
into a directory by a button on the e-mail that executes a
program that detaches the process software into a directory.
Send the process software directly to a directory on the client
computer hard drive. When there are proxy servers, the pro-
cess will, select the proxy server code, determine on which
computers to place the proxy servers’ code, transmit the
proxy server code, and then install the proxy server code on
the proxy computer. The process software will be transmitted
to the proxy server then stored on the proxy server.

While it 1s understood that the process soitware may be
deployed by manually loading directly in the client, server
and proxy computers via loading a storage medium such as a
CD, DVD, etc., the process software may also be automati-
cally or semi-automatically deployed into a computer system
by sending the process soitware to a central server or a group
of central servers. The process soltware may be then down-
loaded 1nto the client computers that will execute the process
software. Alternatively the process software may be sent
directly to the client system via e-mail. The process software
may be then eitther detached to a directory or loaded into a
directory by a button on the e-mail that executes a program
that detaches the process software into a directory. Another
alternative may be to send the process software directly to a
directory on the client computer hard drive. When there are
proxy servers, the process will, select the proxy server code,
determine on which computers to place the proxy servers’
code, transmit the proxy server code, then install the proxy
server code on the proxy computer. The process soltware will
be transmitted to the proxy server then stored on the proxy
SErver.

In FI1G. 8, Step 100 begins the deployment of the process
software. The first thing may be to determine i1 there are any
programs that will reside on a server or servers when the
process software may be executed 101. If this 1s the case then
the servers that will contain the executables are identified 209.
The process software for the server or servers may be trans-
terred directly to the servers’ storage via FTP or some other
protocol or by copying though the use of a shared file system
210. The process soltware may be then installed on the serv-
ers 211.

Next, a determination 1s made on whether the process
soltware may be deployed by having users access the process
software on a server or servers 102. If the users are to access
the process software on servers then the server addresses that
will store the process software are 1dentified 103.

A determination 1s made 1f a proxy server may be to be built
200 to store the process software. A proxy server 1s a server
that sits between a client application, such as a Web browser,
and a real server. It intercepts all requests to the real server to
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see 11 1t can fulfill the requests itsell. If not, 1t forwards the
request to the real server. The two primary benefits of a proxy
server are to improve performance and to filter requests. If a
proxy server may be required then the proxy server may be
installed 201. The process software 1s sent to the servers either
via a protocol such as FTP or 1t 1s copied directly from the
source files to the server files via file sharing 202. Another
embodiment would be to send a transaction to the servers that
contained the process software and have the server process
the transaction, then receive and copy the process software to
the server’s file system. Once the process soitware 1s stored at
the servers, the users via their client computers, then access
the process software on the servers and copy to their client
computers file systems 203. Another embodiment may be to
have the servers automatically copy the process software to
cach client and then run the installation program for the
process software at each client computer. The user executes
the program that installs the process soitware on his client
computer 212 then exits the process 108.

In step 104 a determination may be made whether the
process soltware may be to be deployed by sending the pro-
cess software to users via e-mail. The set of users where the
process software will be deployed are 1dentified together with
the addresses of the user client computers 105. The process
software may be sent via e-mail to each of the users’ client
computers. The users then receive the e-mail 205 and then
detach the process software from the e-mail to a directory on
their client computers 206. The user executes the program
that 1nstalls the process software on his client computer 212
then exits the process 108.

Lastly a determination may be made on whether to the
process soltware will be sent directly to user directories on
their client computers 106. If so, the user directories are
identified 107. The process soltware may be transferred
directly to the user’s client computer directory 207. This can
be done 1n several ways such as but not limited to sharing of
the file system directories and then copying from the sender’s
file system to the recipient user’s file system or alternatively
using a transier protocol such as File Transter Protocol (FTP).
The users access the directories on their client file systems 1n
preparation for installing the process software 208. The user
executes the program that installs the process software on his
client computer 212 then exits the process 108.

The process software may be integrated 1nto a client, server
and network environment by providing for the process sofit-
ware to coexist with applications, operating systems and net-
work operating systems software and then installing the pro-
cess software on the clients and servers 1n the environment
where the process software will function.

The first step 1s to 1dentily any software on the clients and
servers including the network operating system where the
process software will be deployed that are required by the
process software or that work in conjunction with the process
software. This includes the network operating system that 1s
soltware that enhances a basic operating system by adding,
networking features.

Next, the software applications and version numbers will
be 1dentified and compared to the list of software applications
and version numbers that have been tested to work with the
process software. Those software applications that are miss-
ing or that do not match the correct version will be upgraded
with the correct version numbers. Program instructions that
pass parameters from the process soitware to the software
applications will be checked to ensure the parameter lists
matches the parameter lists required by the process software.
Conversely parameters passed by the software applications to
the process software will be checked to ensure the parameters
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match the parameters required by the process software. The
client and server operating systems including the network
operating systems will be identified and compared to the list
ol operating systems, version numbers and network software
that have been tested to work with the process software. Those
operating systems, version numbers and network software
that do not match the list of tested operating systems and
version numbers will be upgraded on the clients and servers to
the required level.

After ensuring that the software, where the process soft-
ware 1s to be deployed, 1s at the correct version level that has
been tested to work with the process software, the integration
may be completed by installing the process software on the
clients and servers.

In FIG. 9, Step 220 begins the integration of the process
soltware. The first thing may be to determine 11 there are any
process software programs that will execute on a server or
servers 221. If this 1s not the case, then integration proceeds to
227. If this 1s the case, then the server addresses are 1dentified
222. The servers are checked to see if they contain software
that includes the operating system (OS), applications, and
network operating systems (NOS), together with their version
numbers, that have been tested with the process software 223.
The servers are also checked to determine 1f there 1s any
missing software that may be required by the process soft-
ware 223.

A determination may be made if the version numbers
match the version numbers of OS, applications and NOS that
have been tested with the process software 224. It all of the
versions match and there 1s no missing required software the
integration continues in 227.

If one or more of the version numbers do not match, then
the unmatched versions are updated on the server or servers
with the correct versions 225. Additionally 1f there 1s missing,
required software, then it 1s updated on the server or servers
225. The server integration may be completed by installing
the process software 226.

Step 227 which follows either 221, 224 or 226 determines
if there are any programs of the process software that will
execute on the clients. If no process soiftware programs
execute on the clients the itegration proceeds to 230 and
exits. IT this not the case, then the client addresses are 1den-
tified 228.

The clients are checked to see 11 they contain software that
includes the operating system (OS), applications, and net-
work operating systems (NOS), together with their version
numbers, that have been tested with the process software 229.
The clients are also checked to determine 11 there may be any
missing software that may be required by the process soft-
ware 229.

A determination may be made as to whether the version
numbers match the version numbers of OS, applications and
NOS that have been tested with the process software 231. If
all of the versions match and there 1s no missing required
soltware, then the integration proceeds to 230 and exits.

If one or more of the version numbers do not match, then
the unmatched versions are updated on the clients with the
correct versions 232. In addition, 1f there 1s missing required
soltware then 1t may be updated on the clients 232. The client
integration may be completed by installing the process sofit-
ware on the clients 233. The integration proceeds to 230 and
exits.

The process software can be stored on a shared file system
accessible from one or more servers. The process soltware
may be executed via transactions that contain data and server
processing requests that use CPU units on the accessed server.
CPU units are units of time such as minutes, seconds, hours
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on the central processor of the server. Additionally the
assessed server may make requests of other servers that
require CPU units. CPU units are an example that represents
but one measurement of use. Other measurements of use
include but are not limited to network bandwidth, memory
usage, storage usage, packet transiers, complete transactions
ctc. When multiple customers use the same process software
application, their transactions are differentiated by the param-
cters mcluded in the transactions that identify the unique
customer and the type of service for that customer. All of the
CPU units and other measurements of use that are used for the
services for each customer are recorded. When the number of
transactions to any one server reaches a number that begins to
cifect the performance of that server, other servers are
accessed to increase the capacity and to share the workload.
Likewise when other measurements of use such as network
bandwidth, memory usage, storage usage, etc. approach a
capacity so as to effect performance, additional network
bandwidth, memory usage, storage etc. are added to share the
workload. The measurements of use used for each service and
customer are sent to a collecting server that sums the mea-
surements of use for each customer for each service that was
processed anywhere in the network of servers that provide the
shared execution of the process software. The summed mea-
surements of use units are periodically multiplied by unit
costs and the resulting total process soitware application ser-
vice costs are alternatively sent to the customer and or indi-
cated on a web site accessed by the customer which then
remits payment to the service provider. In another embodi-
ment, the service provider requests payment directly from a
customer account at a banking or financial institution. In
another embodiment, 11 the service provider may be also a
customer of the customer that uses the process soltware appli-
cation, the payment owed to the service provider may be
reconciled to the payment owed by the service provider to
minimize the transter of payments.

The process software may be shared, simultaneously serv-
ing multiple customers 1n a flexible, automated fashion. It
may be standardized, requiring little customization and it may
be scalable, providing capacity on demand 1n a pay-as-you-go
model.

The process software can be stored on a shared file system
accessible from one or more servers. The process software
may be executed via transactions that contain data and server
processing requests that use CPU units on the accessed server.
CPU unzits are units of time such as minutes, seconds, hours
on the central processor of the server. Additionally the
assessed server may make requests of other servers that
require CPU units. CPU units are an example that represents
but one measurement of use. Other measurements of use
include but are not limited to network bandwidth, memory
usage, storage usage, packet transiers, complete transactions
etc.

When multiple customers use the same process software
application, their transactions are differentiated by the param-
eters included 1n the transactions that identity the unique
customer and the type of service for that customer. All of the
CPU units and other measurements of use that are used for the
services for each customer are recorded. When the number of
transactions to any one server reaches a number that begins to
alfect the performance of that server, other servers are
accessed to 1crease the capacity and to share the workload.
Likewise when other measurements of use such as network
bandwidth, memory usage, storage usage, etc. approach a
capacity so as to aflect performance, additional network
bandwidth, memory usage, storage etc. are added to share the
workload.
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The measurements of use used for each service and cus-
tomer are sent to a collecting server that sums the measure-
ments of use for each customer for each service that was
processed anywhere 1n the network of servers that provide the
shared execution of the process software. The summed mea-
surements of use units are periodically multiplied by unit
costs and the resulting total process soltware application ser-

vice costs are alternatively sent to the customer and or 1ndi-
cated on a web site accessed by the customer which then

remits payment to the service provider.

In another embodiment, the service provider requests pay-
ment directly from a customer account at a banking or finan-
cial institution.

In another embodiment, 11 the service provider 1s also a
customer of the customer that uses the process software appli-
cation, the payment owed to the service provider may be
reconciled to the payment owed by the service provider to
mimmize the transier of payments.

In FIG. 10, Step 240 begins the On Demand process. A
transaction may be created than contains the unique customer
identification, the requested service type and any service
parameters that further specily the type of service 241. The
transaction may be then sent to the main server 242. In an On
Demand environment the main server can initially be the only
server, then as capacity may be consumed other servers are
added to the On Demand environment.

The server central processing unit (CPU) capacities 1n the
On Demand environment are queried 243. The CPU require-
ment of the transaction may be estimated, then the servers
available CPU capacity in the On Demand environment are
compared to the transaction CPU requirement to see 1 there
1s suificient CPU available capacity in any server to process
the transaction 244. If there i1s not sufficient server CPU
available capacity, then additional server CPU capacity may
be allocated to process the transaction 248. If there was
already suflicient Available CPU capacity then the transac-
tion 1s sent to a selected server 245.

Before executing the transaction, a check may be made of
the remaining On Demand environment to determine 1if the
environment has sufficient available capacity for processing
the transaction. This environment capacity consists of such
things as but not limited to network bandwidth, processor
memory, storage etc. 246. It there 1s not suificient available
capacity, then capacity will be added to the On Demand
environment 247. Next the required software to process the
transaction may be accessed, loaded into memory, then the
transaction may be executed 249.

The usage measurements are recorded 2350. The usage
measurement consists of the portions of those functions in the
On Demand environment that 1s used to process the transac-
tion. The usage of such functions as, but not limited to, net-
work bandwidth, processor memory, storage and CPU cycles
are what 1s recorded. The usage measurements are summed,
multiplied by unit costs and then recorded as a charge to the
requesting customer 251. If the customer has requested that
the On Demand costs be posted to a web site 252 then they are
posted 253.

If the customer has requested that the On Demand costs be
sent via e-mail to a customer address 254 then they are sent
255, If the customer has requested that the On Demand costs
be paid directly from a customer account 256 then payment
may be received directly from the customer account 257. The
last step 1s exit the On Demand process.

The process software may be deployed, accessed and
executed through the use of a virtual private network (VPN),
which 1s any combination of technologies that can be used to
secure a connection through an otherwise unsecured or
untrusted network. The use of VPNs may be to improve
security and for reduced operational costs. The VPN makes
use of a public network, usually the Internet, to connect
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remote sites or users together. Instead of using a dedicated,
real-world connection such as leased line, the VPN uses “vir-
tual” connections routed through the Internet from the com-
pany’s private network to the remote site or emplovee.

The process software may be deployed, accessed and

executed through either a remote-access or a site-to-site VPN.
When using the remote-access VPNs the process soltware

may be deployed, accessed and executed via the secure,
encrypted connections between a company’s private network
and remote users through a third-party service provider. The
enterprise service provider (ESP) sets a network access server
(NAS) and provides the remote users with desktop client
soltware for their computers. The telecommuters can then
dial a toll-free number or attach directly via a cable or DSL
modem to reach the NAS and use their VPN client software to
access the corporate network and to access, download and
execute the process soltware.

When using the site-to-site VPN, the process soltware may
be deployed, accessed and executed through the use of dedi-
cated equipment and large-scale encryption that are used to
connect a company’s multiple fixed sites over a public net-
work such as the Internet.

The process software may be transported over the VPN via
tunneling which 1s the process of placing an entire packet
within another packet and sending it over a network. The
protocol of the outer packet may be understood by the net-
work and both points, called tunnel interfaces, where the
packet enters and exits the network.

In FIGS. 11 and 12, Step 260 begins the Virtual Private
Network (VPN) process. A determination may be made to see
if a VPN for remote access 1s required 261. If 1t 1s not required,
then proceed to 262. It 1t 1s required, then determine 1f the
remote access VPN exists 264.

I1 1t does exist, then proceed to 265. Otherwise 1dentily the
third party provider that will provide the secure, encrypted
connections between the company’s private network and the
company’s remote users 276. The company’s remote users
are 1dentified 277. The third party provider then sets up a
network access server (NAS) 278 that allows the remote users
to dial a toll free number or attach directly via a cable or DSL
modem to access, download and install the desktop client
soltware for the remote-access VPN 279.

After the remote access VPN has been built or 11 it been
previously installed, the remote users can then access the
process software by dialing into the NAS or attaching directly
via a cable or DSL modem 1nto the NAS 265. This allows
entry 1nto the corporate network where the process software
may be accessed 266. The process software may be trans-
ported to the remote user’s desktop over the network via
tunneling. That 1s the process software may be divided to
packets and each packet including the data and protocol may
be placed within another packet 267. When the process soft-
ware arrives at the remote user’s desktop, 1t may be removed
from the packets, reconstituted and then may be executed on
the remote users desktop 268.

A determination 1s made to see if a VPN {lor site to site
access may be required 262. If it 1s not required, then proceed
to exit the process 263. Otherwise, determine 11 the site to site
VPN exists 269. It 1t does exist, then proceed to 272. Other-
wise, 1stall the dedicated equipment required to establish a

site to site VPN 270. Then build the large scale encryption
into the VPN 271.

After the site to site VPN has been built or 1f 1t had been
previously established, the users access the process software
via the VPN 272. The process software may be transported to
the site users over the network via tunneling. That i1s the
process software may be divided 1nto packets and each packet
including the data and protocol may be placed within another
packet 274. When the process software arrives at the remote
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user’s desktop, 1t 1s removed from the packets, reconstituted
and 1s executed on the site users desktop 275. Proceed to exat
the process 263.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not mtended to be
limiting of this disclosure. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specily the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function i combination with other
claimed elements as specifically claimed. The descriptions of
the various embodiments of the present invention have been
presented for purposes of 1llustration, but are not mtended to
be exhaustive or limited to the embodiments disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the described embodiments. The terminology used
herein was chosen to best explain the principles of the
embodiments, the practical application or technical improve-
ment over technologies found 1n the marketplace, or to enable
others of ordinary skill 1n the art to understand the embodi-
ments disclosed herein.

What 1s claimed 1s:

1. A computer-implemented method comprising:
generating, by a first computing device, a design data lay-
out format file that defines a plurality of geometric fig-
ures and a netlist file that defines electrical connections
between said plurality of geometric figures;
identifying, by said first computing device, a proprietary
geometric figure from said plurality of geometric fig-
ures, said identifying comprising:
identifying an outer boundary of said proprietary geo-
metric figure;
identifying electrical interconnections to and from said
proprictary geometric figure that pass through said
outer boundary; and
identifying specific peripheral structures of said propri-
etary geometric figure immediately adjacent said
outer boundary;
replacing, by said first computing device, said proprietary
geometric figure 1n said design data layout format file
with a placeholder geometric figure;
renaming, by said first computing device, at least one of a
cell name and a connection name associated with said
proprietary geometric figure from said netlist file with
obfuscating names; and
generating, by said first computing device, a modified
design data layout format file including said placeholder
geometric figure and a modified netlist file including
said obfuscating names.
2. The computer-implemented method according to claim
1, further comprising;:
receiving, at a second computing device, said modified
design data layout format file and said modified netlist
file;
adding, by said second computing device, customer geo-
metric figures to said modified design data layout format
file;
adding, by said second computing device, customer elec-
trical routing connection information to said modified
netlist file based on said adding of said customer geo-
metric figures;
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generating, by said second computing device, a customer
modified design data layout format file with said cus-
tomer geometric figures and a customer modified netlist
file with said customer electrical routing connection
information; and

performing, by said second computing device, one of

design rule checks and layout verses schematic checks
on said modified design data layout format file contain-
ing said customer geometric figures and said modified
netlist file containing said customer electrical routing
connection mformation.

3. The computer-implemented method according to claim
2, said performing of said design rule checks further compris-
ing design rule checking within a fixed distance proximate
said outer boundary of said proprietary geometric figure.

4. The computer-implemented method according to claim
2, further comprising:

recewving, by a third computing device said a customer

modified design data layout format file and said cus-
tomer modified netlist file;

substituting, by said third computing device, said propri-

ctary geometric figure for said placeholder geometric
figure 1n said customer modified design data layout for-
mat file, and said at least one of said cell name and said
connection name associated with said proprietary geo-
metric figure for said obfuscating names in said cus-
tomer modified netlist file; and

fracturing, by said third computing device, said plurality of

geometric figures from said customer modified design
data layout format file into simple shapes to enable writ-
ing by mask writing hardware.

5. The computer-implemented method according to claim
1, said proprietary geometric figure located on a plurality of
semiconductor layers.

6. The computer-implemented method according to claim
1, said placeholder geometric figure approximating one of a
device density and a metal density of at least a portion of said
proprietary geometric figure.

7. The computer-implemented method according to claim
6, said placeholder geometric figure comprising one of a
plurality of different device densities and a plurality of dii-
ferent metal densities.

8. A computer-implemented method comprising generat-
ing, by a computing device, a design data layout format file
that defines a plurality of geometric figures and a netlist file
that defines electrical connections between said plurality of
geometric figures:

identitying, by said computing device, a proprietary geo-

metric figure from said plurality of geometric figures
within said design data layout format file, said 1dentify-
Ing comprising;

identifying an outer boundary of said proprietary geomet-

ric figure;

identifyving electrical mterconnections to and from said

proprietary geometric figure that pass through said outer
boundary; and

identifying specific peripheral structures of said propri-

ctary geometric figure immediately adjacent said outer
boundary;

replacing, by said computing device, said at least one pro-

prictary geometric figure 1n said design data layout for-

mat file with a placeholder geometric figure;

renaming, by said computing device, at least one of a cell
name and a connection name associated with said pro-
prictary geometric figure from said netlist file that define
clectrical connections between said plurality of geomet-
ric figures with obfuscating names; and
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generating, by said computing device, a modified design
data layout format file including said placeholder geo-
metric figure and a modified netlist file including said
obfuscating names.
9. The computer-implemented method according to claim
8, said placeholder geometric figure comprising a regular
array of one of devices and metal structures that approximate
the geometric shape of said proprietary geometric figure,
said placeholder geometric figure obfuscating design
structure contained within said proprietary geometric
figure.
10. The computer-implemented method according to claim
8, said obluscating names comprising alphanumeric text that
obluscates one of said at least one of said cell name and said
connection name information in said netlist file.
11. The computer-implemented method according to claim
8, said proprietary geometric figure representing at least a
portion of a Very Large-Scale Integrated (VLSI) circuait.
12. The computer-implemented method according to claim
8, said replacing further comprising:
adding, by said computing device, at least one of null value
devices and text labels around at least a portion of said
placeholder geometric figure that ensure electrical
shorts are identified during layout verses schematic
checks on said modified design data layout format file
and said modified netlist file.
13. The computer-implemented method according to claim
8, further comprising:
performing, by said computing device, design rule checks
and layout verses schematic checks on said modified
design data layout format file containing said customer
geometric figures and said modified netlist file contain-
ing said customer electrical routing connection informa-
tion.
14. The computer-implemented method according to claim
8, further comprising:
substituting, by said computing device, said proprietary
geometric figure for said placeholder geometric figure,
and said at least one of said cell name and said connec-
tion name associated with said proprietary geometric
figure for said obfuscating names.
15. A non-transitory computer storage medium readable by
a computer tangibly embodying a program of instructions
executable by said computer for performing a method for
generating a modified design data layout format file and a
modified netlist file, said method comprising:
generating a design data layout format file that defines a
plurality of geometric figures and a netlist file that
defines electrical connections between said plurality of
geometric figures;
identifying at least one proprietary geometric figure from
said plurality of geometric figures, said identifying com-
prising:
identifying an outer boundary of said at least one pro-
prietary geometric figure;
identifying electrical interconnections to and from said
at least one proprietary geometric figure that pass
through said outer boundary; and
identifying specific peripheral structures of said at least
one proprictary geometric figure immediately adja-
cent said outer boundary;
replacing said at least one proprietary geometric figure 1in
said design data layout format file with a placeholder
geometric figure;
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renaming at least one of a cell name and a connection name
associated with said at least one proprietary geometric
figure from said netlist file with obfuscating names; and
generating said modified design data layout format file
including said placeholder geometric figure and said
modified netlist file including said obfuscating names.
16. The non-transitory computer storage medium accord-
ing to claim 13, further comprising:
adding customer geometric figures to said modified design
data layout format file;
adding customer electrical routing connection information
to said modified netlist file based on said adding of said
customer geometric figures;
performing design rule checks and layout verses schematic
checks on said modified design data layout format file
containing said customer geometric figures and said
modified netlist file containing said customer electrical
routing connection mformation; and
generating a customer modified design data layout format
f1le with said customer geometric figures and a customer
modified netlist file with said customer electrical routing
connection information.
17. The non-transitory computer storage medium accord-
ing to claim 16, further comprising:
recerving said customer modified design data layout for-
mat file and said customer modified netlist file;
substituting said at least one proprietary geometric figure
for said placeholder geometric figure in said customer
modified design data layout format file, and said at least
one of said cell name and said connection name associ-
ated with said at least one proprietary geometric figure
for said obfuscating names 1n said customer modified
netlist file; and
fracturing said plurality of geometric figures from said
customer modified design data layout format file into
simple shapes to enable writing by mask writing hard-
ware.
18. The non-transitory computer storage medium accord-
ing to claim 135, said replacing further comprising:
replacing said at least one proprietary geometric figure 1n
said design data layout format file with a regular array
that approximates one of a device density and a metal
density of at least a portion of said at least one propri-
ctary geometric figure.
19. The non-transitory computer storage medium accord-
ing to claim 18, said replacing further comprising:
replacing said at least one proprietary geometric figure 1n
said design data layout format file with a plurality of
regular arrays, each regular array having one of a differ-
ent device density and a different metal density.
20. The non-transitory computer storage medium accord-
ing to claim 15, said replacing further comprising:
replacing said at least one proprietary geometric figure 1n
said design data layout format file with said placeholder
geometric figure that obfuscates design structure con-
tamned within said at least one proprietary geometric
figure; and
replacing one of said cell name and said interconnect name
information with said obfuscating names 1n said netlist
file that obfuscates one of said cell name and said inter-
connection name information.
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