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(57) ABSTRACT

The invention relates to an electrical system of a motor
vehicle with control apparatuses, which communicate with
one another by means of a data bus. To recognize manipula-
tions to the electrical system of a motor vehicle, 1n particular
on the software of the control apparatuses of the electrical
system, and to derive suitable measures, it 1s proposed that a

master security module 1s provided 1n a first control apparatus
and a client security module 1s provided in each case 1n a
plurality of the further second control apparatuses, and the
master security module of the first control apparatus, prefer-
ably a central gateway control apparatus, signs a message and
sends the signed message to at least one of the second control
apparatuses by means of the data bus. The client security
module of the second control apparatus checks the signed
message received from the master security module as to
whether 1t comes from an authorized master security module.

20 Claims, No Drawings
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ELECTRICAL SYSTEM OF A MOTOR
VEHICLE WITH A MASTER SECURITY
MODULE

CROSS-REFERENCE TO RELAT
APPLICATIONS

s
w

This application claims the benefit of the filing date under
35 U.S.C. §119(a)-(d) of German Patent Application No.:
102007058975.3, filed Dec. 7, 2007.

FIELD OF THE INVENTION

The mvention relates to an electrical system of a motor

vehicle with control apparatuses, which communicate with
one another over a data bus.

BACKGROUND

It 1s known to carry out a signature check during the pro-
gramming of control apparatuses of a motor vehicle. An
exchange of an original control apparatus for a control appa-
ratus that 1s provided with modified software or hardware
cannot generally be recognised by the known vehicle electri-
cal systems.

An object of the ivention 1s the recognition of manipula-
tions to the electrical system of a motor vehicle, 1n particular
to the software of the control apparatuses of the electrical
system and the derivation of suitable measures.

SUMMARY

This and other objects are achueved by an electrical system
ol a motor vehicle with control apparatuses, which commu-
nicate with one another over a data bus. According to the
invention a master security module 1s provided in a first
control apparatus and a client security module 1s provided 1n
cach of a plurality of the further second control apparatuses.
The master security module of the first control apparatus, for
example, a central gateway control apparatus, signs a mes-
sage and sends the signed message to at least one of the
second control apparatuses over the data bus. The client secu-
rity module of the second control apparatus checks the signed
message received from the master security module as to
whether it comes from an authorised master security module.

In a development of the mvention, it 1s provided that the
master security module exchanges a secret symmetrical com-
munication key with the client security modules to encrypt
the communication between the master security module and
the client security module, preferably an AES key.

(Ll

DETAILED DESCRIPTION OF TH
EMBODIMENT(S)

In an embodiment of the invention, the exchange of a secret
symmetrical key 1s mitiated by one or more diagnostic com-
mands, preferably 1n the manufacture thereof or in a facility of
the vehicle producer. Security against manipulations 1s addi-
tionally increased by the developments of the invention.

In one embodiment of the invention the transmission of the
secret symmetrical code 1s secured by one or more transport
keys, which the supplier of the control apparatus having the
client security module has introduced 1n advance 1into a secure
memory of the control apparatus. The memory is preferably
protected against reading and against overwriting and the
transportkey 1s preferably a symmetrical AES key. The secur-
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2

ing of the transmission can be implemented economically
according to the invention and nevertheless securely.

In a configuration of the invention the master security
module encrypts a communication key with the transport key
and the encrypted communication key 1s transmitted to at
least one client security module. The encrypted communica-
tion key 1s decrypted using the transport key stored in the
secure memory of the corresponding second control appara-
tus and the second control apparatus uses the communication
key obtained during the decryption to encrypt messages,
which the second control apparatus sends to the master secu-
rity module. This measure leads to an additional increase in
the security against manmipulation.

In a development of the mvention, communication keys
produced by the master security module and encrypted with
the transport key are derived from a symmetrical AES key, the
AES key being a master key and a suitable communication
key being dertved in each case for at least the predominant
part of the client security modules. Favorable key logistics
can be implemented by this measure according to the mven-
tion.

In a configuration of the mmvention each of the second
control apparatuses having a client security module has a
diagnostic address and the diagnostic address 1s entered into
the derivation of the respective communication key. It 1s thus
ensured that the exchanged communication keys are both
individual to the vehicle and also individual to the control
apparatuses. The second control apparatuses having a client
security module, each have another communication key so
that second control apparatuses with different communica-
tion keys may be installed 1n the same vehicle.

The master security module has a data interface secured
against manipulations, by means of which data interface
transport keys are transmitted and are stored in the first con-
trol apparatus, protected against reading and overwriting. The
clectrical system according to the invention 1s thus achieved
in an economical manner that can be easily maintained, 1n
particular by the transmission ol new transport keys.

In an embodiment of the mvention the master security
module and a client security module, 1n each case, are authen-
ticated on the basis of a communication key, the client secu-
rity module, on the recognition of a fault, may notify the
master security module.

In a configuration of the ivention a fingerprint or hash
value of a specific memory region of the second control
apparatus with the client security module 1s exchanged
between the master security module and a client security
module and a change in this memory region, 1n particular
during driving operation, 1s monitored. As a result, manipu-
lations can be recognized and prevented.

In one embodiment of the invention the master security
module manages an individual key patir, preferably an RSA
key pair, and an associated certificate, in particular an X.509
certificate, and the vehicle provided with the master security
module 1s authenticated with respect to an authority external
to the vehicle.

In an embodiment of the invention the master security
module and/or the client security module provides a program-
ming interface or an application programming interface with
cryptographic functions, which are used by software applica-
tions within the vehicle.

Memory-intensive and calculation-intensive asymmetrical
cryptographic methods preferably only take place between
the master security module of the first control apparatus and
a mechanism external to the vehicle. This takes place, for
example, during the wireless transmission of new software
into a control apparatus during maintenance or repair 1n a




US 8,380,978 B2

3

so-called teleservice process. During the exchange of data
between the first control apparatus and the second control
apparatus, few memory-intensive and calculation-intensive
symmetrical cryptographic processes are preferably used.
The memory requirement for a security platform in the
vehicle 1s thus minimised.

In one configuration of the mvention the client security
module 1s a part of the software standard core of the second
control apparatus.

In a development of the mvention, while the vehicle 1s
travelling, the master security module causes the client secu-
rity modules, for example, once per travel cycle, to check the
soltware signature of the control apparatus sequence controls
or control apparatus programs contained in the second control
apparatuses and the result of the check 1s transmitted to the
master security module. As a result, the calculation resources
of the electrical system according to the ivention are con-
served and costs saved and an adequately regular check for
manipulations 1s nevertheless achieved.

In an embodiment of the invention in the case of a differing
soltware signature, a corresponding diagnostic message 1s
provided 1n the vehicle, i particular on the data bus of the
vehicle.

In a development of this embodiment the provision of the
corresponding diagnostic message of at least one of the sec-
ond control apparatuses having the client security module, or
a third control apparatus without a client security module,
causes a predetermined measure to be carried out. In a con-
figuration of the invention the measure consists 1n mndicating
a corresponding warning signal to the driver or activating an
immobiliser after the vehicle has been turned off. A manipu-
lation of control apparatuses or an unauthorised exchange of
a control apparatus can be reliably recognized.

The foregoing illustrates some of the possibilities for prac-
ticing the invention. Many other embodiments are possible
within the scope and spirit of the invention. It 1s, therefore,
intended that the foregoing description be regarded as 1llus-
trative rather than limiting, and that the scope of the invention
1s given by the appended claims together with their full range
of equivalents.

What 1s claimed 1s:

1. An electrical system of a motor vehicle with control
apparatuses, which communicate with one another over a
data bus, comprising:

a master security module 1n a first control apparatus and a
client security module in each of a plurality of the further
second control apparatuses,

the master security module of the first control apparatus,
signs a message and sends the signed message to at least
one of the second control apparatuses over the data bus,

the client security module of the second control apparatus
checks the signed message recetved from the master
security module as to whether 1t comes from an autho-
rized master security module.

2. The electrical system of claim 1 wherein the control

apparatus 1s a central gateway control apparatus.

3. The electrical system according to claim 2, wherein the
master security module exchanges a secret symmetrical com-
munication key with the client security modules to encrypt
the communication between the master security module and
the client security module, preferably an AES key.

4. The electrical system according to claim 3, wherein the
exchange of the secret symmetrical key 1s mitiated by one or
more diagnostic commands.

5. The electrical system according to claim 4, wherein the
exchange of the secret symmetrical key 1s mitiated by one or
more diagnostic commands 1n the manufacture thereof.

10

15

20

25

30

35

40

45

50

55

60

65

4

6. The electrical system according to claim 4, wherein the
exchange of the secret symmetrical key 1s initiated by one or
more diagnostic commands 1n a facility of the vehicle pro-
ducer.

7. The electrical system according to claim 4 wherein the
transmission of the secret symmetrical key 1s secured by one
or more transport keys, which the supplier of the control
apparatus having the client security module has introduced 1n
advance 1nto a secure memory of the control apparatus, which
memory 1s protected against reading and against overwriting,
and the transport key 1s a symmetrical AES key.

8. The electrical system according to claim 7 wherein the
master security module encrypts a communication key with
the transport key and the encrypted communication key 1s
transmitted to at least one client security module and 1s
decrypted using the transport key stored 1n the secure memory
of the corresponding second control apparatus, and the sec-
ond control apparatus uses the communication key obtained
during the decryption to encrypt messages, which the second
control apparatus sends to the master security module.

9. The electrical system according to claim 8 wherein the
communication keys produced by the master security module
and encrypted with the transport key are dertved from a sym-
metrical AES key, the AES key being a master key and a
suitable communication key being derived 1n each case for at
least the predominant part of the client security modules.

10. The electrical system according to claam 9 wherein
cach of the second control apparatuses having a client secu-
rity module has a diagnostic address and the diagnostic
address 1s entered into the derivation of the respective com-
munication key.

11. The electrical system according to claim 10 wherein the
master security module has a data interface secured against
mamipulations, by means of which data interface the transport
keys are transmitted and stored 1n the first control apparatus,
protected against reading and overwriting.

12. The electrical system according to claim 11 wherein the
master security module and a client security module, in each
case, are authenticated on the basis of a communication key,
the client security module, on detecting a fault, notifying the
master security module.

13. The electrical system according to claim 12 wherein a
fingerprint or hash value of a specific memory region of the
second control apparatus with the client security module 1s
exchanged between the master security module and a client
security module and a change 1n this memory region 1s moni-
tored, 1n particular during travelling operation.

14. The electrical system according to claim 13 wherein the
master security module manages an individual key pair, pret-
erably an RSA key pair, and an associated certificate, 1n
particular an X.509 certificate and the vehicle provided with
the master security module 1s authenticated to an authority
external to the vehicle.

15. The electrical system according to claim 14 wherein the
master security module and/or the client security module
provides a programming interface or an application program-
ming interface with cryptographic functions, which are used
by software applications within the vehicle.

16. The electrical system according to claim 15 wherein the
client security module 1s a part of the software standard core
of the second control apparatus.

17. The electrical system according to claim 16 wherein the

master security module causes the client security module,

while the vehicle 1s travelling, to check the software signature
ol the control apparatus sequence controls or control appara-
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tus programs contained in the second control apparatuses and
the result of the check 1s transmitted to the master security
module.

18. The electrical system according to claim 17 wherein 1n
the event of a differing software signature, a corresponding,
diagnostic message 1s provided 1n the vehicle, 1n particular on
the data bus of the vehicle.

19. The electrical system according to claim 18 wherein the
provision of the corresponding diagnostic message of at least

one of the second control apparatuses having the client secu-

5

6

rity module, or a third control apparatus without a client
security module, causes a predetermined measure to be car-
ried out.

20. The electrical system according to claim 19 wherein the
measure comprises indicating a corresponding warning sig-
nal to the driver or activating an immobiliser after the vehicle
has been turned off.
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