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METHODS AND APPARATUS FOR
DYNAMICALLY CLASSIFYING OBJECTS

RELATED APPLICATIONS

This application claims priority under 35 U.S.C. §119(e) to

U.S. Provisional Application Ser. No. 60/752,133, entitled
“METHOD AND SYSTEM FOR CLASSIFYING

OBJECTS BY ASKING SCRIPTED QUESTIONS AND
RECORDING ANSWERS,” filed on Dec. 20, 2005, which is
incorporated herein by reference 1n 1ts entirety.

FIELD OF THE INVENTION

The present application relates to methods and systems for
classitying objects (e.g., documents, spreadsheets, database
records, video files, audio files, emails and other types).

BACKGROUND OF INVENTION

Manual and automatic classification systems exist that can
classily objects, examples of which can include documents,
spreadsheets, and database records. Manual classification
systems require that an information security otficer or infor-
mation user directly classily objects. Conversely, automatic
classification systems can classily an object automatically
based on one or more classification rules (e.g., by scanning
the contents of an object for key terms and determining the
classification based on terms found 1n the object).

BRIEF DESCRIPTION OF DRAWINGS

In the drawings, in which like reference numerals represent
like elements:

FIG. 1 1s a flowchart of a process for obtaining information
about an object from a user and using the information to
classily the object based on a rule-set 1n accordance with one
embodiment;

FIG. 2 1s a flowchart of a process for re-classiiying an
ex1isting object using stored information previously provided
by one or more users in accordance with one embodiment;

FIG. 3 1s a flowchart of a process for dynamically classi-
fying an object in response to a request to access the object 1n
accordance with one embodiment:;

FIG. 4 1s a schematic representation of an 1illustrative
example of a classification rule-set and possible responses 1n
accordance with one embodiment;

FIG. 5 1s an 1illustrative example of a rule table for the
example of FIG. 4 in accordance with one embodiment;

FI1G. 6 1s an 1llustrative example of a classification table for
the example of FIG. 4 in accordance with one embodiment;

FI1G. 7 1s an 1llustrative example of a response table for the
example of FIG. 4 1n accordance with one embodiment;

FIG. 8 1s an 1llustrative example of an answer table for the
example of FIG. 4 1 accordance with one embodiment; and

FI1G. 9 1s an 1llustrative example of an object table for the
example of FIG. 4 1n accordance with one embodiment.

DETAILED DESCRIPTION

Applicants have appreciated that manual classification sys-
tems are prone to 1naccuracy, since often times, the classifier
may be unsure as to which classification should be used. Also,
classification procedures may change and previous classifi-
cation may be rendered incorrect. Automatic classification
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2

may be limited in terms of what information 1s available
automatically to classify objects without any input from
users.

Methods and systems presented herein relate to a classifi-
cation system that classifies objects by asking an information
user one or more questions about the object. The questions
about an object can be discrete 1n nature (e.g., having pre-
defined possible responses) and may be simple so that the user
1s more likely to answer the questions without 1naccuracy.
Once mformation about an object has been gathered, a rule
may be applied that classifies the object based, at least 1n part,
on the information gathered from the user.

In one embodiment, the system can dynamically classify
an object 1n response to a request to access the object. This
dynamic classification can be done 1n any suitable way. In one
embodiment, 1t may be performed by applying a rule that
considers imnformation about the object gathered by querying
auser as discussed above. In one embodiment, answers can be
retained so that 1f the classification rules are changed a new
classification can be readily determined based on previously
provided information.

The techniques described herein can be used to classily
objects of any type, including but not limited to documents,
spreadsheets, database records, video files, audio files, emails
and other types. The object may be any item that can be
classified by the system. The resulting classification may be
used for any purpose (e.g., to determine security policy and/or
information workflow), as the techniques described herein
are not limited 1n this respect.

In one embodiment, the classification system allows an
administrator (e.g., an information security officer) to specily
one or more rule-sets to classily one or more objects. A
rule-set may include a list of questions and rules that can
determine how to classily objects based on a list of answers
(referred to as an answer-set) provided to the questions. In
some embodiments, an answer-set may be provided by mul-
tiple users over the lifetime of the object. If the answer-set 1s
incomplete, preliminary classification may be performed
where possible based on the available answers.

In an 1llustrative embodiment, the classification system can
include a data store that stores rule-sets and answer-sets, and
an expert system that can determine object classification
based on the rule-set and answer-set. In another embodiment,
the data store may further include meta data that 1s derived
from sources other than the user and 1s further analyzed by the
expert system when classifying an object. The system may
include one or more user interfaces that allow an administra-
tor (e.g., an information security oificer) to create or edit a
rule-set, answer questions about an object, and/or view object
specific data including answer-sets and object classifications.
The system may comprise hardware, software, or a combina-
tion thereoft, as the techniques presented are not limited 1n this
respect.

The rule-set and answer-set can take any suitable form. In
one embodiment, the rule-set can be a data set that can include
questions, possible responses, and classification rules that
classity an object based on the answers, and the answer-set
can be a data set including answers for a given object. Object
metadata may be used by the system to keep track of the
object classification, where the objects may be 1dentified by a
unique 1dentifier.

The administrator (e.g., an mmformation security officer)
that defines the questions to be asked about the object and the
rules to classily the objects (e.g., the classification rule-set)
can be an individual or entity that 1s responsible for the
management of objects to be classified. The administrator
(e.g., the information security oificer) may be responsible for
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defining the classification rules so that the system can obtain
information and classity the object. In one embodiment, the
administrator may also choose to enforce access control on
some or all of the objects based on the object classification.
An example of access control may mvolve limiting access to
an object that 1s classified as top secret or confidential, such
that the object can only be accessed by individuals with an
appropriate access level. However, the individual responsible
tor creating the rule-set and/or the classification system may
be separate from any system that performs an action (e.g.,
security control) based on the result of the classification of an
object.

The classification system can include a user interface that
allows for the creation and, 1n one embodiment, editing of a
classification rule-set 1n any suitable way, e.g., by allowing
one or more administrators to enter questions, possible
responses, and classifications.

Once the classification rule-set has been entered, the sys-
tem 1s capable of classilying objects that may be registered
with the system. The techniques disclosed herein are not
limited to systems that manage object classification 1n any
particular manner. In one embodiment, any user of the object
(e.g., object author, collaborator, editor, reviewer, or viewer)
may register objects to be classified by the system. Alterna-
tively, an administrator (e.g., the same administrator who
created the rule-set or another) may register objects for clas-
sification. Any individual that can answer classification ques-
tions about the object may be allowed to classify an object, or
object registration may be more tightly controlled, as the
techniques described herein are not limited 1n this respect.
The answering of classification questions may be performed
during the process of creating an object and registering 1t with
the system, or during subsequent interaction (e.g., viewing,
editing) with the object. Individuals authorized to update or
append answers for an object may be controlled by policy
(e.g., a policy that may be specified by an administrator such
as an information security officer).

The system can include a user interface that can allow a
user to be prompted for and provide information about an
object. Information can be gathered 1n any suitable way, as the
techniques presented herein are not limited 1n this respect. In
one embodiment, the user interface can prompt the user to
answer questions about the object, and the answers may be
stored 1n the system and associated with the object. Questions
presented to the user may be determined by the classification
rule-set, and a follow-up question may be determined based
on the answers provided to one or more previously asked
questions.

Information about object need not all be provided 1n one
session, and information about the object may be supple-
mented with additional information provided at a later time.
In one embodiment, when an object already has associated
answers, users can utilize a user intertace to enter additional
information about the object, thus extending the answer-set.

Based on the rule-set and provided answers, an expert
system can classily the object. Classification may be per-
formed at any time. For example, classification may be per-
formed when an object 1s registered with the system or
deferred until the classification result 1s needed (e.g., just-1n-
time-classification), for example when an application 1s
accessing the object.

In one embodiment, the classification system may collect
information from the environment (e.g., computer network)
and the rule-set can process that collected information along
with the information provided by the user to classily an
object. The information can be collected and stored with the
information provided by the user (e.g., as an answer-set) or
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4

may be collected later (e.g., 1n response to a dynamic classi-
fication). The use of questions and answers 1s just one way of
gathering information about an object from a user, as the
techniques presented herein are not limited 1n this respect.

As discussed above, the classification may be used for any
desired purpose. In one embodiment, 1t may be an end goal
where a user may be able to lookup the classification of an
object. In other embodiments, the classification may be used
to automatically take other actions, e.g., to protect and apply
a specific access policy to the object, to aflect business pro-
cess worktlow for the object, etc.

In another embodiment, the system may be used for the
collection of audit information, where one or more of the
questions are used to record access behavior, such as which
user 1s accessing the object, when they are accessing the
object, etc. For audit collection purposes, some of the answers
may be automatically determined by the system (e.g., by
automatically gathering user information and date/time of
access) and the resulting answer-set may be the audit infor-
mation.

The techniques described above can be implemented 1n any
suitable manner and are not limited to any particular 1imple-
mentation techniques. Examples are provided below merely
for 1llustration, as other implementations are possible.

FIG. 1 1s a flowchart of an illustrative process 100 for
obtaining information about an object from a user and using
the information to classify the object based on a rule-set in
accordance with one embodiment. Process 100 may be per-
formed by a classification system that may include software,
hardware, and/or a combination thereof. Process 100 may be
performed on solely one computer, or can be distributed
amongst multiple computers in any suitable manner.

Process 100 may be called 1n any suitable manner. In one
embodiment, process 100 1s called 1in response to a user
attempting to register an object with the classification system.
Initially, the process begins 1n act 110, wherein the user 1s
prompted to provide information relating to the object. A user
interface may be provided to the user to enable the user to
provide the information relating to the object. As mentioned
above, the user interface may request information from the
user 1n any suitable manner. For example, the user interface
can ask the user one or more questions about the object, and
a number of possible answers may be provided with each
question for the user to select from. The user may select the
most appropriate answer for each question and the system
may determine which subsequent question to ask based on the
previous answer(s) provided by the user. In this manner, the
process may recerve, from the user, one or more pieces of
information relating to the object 1n act 120. The piece(s) of
information received by the system may relate to the object
but, 1n one embodiment, may not directly specity a classifi-
cation for the object.

In the embodiment described above, the pieces of informa-
tion are provided 1n the form of answers to questions. How-
ever, 1t should be appreciated that the information may be
provided and received in other forms, such as a list of object
attributes selected by the user from a list of possible attributes
presented to the user via a user interface, via open-ended
questions without answers to select from, or 1n some other
way.

In act 130, the process may store the pieces of information
relating to the object that were provided by the user. The
pieces of information relating to the object may be stored as
an answer-set, for example 1 a database with an accompa-
nying unique object identifier, or 1n any other suitable way.
The answer-set may be stored so that the information relating
to the object may be used at a future time for any desired
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reason to re-classify the object if the rule-set that specifies
object classification 1s modified (or otherwise). In another
embodiment, stored information can be used for dynamic
classification 1n response to a request to access the object.

In act 140, to determine the classification, the process may
apply a classification rule-set that can determine a classifica-
tion for the object based, at least 1n part, on the imnformation
provided by the user. For example, the answers provided by
the user (e.g., 1n response to questions) may be used to deter-
mine the classification of the object based on the rules within
the rule-set. In one embodiment, the object classification may
be stored for later use, for example 1n a database with an
accompanying unique object identifier or in any other suitable
way. The object classification may then be retrieved as
needed, for example, when the object 1s being accessed and a
classification 1s needed for access control, business process
workilow for the object (examples of which 1nclude selec-
tively performing operations such as archiving or backup
based on object classification), or some other purpose. In
another embodiment, the resulting classification 1s not stored
and rule(s) can be applied dynamically whenever classifica-
tion 1s needed. After the classification 1s performed, the pro-
cess may terminate.

Process 100 1s just one example of a process by which a
system canreceive information relating to an object and apply
one or more rules to determine the classification of the object
based at least partially on the received information. It should
be appreciated that information relating to the object and used
to classily the object may be provided by more than one user.
Users may each provide some information, for example 1n the
form of answers to questions, and classification may be per-
tormed using the combined responses from multiple users. In
one embodiment, information may also be automatically
gathered without being recerved from a user. Automatic gath-
ering ol information may involve obtaining information
about an object from the computer environment. Examples of
such other information that can be gathered include the date/
time the object was created or last edited, the identification of
the user who created the object or last edited the object, the
type of the object (e.g., document type), or other object
attributes. Alternatively, or additionally, automatic gathering
may nvolve obtaiming information about the object from the
contents of the object. For example, the contents of the object
may be examined to determine the type of object, or to glean
information about the content of the object (e.g., whether one
or more key terms are present within the object that may
influence classification). These are merely examples of gath-
ered imnformation that can used to supplement user supplied
information, as other types of information can be gathered.

In FIG. 1, acts can be performed in other orders. For
example, storing user provided information can be performed
after classitying the object.

In addition, 1n one embodiment, classifying the object 1s
done only dynamically when the object 1s accessed. In that
embodiment, the process may store information provided by
user(s) and then the process (or a separate one) can be utilized
to apply the rule-set to the answer-set at a later time (e.g.,
when the object 1s accessed) to classify the object.

As discussed above, 1n accordance with one embodiment,
information relating to an object may be retained so that a
re-classification may be performed when the classification
rule-set 1s modified. FIG. 2 1s a flowchart of an illustrative
process 200 for re-classitying previously classified objects
using stored information previously provided by one or more
users. Process 200 may be performed by a classification sys-
tem that may include software, hardware, and/or a combina-
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tion thereol. As should be appreciated, process 200 need not
be performed on solely one computer, and can be distributed
amongst multiple computers.

Process 200 may be called 1n any suitable manner. In one
embodiment, it 1s called 1n response to an administrator (e.g.,
an mformation security oificer) moditying the classification
rule-set. Alternatively, or additionally, process 200 may be
initiated 1n response to a re-classification procedure that
involves updating the classification of existing objects. The
re-classification procedure may be 1nitiated by an administra-
tor (e.g., an information security oificer) or other authorized
user and/or may be automatically initiated by the system, for
example 1n response to a scheduled re-classification proce-
dure. In embodiments where dynamic classification 1s per-
formed, re-classification may be performed upon the next
access request for an object.

Initially, the process may begin 1n act 210, wherein modi-
fications to the classification rule(s) may be recerved. The
modifications to one or more rules may be provided by an
administrator (e.g., the information security officer) via a user
interface that allows for the viewing and modification of the
rules, or 1n any other suitable way. In the embodiment where
information relating to objects 1s gathered by presenting
questions to user(s), the modifications to the rules may
involve the modification, addition and/or removal of ques-
tions used to obtain information about objects, the possible
responses to the questions, classification types, and/or the
classification associated with one or more answers.

It should be appreciated that changing the questions asked
may 1mpact objects already registered with the classification
system, as no answer to a new question may have been pro-
vided. This can be handled 1n numerous ways, as the tech-
niques described herein are not limited 1n this respect. In one
embodiment where dynamic classification 1s performed,
when classifying an object where no answer to a question has
been provided, a flag can be raised requiring an administrator
or user to provide an answer. In another embodiment, when a
new question 1s added a default answer may be associated
with the question. The default answers can be used later on to
determine object classification even if a user has not provided
an answer, as may be the case 1f re-classification 1s performed
alter the classification rules are modified and before auser has
responded to any newly added classification questions.

In another embodiment, modifying the rule-set may not
include changes to information requests, but to the logic
applied to information about the object (e.g., information
provided by the user and/or gathered from the environment)
so as to classity objects. In act 220, the process may modily
the classification rule-set based on the recerved modifications
to the rule(s). One or more objects may be re-classified based
on the revised rule-set.

Reclassification may be triggered i any ol numerous
ways. For example, the re-classification may be performed
for each object registered with the system, for only one or
more objects that are to be re-classified as may be specified by
the administrator (e.g., information security officer), or in the
embodiment relating to dynamic classification, when an
object 1s accessed. To perform the re-classification of objects,
the process may retrieve the stored pieces of information
(e.g., answers to questions posed to users) relating to objects
in act 230. The modified rule(s) may be used to determine the
classification of the objects. Upon applying the rule(s) to
classily an object (act 240), 11 an answer to a newly added
question 1s not available, the process may use a default answer
to determine the classification, or the user may be prompted to
provide an answer, as discussed above. Upon determining the
classification of the one or more object that are to be re-
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classified, the updated classifications may be stored and/or
used, as previously described. The process may then termi-
nate.

It should be appreciated that process 200 1s just one
example of a process by which a system can re-classily
objects, as the techniques presented are not limited 1n this
respect. It should be appreciated that object re-classification
may also be performed using information automatically gath-
ered, 1n addition to stored information previously provided by
user, as discussed above.

In accordance with one embodiment, object classification
may be performed in response to a request to access the
object. Referred to herein as dynamic classification, this
allows for object classification to be determined when objects
are accessed and stored classifications need not necessarily be
employed. Dynamic classification can enable object classifi-
cation to occur when such classification 1s to be used, rather
than performing pre-classification of all objects managed by

the system.

FIG. 3 1s a flowchart of an illustrative process 300 for
dynamically classifying an object in response to a request to
access the object. Process 300 may be performed by a clas-
sification system that may include software, hardware, and/or
a combination thereot. Process 300 need not be performed on
solely one computer, and can be distributed amongst multiple
computers.

Initially, the process may begin i act 310, wherein a
request to access an object may be received. The request to
access the object may be provided by an application program
attempting to access the object, or from any other source. For
example, a user interacting with the application program may
be mitiating the attempted access of the object (e.g., to view
the object) or access to the object may be requested from the
operating system level, etc. The techniques presented herein
are not limited to the triggering of a dynamic classification
based on any particular type of access.

Upon recerving a request to access the object, the process
may retrieve the classification rule-set in act 320. The process
may also retrieve stored pieces of information relating to the
object 1n act 330. The stored pieces of information may have
been previously provided by one or more users (e.g., in
response to questions posed by the system) and/or gathered
from the environment. If access to only one object 1s being
requested, only stored information relating to that object need
be retrieved. However, 1t should be appreciated that the infor-
mation stored about other objects may be retrieved, as the
techniques described herein are not limited 1n this respect.

In act 340, the rules provided 1n the classification rule-set
may then be used to classily the object based on the retrieved
information 1n act 330 and/or on information gathered from
the environment. It should be appreciated that process 300 1s
just one example of a process by which a system can dynami-
cally classily objects, as the techniques presented are not
limited 1n this respect.

The classification for the object for which access was
requested may then be used 1n any suitable manner, as the
techniques herein are not limited to use with systems that use
the classification information in any particular way. In some
embodiments, the classification 1s used to determine access
control for the object for which access was requested. For
example, access to the object may be granted only 11 the
access level assigned to the requesting application and/or user
1s high enough for the determined classification, as may be set
by policy (e.g., set by an admimistrator such as the informa-
tion security officer). Alternatively, other actions may be
taken based on the classification.
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To illustrate a classification system that incorporates one or
more of the techniques described herein, an example of a
classification rule-set 1s described below. As should be appre-
ciated, such a rule-set may be implemented 1n any way. The
example presented below 1s provided merely for illustrative
purposes and describes the use of database tables that may be
accessed (e.g., by an expert system) to determine the classi-
fication of an object. However, the classification rule-set may
be implemented 1n other ways.

FIG. 4 a schematic representation 400 of an illustrative
example of a classification rule-set. The schematic represen-
tation 400 1s presented as a tree structure showing the relation
between questions and possible responses. Each question and
leat node of the tree structure 1s represented as a rule. When an
object 1s registered with the system, one or more questions
may be posed to the user registering the object. For example,
for the classification rule-set example shown in FIG. 4, a first
question asked 1s what topic does the object relate to (as
indicated by Rule 1). The user may be presented with multiple
possible responses. In the example presented, the possible
responses 1nclude “Nuclear,” “Human Rights,” and
“Economy,” which are referred to as Responses 1, 2, and 3,
respectively. The user may select one of the possible response
as the answer to the topic question. Upon selecting a response,
referred to as the answer, the system may proceed to the next
question that should be posed to the user. In the example
presented, if the answer 1s Response 1 or Response 3, another
question 1s posed to the user. If the answer 1s Response 2, the
system proceeds to Rule 3. As presented 1n this example, Rule
3 does not result in another question being asked, but rather
specifies an attribute for the object, namely that the object
relates to the classification “Human Rights.”

If the answer to the Rule 1 question 1s Response 1, the
system proceeds to ask the Rule 2 question, namely what
region does the objectrelate to. Possible answers the user may
choose 1nclude “North Korea,” “Iran,” and “England,”
referred to as Responses 4, 5, and 6, respectively. In this
example, 1f the user answers by selecting Response 4, the
system proceeds to Rule 5. As presented 1n this example,
Rules 5, 6, and 7 do not result in another question being asked,
but rather specily an attribute for the object, namely that the
object relates to the classifications “North Korea Nuclear,”
“Iran Nuclear,” and “England Nuclear,” respectively.

If the answer to the Rule 1 question 1s Response 3, the
system proceeds to ask the Rule 4 question, namely what

market does the object relate to. Possible responses from
which the user may answer with include “NYSE,” “AMEX,”

and “NASDAQ),” referred to herein as Responses 8,9, and 10.
As presented 1n this example, Rules 8, 9, and 10 do not result
in another question being asked, but rather specity an attribute
for the object, namely that the object relates to the classifica-
tions “NYSE,” “AMEX.)” and “NASDAQ,” respectively.
Although not shown 1n the example of FIG. 4, one of the
possible answers to one or more questions may include
“Other” or “None of the Above,” so as to account for situa-
tions where an object does not relate to any of the specific
responses provided to a user.

The above-described classification rule-set and the
answer-set for objects each may be stored using any suitable
data schema, as techniques described herein are not limited 1n
this respect. In one embodiment, the rule-set and answer-set
for each objectis stored as tables 1n a database, although other
schemas are possible. FIGS. 5-9 1llustrate possible entries in
such tables for the rule-set of FIG. 4 and an object classified
according to 1t. It should be appreciated that such tables may
be used with any classification rule-set and answer-set, and
that rule and answer-sets may be stored using data schemes
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other than database tables organized as described herein, as
the techniques presented herein are not limited to any particu-
lar implementation.

FIG. S 1s an illustrative example of a rule table 500 that can
implement the rule-set of FIG. 4 1n accordance with one
embodiment. The rule table 500 can include a rule ID field, a
classification ID field, a state field, and/or a question (or final
response) description field. The rule ID can be any 1dentifier
used to uniquely refer to the corresponding rule. For example,

for the rule table 500, the rule IDs are “Rule 1,” “Rule 2.”
“Rule 3,7 . . . “Rule 10.” The classification ID can be any
identifier used to indicate the classification associated with a
rule. For example, for the rule table 500, Rules 2, 3, and 5-10
result 1n a preliminary or final classification, whereas Rules 1
and 4 do not result 1n any classification as further answers are
needed to define a classification. The state can be an 1dentifier
that 1indicates whether the classification resulting from the
rule 1s final, preliminary, or incomplete. If the state 1s final, no
other question 1s posed to the user. If the state 1s preliminary,
turther questions may be asked to refine a current classifica-
tion. In the example presented, Rule 2 has an associated
preliminary classification. If the classification 1s incomplete,
no classification 1s available, for example, as a result of 1nsui-
ficient information having been provided. In the example
presented, Rules 1 and 4 have an associated incomplete state
and more mformation from answers to further questions 1s
needed to define a classification.

FIG. 6 1s an illustrative example of a classification table
600 that can specily various possible classifications for
objects 1n accordance with one embodiment. The classifica-
tion table 600 can include a classification ID field, a name
field, and a description field. The classification ID can be any
identifier that uniquely 1dentifies the classification. For the
classification table 600, the classification IDs 1nclude “Clas-
sification 1,” “Classification 2,” and “Classification 3.” The
names corresponding to each classification ID include “Con-
fidential,” “Secret,” and “Top Secret.” The description field
may include a description of the classification as may be
provided by an administrator to facilitate an appreciation of
the various classifications over and above what may be
gleaned from the name. In the example presented, only three
classifications are shown, however, the number of classifica-
tions may be more or less than the number illustrated, as the
techniques described herein are not limited 1n this respect.

FI1G. 7 1s anillustrative example of aresponse table 700 that
facilitates implementation of the illustrative rule-set of FI1G. 4
in accordance with one embodiment. The response table 700
may include a response 1D field, a rule ID field, a text field,
and a next rule field. The response 1D may be any 1dentifier
used to umiquely refer to the responses. The rule ID may be a
rule identifier that specifies the rule (and associated question)
for which the corresponding response 1s one possible
response. For example, Responses 1, 2, and 3 are possible
responses to the question associated with Rule 1. The
response text 1s a description of the response that may be
presented to a user for selection. The next rule field includes
an indication of the next rule that should be processed 11 a
grven response 1s recerved as an answer provided by the user.
For example, 1n the response table 700, Response 1 results 1in
Rule 2 being processed next, and Response 3 results in Rule
3 being processed next.

The above-mentioned tables, including the rule table 500,
the classification table 600, and the response table 700 may be
provided to define the classification rule-set 1n accordance
with one embodiment. These tables may be defined by an
administrator (e.g., an information security officer) in any
suitable way. For example, the administrator may directly
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populate the tables via a user interface and/or define a classi-
fication tree (as shown for the example of FIG. 4) via a
graphical user interface that may be processed by code
executed by the system to populate the database tables.

The tables above implement the rule-set and are not spe-
cific to the information gathered to classily any particular
object. The information gathered for particular objects can be
stored 1n any suitable data structures, as the techniques
described herein are not limited to any particular implemen-
tation of storing the information. In one embodiment, one or
more tables may be populated and/or updated based on
answers provided by a user registering an object and/or pro-
viding additional information about an already registered
object. In one embodiment, these tables may include an
answer table and an object table as described below.

FIG. 8 1s an illustrative example of an answer table 800 that
may be populated when registering an object with a classifi-
cation system implementing the rule-set of FIG. 4 1 accor-
dance with one embodiment. The answer table may include
answers provided by one or more users in response to the
questions of the rule-set. The answer table 800 may include an
object ID field, a rule ID field, a user ID field, and a response
ID field. The object ID can be any identifier used to uniquely
refer to the corresponding object. In the answer table 800
there are only answers provided for a single object so the
object ID for both row entries 1s “File 1.” The object ID may
be used to distinguish between entries associated with ditfer-
ent objects (not shown). Alternatively, separate tables could
be used for each object and the table can 1dentily the object
such that there 1s no need for an object ID entry in the table.
The rule ID can be the rule identifier for the corresponding
rule for which an answer was provided. The response 1D
denotes the corresponding answer provided by a user in
response to the question of the rule referred to by the rule
identifier. The user ID 1s a unique 1dentifier that identifies the
user who provided the response.

FIG. 9 15 an illustrative example of an object table 900 1n
accordance with one embodiment populated for an object
registered with a classification system applying the rule-set of
FIG. 4 and with the answers given 1n FIG. 8. The object table
900 includes an object ID field, an object name field, a
description field, a date field, a persistence field, and a state
field. The object ID can be any identifier used to uniquely
refer to the corresponding object. The object name field can

be the name of the object, for example the filename when the
object 1s a file. The description can be text that describes the
object. The date field can include the date and/or time at
which the object was registered with the system. The persis-
tence field can be an indicator that specifies whether a clas-
sification rule-set should be applied dynamically each time
the object 1s accessed. The state field includes a rule ID that
indicates which rule was last evaluated for the object. When
the classification 1s complete, the state field contains the rule
ID of the last rule evaluated which provides an indication of
the classification (via the classification ID field of the rule
table). When the classification 1s incomplete, the state field
contains the last rule evaluated and can be used as a starting
point for further questioning of user(s) so as to obtain more
information about the object.

It should be appreciated that the fields presented in the
tables of FIGS. 8 and 9 are just exemplary and not all the fields
described need be present in the tables, as many of the fields
are optional. Furthermore, the table structures of FIGS. 5-9
are just examples of a data schema to implement the classi-
fication rule-set of FIG. 4 and other schema are possible. In
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addition, the classification techniques described herein are
not limited to a rule-set of the type shown 1n FIG. 4, as other
implementations are possible.

The techniques presented herein may be implemented 1n a
distributed computer environment (e.g., within an enterprise).
The techniques may be implemented as a product or a service.
A representative system in which the techniques may be
implemented comprises an application server (or any other
host), a client machine, and a database management server.
Each server may have an associated administrative console.
The machines may be connected to one another over a net-
work, such as wide area network (WAN), local area network
(LAN), protected network (e.g., VPN), a dedicated network,
or some combination thereof. Communications among the
various machines may be encrypted or otherwise protected
(e.g., via SSL). One or more of the machines may be located
behind an enterprise firewall. The application server can sup-
port a given resource (e.g., a file, a database, a file system, an
application, a computer, a system) to which a user of the client
machine desires to access.

The techniques may be implemented with any collection of
autonomous computers (together with their associated soit-
ware, systems, protocols and techniques) linked by one or
more networks. The techniques can comprise a set of prefer-
ably software-based functions (e.g., applications, processes,
execution threads) or firmware-based functions. A given
“interface” of the system may be provided using a graphical
user interface, a command line interface, or via a network
interface such as a Web service.

As should be appreciated from the foregoing, numerous
techniques described herein can be used independently of one
another. Thus, while 1n some embodiments all of the above-
described features can be used together, any combination or
subset of the features described above can be employed
together 1 a particular implementation, as the aspects of the
present invention are not limited in this respect.

The above-described embodiments of the present mven-
tion can be implemented 1n any of numerous ways. For
example, the embodiments may be implemented using hard-
ware, soltware or a combination thereof. When implemented
in software, the software code can be executed on any suitable
processor or collection of processors, whether provided 1n a
single computer or distributed among multiple computers. It
should be appreciated that any component or collection of
components that perform the functions described above can
be generically considered as one or more controllers that
control the above-discussed functions. The one or more con-
trollers can be implemented in numerous ways, such as with
dedicated hardware, or with general purpose hardware (e.g.,
one or more processors ) that 1s programmed using microcode
or soitware to perform the functions recited above.

It should be appreciated that the various processes outlined
herein may be coded as software that 1s executable on one or
more processors that employ any one of a variety of operating,
systems or platforms. Additionally, such software may be
written using any of a number of suitable programming lan-
guages and/or conventional programming or scripting tools,
and also may be compiled as executable machine language
code. In this respect, it should be appreciated that one
embodiment of the mvention 1s directed to a computer-read-
able medium or multiple computer-readable media (e.g., a
computer memory, one or more tloppy disks, compact disks,
optical disks, magnetic tapes, etc.) encoded with one or more
programs that, when executed, on one or more computers or
other processors, perform methods that implement the vari-
ous embodiments of the invention discussed above. The com-
puter-readable medium or media can be transportable, such
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that the program or programs stored thereon can be loaded
onto one or more different computers or other processors to
implement various aspects of the present mvention as dis-
cussed above.

It should be understood that the term “program™ 1s used
herein 1n a generic sense to refer to any type of computer code
or set of imstructions that can be employed to program a
computer or other processor to implement various aspects of
the present mvention as discussed above. Additionally, 1t
should be appreciated that according to one aspect of this
embodiment, one or more computer programs that, when
executed, perform methods of the present invention need not
reside on a single computer or processor, but may be distrib-
uted mn a modular fashion amongst a number of different
computers or processors to implement various aspects of the
present invention.

Various aspects of the present invention may be used alone,
in combination, or in a variety of arrangements not specifi-
cally discussed 1n the embodiments described 1n the forego-
ing, and the aspects of the present invention described herein
are not limited in their application to the details and arrange-
ments of components set forth in the foregoing description or
illustrated 1n the drawings. The aspects of the invention are
capable of other embodiments and of being practiced or of
being carried out 1 various ways. Various aspects of the
present mvention may be implemented 1n connection with
any type of network, cluster or configuration. No limitations
are placed on the network implementation.

Accordingly, the foregoing description and drawings are
by way of example only.

Also, the phraseology and terminology used herein is for
the purpose ol description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “involving,” and variations thereof herein, 1s
meant to encompass the 1tems listed thereaiter and equivalent
thereol as well as additional 1tems.

What 1s claimed 1s:

1. A computer-implemented method of classitying an
object 1n an object classification system, the method compris-
ng:

(A) storing a first value that indicates the object 1s to be

dynamically classified;

(B) 1n response to a request from at least one application to
access the object, and prior to granting the request to
access the object, applying at least one security classifi-
cation rule, via at least one computer, that dynamically
classifies the object based on at least one piece of infor-
mation received from a user or at least one piece of
information automatically gathered without being
recerved from the user;

(C) change the first value to a second value that indicates
the object 1s not to be dynamically classified; and

(D) 1nresponse to a second request to access the object and
after the first value has been changed to the second value,
grant or deny the second request based on a classification
of the object, wherein the classification of the object 1s
made belore the second request, and the second request
1s granted or denied without reapplying the at least one
security classification rule because of the second value
that indicates the object 1s not to be dynamically classi-
fied.

2. The computer-implemented method of claim 1, wherein
the at least one security classification rule classifies the object
based, at least 1 part, on at least one piece of information
received from a user.

3. The computer-implemented method of claim 2, further
comprising;
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(E) maintaining the at least one piece of information after
applying the at least one security classification rule 1n
(B).

4. The computer-implemented method of claim 3, wherein
(B) 1s performed at a first point in time, and wherein the
method further comprises:

(F) modifying the at least one security classification rule

subsequent to the first point 1n time; and

(G) applying the modified at least one security classifica-

tion rule to re-classify the object based, at least 1n part,
on the at least one piece of information.

5. The computer-implemented method of claim 4, wherein
(B)1s performed 1n response to a first request from at least one
application to access the object, and wherein (G) 1s performed
in response to a second request from at least one application

to access the object.

6. The computer-implemented method of claim 1, wherein
the at least one security classification rule classifies the object
based, at least 1n part, on at least one piece ol information
received from a user when the object 1s registered with the
classification system.

7. At least one non-transitory computer readable medium
encoded with a plurality of instructions that, when executed

on a computer system, perform a method for classitying an
object 1n an object classification system, the method compris-
ng:

in response to a request from at least one application to

access the object, and prior to granting the request to
access the object, applying at least one security classifi-
cation rule that dynamically classifies the object into a
first class object based on at least one piece of informa-
tion received from a user or at least one piece of infor-
mation automatically gathered without being recerved
from the user; and

after the applying the at least one security classification

rule, in response to a second request to access the object,
reapplying the at least one security classification rule
that dynamically classifies the object into the first class.

8. The at least one non-transitory computer readable
medium of claim 7, wherein the at least one security classi-
fication rule classifies the object based, at least 1n part, on at
least one piece of information received from a user.

9. The at least one non-transitory computer readable
medium of claim 8, wherein the method further comprises:

maintaining the at least one piece of information after

applying the at least one security classification rule.

10. The at least one non-transitory computer readable
medium of claim 9, wherein the applying at least one security
classification rule 1s performed at a first point 1n time, and
wherein the method further comprises:

modilying the at least one security classification rule sub-

sequent to the first point 1n time; and

applying the modified at least one security classification

rule to re-classily the object based, at least in part, on the
at least one piece of information.

11. The at least one non-transitory computer readable
medium of claim 10, wherein the applying the modified at
least one security classification rule 1s performed 1n response
to a third request from at least one application to access the
object.

12. The at least one non-transitory computer readable
medium of claim 7, wherein the at least one security classi-
fication rule classifies the object based, at least in part, on at
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least one piece of information received from a user when the
object 1s registered with the classification system.

13. At least one computer comprising:

at least one processor programmed to implement an object

classification system that classifies objects, the at least
one processor programmed to:

store a first value that indicates the object 1s to be dynami-

cally classified;

in response to a first request from at least one application to

access an object, based on the first value, and prior to
granting the first request to access the object, apply at
least one security classification rule that dynamically
classifies the object based on at least one piece of infor-
mation received from a user or at least one piece of
information automatically gathered without being
recerved from the user;

change the first value to a second value that indicates the

object 1s not to be dynamically classified; and

in response to a second request to access the object and

after the first value has been changed to the second value,
grant or deny the second request based on a classification
of the object, wherein the classification of the object 1s
made before the second request, and the second request
1s granted or denied without reapplying the at least one
security classification rule because of the second value
that indicates the object 1s not to be dynamaically classi-
fied.

14. The at least one computer of claim 13, wherein the at
least one security classification rule classifies the object
based, at least 1n part, on at least one piece ol information
received from a user.

15. The at least one computer of claim 14, wherein the at
least one processor 1s further programmed to maintain the at
least one piece of information aiter applying the at least one
security classification rule.

16. The at least one computer system of claim 15, wherein
the at least one processor 1s programmed to apply the at least
one security classification rule that dynamically classifies the
object at a first point 1n time, to modily the at least one
security classification rule subsequent to the first point 1n
time, and apply the modified at least one security classifica-
tion rule to re-classily the object based, at least 1n part, on the
at least one piece of information.

17. The at least one computer system of claim 16, wherein
the at least one processor 1s programmed to:

register the object 1n the object classification system; and

determine that the object should not be classified upon

registration because the first value indicates that the
object 1s to be dynamically classified.

18. A computer-implemented method of classifying an
object 1n an object classification system, the method compris-
ng:

in response to a request from at least one application to

access the object, and prior to granting the request to
access the object, applying at least one security classifi-
cation rule, via at least one computer, that dynamically
classifies the object 1nto a first class object based on at
least one piece of information recerved from a user or at
least one piece of information automatically gathered
without being received from the user; and

alter the applying the at least one security classification

rule, in response to a second request to access the object,
reapplying the at least one security classification rule
that dynamically classifies the object into the first class.
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