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According to one embodiment, a communications method
includes prior to deployment of an appliance, establishing a
trusted association between the appliance and a certificate
authority, during deployment of the appliance, associating the
appliance with a communications address of a communica-
tions medium, using the certificate authority, creating a
signed certificate including the communications address of
the appliance, announcing the signed certificate using the
appliance, after the announcing, extracting the communica-
tions address of the appliance from the signed certificate, and
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COMMUNICATIONS METHODS AND
APPLIANCES

FIELD OF THE DISCLOSUR.

L1l

Aspects of the disclosure relate to communications meth-
ods and appliances.

BACKGROUND OF THE DISCLOSURE

Over the past several years, there has been an increasing
concern about the security of appliances such as disk drives,
spoolers, printers, scanners and multi-functional peripherals.
The concern 1s both around the privacy of the data being sent
as well concern about whether one i1s interacting with the
intended device or an imposter (1.€., 1s the printer address the
one for the mtended printer or a fraudulent address).

In the past, mterception and “man 1n the middle™ attacks
were prevented by using 1-1 cables (such as centromix or
universal serial bus). However, as appliances moved from
being client peripherals to networked resources, the problem
emerged of 1dentifying the intended appliance and securing
the communication to that appliance.

In the case of printers, a common approach (seen 1n many
olfices) has been to post a label of the printer name with 1ts
network address. In this manner, 1if an individual trusts the
label, they could use that address to send a print job to the
intended printer. Similar techniques are used for scanners,
disk-drives, spoolers and other such appliances.

There are several problems with the label-based approach.
The first 1s that many deployments use the dynamic host
control protocol (DHCP) and thus the address of the appli-
ance can change over time. This means that while a client
might have once had the correct address, the appliance
address may change and the client can easily have a mis-
directed message. Similarly, an imposter might intentionally
mislabel an appliance such as a printer to intercept print jobs
in public venues such as cofiee shops or airport lounges.

Some manufacturers provide a user interface on their appli-
ance that will report the address of the appliance on a screen
or (1n the case of some printers) on a printout. This helps
overcome the intentional/accidental mislabeling of a device,
but does not address dynamic protocol update or re-configu-
ration of the client devices.

In addition, the above techniques do not address privacy of
the transmitted data and thus eaves-droppers can intercept
sensitive documents/material.

Sensitive documents can be addressed through techniques
such as the secure sockets layer (SSL). In this protocol, the
client and server agree on a session key that 1s used to encode
messages exchanged between the client and server.

Other methods include IP Security Protocol (IP-Sec)
which replaces the Internet Protocol with a secured packet
routing mechanism. IPSec ensures that a message will be
delivered only to the destination address but doesn’t secure
the association of the target with the address (1.e., the mecha-
nism of discovering the correct IP address for the appliance 1s
not addressed by either IP-Sec or SSL).

An approach to certifying the destination has been to use a
challenge in the mitial message from the client to the target.
The challenge 1s encrypted with a shared secret or other
keying mechanism and only the rightful recipient should be
able to answer the challenge and thereby aifirm the identity.
The 1ssue here 1s one of key distribution. If the key 1s shared
across a family of appliances, then the imposter can redirect
the print job to a second printer and 1ntercept the material. I
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the key 1s particular to a printer, then discovering thatkey 1s an
1ssue and similar to discovering the printer’s IP address noted
above.

Thus there remains a need to discover the provenance of an
appliance’s address, and/or to communicate with that appli-
ance 1n a secure manner. At least some aspects of this disclo-
sure are related to improved apparatus and methods for imple-
menting electronic communications between electronic
devices such as an appliance and a client 1n one embodiment.

SUMMARY

According to some aspects, communications methods and
appliances are described.

According to one embodiment, a communications method
comprises prior to deployment of an appliance, establishing a
trusted association between the appliance and a certificate
authority, during deployment of the appliance, associating the
appliance with a communications address of a communica-
tions medium, using the certificate authority, creating a
signed certificate including the communications address of
the appliance, announcing the signed certificate using the
appliance, after the announcing, extracting the communica-
tions address of the appliance from the signed certificate, and
verilying the communications address of the appliance.

According to another embodiment, an appliance comprises
a communications interface configured to implement com-
munications of the appliance with respect to a client via a
communications medium after deployment of the appliance
with respect to the communications medium, wherein the
appliance 1s associated with a communications address of the
communications medium upon deployment of the appliance
and wherein a trusted association 1s established between a
certificate authority and the appliance prior to deployment of
the appliance, and processing circuitry coupled with the com-
munications interface and wherein the processing circuitry 1s
configured to access the communications address, to 1nitiate
creation of a signed certificate using the certificate authority
and which includes the communications address, and to 1ni-
tiate announcement of the signed certificate including the
communications address for use 1n verification of the com-
munications address of the appliance.

DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a functional block diagram of a communications
system according to one embodiment.

FIG. 2 1s a functional block diagram of an electronic device
appliance according to one embodiment.

FIG. 3 1s a flow chart illustrating an exemplary method for
providing a signed certificate according to one embodiment.

FIG. 4 1s a flow chart illustrating an exemplary method for
implementing communications according to one embodi-
ment.

DETAILED DESCRIPTION

Referring to FI1G. 1, an exemplary configuration of a com-
munications system 10 1s shown. Additional embodiments
and aspects are described in a co-pending application entitled
“Flectronic Device Communication Methods, Appliance
Verification Methods, Appliance Programming Methods,
Appliances, Articles Of Manufacture, And Client Electronic
Devices,” listing Rajesh Krishna Shenoy as inventor, filed the
same day as the present application, U.S. patent application
Ser. No. 10/957,312, the teachings of which are incorporated
herein by reference.
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Communications system 10 may include one or more elec-
tronic device clients (1.e., clients) 12, one or more electronic
device appliances (1.¢., appliances) 14, one or more external
communications device 15, and communications media 16.
In one example, communications system 10 1s embodied as a
networked arrangement of clients 12 configured to use the
resources of appliances 14. Exemplary clients 12 include
personal computers, workstations, and other electronic
devices configured to implement electronic communications
with respect to appliances 14 or other devices. Exemplary
appliances 14 may have resources which may be accessed and
used by clients 12 and may be embodied as printers, multi-
functional peripherals, facsimile machines, scanners, copi-
ers, disk drives, spoolers or other configurations accessible by
clients 12. In one embodiment, appliances 14 may comprise
user-accessible devices which are configured to interact with
a user during normal operation such as providing data to a
user (e.g., provide printed media, copying media, displaying
data, capturing data such as images, etc.). Exemplary users
may include lay (1.e., non-technical) people as opposed to I'T
personnel.

Communications media 16 includes one or more commu-
nications medium configured to communicate data interme-
diate clients 12 and appliances 14 of communications system
10. For example, one or more communications medium may
comprise a communications network which may be embod-
1ied as a private and/or public network and may utilize packet-
switched TCP/IP communications 1n one implementation. In
more specific examples, communications networks include a
zero-configuration network, UPnP based network or an IT-
administrated network. A network may iclude a plurality of
nodes such as switches, routers or other devices (1.e., devices
not typically accessed by the exemplary above-defined users
during normal operations) capable of recerving electronic
communications and forwarding the electronic communica-
tions to appropriate recipients.

Individual ones of clients 12 and appliances 14 and other
clectronic devices configured to communicate using comimu-
nications media 16 may be individually considered to be
associated with communications media 16 and may have a
respective unique communications address identifying the
association and usable by communications media 16 and
communicating devices to direct communications to appro-
priate recipients as well as identily a respective sending
device of communications.

As described turther below, clients 12 and/or appliances 14
may be configured to communicate verification information
and data content using a single communications medium of
the media 16. Exemplary verification information includes a
signed certificate usable to verily one or more aspect of a
given client 12 and/or appliance 14. Exemplary communi-
cated data content may include data perceptible by a user
during typical usage and may include email, a print job, a
photograph, an electronic file, or other formatted data content
convenient for communication between a sending device and
a recipient device. In another embodiment, an 1ndividual
communications medium may be dedicated to implement
communications of verification information while another
individual different communications medium may be dedi-
cated to implement communications of data content. Other
embodiments are possible.

Further, according to additional aspects another communi-
cations medium 17 may be configured to nitiate verification
operations of a client 12 and/or an appliance 14 as described
turther below. For example, communications device 15 is
configured to utilize a communications medium 17 (e.g.,
clectromagnetic energy) to mmplement communications
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external of communications media 16 1n one embodiment.
Communications device 135 and one or more client 12 and/or
appliance 14 may be configured to commumnicate with one
another apart from communications media 16. Communica-
tions medium 17 includes any appropriate configuration and
may provide wired and/or wireless communications. In yet
another aspect, verification operations may be initiated using
communications of media 16.

Referring to FIG. 2, an exemplary configuration of an
appliance 14 1s shown. The depicted appliance 14 includes a
communications interface 20, processing circuitry 22, stor-
age circuitry 24 and a user interface 26. Other circuitry or
components may be provided 1n other embodiments and cor-
responding to the respective implementation or configuration
of appliance 14 (e.g., appliance 14 may include a print engine
in a printer configuration). In addition, individual clients 12
may be similarly configured as appliance 14 in one arrange-
ment and may mdividually include a communications inter-
face, processing circuitry, storage circuitry and a user inter-
face as well as any additional components or circuitry
applicable to the respective implementation of client 12.

In one embodiment, processing circuitry 22 may comprise
circuitry configured to implement desired programming. For
example, processing circuitry 22 may be implemented as a
processor and/or other structure configured to execute execut-
able 1instructions including, for example, software and/or
firmware 1nstructions. Other exemplary embodiments of pro-
cessing circultry include hardware logic, PGA, FPGA, ASIC,
state machines, and/or other structures. These examples of
processing circuitry 22 are for illustration and other configu-
rations are possible. Processing circuitry 22 may formulate
communications Jfor external communication, process
received communications; implement exemplary secure
communications procedures described herein, and/or control
and/or monitor other operations of the respective device 1n
one embodiment. In some arrangements, a certificate author-
ity may be embodied or embedded within appliance 14 and
processing circuitry 22 may perform certificate authority
operations with respect to signing certificates or other opera-
tions.

Storage circuitry 24 1s configured to store electronic data
and/or programming such as executable instructions (e.g.,
soltware and/or firmware), data, or other digital information
and may include processor-usable media. Processor-usable
media includes any article of manufacture which can contain,
store, or maintain programming, data and/or digital informa-
tion for use by or 1n connection with an mnstruction execution
system 1ncluding processing circuitry in the exemplary
embodiment. For example, exemplary processor-usable
media may include any one of physical media such as elec-
tronic, magnetic, optical, electromagnetic, infrared or semi-
conductor media. Some more specific examples of processor-
usable media include, but are not limited to, a portable
magnetic computer diskette, such as a floppy diskette, zip
disk, hard drive, random access memory, read only memory,
flash memory, cache memory, and/or other configurations
capable of storing programming, data, or other digital infor-
mation. As described further below, storage circuitry 24 may
be configured to store certificates, keys (e.g., public and pri-
vate) and other desired information.

User interface 26 may include a display configured to
depict information to a user as well as a keyboard or other
input device configured to receive mput from a user.

At least some aspects described herein are directed towards
implementing communications ol increased security inter-
mediate plural devices such as clients 12 and appliances 14.
For example, as described below, exemplary aspects provide
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verification operations which enable an appropriate client 12
to certily the provenance or authenticity of a communications
address of a respective appliance 14.

According to one embodiment, an individual appliance 14
may be associated with a certificate authority (CA). In accor-
dance with the described embodiment, a trusted association 1s
established between the appliance 14 and the certificate
authority to provide verification operations, such as certifica-
tion of the provenance of the communications address of the
appliance 14, at a later moment in time. The trusted associa-
tion may be established via a umique secret (e.g., prime num-
ber) shared between the appliance 14 and the certificate
authority 1 one arrangement. In another arrangement, the
certificate authority may be physically associated with appli-
ance 14 (e.g., embodied or embedded internally of appliance
14 as mentioned above) to establish the trusted relationship,
or the trusted relationship may be provided in any other
appropriate manner. A source (e.g., manufacturer) of appli-
ances 14 may have a trusted relationship with a certificate
authority and through the relationship the source 1s able to
produce serial numbers of individual appliances 14 which
illustrate that the respective appliances 14 were trusted by the
source and the source was trusted by the certificate authority
(1.e., appliances 14 were authentically manufactured by the
source also referred to as non-repudiation).

After manufacture, an appliance 14 may be deployed for
operation. For example, during deployment, an appliance 14
may be associated with communications medium 16 to inter-
act with clients 12 and perhaps other appliances 14. During
the association, a communications address of the communi-
cations medium 16 may be assigned to the respective appli-
ance 14. Thereafter, communications may be implemented
between the appliance 14 and communications medium 16
using the commumcations address. Exemplary aspects are
described below enabling the certification of the provenance
of the communications address of the appliance 14 to provide
communications intermediate clients 12 and the appliance
14. According to some aspects, a plurality of communications
addresses may be associated with an individual appliance 14.
For example, the addresses may be respectively used at
appropriate moments 1n time (e.g., communications occur
inside or outside of a firewall, etc.). The plurality of commu-
nications addresses may be provided within a signed certifi-
cate for announcement by appliance 14 described further
below.

The certificate authority may create a signed certificate
which includes the communications address(es) associated
with the appliance 14. After creation, the signed certificate
may be stored internally of the respective appliance 14 1n one
embodiment.

Appliances 14 individually make their respective commu-
nications addresses available to clients 12 and perhaps other
devices of the communications system 10 using respective
signed certificates according to some aspects. Appliances 14
may announce respective signed certificates responsive to
detection of an action such as one or more triggering event. In
one example, external communications device 15 may be
configured to mnitiate verification operations performed by
one or more appliance 14 to provide the triggering event. In a
more speciiic exemplary embodiment, device 15 may emit an
external communication (e.g., according to a Bluetooth pro-
tocol) which when received by an appliance 14 initiates the
receiving appliance 14 to output the signed certificate which
may be utilized to certily the provenance of the communica-
tions address of the appliance 14 as described in further detail
below. For example, client 12, appliance 14 and/or commu-
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nications device 15 may provide proximity reader communi-
cations to initiate the communications of the signed certifi-
cate.

In yet another possible embodiment, communications
from external communications device 15 to initiate verifica-
tion operations may be communicated using communications
media 16. In another embodiment, a user may access a user
input of user interface 26 at an appropriate moment in time to
initiate the outputting of the signed certificate from the appli-
ance 14. In another implementation, processing circuitry 22
of appliance 14 may monitor time intervals and 1nitiate the
communication of the signed certificate following the detec-
tion of an action including an elapse of a predetermined
period of time (e.g., to provide periodic communications of
the signed certificate). Other triggering events may be used in
other aspects.

As described above according to exemplary embodiments,
appliances 14 announce the signed certificates including out-
putting imnternally stored signed certificates. In some embodi-
ments, announcement of the signed certificates may be inde-
pendently mitiated by appliances 14 or responsive to external
stimulus. In additional embodiments, appliances 14 may
encode or encrypt signed certificates prior to announcement
of the certificates for subsequent decoding or decryption by
clients 12.

In one communications example mentioned above, com-
munications media 16 may comprise a first communications
medium for communications of data content and a second
communications medium for communications of the signed
certificates. A medium comprising a networking protocol
may be used for commumicating the signed certificates
wherein the certificates can individually be sent to multiple
participants (e.g., clients 12) during a single announcement.
Clients 12 may listen on the medium comprising a multicast
channel for the signed certificates according to the presently
described example and thereaiter utilize the first communi-
cations medium to provide communications of data content 1f
the provenance of the communications address of the respec-
tive appliance 14 1s certified.

Clients 12 may access the announced signed certificates to
certify the provenance of the communications addresses of
the appliances 14. In some arrangements, clients 12 are indi-
vidually configured to search for the presence of the
announced signed certificates. The announcements may 1ndi-
vidually include an appropriate identifier which idicates to
clients 12 that a signed certificate 1s contained therein. Other
embodiments are possible to provide for the communication
of the signed certificates from appliances 14 to clients 12.

Clients 12 recerving signed certificates are arranged to
verily verification 1nformation (e.g., communications
address of appliance(s) 14) contained therein. In a first aspect,
clients 12 verily the signed certificates themselves and there-
after verity the communications address(es ) contained within
the signed certificate(s). In one embodiment, clients 12 1den-
tify the signing entities of the source certificates (e.g., the
respective certificate authorities). The respective appliances
14 may be verified as authentic 1f the signing entities of the
signed certificates are proper (e.g., proper certificate authori-
ties). Provenances of the communications addresses from
selected ones of the appliances 14 may be rejected 11 the
respective signing entities of the certificates are not proper.

Also according to the described embodiment, clients 12
extract communications addresses from the signed certifi-
cates. The clients 12 may also access information regarding
respective sender addresses regarding the entities which
announced the signed certificates (1.e., appliances 14). In one
verification embodiment, clients 12 are configured to com-
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pare the communications addresses extracted from the signed
certificates with respective ones of the sender addresses 1n
order to certity the provenances of the respective communi-
cations addresses. If verification 1s proper, clients 12 may

implement communications with respect to verified ones of >

the appliances 14. If verification 1s not proper (e.g., certifi-
cates or signing entities not proper, or addresses do not
match), clients 12 may disable any communications with
respect to the appliances 14 and may also inform a network
administrator or other appropnate personnel.

Once vernfication 1s completed, encrypted communica-
tions between clients 12 and verified appliances 14 may occur
using the communications address extracted from the signed
certificate. In one embodiment, a client 12 may create a ses-
sion key and encode (e.g., encrypt) data content to be com-
municated (e.g., print job) using the session key. In one
example, a client 12 may encrypt the session key with an
appliance public key received 1n a signed certificate, attach
the encrypted session key to the beginning of an encrypted
message including data content, and communicate the
encrypted message to appliance 14. Accordingly, 1n one
embodiment, clients 12 and appliances 14 may secure com-
munications using a key derived from information contained
within the signed certificate.

Additional information may also be communicated from
appliances 14 to clients 12 using the signed certificates. In one
exemplary embodiment, the additional information may
include a manufacturing attribute of an appliance 14 which
may include manufacturer and appliance identification infor-
mation (e.g., manufacturer identification, model number and/
or serial number) of the respective appliance 14. Additional
exemplary information which may be included in signed cer-
tificates includes physical location information of the appli-
ance 14 (e.g., GPS coordinates, tloor or mail stop location
information, etc.).

Referring to FIGS. 3-4, methods for providing certification
of a provenance of a communications address of an appliance
are shown according to exemplary embodiments. Other
methods including more, less or alternative steps are possible.

FIG. 3 illustrates a method for generating verification
information according to one embodiment.

Initially, at a step S10, an appliance to be deployed may be
manufactured or otherwise provided.

At a step S12, a trusted association 1s established between
the appliance and a certificate authority.

At a step S14, the appliance may be deployed including
associating the appliance with commumnications media.

At a step S16, a communications address of the communi-
cations media associated with the appliance may be identified
upon the deployment.

At a step S18, a signed certificate including the communi-
cations address of the appliance 1s created by the certificate
authority.

At a step S20, the appliance announces the signed certifi-
cate mncluding the communications address. The announce-
ment may be implemented responsive to one or more ditler-
ent triggering event 1n exemplary embodiments and as
described above.

Referring to FIG. 4, an exemplary method 1s shown for
using a signed certificate to implement communications in
accordance with one embodiment.

At a step S30, a client may search an associated commu-
nications media for desired services (e.g., provided by one or
more of appliances 14).

At a step S32, the client may obtain one or more signed
certificate responsive to the searching of step S30.
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At a step S34, the client may use the signed certificate to
verily the provenance of communications address(es) asso-
ciated with the appliance. As described above, an exemplary
verification operation includes comparing a communications
address extracted from the signed certificate with a sender
address from which communication of the signed certificate
originated. If verification fails, the method may cease at step
S34.

At a step S36, if verification 1s proper, the client obtains
data content (e.g., a print job) for communication to the
appliance.

At a step S38, the client encrypts the data content for
example using a session key 1n one arrangement. Also, the
client may encrypt the communication itself using for
example a public key of the appliance.

At a step S40, the client communicates the encrypted data
content to the appliance along with the encrypted session key
in at least one embodiment.

The protection sought 1s not to be limited to the disclosed
embodiments, which are given by way of example only, but
instead 1s to be limited only by the scope of the appended
claims.

What 1s claimed 1s:

1. A communications method comprising:

prior to deployment of an appliance, establishing a trusted

association between the appliance and a certificate
authority;

during deployment of the appliance, associating the appli-

ance with a communications address of a communica-
tions medium;

using the certificate authority, creating a signed certificate

including the communications address of the appliance;
announcing the signed certificate using the appliance;
alter the announcing, extracting the communications

address of the appliance from the signed certificate; and
verilying the communications address of the appliance.

2. The method of claim 1 wherein the announcing com-
prises announcing the signed certificate from a sender address
of the appliance, and the verifying comprises comparing the
communications address with the sender address of the appli-
ance.

3. The method of claim 1 further comprising detecting a
triggering event, and wherein the announcing 1s responsive to
the detecting.

4. The method of claim 3 wherein the detecting comprises
detecting a user 1nput to the appliance.

5. The method of claim 3 further comprising receiving an
external communication within the appliance, and wherein
the detecting comprises detecting the receiving of the external
communication.

6. The method of claim 5 wherein the associating com-
prises associating the appliance with the communications
address of the communications medium comprising a first
communications medium, and the receiving comprises
receiving via a second communications medium different
than the first communications medium.

7. The method of claim 3 wherein the detecting comprises
detecting an elapse of a predetermined period of time.

8. The method of claim 1 after the veritying, implementing
communications between the appliance and a client using the
communications address of the appliance.

9. The method of claim 8 wherein the implementing com-
prises securing the communications using a key derived from
information contained within the signed certificate.

10. The method of claim 1 wherein the communications
medium comprises a first communications medium, and the
announcing the signed certificate comprises announcing
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using a second communications medium different than the
first communications medium.
11. The method of claim 1 wherein the announcing coms-
prises announcing the signed certificate including informa-
tion regarding a manufacturing attribute of the appliance.
12. The method of claim 11 wherein the manufacturing
attribute includes manufacturer and appliance 1dentification
information.
13. The method of claim 1 wherein the announcing com-
prises announcing the signed certificate including informa-
tion regarding a physical location of the appliance.
14. The method of claim 1 further comprising providing
the appliance comprising the certificate authority embedded
within the appliance.
15. The method of claim 1 further comprising encoding the
signed certificate prior to the announcing.
16. The method of claim 1 wherein the creating comprises
creating the signed certificate comprising a plurality of com-
munications addresses of the appliance.
17. The method of claim 1 wherein the extracting and the
verilying comprise extracting and verifying using a client
coupled with the communications medium.
18. The method of claim 1 wherein the verifying comprises
certifying a provenance of the communications address.
19. An appliance comprising:
a communications intertface configured to implement com-
munications of the appliance with respect to a client via
a communications medium aifter deployment of the
appliance with respect to the communications medium;

wherein the appliance 1s associated with a communications
address of the communications medium upon the
deployment of the appliance and wherein a trusted asso-
ciation 1s established between a certificate authority and
the appliance prior to deployment of the appliance; and

processing circuitry coupled with the communications
interface and wherein the processing circuitry 1s config-
ured to access the communications address, to 1nitiate
creation of a signed certificate using the certificate
authority and which includes the communications
address, and to 1nitiate announcement of the signed cer-
tificate including the communications address for use 1n
verification of the communications address of the appli-
ance.

20. The apphance of claam 19 wherein the appliance 1s
associated with the communications address upon deploy-
ment of the appliance with respect to the communications
medium.

21. The appliance of claim 19 wherein the processing cir-
cuitry 1s configured to detect a triggering event and to 1nitiate
the announcement of the signed certificate responsive to the
detection.
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22. The appliance of claim 21 further comprising a user
interface configured to receive the triggering event compris-
Ing a user mput.

23. The appliance of claim 21 wherein the communications
interface 1s configured to receive the triggering event coms-
prising an external communication.

24 . The appliance of claim 23 wherein the communications
medium comprises a first communications medium, and the
external communication 1s recerved via a second communi-
cations medium different than the {first communications
medium.

25. The appliance of claim 21 wherein the processing cir-
cuitry 1s configured to detect the triggering event comprising
an elapse of a predetermined period of time.

26. The appliance of claim 19 wherein the communications
medium comprises a first communications medium, and
wherein the processing circuitry i1s configured to initiate the
announcement via a second communications medium differ-
ent than the first communications medium.

277. The appliance of claim 19 wherein the signed certifi-
cate comprises information for use in implementing encoded
communications between the client and the appliance.

28. The appliance of claim 19 wherein the signed certifi-
cate comprises information regarding a manufacturing
attribute of the appliance.

29. The appliance of claim 28 wherein the manufacturing,
attribute includes manufacturer and appliance 1dentification
information.

30. The applhiance of claim 19 wherein the signed certifi-
cate comprises information regarding a physical location of
the appliance.

31. The appliance of claim 19 wherein the certificate
authority 1s embedded within the appliance.

32. The appliance of claim 19 wherein the processing cir-
cuitry 1s configured to encode the signed certificate before the
initiation of the announcement.

33. The appliance of claim 19 wherein the signed certifi-
cate comprises a plurality of communications addresses of
the appliance.

34. The method of claim 1 wherein the announcing the
signed certificate comprises outputting the signed certificate
externally of the appliance.

35. The method of claim 1 wherein the verifying comprises
verilying using the communications address extracted from
the signed certificate.

36. The appliance of claim 19 wherein the processing cir-
cuitry 1s configured to 1nitiate the announcement of the signed
certificate 1n the absence of any communications received by
the appliance.
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