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(57) ABSTRACT

A system configured to receive a first request to generate a
pseudo i1dentifier associated with a user device; retrieve an
identifier associated with the user device; and generate, using
a mathematical function, the pseudo identifier based on the
identifier associated with the user device, where the pseudo
identifier may be generated 1n a format corresponding to a
telephone number. The system 1s further configured to send a
second request to register the user device, where the second
request may 1nclude the pseudo identifier; recerve a confir-
mation code that permits the user device to access informa-
tion, associated with the server device, without using the
identifier associated with the user device or a telephone num-
ber associated with the user device; send a third request for
information associated with the server device, where the third
request may include the confirmation code; and receive the
information associated with the server device.

22 Claims, 7 Drawing Sheets
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USER DEVICE IDENTIFICATION USING A
PSEUDO DEVICE IDENTIFIER

BACKGROUND

Computing and communication devices are capable of per-
forming an increasing variety of functions and tasks that
continue to improve the user’s experience. Computing and
communication devices can run a variety of applications, can
connect to a variety ol wired and wireless networks, can
perform point of sale transactions to purchase goods and/or
services, and/or can download content, which can be stored
and/or displayed on the computing and communicating
devices.

A computing and communication device may use a device
identifier, such as a mobile directory number (MDN) and/or
other information, when communicating with another device,
which may enable the other device to 1dentily and/or authen-
ticate the computing and communication device. Unifortu-
nately, the device 1dentifier can be compromised 1n a manner
that enables another computing and communication device to
use the identifier without authorization.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of an example network 1n which sys-
tems and/or methods described herein may be implemented;

FI1G. 2 1s a diagram of example components of one or more
of the devices of FIG. 1;

FI1G. 3 1s a diagram of an example user device, as shown in
FIG. 1;

FIG. 4 1s a diagram of example components of the user
device of FIG. 3;

FIG. 5 1s a diagram of an example pseudo device 1identifier
set up user interface that 1s capable of being presented on the
user device of FIG. 1;

FIG. 6 1s a flow chart of an example process for registering,
a user device using a pseudo device 1dentifier; and

FIG. 7 1s a flow chart of an example process for using a
pseudo device 1dentifier to enable a user device to communi-
cate with another network device.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

(L]
Y

ERRED

The following detailed description refers to the accompa-
nying drawings. The same reference numbers 1 different
drawings may 1dentily the same or similar elements. Also, the
tollowing detailed description does not limait the invention.

Systems and/or methods described herein may enable a
user device to communicate with another device using a
pseudo device 1dentifier. The pseudo device 1dentifier may
ensure that a device 1dentifier, associated with the user device,
cannot be used 1n an unauthorized manner. Also, some types
and/or brands of user devices may enforce policies that do not
permit certain 1dentifiers to be used as identifying informa-
tion (e.g., a mobile directory number (MDN)). In this case,
the pseudo device identifier may permit a user device to
provide 1dentitying information while continuing to enforce
the policies that do not permit certain identifiers to be used as
identifying information.

A service provider network, associated with the user
device, may use a device identifier (e.g., a MDN) and/or other
information to i1dentity and/or authenticate the user device
before permitting the user device to access services associ-
ated with the service provider network. In one example imple-
mentation, a digital video recorder (DVR) mobile application

10

15

20

25

30

35

40

45

50

55

60

65

2

(hereinafter referred to as a “mobile DVR application™),
hosted on the user device, may use a mathematical function
(e.g., a hash function, cryptographic function, and/or some
other function) to generate a unique number that 1s based on
a device 1dentifier (e.g., serial number, etc.) uniquely associ-
ated with the user device. The mobile DVR application may
perform an operation to convert the unique number into a
unmique pseudo device identifier (heremaiter referred to as a
pseudo MDN) that 1s 1n a format of a telephone number (e.g.,
an MDN) which enables the service provider network to
process the pseudo MDN.

In another example implementation, the mobile DVR
application may use the pseudo MDN to associate a user
device with another network device, such as a server device,
a set top box (STB), etc. The association may permit the user
device to access, monitor, and/or control information associ-
ated with the network device. In one example, the association
may permit the user device to access and/or use DVR 1nifor-
mation (e.g., DVR recording schedules, playback schedules,

parental control settings, search television content, etc.),
associated with a STB, from a location that 1s remote from the
STB. As described herein, the mobile DVR application may
use the pseudo MDN to register the user device and/or to
enable the user device to access the DVR information. The
provisioning may include recerving a unique confirmation
code (e.g., based on a mathematical function or some other
function) associated with the set top box, which the user
device may use to access the DVR information.

FIG. 1 1s a diagram of an example network 100 in which
systems and/or methods described herein may be imple-
mented. As shown 1n FIG. 1, network 100 may include a user
device 110, an application server 120, a backend server 130,
and/or a set top box (STB) 140 interconnected by a network
150. The number of devices and/or networks, 1llustrated 1n
FIG. 1, 1s provided for explanatory purposes only. In practice,
there may be additional networks and/or devices, fewer net-
works and/or devices, different networks and/or devices, or
differently arranged networks and/or devices than 1llustrated
in FIG. 1.

Also, 1n some implementations, one or more of the devices
ol network 100 may perform one or more functions described
as being performed by another one or more of the devices of
network 100. For example, application server 120 and back-
end server 130 may be integrated 1nto a single device. Com-
ponents of network 100 may 1nterconnect via wired connec-
tions, wireless connections, or a combination of wired and
wireless connections.

User device 110 may include any computation or commu-
nication device, such as a wireless mobile communication
device, that 1s capable of communicating with network 150.
For example, user device 110 may include a radiotelephone,
a personal communications system (PCS) terminal (e.g., that
may combine a cellular radiotelephone with data processing
and data communications capabilities), a personal digital
assistant (PDA) (e.g., that can include a radiotelephone, a
pager, Internet/intranet access, etc.), a laptop computer, a
personal computer, a camera, a personal gaming system, or
another type of computation or communication device.

In one example implementation, user device 110 may host
a mobile DVR application to monitor and control DVR 1nfor-
mation associated with set top box 140. For example, the
mobile DVR application may perform an operation to create
a pseudo MDN uniquely associated with user device 110. The
mobile DVR application may, for example, retrieve a device
identifier associated with user device 110 (e.g., a serial num-
ber associated with user device 110) and may use the device
identifier to generate a unique number of a particular length
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(e.g., a particular quantity of digits) based on a mathematical
function, such as a hash function (e.g., a Bernstein-based hash
function or some other hash function), a cryptographic func-
tion (e.g., a secure hash algorithm (SHA))-based function or
some other cryptographic function), or some other math-
ematical function.

The DVR application may use the generated number to
create a unique pseudo MDN that 1s based on and/or compat-
ible with a North American Numbering Plan (NANP) tele-

phone number format, such as an area code (e.g., a three-digit
number), an exchange code (e.g., a three-digit number), and/
or a subscriber number (e.g., a four-digit number). However,
the mobile DVR application may perform a conversion opera-
tion to ensure that the pseudo MDN 1s not the same as a
telephone number or another pseudo MDN. Alternatively, or
additionally, the DVR application may create the unique
pseudo MDN based on another telephone number format
(e.g., associated with another country, another standard, etc.).

User device 110 may perform a registration operation 1n
order to communicate with other network devices. In one
example 1mplementation, user device 110 may perform a
registration operation 1n order to access DVR information
associated with STB 140. For example, the mobile DVR
application may send a registration request to application
server 120 that includes the pseudo MDN and/or other infor-
mation associated with user device 110 and/or a user of user
device 110. Application server 120 may process the request
and may send a confirmation code, associated with STB 140,
to user device 110 that enables user device 110 to access DVR
information stored on STB 140.

The description to follow will generally refer to user device
110 as a wireless mobile communication device. The descrip-
tion 1s not limited, however, to a wireless mobile communi-
cation device and may equally apply to other types of user
devices.

Application server 120 may include one or more server
devices, or other types of computation or communication
devices, that gather, process, search, store, and/or provide
information 1 a manner similar to that described herein.
Application server 120 may communicate via network 150.
In one example, application server 120 may receive a regis-
tration request from user device 110 that includes a pseudo
MDN associated with user device 110, and application server
120 may authenticate user device 110 based on information
associated with user device 110 and/or information associ-
ated with a user of user device 110 (e.g., username, password,
personal i1dentification number (PIN), etc.). Application
server 120 may store the pseudo MDN 1n a memory associ-
ated with application server 120 and may use the pseudo
MDN, at a future point 1n time, to authenticate user device
110. Application server 120 may send the pseudo MDN to
STB 140 and/or backend server 130. In an example imple-
mentation, application server 120 may register user device
110 by generating a confirmation code based on a device
identifier associated with STB 140 and may send a notifica-
tion to user device 110 (e.g., that includes the confirmation
code) mndicating that user device 110 has been registered. In
another example implementation, application 120 may send
the pseudo MDN to STB 140 that permits STB 140 to perform
the registration.

Application server 120 may determine that a pseudo MDN,
associated with user device 110, 1s not a unique pseudo MDN.
For example, application server 120 may compare the
received pseudo MDN to other pseudo MDNs stored in the
memory. If the pseudo MDN matches one of the stored
pseudo MDNs, application server 120 may send information
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associated with user device 110 to backend server 120 to
obtain a umique pseudo MDN.

Application server 120 may synchronize DVR information
between STB 140 and backend server 130. For example, user
device 110 may communicate with STB 140, via application
server 120, when accessing DVR information and may
change DVR information stored by STB 140 (e.g., by sched-
uling television content playback or programming recording
sessions, performing searches, etc.). Application server 120
may 1dentify changes 1n the DVR information associated with
the STB 140 and may send the changes 1n DVR 1nformation
to backend server 130.

Backend server 130 may include one or more server
devices, or other types of computation or communication
devices, that gather, process, search, store, and/or provide
information 1 a manner similar to that described herein.
Backend server 130 may communicate via network 150. In
one example implementation, backend server 130 may gen-
erate a pseudo MDN based on an mnstruction recerved from
application server 120. For example, backend server 130 may
receive an instruction from application server 120 to generate
a umque pseudo MDN, associated with user device 110,
based on a determination (e.g., by application server 120) that
a pseudo MDN generated by user device 110 1s not a unique
pseudo MDN (e.g., there 1s another pseudo MDN that
matches the pseudo MDN created by user device 110). In
another example implementation, backend server 130 may
receive a pseudo MDN associated with user device 110 and
may determine, 1n a manner similar to that described above,
that the recerved pseudo MDN 1s not unique.

Backend server 130 may create another pseudo MDN, 1n a
manner similar to that described above and may generate a
unique number based on a device identifier (e.g., a serial
number, etc.) associated with user device 110. Backend
server 130 may, for example, generate a unique number using,
on a mathematical function (e.g., a hash function, a crypto-
graphic function, or some other mathematical function).
Additionally, or alternatively, backend server 130 may use the
generated number to create a unique pseudo MDN that cor-
responds to the NANP telephone number format.

The other pseudo MDN, created by backend server 130,
may be different than the pseudo MDN created by user device
110. For example, backend server 130 may perform a modi-
fied conversion operation that converts the generated number
into the other pseudo MDN that corresponds to the NANP
format. Additionally, or alternatively, the modified conver-
s1on operation may ensure that the other pseudo MDN does
not match a telephone number or another MDN. Backend
server 130 may send the other pseudo MDN to user device
110, application server 120 and/or STB 140.

STB 140 may include a device that can receive and process
an enhanced media stream, received from network 150, for
display on a video display device associated with STB 140. In
one example implementation, STB 140 may be incorporated
directly within a video display device (e.g., a television, a
monitor, etc.). In another example implementation, STB 140
may be replaced with a computing device (e.g., a personal
computer, a laptop computer, a tablet computer, etc.), a cable
card, a TV tuner card, or a portable communication device
(e.g., a mobile telephone or a PDA). STB 140 may perform
decoding and/or decryption functions on the enhanced media
stream. STB 140 may present DVR information for display
on a video display device associated with STB 140. STB 140
may store DVR information and may receirve instructions
associated with using, monitoring and/or controlling the
DVR information. For example, STB 140 may receive an
instruction, from a user of STB 140 and/or via a registered
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user device 110, to program a DVR application to record
television content at a particular time. In another example,
STB 140 may receive an instruction to schedule a time to
playback recorded television content. In yet another example,
STB 140 may receive an instruction to set parental controls,
perform a search for additional DVR content, obtain on
demand context, etc.

STB 140 may register user device 110 to access DVR
information. For example, STB 140 may recetve a registra-
tion request from user device 110, via application server 120,
that includes a pseudo MDN associated with user device 110.
STB 140 may store the pseudo MDN 1n a memory associated
with STB 140 and may register user device 110 to access
DVR 1information, stored on STB 140, by generating a con-
firmation code. For example, STB 140 may, in a manner
similar to that described above, generate a unique number,
based on a unique device 1dentifier associated with STB 140
and using a mathematical function (e.g., a hash function, a
cryptographic function, or some other mathematical func-
tion). Additionally, or alternatively, STB 140 may use the
generated number to create a confirmation code that corre-
sponds to the NANP telephone number format in a manner
similar to that described above. STB 140 may send the con-
firmation code to user device 110, application server 120,
and/or backend server 130.

STB 140 may permit user device 110 to access DVR infor-
mation. For example, STB 140 may receive a request, from
user device 110 and via application server 120, to access DVR
information. The request may include credentials such as a
confirmation code associated with STB 140 and/or a pseudo
MDN associated with user device 110. STB 140 may authen-
ticate user device 110 (e.g., 1T application server 120 did not
authenticate user device 110) based on the credentials and/or
may send DVR information to user device 110 via application
server 120. Additionally, or alternatively, STB 140 may
recelve 1nstructions to record television content, schedule
playback times for television content, set parental controls,
obtain on demand context, etc. and STB 140 may record the
television content, schedule playback times for the television
content, set the parental controls, obtain on demand context,
etc.

Network 150 may include one or more wired and/or wire-
less networks. For example, network 150 may include a cel-
lular network, a public land mobile network (PLMN), a sec-
ond generation (2G) network, a third generation (3G)
network, a fourth generation (4G) network (e.g., a long term
evolution (LTE) network), a fifth generation (5G) network,
and/or another network. Additionally, or alternatively, net-
work 250 may include a wide area network (WAN), a metro-
politan network (MAN), a telephone network (e.g., the Public
Switched Telephone Network (PSTN)), an ad hoc network,
an intranet, the Internet, a fiber optic-based network (e.g., a
F10S network), and/or a combination of these or other types
ol networks.

Although not shown 1n FIG. 1, network 100 may include a
variety ol other devices, such as a video display device, an
authentication server, etc. Each of these devices may perform
certain functions described briefly below. Any of these func-
tions may be performed by application server 120, backup
server 130, and/or STB 140. Thus, one or more of these
devices may be integrated into application server 120, backup
server 130, and/or STB 140.

A video display device may include any device capable of
receiving and/or reproducing video and/or audio signals. In
one implementation, the video display device may take the
form of a television. In another implementation, the video
display device may include a computer monitor, a display of
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a communication device (e.g., a telephone, such as a VoIP
telephone or a mobile telephone, or a PDA), or the like. The
video display device may incorporate and/or be connected to
STB 140 and may receive signals from STB 140 containing,
television content and/or DVR information for display.

The authentication server may include one or more server
devices, or other types of computation or communication
devices, that authenticate user device 110 and/or STB 140.
For example, the authentication server may recerve a request
to authenticate user device 110 based on information associ-
ated with user device 110 (e.g., a pseudo MDN), a confirma-
tion code associated with STB 140, and/or information asso-
cliated with a user of user device 110 (e.g., username,
password, email address, PIN, etc.).

FIG. 2 1s a diagram of example components of a device 200
that may correspond to application server 120, backend
server 130, and/or STB 140. Device 200 may include a bus
210, aprocessor 220, a memory 230, an input component 240,
an output component 250, and a communication interface
260. Although FI1G. 2 shows example components of device
200, in other implementations, device 200 may include fewer
components, additional components, different components,
or differently arranged components than depicted 1n FIG. 2.
Additionally, or alternatively, 1n other implementations, one
or more components of device 200 may perform one or more
tasks described as being performed by one or more other
components of device 200.

Bus 210 may include a path that permits communication
among the components of device 200. Processor 220 may
include a processor, microprocessor, or processing logic that
may interpret and execute instructions. Memory 230 may
include any type of dynamic storage device that may store
information and instructions for execution by processor 220,
and/or any type of non-volatile storage device that may store
information for use by processor 220.

Input component 240 may include a mechanism that per-
mits a user to mput information to device 200, such as a
keyboard, a keypad, a button, a switch, etc. Output compo-
nent 250 may include a mechanism that outputs information
to the user, such as a display, a speaker, one or more light
emitting diodes (LEDs), etc. Communication interface 260
may include any transcerver-like mechanism that enables
device 200 to communicate with other devices and/or systems
via wireless communications (e.g., radio frequency, inirared,
and/or visual optics, etc.), wired communications (e.g., con-
ductive wire, twisted pair cable, coaxial cable, transmission
line, fiber optic cable, and/or waveguide, etc.) or a combina-
tion of wireless and wired communications. For example,
communication iterface 260 may include mechamisms for
communicating with another device or system via a network,
such as network 150.

As will be described 1n detail below, device 200 may per-
form certain operations relating to user device 1dentification
using a pseudo device identifier. Device 200 may perform
these operations 1n response to processor 220 executing soft-
ware 1nstructions contained in a computer-readable medium,
such as memory 230. A computer-readable medium may be
defined as a physical or logical memory device. A logical
memory device may include memory space within a single
physical memory device or spread across multiple physical
memory devices. The software 1nstructions may be read mnto
memory 230 from another computer-readable medium or
from another device. The software instructions contained 1n
memory 230 may cause processor 220 to perform processes
described herein. Alternatively, hardwired circuitry may be
used 1n place of or 1n combination with software nstructions
to implement processes described herein. Thus, implementa-
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tions described herein are not limited to any specific combi-
nation of hardware circuitry and software.

FIG. 3 1s a diagram of an example user device 110. As
shown 1n FIG. 3, user device 110 may include a housing 300,
a speaker 310, a display 320, control buttons 330, a keypad
340, a microphone 350, and/or a camera 360. Housing 300
may include a chassis via which some or all of the compo-
nents of user device 110 are mechanically secured and/or
covered. Speaker 310 may include a component to receive
input electrical signals from user device 110 and transmuit
audio output signals, which communicate audible informa-
tion to a user of user device 110.

Display 320 may include a component to recetve input
clectrical signals and present a visual output 1n the form of
text, 1mages, videos and/or combinations of text, images,
and/or videos which communicate visual information to the
user of user device 110. In one implementation, display 320
may display text mput mto user device 110, text, images,
and/or video receirved from another device, and/or informa-
tion regarding incoming or outgoing calls or text messages,
emails, media, games, phone books, address books, the cur-
rent time, etc.

Control buttons 330 may include one or more buttons that
accept, as mput, mechanical pressure from the user (e.g., the
user presses a control button or combinations of control but-
tons) and send electrical signals to processor 220 that may
cause user device 110 to perform one or more operations. For
example, control buttons 330 may be used to cause user
device 110 to transmit information. Keypad 340 may include
a standard telephone keypad or another arrangement of keys.

Microphone 350 may include a component to receive
audible information from the user and send, as output, an
clectrical signal that may be stored by user device 110, trans-
mitted to another user device, or cause the device to perform
one or more operations. Camera 360 may be provided on a
back side of user device 110, and may include a component to
receive, as mput, analog optical signals and send, as output, a
digital image or video that can be, for example, viewed on
display 310, stored in the memory of user device 110, dis-
carded and/or transmitted to another user device 110.

Although FIG. 3 depicts example components ol user
device 110, in other implementations, user device 110 may
include fewer components, additional components, different
components, or differently arranged components than 1llus-
trated 1n FIG. 3. In still other implementations, one or more
components of user device 110 may perform one or more
tasks described as being performed by one or more other
components of user device 110.

FI1G. 4 1s a diagram of example components of user device
110. As shown 1n FIG. 4, user device 110 may include a
processing unit 400, a memory 410, a user interface 420, a
communication interface 430, and/or an antenna assembly
440. Although FIG. 4 shows example components of user
device 110, in other implementations, user device 110 may
include fewer components, additional components, different
components, or differently arranged components than
depicted 1n FIG. 4. In still other implementations, one or more
components of user device 110 may perform one or more
tasks described as being performed by one or more other
components of user device 110.

Processing unit 400 may include a processor, a micropro-
cessor, an ASIC, aFPGA, orthe like. Processing unit 400 may
control operation of user device 110 and its components. In
one implementation, processing umt 400 may control opera-
tion of components of user device 110 1n a manner similar to
that described herein. Memory 410 may include a RAM, a
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ROM, and/or another type of memory to store data and/or
instructions that may be used by processing unit 400.

User interface 420 may include mechanisms for mnputting
information to user device 110 and/or for outputting informa-
tion from user device 110. Examples of mput and output
mechanisms might include buttons (e.g., control buttons 330,
keys of keypad 340, a keyboard, a joystick, etc.); a touch
screen interface to permit data and control commands to be
input into user device 110 via display 320; a biometric device
to receive fingerprint scans, retinal scans, facial signatures,
etc.; a speaker (e.g., speaker 310) to recerve electrical signals
and output audio signals; a microphone (e.g., microphone
350) to recerve audio signals and output electrical signals; a
display (e.g., display 320) to output visual information (e.g.,
user interfaces, web pages, etc.); a vibrator to cause user
device 110 to vibrate; and/or a camera (e.g., camera 360) to
receive video and/or 1images.

Communication interface 430 may include, for example, a
transmitter that may convert baseband signals from process-
ing unit 400 to radio frequency (RF) signals and/or a recerver
that may convert RF signals to baseband signals. Alterna-
tively, communication interface 430 may include a trans-
ceiver to perform functions of both a transmitter and a
receiver of wireless communications (e.g., radio frequency,
infrared, visual optics, etc.), wired commumnications (e.g.,
conductive wire, twisted pair cable, coaxial cable, transmis-
s10n line, fiber optic cable, waveguide, etc.), or acombination
of wireless and wired communications. Communication
interface 430 may connect to antenna assembly 440 for trans-
mission and/or reception of the RF signals.

Antenna assembly 440 may include one or more antennas
to transmit and/or receive RF signals over the air. Antenna
assembly 440 may, for example, receive RF signals from
communication interface 430 and transmit them over the atr,
and recerve RF signals over the air and provide them to
communication interface 430. In one implementation, for
example, communication interface 430 may communicate
with a network and/or devices connected to a network (e.g.,
network 150).

As described 1n detail below, user device 110 may perform
certain operations described herein 1n response to processing
umt 400 executing software instructions of an application
contained 1n a computer-readable medium, such as memory
410. The software instructions may be read ito memory 410
from another computer-readable medium or from another
device via communication interface 430. The software
instructions contained 1n memory 410 may cause processing
unmit 400 to perform processes that will be described later.
Alternatively, hardwired circuitry may be used 1n place of or
in combination with software nstructions to implement pro-
cesses described herein. Thus, implementations described
herein are not limited to any specific combination of hardware
circuitry and software.

FIG. § 1s a diagram of an example pseudo device identifier
set up user interface (UI) 500 (heremafiter referred to as “set
up UI 5007) that 1s capable of being presented on user device
110. Set up Ul 500 may be presented on user device 110, by
the mobile DVR application, when, for example, a user (e.g.,
a user of user device 110) selects a button or series of buttons
on user device 110 to open the mobile DVR application
and/or to navigate through other Uls, associated with the
mobile DVR application (e.g., a main menu, a settings menu,
etc.), i order to reach set up Ul 500. As shown 1n FIG. 3, set
up UI 500 may include a collection of fields and/or buttons,
such as a generate user device identifier (ID) button 3510
(heremaftter referred to as a “generate ID button 5107), a user

device 1dentifier (ID) field 520, a send button 530, a confir-
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mation code field 540, and a save button 550. Set up UI 500,
of FIG. 5, includes fields and/or buttons 510-550 for explana-
tory purposes. In practice, set up Ul 500 may include addi-
tional fields and/or buttons, fewer fields and/or buttons, dif-
terent fields and/or buttons, and/or differently arranged fields
and/or buttons than are described with respect to set up Ul
500.

Generate ID button 510 may permit the user to mnstruct user
device 110 to generate a pseudo MDN that user device 110
may use to communicate with a network device (e.g., appli-
cation server 120, STB 140, and/or another network device).
User device 1D field 520 may present a pseudo MDN, asso-
ciated with user device 110, as a result of the 1nstruction to
generate the pseudo MDN (e.g., when the user selected gen-
crate ID button 510). Send button 530 may permit the user to
send the pseudo MDN to another network device to register
user device 110, using the pseudo MDN, that enables user
device 110 to communicate with the other network device.
Confirmation code field 540 may present a confirmation code,
received Irom the other network device, as a result of regis-
tering user device 110 based on the pseudo MDN. In another
example 1mplementation, the confirmation code may be
received from the other network device via a different channel
(e.g., viathe mail, via telephone, via email, viaa video display
associated with STB 140, etc.). In this example, the user may
enter the confirmation code, received via the different chan-
nel, into confirmation code field 540. Save button 550 may
permit the confirmation code and/or the pseudo MDN to be
stored 1n a memory associated with user device 110.

For example, the user may select generate 1D button 510,
which may cause the mobile DVR application to retrieve a
device identifier uniquely associated with user device 110
(e.g., a serial number associated with user device 110). The
device 1dentifier may be retrieved by the DVR application
(c.g., using an API) in a manner that does not permit the
device 1dentifier to be accessed, modified, and/or copied by a
user. In one example implementation, the serial number, asso-
ciated with user device 110, may be of a particular length or
quantity of digits depending on a type and/or brand of user
device 110 (e.g., a serial number of an 1Phone® may be a
length ot 40 digits). The mobile DVR application may use the
serial number to generate a unique number based on a math-
ematical function, such as a hash function (e.g., a Bernstein
hash function, or some other hash function), a cryptographic
function (e.g., a secure hash algorithm (SHA) or some other
cryptographic function), or some other mathematical func-
tion. In one example implementation, the generated number
may be a nine-digit number. In another implementation, the
generated number may be a number other than a nine-digit
number.

The mobile DVR application may perform a conversion
operation on the generated number to create a unique pseudo
MDN. In one example, the conversion operation may create
the pseudo MDN as a 10-digit number based on a North
American Numbering Plan (NANP) telephone number for-
mat, such as an area code (e.g., a three-digit number), an
exchange code (e.g., a three-digit number), and/or a sub-
scriber number (e.g., a four-digit number). More particularly,
a NANP-based telephone number may be based on a particu-
lar format, such as: XY#-Z##-#Ht, where # 1s a whole num-
ber 1n the range from O to 9; X 1s a whole number 1n the range
from 2 to 9; Y 1s a whole number 1n the range from O to 8;
and/or 7 1s whole number 1n the range from 2 to 9. However,
to ensure that a pseudo MDN does not overlap an actual
telephone number being used by any user devices 110, the
mobile DVR application may perform the conversion opera-
tion by setting a number, corresponding to the Z-position, to
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a value other than two through nine (e.g., such as 0 or 1). In
another example implementation, the DVR application may
perform the conversion operation in a manner that includes
setting a number, corresponding to the X position, to a value
other than two through nine. In yet another example 1mple-
mentation, the DVR application may perform the conversion
operation 1n a manner that includes setting a number, corre-
sponding to the Y position, to a value other than zero through
cight.

In one example, the mobile DVR application may create
the pseudo MDN by mserting a “1”” into the generated number
at a location that corresponds to the Z-position (e.g., the
fourth position) with respect to the NANP format described
above. Inserting the “1” into the generated number, may
convert the generated number into a ten-digit pseudo MDN
that corresponds to the NANP format. Additionally, or alter-
natively, by inserting the “1” 1n the Z-position, the mobile
DVR application may ensure that the pseudo MDN does not
overlap another telephone number because the NANP format
restricts the Z-position of an NANP telephone number to a
range between 2 and 9. The mobile DVR application may
present the pseudo MDN for display (e.g., 880-131-1422) via
user device 1D field 520 (e.g., and/or may send the pseudo
MDN to backend server 130 via application server 120 to
verily that the pseudo MDN i1s umique.

In another example, another pseudo MDN may be received
from backend server 130 based on a determination that the
pseudo MDN 1s not unique. For example, backend server 130
may generate the other pseudo MDN using a modified con-
version operation. For example, backend server may perform
the modified conversion operation by inserting a “0” mto the
generated number (e.g., instead of the “1” that the mobile
DVR application inserted) at the location that corresponds to
the Z-position (e.g., the fourth position) with respect to the
NANP format. Inserting the “0” into the generated number
may convert the generated number ito the other ten-digit
pseudo MDN that corresponds to the NANP format. Addi-
tionally, or alternatively, by inserting the “0” 1n the Z-posi-
tion, backend server 130 may ensure that the other pseudo
MDN does not match a telephone number or another MDN
because the NANP format restricts the Z-position of an
NANP telephone number to a range between 2 and 9. Back-
end server 130 may send the other pseudo MDN to user
device 110, via application server 120, and the mobile DVR
application may present the other pseudo MDN {for display
(e.g., 730-031-45776) via user device ID field 520.

In yet another example, the user may select send button 530
to register user device 110 to another device based on the
pseudo MDN (e.g., or the other pseudo MDN). For example,
user device 110 may send a registration request (e.g., that
includes the pseudo MDN, other information associated with
user device 110, and/or information associated with the user)
to STB 140 via application server 120. STB 140 may receive
the registration request and may register user device 110 that
permits DVR information, stored on STB 140, to be accessed
by device application 110 based on the pseudo MDN. For
example, STB 140 may, 1n a manner similar to that described
above, generate a unique number (e.g., a 9-digit number, such
as 730314576), based on a unique device identifier associated
with STB 140 (e.g., using a hash function, a cryptographic
function, or some other mathematical function). Additionally,
or alternatively, STB 140 may use the generated number to
create a confirmation code based on the NANP telephone
number format (e.g., XY#-Z##-##H#, where # 1s a whole
number in a range from O to 9; X 1s a whole number in the
range from 2 to 9; Y 1s a whole number 1n the range from O to
8; and/or Z 1s whole number 1n the range from 2 to 9). More
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particularly, STB 140 may insert a “0” or *“1”” into the gener-
ated number at a location that corresponds to the Z-position
(e.g., the fourth position) with respect to the NANP format
described above. Inserting the “0” or “1” 1nto the generated
number, may convert the generated number 1nto a ten-digit
confirmation code (e.g., 730-Z31-4576 becomes 730-031-
4576, where Z=0) that corresponds to the NANP format. STB
140 may send the confirmation number to user device 110 and
the mobile DVR application may present the confirmation
number for display via confirmation code field 540. The user
may save the confirmation code by selecting save button 550.
In another example implementation, STB 140 may present
the confirmation code to a video display associated with STB
140 and the user may enter the confirmation code, presented
on the video display, into the confirmation code field 540
(e.g., using keypad 340 associated with user device 110).

FIG. 6 1s a tlow chart of an example process 600 for regis-
tering user device 110 using a pseudo device identifier. In one
implementation, process 600 may be performed by user
device 110 and/or STB 140. In another implementation, some
or all of process 600 may be performed by a device or col-
lection of devices separate from, or 1n combination with, user
device 110 and/or STB 140.

As shown 1n FI1G. 6, process 600 may include downloading,
a mobile DVR application and installing the mobile DVR
application (block 603). For example, a user, of user device
110, may desire to access DVR information (e.g., pro-
grammed television content recording schedules, parental
controls, etc.) and/or to modily DVR information (e.g.,
scheduling television content to be recorded, to set up a tele-
vision playback, to perform searches for television content,
update parental controls, etc.). The user may, for example,
instruct user device 110 to download a mobile DVR applica-
tion from application server 120 and/or some other network
device. User device 110 may, 1n response to the instruction,
send a request to application server 120 to download the
mobile DVR application. Application server 120 may receive
the request and may send the mobile DVR application to user
device 110.

User device 110 may receive the mobile DVR application
and may store the mobile DVR application 1n a memory
associated with user device 110. Additionally, or alterna-
tively, user device 110 may automatically present a set up Ul
(e.g., setup UI 500 of FIG. 5) for display on user device 110.
In another example implementation, user device 110 may
present the set up Ul as a result of the user pressing a button,
or series of buttons, on user device 110 in order to open
mobile DVR application and/or to navigate to the set up UL

As also shown 1n FIG. 6, process 600 may include recerv-
ing a request to generate a user device identifier via a setup Ul
and retrieving information associated with user device 110 1n
response to the request (block 610). For example, user device
110 may recerve a request to set up a user device identifier
when the user selects a particular button (e.g., generate 1D
button 510 of FIG. 5) on the set up Ul (e.g., set up UI 500 of
FIG. 5). The mobile DVR application may, 1in response to the
request, retrieve information associated with user device 110.
In one example implementation, the mobile DVR application
may use an API or a set of APIs to communicate with user
device 110 to obtain the information associated with user
device 110 1n a manner that does not permit the information
associated with user device 110 to be accessed, copied, and/or
changed by a user. For example, the mobile DVR application
may use an OEM API, associated with a type and/or brand of
user device 110, to obtain, from user device 110, the infor-
mation associated with user device 110. The information
associated with user device 110 may include a unique address
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associated with user device 110 (e.g., a MAC address, an IP
address, etc.) and/or a umique device i1dentifier (e.g., a serial

number, a MEID, an IMEI, a MDN, an IMSI, an ESN, a UICC
identifier, a MIN, a MSISDN, a NAI, a CODEC number, etc).

As further shown in FIG. 6, process 600 may include
generating a number based on 1nformation associated with

user device 110 (block 615). For example, the mobile DVR
application may, 1n a manner similar to that described above
(e.g., with respect to FIG. 5) generate a number based on the
information associated with user device 110. In one example,
the number may include a particular length (e.g., a particular
quantity of digits) and/or may be generated based on a device
identifier (e.g., serial number, etc.), associated with user
device 110. In another example, the number may be generated
using a mathematical function (e.g., a hash function, a cryp-
tographic function, and/or some other mathematical func-
tion). In one example implementation, the generated number
may be a nine-digit number (e.g., 880311422) that the mobile
DVR application may use to convert to a pseudo MDN asso-
ciated with user device 110. I, in this example, the generated
number has less than mine digits, then the mobile DVR appli-
cation may insert a quantity of digits (e.g., a quantity of zeros)
that may cause the generated number to be nine-digits.

As vyet further shown 1n FIG. 6, process 600 may include
performing a conversion operation on the generated number
to create a pseudo MDN (block 620). For example, the mobile
DVR application may, in a manner similar to that described
above (e.g., with respect to FIG. 5), perform a conversion
operation on the generated number to create a pseudo MDN
that corresponds to the NANP telephone number format (e.g.,
a 10-digit number). Converting the generated number to a
pseudo MDN, (e.g., a pseudo MDN that conforms to the
NANP telephone number format) permits a service provider
network (e.g., network 150) to process the pseudo MDN 1n a
manner similar to that in which an MDN 1s processed.

In one example, the conversion operation may create a
NANP-based pseudo MDN according to the format: XY#-
/A#-HH##, where # 1s a whole number 1n the range from O to
9; X 1s a whole number 1n the range from 2 to 9; Y 1s a whole
number 1n the range from 0 to 8; and/or Z 1s whole number in
the range from 2 to 9. The mobile DVR application may
perform the conversion operation by converting the generate
number to a 10-digit number by inserting 7 into a fourth
position of the generated number (e.g., 880-731-1422, where
X=8,Y=8, Z 1s 1n the fourth position). Additionally, or alter-
natively, the mobile DVR application may set a number,
corresponding to the Z-position, to a value other than two
through nine (e.g., 880-7Z31-1422 becomes 880-131-1422,
when 7 1s set to 1) to create the pseudo MDN associated with
user device 110. In another example implementation, the
DVR application may perform the conversion operation in a
manner that includes setting a number, corresponding to the X
position, to a value other than two through nine. In yet another
example implementation, the DVR application may perform
the conversion operation 1n a manner that includes setting a
number, corresponding to the'Y position, to a value other than
zero through eight.

As shown 1n FIG. 6, process 600 may include determining
whether the pseudo MDN 1s unique (block 625). For example,
user device 110 may send the pseudo MDN to application
server 120 to determine whether the pseudo MDN 1s unique.
Application server 120 may receive the pseudo MDN and
may compare the received pseudo MDN to other pseudo
MDNs that are stored in a memory associated with applica-
tion server 120 to determine whether the recerved pseudo

MDN matches any of the stored pseudo MDNss.
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As also shown 1n FIG. 6, 1f the uniqueness of a pseudo
MDN cannot be verified (block 630—NQO), then process 600
may include receiving another pseudo MDN (block 635). For
example, application server 120 may determine that the
pseudo MDN matches another pseudo MDN stored 1n a
memory associated with application server 120. Based on this
determination, application server 120 may send, to backend
server 130, an instruction to generate another pseudo MDN
associated with user device 110. The 1nstruction may include
the pseudo MDN and/or other information associated with
user device 110 (e.g., a device 1dentifier, etc.) and/or infor-
mation associated with the user of user device 110.

Backend server 130 may receive the instruction and may, in
a manner similar to that described above (e.g., with respect to
FIG. 35), generate the other pseudo MDN using a modified
conversion operation. For example, backend server 130 may
generate a number, based on information associated with user
device 110 (e.g., a device 1dentifier, such as a serial number,
etc.), using a mathematical function (e.g., the hash function,
the cryptographic function, and/or another mathematical
function). Backend server 130 may perform the modified
conversion operation by inserting a different number (e.g.,
“0”), than the number inserted by user device 110 (e.g., *“17),
into the generated number at the location that corresponds to
the Z-position (e.g., the fourth position) with respect to the
NANP format. By mserting the “0”” in the Z-position, backend
server 130 may ensure that the other pseudo MDN does not
match a pseudo MDN, a telephone number, and/or another
MDN because the NANP format restricts the Z-position of an
NANP telephone number to a range between 2 and 9. Back-
end server 130 may send the other pseudo MDN to user
device 110, via application server 120, and user device 110
may receive the other pseudo MDN.

As further shown 1n FIG. 6, 1f the uniqueness of a pseudo
MDN 1s verified (block 630—YES), or another pseudo MDN
1s received (block 6335), then process 600 may include pre-
senting the pseudo MDN or the other pseudo MDN for dis-
play via a set up Ul (block 640). For example, application
server 120 may determine that the pseudo MDN does not
match any of the stored pseudo MDNs and may store the
pseudo MDN 1n a memory associated with application server
120. Additionally, application server 120 may send a notifi-
cation to user device 110 that verifies that the pseudo MDN 1s
unique. Based on the determination that the pseudo MDN 1s
unique or based on the receipt of the other pseudo MDN, the
mobile DVR application may present the pseudo MDN or the
other pseudo MDN for display on user device 110 via the set
up Ul (e.g., set up Ul 500 of FIG. 5).

As yet further shown 1n FIG. 6, process 600 may include
sending a registration request that includes the pseudo MDN
or the other pseudo MDN (block 645). For example, user
device 110 may recerve a request to register user device 110
when the user presses a particular button (e.g., send button
530 on set up UI 500 of FIG. 5). The mobile DVR application
may, i response to the registration request, send a request to
register user device 110 to application server 120. The request
may include the pseudo MDN (or the other pseudo MDN),
information associated with user device 110, and/or informa-
tion associated with the user.

Application server 120 may authenticate user device 110
based on the pseudo MDN stored 1n a memory associated
with application server 120. Additionally, or alternatively,
application server 120 may authenticate user device 110
based on information associated with user device 110 and/or
information associated with the user (e.g., username, pass-
word, PIN, etc.). Based on the authentication, application
server 120 may send the pseudo MDN (or the other pseudo
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MDN) to STB 140. STB 140 may receive the pseudo MDN
(or the other pseudo MDN) and STB 140 may generate a
confirmation code.

As still further shown 1n FIG. 6, process 600 may include
receiving a confirmation code confirming registration and
storing the confirmation code, the pseudo MDN, and/or the
other pseudo MDN (block 650). For example, STB 140 may
receive the pseudo MDN (e.g., or the other pseudo MDN) and
may generate a confirmation code based on an identifier asso-
ciated with STB 140. STB 140 may, for example, use a
mathematical function (e.g., a hash function, a cryptographic
function, and/or another mathematical function) to generate a
number. The mathematical function may be the same math-
ematical function as that used by the mobile DVR application
or a different mathematical function than that used by the
mobile DVR application. In one implementation, the gener-
ated number may be a nine-digit number. In one example, 1f
the generated number 1s less than nine digits, the STB 140
may 1nsert a quantity of digits (e.g., a quantity of zeros) that
causes the generated number to be mine digits.

STB 140 may, 1n a manner similar to that described above
(e.g., with respect to FIG. 3), use the generated number to
create a confirmation code that corresponds to the NANP
telephone number format. More particularly, STB 140 may
isert a “0” or *“1”” 1nto the generated number at a location that
corresponds to the Z-position (e.g., the fourth position) with
respect to the NANP format described above. In another
example implementation, STB 140 may perform the conver-
sion operation 1n a manner that includes setting a number,
corresponding to the X position, to a value other than two
through nine. In yet another example implementation, STB
140 may perform the conversion operation 1n a manner that
includes setting a number, corresponding to the Y position, to
a value other than zero through eight.

In another example implementation, application server 120
may generate the confirmation code and may send the con-
firmation code to STB 140. In yet another example 1mple-
mentation, application server 120 may instruct backend
server 130 to generate the confirmation code and backend
server 130 may send the confirmation code to STB 140 via
application server 120.

STB 140 may store the confirmation code and/or may send
the confirmation code to user device 110. User device 110
may receive the confirmation code and the mobile DVR appli-
cation may present the confirmation code for display on a set
up Ul (e.g., via setup UI 500 of FIG. 5). User device 110 may
save the confirmation code, the pseudo MDN, and/or the
other pseudo MDN by selecting a particular button on the set
up Ul (e.g., save button 350 of FIG. 5).

In one example implementation, the mobile DVR applica-
tion may encrypt the confirmation code, the pseudo MDN,
and/or the other pseudo MDN prior to storing 1in the memory.
The encrypting may prevent the confirmation code, the
pseudo MDN, and/or the other pseudo MDN {rom being
accessed, changed, and/or copied by an unauthorized user
device 110 and/or a network device.

In another example implementation, STB 140 may present
the confirmation code to a video display associated with STB
140 and the user may enter the confirmation code, presented
on the video display, into the confirmation code field 540
(e.g., using keypad 340 associated with user device 110) to be
stored on user device 110.

FIG. 7 1s a flow chart of an example process 700 for using,
a pseudo device 1dentifier to enable user device 110 to com-
municate with another network device. In one implementa-
tion, process 700 may be performed by user device 110 and/or
STB 140. In another implementation, some or all of process
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700 may be performed by a device or collection of devices
separate from, or in combination with, user device 110 and/or

ST 140.

As shown 1n FIG. 7, process 700 may include receiving a
request to access DVR information (block 705) and sending,
in response to the request, a pseudo MDN and/or a confirma-
tion code (block 710). For example, a user of user device 110
may send a request to access DVR information stored on STB
140 by pressing a particular button on user device 110 and/or
by selecting a particular button on a DVR UI presented on
user device 110. The mobile DVR application may receive the
request and may retrieve, from a memory associated with user
device 110, a pseudo MDN and/or a confirmation code.

The mobile DVR application may send a request to access
DVR information to application server 120. The request may
include the pseudo MDN and/or the confirmation code.
Application server 120 may receive the request and may
authenticate user device 110 based on the pseudo MDN. For
example, application server 120 may compare the recerved
pseudo MDN to pseudo MDNs stored 1n a memory (e.g., a
memory associated with application server 120) to determine
whether the recerved pseudo MDN matches a pseudo MDN
stored 1n the memory. In one example, application server 120
may not authenticate user device 110 1f the pseudo MDN does
not match any of the pseudo MDNs stored in the memory.
Application server 120 may send a notification to user device
110 indicating that access to the DVR information 1s not
authorized based on the determination that user device 110
could not be authenticated.

In another example, application server 120 may authenti-
cate user device 110 if the pseudo MDN matches one or the
pseudo MDNs stored in the memory. Application server 120
may send the confirmation code to STB 140 based on the
determination that user device 110 has been authenticated.
STB 140 may recerve the confirmation code and may com-
pare the confirmation code to a confirmation code stored in
memory. Based on a determination that the received confir-
mation code matches the stored confirmation code, STB 140
may retrieve DVR information and may send the DVR 1nifor-
mation to user device 110, via application server 120.

In another example implementation, the request to access
DVR mformation may include the confirmation code and
application server 120 and/or STB 140 may authenticate user
device 110 based on the confirmation code.

As further shown in FIG. 7, process 700 may include
receiving DVR information and presenting the DVR 1nifor-

mation for display (block 715). User device 110 may receive
the DVR information and may present, via a DVR Ul, the
DVR information on a display associated with user device
110. The user may use the mobile DVR application to view
the DVR information via the DVR UI.

As yet further shown 1n FIG. 7, process 700 may include
receiving instructions via a DVR Ul and sending the instruc-
tions associated with DVR information (block 720). The user
may perform operations on the DVR information via the DVR
UI. For example, the user may schedule DVR recordings of
television content, may set and/or update parental controls,
delete DVR information, perform searches for television con-
tent from which DVR recordings may be scheduled, etc. The
user may perform an operation on the DVR information by
pressing a particular button on user device 110 and/or by
selecting a particular button on the DVR UI, which may cause
user device 110 to send an instruction to STB 140 via appli-
cation server 120. The instruction may include the pseudo
MDN and/or the confirmation code. Application server 120
may authenticate user device 110 1n the manner described
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above and/or STB 140 may perform operations in response to
the nstructions based on the confirmation code.

The {foregoing description provides illustration and
description, but 1s not intended to be exhaustive or to limit the
invention to the precise form disclosed. Modifications and
variations are possible 1n light of the above teachings or may
be acquired from practice of the invention.

While series of blocks have been described with regard to
FIGS. 6 and 7, the order of the blocks may be modified 1n
other implementations. Further, non-dependent blocks may
be performed 1n parallel.

It will be apparent that systems and methods, as described
above, may be implemented 1n many different forms of sofit-
ware, irmware, and hardware 1n the implementations 1llus-
trated 1n the figures. The actual software code or specialized
control hardware used to implement these systems and meth-
ods 1s not limiting of the invention. Thus, the operation and
behavior of the systems and methods were described without
reference to the specific software code—it being understood
that software and control hardware can be designed to imple-
ment the systems and methods based on the description
herein.

Further, certain portions, described above, may be imple-
mented as a component that performs one or more functions.
A component, as used herein, may include hardware, such as
a processor, an ASIC, or a FPGA, or a combination of hard-
ware and software (e.g., a processor executing soltware).

It should be emphasized that the terms “comprises™/ “‘com-
prising,” when used in this specification, 1s taken to specily
the presence of stated features, integers, steps or components
but does not preclude the presence or addition of one or more
other features, integers, steps, components or groups thereof.

Even though particular combinations of features are
recited in the claims and/or disclosed in the specification,
these combinations are not intended to limait the disclosure of
the invention. In fact, many of these features may be com-
bined 1n ways not specifically recited in the claims and/or
disclosed in the specification. Although each dependent claim
listed below may directly depend on only one other claim, the
disclosure of the invention includes each dependent claim 1n
combination with every other claim in the claim set.

No element, act, or instruction used 1n the present applica-
tion should be construed as critical or essential to the mnven-
tion unless explicitly described as such. Also, as used herein,
the article “a” 1s intended to include one or more 1tems. Where
only one 1tem 1s intended, the term “one” or similar language
1s used. Further, the phrase “based on” 1s intended to mean
“based, at least in part, on” unless explicitly stated otherwise.

What 1s claimed 1s:

1. A method, comprising:

receving, by a user device, a first request to generate a
pseudo device identifier, associated with the user device,
where the pseudo device identifier enables the user
device to communicate with a server device without
using an 1dentifier associated with the user device;

retrieving, from a memory associated with the user device
and 1n response to the first request, the 1dentifier associ-
ated with the user device;:

generating, by the user device and using a mathematical
function, the pseudo device 1dentifier based on the 1den-
tifier associated with the user device, where the pseudo
device 1identifier 1s generated 1n a format corresponding
to a telephone number;

sending, by the user device and to the server device, a
second request to register the user device, where the
second request includes the pseudo device identifier;
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receiving, by the user device and from the server device, a
confirmation code that indicates that user device has
been registered with the server device;

sending, by the user device and to the server device, a third
request for the mformation associated with the server
device, where the third request includes the confirmation
code; and

receiving, by the user device and from the server device,
information associated with the server device.

2. The method of claim 1, further comprising;

sending, to another server device, a fourth request to down-
load a mobile digital video recorder (DVR) application,
where the mobile DVR application enables the user
device to generate the pseudo device identifier, and to
access, monitor, or control the information associated
with the server device from a location that 1s remote
from the server device;:

receiving, from the other server device, the mobile DVR
application; and

storing the mobile DVR application 1n the memory asso-
ciated with the user device.

3. The method of claim 2, where retrieving the 1dentifier

associated with the user device includes:

using an original equipment manufacturer (OEM) access
programming 1nterface (API), associated with the
mobile DVR application, to retrieve the identifier asso-
ciated with the user device from the memory.

4. The method of claim 1, where generating the pseudo

device 1dentifier further includes:

performing, using the mathematical function, an operation
on the identifier associated with the user device to gen-
erate a number; and

converting the generated number nto the pseudo device
identifier by inserting one or more digits into the gener-
ated number, where nserting the one or more digits
creates the pseudo device identifier 1n the format that
corresponds to a telephone number.

5. The method of claim 1, where the format that corre-
sponds to a telephone number 1s based on a format associated
with a North American Numbering Plan (NANP); and

where generating the pseudo device identifier further
includes:

performing, using the mathematical function, an operation
on the identifier associated with the user device to gen-
crate a number that includes a quantity of digits;

converting the number into a NANP format by inserting at
least one digit into a particular location within the quan-
tity of digits; and

creating the pseudo device 1dentifier by setting the at least
one digit to a value that ensures that the pseudo device
identifier does not match any NANP-based telephone
numbers.

6. The method of claim 5, where performing the operation
on the identifier associated with the user device further
includes:

determining that the quantity of digits 1s less than a par-
ticular length; and

appending one or more digits to the quantity of digits until
the quantity of digits 1s equal to the particular length.

7. The method of claim 1, where the mathematical function
1s a hash function or a cryptographic function.

8. The method of claim 1, further comprising;

sending, to another server device, the pseudo device 1den-
tifier to determine whether the pseudo device identifier 1s
unmique; and

receiving, from the other server device, a notification that
that pseudo device identifier 1s unique.
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9. The method of claim 1, further comprising:

storing, 1n the memory associated with the user device, the
pseudo device identifier or the confirmation code 1n a
manner that does not permit a user, of the user device, to
access or change the pseudo device identifier or the
confirmation code.

10. A user device, comprising:

a memory to store information associated with the user

device; and

a processor to:

receive a request to register the user device, where the
registering enables information, associated with a
first server device, to be accessed by the user device;

generate, 1n response to the request, a pseudo mobile
directory number (MDN) based on the information
associated with the user device, where the pseudo
MDN permits the user device to be 1dentified without
using an MDN associated with the user device;

send, to a second server device, the pseudo MDN to
determine whether the pseudo MDN 1s unique,

receive, from the second server device, another pseudo
MDN when the pseudo MDN 1s determined not to be
unique,

send, to the first server device, the pseudo MDN to
register the user device when the pseudo MDN 1s
determined to be unique, or send, to the first server
device, the other pseudo MDN to register the user
device, when the pseudo MDN 1s determined not to be
unique,

recelve, from the first server device, a confirmation code
confirming that the user device 1s registered,

send, to the first server device, an instruction to send
information associated with the first server device, the
instruction including the confirmation code, and

receive, from the first server device, the information
associated with the server device.

11. The user device of claim 10, where a mobile DVR
application, hosted by the user device, includes a plurality of
original equipment manufacturer (OEM) application pro-
gramming intertaces (APIs), where each OEM API, of the
plurality of OEM APIs, corresponds to a different type or
brand of user device and where the each OEM API does not
permit information associated with the different type or brand
of user device to be accessed or changed.

12. The user device of claim 10, where, when generating
the pseudo MDN, the processor 1s to:

generate, using a mathematical function, a quantity of dig-

its based on the imformation associated with the user
device; and

insert at least one digit into a particular location within the

quantity of digits to create the pseudo MDN.

13. The user device of claim 12, where the mathematical
function 1s a hash function or a cryptographic function.

14. The user device of claim 10, where the pseudo MDN or
the other pseudo MDN 1s based on a North American Num-
bering Plan (NANP) telephone number format and where the
pseudo MDN or the other pseudo MDN do not match any
NANP-based telephone numbers.

15. The user device of claim 10, where the confirmation
code 1s based on a North American Numbering Plan (NANP)
telephone number format and where the confirmation code 1s
generated, using a mathematical function, based on informa-
tion associated with the first server device.

16. A method, comprising:

receving, by a user device, a first request to generate a

pseudo 1dentifier associated with the user device, where
the pseudo 1dentifier enables the user device to commu-
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nicate with a video client device without using an 1den-
tifier associated with the user device;

generating, by the user device and using a mathematical
function, the pseudo identifier based on the i1dentifier
associated with the user device;

sending, by the user device and to the video client device,
a second request to register the user device, where the
second request includes the pseudo 1dentifier that corre-
sponds to a telephone number format and does not match
any existing telephone number;

receiving, by the user device and from the video client
device, a confirmation code that indicates that the user
device has been registered;

storing, 1n a memory associated the user device, the pseudo
identifier or the confirmation code, where the storing 1s
conducted 1n a manner that renders the pseudo 1dentifier
or the confirmation code maccessible by a user of the
user device; and

sending, by the user device and at a later point 1n time, a
third request for information associated with the video
client device, where the third request include the confir-
mation code obtained from the memory; and

receiving, by the user device and from the video client

device, the information associated with the video client
device.

17. The method of claim 16, further comprising:

sending, to a server device, a fourth request to download an
application that includes the mathematical function
which enables the user device to generate the pseudo
identifier.

18. The method of claim 16, where generating the pseudo

identifier includes:

generating a number using the mathematical function,
where the number 1s based on the 1dentifier associated
with the user device; and

converting the generated number 1nto the pseudo 1dentifier
by 1nserting one or more digits into the generated num-
ber,
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where the inserting causes the pseudo identifier to be
configured 1n a format associated with a telephone
number, and
where the one or more digits are set 1n a manner that
ensures that the pseudo 1dentifier does not match any
existing telephone numbers.
19. The method of claim 16, further comprising:
sending, to a server device, the pseudo 1dentifier to deter-
mine whether the pseudo 1dentifier 1s unique;

receving, from the server device, a notification that that
pseudo 1dentifier 1s unique when the pseudo i1dentifier
does not match any of a plurality of pseudo 1dentifiers
stored 1n a memory associated with the server device;
and

receving, from the server device, another pseudo 1denti-

fier, when the pseudo 1dentifier matches one of the plu-
rality of pseudo identifiers stored 1n the memory associ-
ated with the server device.

20. The method of claim 19, where the other pseudo 1den-
tifier 1s generated, using a hash function or cryptographic
function, based on the identifier associated with the user
device.

21. The method of claim 16, where receiving the confir-
mation code further includes:

receving, via a user interface, the confirmation code, when

a user of the user device enters the confirmation code,
presented on a display associated with the video client
device, 1into the user interface.

22. The method of claim 16, where the information asso-
ciated with the video client device 1s digital video recorder
(DVR) mformation that includes a television content listing
and a television content recording schedule, the method fur-
ther comprising;:

selecting particular television content, from the television

content listing, to set up a DVR recording session for the
particular television content; and

sending, to the video client device, selection of the particu-

lar television content and the confirmation code.
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