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SYSTEM AND METHOD FOR
COMMUNICATING OVER AN 802.15.4
NETWORK

PRIORITY AND RELATED APPLICATION

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 11/235,429, filed on Sept. 26, 2005 now U.S.

Pat. No. 7,636,340, which claims priority to U.S. Provisional
Application No. 60/612,901, which was filed on Sept. 24,

2004, each of which 1s hereby incorporated by reference 1n 1ts
entirety.

FIELD OF THE INVENTION

This application relates generally to data communication
and particularly to data communication using the wireless
IEEE 802.15.4 protocol over a WPAN (wireless personal area
network) optimized for low power, low data rate networks.

BACKGROUND INFORMATION

The use of imaging technology i1s exploding with the
advent of low-cost mega pixel digital cameras and cameras
inside cell phones. Cities are routinely rolling out cameras 1n
high-risk areas to help deter crime or provide background on
events. Webcams, or cameras attached to a personal com-
puter, continue to grow 1n popularity and free services are
expanding to support their use, such as Yahoo! Messenger.
Wireless home monitoring and control products are hitting
the market with wireless 802.11 cameras which require teth-
ering to a power source but can send their images and video to
a personal computer located somewhere nearby. Society 1s
becoming more aware of digital imaging technologies and
their advantages.

CMOS (Complementary Metal Oxide Semiconductor) 1s
the technology popularly used to make computer processors
such as the Pentium. As a substitute for CCD (charge coupled
device) chips, CMOS imagers allow a camera with lower
power consumption, lower signal-to-noise ratio, and smaller
overall design. CMOS 1magers have been on the market since
the late 1990’s, but have seen a spike 1n popularity as they
have been adopted into cell phones since about 2002. With the
huge volumes of cellular phones, the price and performance
of CMOS 1mages have been rapidly improving, and they are
challenging CCD’s for image quality.

A brief history of the IEEE 802.15.4 protocol development
begins as follows: whereas IEEE 802.11 (WiF1) was con-
cerned with features such as ethernet matching speed, long
range (100 m), complexity to handle seamless roaming, mes-
sage forwarding, and data throughput o1 2-11 Mbps; WPANs
(Wireless Peronal Area Networks) are focused on a space
around a person or object that typically extends up to 10 m 1n
all directions. The focus of WPANSs 1s low-cost, low power,
short range, and very small size. The IEEE 802.15 working
group currently defined three classes of WPANSs that are
differentiated by data rate, battery drain, and quality of ser-
vice (QoS). The present invention concerns the last class. The
first class, a igh data rate WPAN (IEEE 802.13.3) 1s suitable
for multi-media applications that require very high QoS.
Medium rate WPANSs (IEEE 802.135.1/Bluetooth) will handle
a variety of tasks ranging from cell phones to PDA commu-
nications and have QoS suitable for voice communications.
The last class, a low rate WPANs (IEEE 802.15.4/LR-
WPAN) 1s intended to serve a set of industrial, residential, and
medical applications. These applications have very low
power consumption, a cost requirement not considered by the

5

10

15

20

25

30

35

40

45

50

55

60

65

2

above WPANSs, and relaxed needs for data rate and QoS. The
low data rate enables the LR-WPAN to consume very little
POWET.

The IEEE 802.15.4 wireless protocol 1s still in its infancy
and 1s being rolled out primarily 1n applications such as sen-
sors, interactive toys, smart badges, remote controls, remote
metering, and home and industrial automation. The 802.15.4

protocol supports data rates of 250 kbps at 2.405-2.480 Ghz
with 16 channels (world-wide), 40 kbps at 902-928 Mhz with
10 channels (Americas), and 20 kbps at 868.3 Mhz with 1
channel (Europe). The protocol supports automatic network
establishment by the coordinator; a tully hand-shaked proto-
col for transfer reliability; and power management to ensure
low power consumption. The wireless IEEE 802.15.4-2003
standard was approved 1n May of 2003 and was published 1n
October of the same year. The standard 1s still under further
development with 2 additional task groups, 802.15.4a and
802.15.4b continuing the development. Current areas of
development (as of September 2005) include resolving ambi-
guities, reducing unnecessary complexity, increasing flex-
ibility 1n security key usage, and considerations for newly

available frequency allocations among others.

General requirements of sensor/control networks include
that they can be quite large, employing 235 clusters of 254
nodes each (64,770 nodes); are suitable for latency-tolerant
applications; can operate very reliably for years without any
operator intervention; have very long battery life (up to sev-
eral years from an AA cell); very low infrastructure cost (low
device and setup costs); very low complexity and small size;
and device data rates and QoS (Quality of Service, 1.¢., delay,
ntter, throughput, and reliability) needs are low.

The IEEE 802.15.4 standard was developed to address the
low power, low-bandwidth market; primarily focused on con-
trols signals. In general terms, 802.15.4 1s seen as one of the
lowest-bandwidth wireless technologies available on the
market today, and provides the corresponding benefit of long
battery life. Presentations typically show the following;:

TABLE 1
Technology Range Data Rate
802.15.4 WPAN to WLAN <0.25 Mbps
802.15.1 (Bluetooth) WPAN >0.1 Mbps; <1 Mbps
802.11 (WiF1) WLAN >1 Mbps; <100 Mbps

Zigbee1s a protocol layer that sits “ontop” 01 802.15.4, and
seeks to establish an interoperability standard for many com-
panies to adopt, and to enable a smarter network with 1ntel-
ligence. Zigbee, or 802.15.4, sits below Bluetooth 1n terms of
data rate. The operational range of ZigBee 1s typically stated
as 10-75 m compared to 10 m for Bluetooth. Zigbee uses a
basic master-slave configuration suited to static star networks
of many infrequently use devices that talk via small data
packets. Bluetooth’s protocol 1s more complex since 1t 1s
geared towards handling voice, images, and file transfers 1n
ad-hoc networks. Bluetooth devices can support scatternets
of multiple smaller non-synchronmized networks (piconets). It
only allows up to 8 slave nodes 1n a basic master-slave piconet
set-up. Zigbee nodes spend much of their time sleeping, but
the protocol 1s optimized for quick wake up and response.

When a Zigbee node 1s powered down, 1t can wake up and get
a packet in around 135 msec whereas a Bluetooth device would
take around 3 sec to wake up and respond.
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Another way of looking at the various technologies and
where 802.15.4 fits:

TABLE 2
Wi-F1 Bluetooth Zighee

Name GPRS/GSM 802.11b 802.15.1 802.15.4
Appli- Wide Web, Cable Monitoring
cation Area E-mail, Replacement  and Control
Focus Voice & Data Video
System 16 MB+ 1 MB+ 250 KB+ 4 KB-32 KB
Resources
Battery 1-7 0.5-5 1-7 100-1000+
Life
(days)
Network 1 32 7 255/65,000
Size
Bandwidth 64-128+ 11,000+ 720 20-250
(KB/s)
Trans- 1,000+ 1-100 1-10+ 1-100+
MISS101
Range
(meters)
Success Reach, Speed, Cost, Reliability,
Metrics Quality Flexibility  Convenience  Power, Cost

The wireless cameras available today use the high data rate
802.11b wireless technology and due to their high power
consumption, typically require 110 or 220-volt “wall” power.
These solutions sutler from several drawbacks. Some of these
units are battery powered but require many batteries, such as
6 AA cells, and only work for a short time period, such as 2 to
4 hours, before exhausting the batteries. As a result of the
many battery cells, these units are large and heavy. As aresult
of the power cords, placement and view are very limited, or
power cords must be run making installation and movement
inflexible. Current 802.11b wireless imaging transfer solu-
tions require complex setup and configuration, as they are
typically “IP Addressable” and connect to the internet via an
802.11b wireless ethernet connection. They must be managed
and configured as if they are other computers on the imnternet.
While current 802.11b wireless imaging transier solutions
may allow from 1 to N cameras within a local area network,
these are not automatically configured for 1 to 254 nodes as
with the 802.15.4 protocol. The 802.11b solutions are rela-
tively expensive and run from $200 to $300 per camera.
Finally, current 80211b wireless 1imaging transier solutions
do not allow the passing of messages from node to node, so
are limited by their direct range from end node to hub.

Digital images typically require anywhere from 10 Kilo
Bytes up to 2,000 Kilo Bytes of storage. VGA 1mages are
640x480 pixels, or 307,200 pixels. Each Pixel typically has 2
bytes of data associated with 1t. Therefore, a regular VGA
image will contain 614,000 Bytes of data. JPEG compression
routines can compress this image 10:1; 20:1; 30:1; and more,
down to under 20K Bytes. Ata 30:1 compression, a 20K Byte
image can be transported at 15K Bytes/Second 1n 1.25 sec-
onds. Additional JPEG compression and information reduc-
tion routines can bring this image down to, say, 9K. However,
cach reduction in si1ze will correspond to a reduction 1n the
information content of the picture, and a reduction in the
clarity of the resulting picture. Lesser quality picture stan-
dards, such as QCIF (176x144) or QQVGA (160x120) are
available to reduce the 1mitial image size, however, these will
display on correspondingly smaller screens or views such as
a cell phone screen. A VGA 1mage displays as roughly a
6"x8" 1mage on a standard computer screen.

Processing techniques can “shrink™ the image size at the
expense of image quality. For a given image size, say 30 Kilo
Bytes, a high bandwidth system can transfer images quickly;
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while a low bandwidth system requires more time. The IEEE
802.15.4 wireless protocol operates at several speeds: 240,

40, and 20 kilo bits per second. At 240 kilo bits per second, a
30 kilo byte image would take 1 second to transfer, and with
overhead would take up to 100% longer, or 2 seconds. At 40
kilo bits per second, a 30 kilo byte image would take 6
seconds to transter, and with overhead would take up to 100%
longer, or 12 seconds. This 1s seen as very long latency. Since
most 1mage transfer applications require low latency (1 e., you
hear a baby cry and want to immediately see the 1mage) and
since the IEEE 802.15.4 wireless protocol 1s considered low-
bandwidth, in the past 1t has not been considered suitable for
image transier applications. Previously, any file size greater
than an order of magnitude greater than the 802.15.4 packet
s1ze has not been feasible.

A Zigbee system includes several components. The most
basic 1s the device. A device can be a full-function device
(FFD) or areduced-function device (RFD). A network should
include at least one FFD, operating as the PAN coordinator.

A solution 1s needed that enables many, low-cost, low-
maintenance, small, battery-powered cameras to be flexibly
placed 1n a network configuration. These cameras should be
light enough to be placed with adhesive, thus allowing the
user to “peel n stick” the cameras 1n out-of-the-way places.
These cameras should cost less than $50 a piece, compared to
the $200-$300 802.11b solutions available on the market
today. They should be self-configuring and announce them-
selves to the WPAN coordinator (FFD) that they exist. The
soltware that runs on the desktop should capture the presence
of each camera end node and show 1t’s health with signal
strength and battery life, so that setup and maintenance of the
802.15.4 network 1s absolutely simple. Wireless ethernet
should not be required to arrange a network, but rather, the
devices themselves should create their own network and the
coordinator can be powered directly from the USB connec-
tion of a mobile lap-top computer, thus, a network can be
established anywhere the camera RFD’s can communicate
with their FFD coordinator. This enables extreme mobility of
the network. Finally, the cameras should provide for some
kind of alert, either a beep or light flash, to indicate that they
are capturing images to address general public concerns
about being “watched”.

Thus a need exists to bring together CMOS 1maging tech-
nology, the IEEE 802.15.4 wireless protocol, and control
soltware to create a flexible, low-cost solution to information
delivery using images.

SUMMARY OF THE INVENTION

One of the objects of the present invention 1s to overcome
the atorementioned problems and deficiencies. For example,
an aspect of the present invention builds on digital imaging
technologies using two newer pieces of technology. It com-
bines the wireless IEEE 802.15.4 low power, low bandwidth
protocol with CMOS 1maging devices. In order to combine
the imager solutions with an 8-bit HCO8 hardware architec-
ture, the mventors propose storing one or more 1mages 1n a
temporary location, or buffer, so that 1t may be moved from
end node to hub via the 802.15.4 architecture’s transport
limitations of 127 Bytes per packet. This buffer may exist on
the Protocol Handler processor or on an adjunct flash com-
ponent on the end node. The Transchip 5740 will allow up to
60K of storage on the Applications Processor; while other
solutions will force the image through to the Protocol Handler
on the End Node, where there 1s 32K or more of Flash storage
space for temporary butfering of the image. Once the 1image 1s

“stored” in the Applications Processor or in the Protocol
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Handler (within a flash memory for example), the 802.15.4
transport mechanism may move the picture in small
“chunks”. This 802.15.4 transport architecture allows for 127
Bytes per packet. However, the effective payload 1s approxi-
mately 100 Bytes per packet, or per frame. Depending on the
mode of operation of the 802.15.4 network (i.e., Beacon or
Polling), the image stored 1n flash memory as, for example,
30K Bytes, can be either streamed or moved 1 100 Byte
“chunks” depending on acknowledgments and error correc-
tion within the algorithms. This 1s dependent on the inherent
protocol handling of the 802.15.4 stack and logic of the net-
work. Thus, an aspect of the present invention permits extrac-
tion of usetul information (up to and including the entire file,
although that 1s rarely necessary) 1in a timely manner from file
sizes greater than an order of magnitude (i.e., ten times)
greater than the 802.15.4 packet size transierred over an
802.15.4 network.

Thus, an aspect of the present invention takes advantage of
a suite of technologies to enable the delivery of images over
low-power RF networks using battery-powered cameras.
Several advantages ol these solutions are their integration into
the 802.15.4 RF network, simplicity of setup and mainte-
nance, flexibility of placement, and battery powered cameras.
Due to their low current consumption and hibernation modes,
the RF Networks” components can operate on battery power
for long periods of time. The inventors have integrated digital
CMOS mmaging and the new, low-power IEEE 802.15.4 RF
standard to create a “Plug and Play” remote wireless camera
monitoring solution. Some “off the shell” components may

be used (such as the Transchip 5740 imager and the Freescale
802.15.4 Zi1gBee Transceiver (Evaluation Kit DIG528-2, part

number 80000528000_R0203.DSN, Rev R02.03); however,
the 1ntegration represents a novel concept. The integrated
802.15.4 cameras operate using flexible battery power and
with the advantages of 802.15.4, should have long battery
life. The mventors have added software to enable the solution
to “plug and play” with up to 254 cameras controlled from 1
Coordinator, or Hub, plugged 1nto the USB port of a personal
computer. The USB port provides the power for the Coordi-
nator. The 802.15.4 protocol enables us to communicate over
ranges from a few meters to tens of meters, enabling a com-
plete surveillance solution to cover a home or office complex.
The range of the system can be extended substantially with
the addition of a repeater.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a first exemplary
embodiment of an 802.15.4 network according to the present

invention.
FIG. 2 1s a block diagram showing the WPAN 802.15.4

FFD Coordinator/Hub of FIG. 1.

FIG. 3 1s a block diagram showing the WPAN 802.15.4
RFD Camera End Node of FIG. 1.

FIG. 4 1s a block diagram showing a second exemplary
embodiment of an 802.15.4 network according to the present
ivention.

FI1G. 5 1s a circuit diagram showing the interfacing between
the TC5740 CMOS Imager of FIG. 4 and the Freescale

HCS08 MicroController.

Throughout the figures, the same reference numerals and
characters, unless otherwise stated, are used to denote like
features, elements, components or portions of the illustrated
embodiments. Moreover, while the present invention will
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now be described 1n detail with reference to the figures, 1t 1s
done so 1n connection with the illustrative embodiments.

DETAILED DESCRIPTION OF TH.
EXEMPLARY EMBODIMENTS

L1

FIG. 1 depicts an exemplary embodiment of an 802.15 .4
network according to the present invention. The basic system
operates via the iteraction of several components as shown
in FIG. 1. In the basic setup, a computer 10 such as a personal
computer (PC) with some control software requests an image
from the system. The request could be for an 1image from one
or multiple cameras within the network. The request may be
based on a particular time period that has passed, or may be
based on a triggering event (such as a door opening and
triggering a sensor). The request 1s first directed to the Coor-
dinator or Hub 20, which 1s attached to the computer via,
perhaps, a USB connection. The Coordinator 1s built using an
802.15.4 Low Power RF Radio. The Hub 20 then communi-
cates using a low-power RF protocol with the appropriate
Repeaters 30 and Camera End Nodes 40 to acquire the image.
The Repeaters may be fabricated using an 802.15.4 Low
Power RF Radio. End Node Cameras may come in many
forms and due to their small size, may be integrated into
common household devices such as a smoke alarm 50. Addi-
tional integrated camera devices 50 which are integrated with
other sensors may be present. The Camera End Nodes 40 may
be integrated with an 802.15.4 Low Power RF radio. The
Camera End Nodes 40, 50 are intelligent and accept com-
mands from the computer’s 10 control software such as
“Zoom”, “Pan”, “Low Quality Image”, or “High Quality
Image”. Finally, the network may contain other 802.15.4
sensors for intelligence such as a door proximaity switch 60, or
other network sensors. These may communicate with the
Coordinator/hub to capture 1images upon a pre-determined
logic. For example, from FIG. 1, the opening of a door trig-
gers a signal from the door proximity switch 60 to the Coor-
dinator 20, which requests an 1image from the camera focused
on the doorway 40.

Detailed System Operational Description for Integration of a
CMOS Imager/Camera 1nto an IEEE 802.15.4 Network

FIG. 2 1s a block diagram of the Coordinator/Hub 20. A
request for an 1mage may come from the internet to the PC or
locally from the PC control software. The request 1s then
directed to the Coordinator/Hub 20 and enters through the PC
USB connection 203. The request 1s captured by the Protocol
Handler Processor 202, and waits for the next available
timeslot from the 802.15.4 protocol stack and RF modem
201. Using the network logic, the Protocol Handler Processor
202 requests an 1mage from the camera end node 40. In an
alternate embodiment, the Coordinator 20 may be IP addres-
sable, and thus a gateway PC 10 may not be required.

FIG. 3 represents the Camera End Node, block 40, from
FIG. 1. At the Camera End Node 40, the system may “wake
up” upon a pre-determined timeslot based on the 802.15.4
protocol to see 1f a request for an 1mage exists from the
Coordinator/Hub 20. It may also “wake up” because of a
triggering event (e.g., door opening, alarm, change of tem-
perature, manual selection, etc.). Here, RF modem 4035 1s
communicating with RF modem 201. Within an 802.15.4
system, these timeslots may be from a few hundred millisec-
onds out to many minutes between “wake-up” periods.

When an 1image request exists, this request 1s received by
the Camera End Node at RF Modem 405 and held within the
Protocol Handler 407. The request 1s then sent through the
glue board components 408 to the TC5740 Camera Assembly
409. (FIG. 5 provides further detail on the interfaces between
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407 and 409.) The image command may contain a number of
camera adjustment requests such as focus, pan, zoom, low
quality, thumbnail, high quality, etc. image adjustments. The
camera will take the picture, process 1t through its Imaging
DSP, and hold the processed JPEG 1mage within the camera
assembly’s internal RAM. Alternative implementations may
allow the 1mage to be stored within the local flash 406. The
camera 409 will then communicate back through the Glue
Board Components, 408, with the Protocol Handler 407 and
will begin passing/streaming the image back to the Coodina-
tor/Hub 20 using the connections between the two 802.15.4
RF modems, 405 and 201, in approximately 100 byte packets.

If requested, the camera may also take a very high quality
image and store the entire image within the picture butifer of
the camera assembly 409 or of the camera end node’s tlash
406. The camera may process the image further into a thumb-
nail or lower quality/lower density image. This thumbnail or
lower quality 1mage may be transmitted back through the
Glue Board Components, 408, with the Protocol Handler 407,
etc. as described above. The transmission of a highly com-
pressed, low resolution thumbnail normally provides
adequate mnformation that there 1s nothing of interest back to
the requestor. If further information 1s requested on this
image, the camera may take a new 1mage or simply take the
existing 1mage 1 memory and process the image further with
digital zooming, panning, cropping, variable resolutions, and
lossy compression techniques to provide maximum informa-
tion using minimum bandwidth. If requested, maximum
detail could be provided via the entire pixel bit map using a
lossless compression technique.

The camera end node 40 may include extendable flash
memory 406 to enable the camera to take from 1 to N 1mages
using pre-determined logic within the Protocol Handler Pro-
cessor 407 and store these 1images (or streaming video) into
local memory 406. The flash memory 406 may take the form
of a “removable” storage such as USB-sticks, Compact Flash
(CF), Secure Digital (SD) Flash cards, or other removable
media. These images would then be retrieved at a later time
using system logic or when the Coordinator/Hub 20 acquires,
or comes inrange of, the end node, or vice-versa (the end node
moves within range of the Coordinator/Hub).

The camera end node 40 may include a user interface 410
for communicating the camera end node status. This interface
might be as simple as an LED that would blink to communi-
cate “on”, “taking an 1mage”, “communicating with the net-
work™, etc. Alternatively, the user interface may include a
multi-color LED, multiple LED’s, a transducer, or a very
basic LCD for communicating status, how many images have
been taken, or how many 1images are stored on resident flash.
This user interface 410 may also enable a “Iriendly” surveil-
lance camera, which could provide an advance warning that 1t
1s about to take a picture through a beep or LED flash.

The Coordinator/Hub 20 generally acts as a “pass-
through™ and sends the image to the PC 10 to be assembled.
Flash memory 204, on the Coordinator/Hub 20 provides for
increased flexibility to enable large images or many images to
be captured and contained within the Coordinator via pre-
determined logic 1in the advent that a host PC 10 1s unavailable
or unable to pull the image. In some cases, the Coordinator
will be “IP addressable” and connect directly to the Internet to
receive 1mage requests for the 802.15.4 network.

When the image 1s completely sent and checksum verified,
it may be displayed within a graphics window on the PC 10,
or transmitted out through the internet to the requesting
source.

In the above description, the 802.15.4 “stack™ was per-
tforming the Coordinator/Hub to Camera End Node commu-
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nications, with from 1 to N end nodes, along with clear
channel scanning and collision avoidance algorithms; and
beacon or timeslot adjustments. These capabilities are built
into the 802.15.4 software stack and are easily controlled via
the Protocol Handler Processors such as 407 1n the End Node
block diagram.
Camera End Node (40) Behavior at Startup

Referring to FIG. 3, the Transchip 5740 camera assembly
that the inventors have tested requires that 1t recerve its firm-
ware for operating the Imaging DSP and image sensor upon
power-up. To accommodate this, the inventors have inserted a
64 KB flash eeprom, 406 to hold the firmware. Upon pow-

erup, the firmware 1s downloaded from the EEProm 1nto the
TC5740 sensor. Note this firmware may be from 35 KB to 60
KB and 1s determined by Transchip.

Behavior of a Repeater, Block (30):

The block diagram of a repeater 30 within FIG. 1 may be
almost 1dentical to a Coordinator/Hub 20, with the exception
that 203 from FIG. 2 should contain voltage management
components to enable the repeater to be plugged into a regular
power outlet, such as a 110V or 220V wall-socket, or 5V USB
connection to a PC. A repeater 1s preferably “always on™, and
thus would drain power from a battery source quickly unless
plugged into a steady power source. Another Coordinator/
Hub 20 plugged into a different PC may also act like a
repeater 11 the network 1s configured appropriately. In this
case, 1ts block diagram would be the same as 20.

Behavior of an Integrated Camera, Block (50), or Integrated
Repeater, Block (70):

Referring to FIG. 4, the block diagram of an integrated
Camera 50, will depend on the sensor and associated logic
programmed into 1ts protocol handler processor. A smoke
detector 1s depicted 1n the system setup example. In general,
the integrated camera 50 block diagram will look very similar
to the Camera End Node 40 block diagram (see FIG. 3), with
the addition of more sensors, similar to 409, connected back
through a connector block similar to 408 to the protocol
handler processor 407. These “glue board components™ could
be combined into 408 or separated onto separate boards for an
improved platform design approach.

An mtegrated camera similar to 50 of FI1G. 4 could act both
as a reduced functional device where the camera co-exists
with the smoke detector; as a reduced function device where
the camera 1s 1tegrated with the smoke detector to send
images only upon alarm; as a repeater whereby 1t simply
contains the 802.15.4 RF modem to extend range of the
camera end nodes 40; or finally as both an integrated camera
and repeater since 1t’s power supply would enable an “always
on” operation, and the camera could enable 1mages upon
request or upon smoke detector alarm.

There are numerous options for the behavior of an inte-
grated camera sensor such as 70 from FIG. 4. For example:

TABLE 3

RF Camera
Behavior (Y orN) Comments
Repeater  Yes Camera function could be either dependent or
(FEFD) independent of smoke sensor. To extend range of

end nodes, to act as a clandestine range extender.
End Node Yes Camera function could be either dependent
(REFD) or independent of smoke sensor.
Repeater No To extend range of the end nodes, to
(FFD) act as a clandestine range extender
End Node No To alert the intelligent network of an event,
(REFD) such as smoke detection
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Behavior of “Other Sensors”, such as a Door Proximity Sen-
sor (60) from FIG. 4:

The block diagram of other sensors, such as Block “60”
from FIG. 4, will depend on the sensor and associated logic
programmed 1nto 1t’s protocol handler processor. A door
proximity switch 1s depicted in the system setup example. In
general, the itegrated door proximity switch 60 block dia-
gram will look very similar to the Camera End Node 40 block
diagram from FIG. 3 with the addition of more sensors, simi-
lar to 409, connected back through a connector block similar
to 408 to the protocol handler processor 407. These “glue
board components” could be combined 1nto 408 or separated
onto separate boards for an improved platform design
approach.

End Node Sensor Types Beyond Cameras, Door Proximity
Switches, and Smoke Alarms, Blocks 408 and 409:

While the mventors have focused on a few particular sen-
sors, such as cameras, door proximity switches, and smoke
alarms, many other options exist for an integrated end node.
In particular, an intelligent network would contain motion,
light, smoke, water, temperature, and sound sensors among
others. These sensors would integrate into the network with
some “glue” components 408 and the actual sensors them-
selves 409 from the Integrated Camera End Node 40 block
diagram. Those skilled 1n the art would be able to integrate
any of these standard sensors into the network topology.

FIG. 5 1s a circuit diagram showing an exemplary embodi-
ment of the interfacing the inventors have tested. FIG. 5
depicts the mterfacing between an exemplary Camera (the
TC5740) and the Freescale HCSO8 MicroController. The
24-pin connector titled “Zigbee Radio” came from the Free-
scale 13192 design, while the 20-pin connector titled “camera
module” came from the TC3740 camera module. Remaining,
circuitry was placed on the interface board 408 to provide
interconnection, EEProm 406, oscillator and battery manage-
ment between the camera and modem.

It 1s contemplated that many versions or embodiments of
the invention may be provided. Although the mvention has
been described with a certain degree of particularity, 1t should
be recognized that elements thereof may be altered by per-
sons skilled in the art without departing from the spirit and
scope of the invention. As such, the foregoing description has
been presented for purposes of illustration and description. It
1s not intended to be exhaustive or to limit the invention to the
precise form disclosed. Obvious modifications or variations
are possible i light of the aforementioned teachings. For
example, there are many applications for wireless, battery-
powered, “peel n stick” cameras operating within an 802.15.4
network. The iventors foresee low-cost home monitoring,
applications, business security/surveillance applications,
“intelligence” applications where cameras are used on con-
junction with other devices to manage information, pet-cams
and refrigerator-cams, and integrations into other devices
such as lamps, TV s, and clocks, efc.

We claim:
1. A method for communication over an 802.15.4 network
comprising:

receiving at a coordinator data representing a first image
over an 802.15.4 network taken with a first camera, said
data having been builered;

on a selectable interval, transmitting a command from the
coordinator, and 1n response to said command, receiving
at the coordinator data representing a second image over
the 802.15.4 network taken with the first camera, said
data having been butlered;

sending the data representing the first image to a computer;
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sending the data representing the second 1image to the com-
puter for comparison to the data representing the first
1mage;
based at least in part on said comparison, sending a request
over the 802.15.4 network to obtain an 1mage with a
second camera with an overlapping field of view with
the first camera, wherein the 1mage 1s obtained on an
interval different than that of said selectable interval;
and
sending or receiving an alerting communication;
wherein the request comprises at least one of:
altering aresolution of the image with respect to the second
1mage;
altering a focus of the image with respect to the second
1mage;
altering a zoom of the image with respect to the second
1mage;
altering a crop of the image with respect to the second
image; and
altering an area of the image with respect to the second
image.
2. The method of claim 1 further comprising;:
recerving a signal associated with a triggering event.
3. The method of claim 1 wherein:
the alerting communication 1s sent or recerved based at
least 1n part on said comparison.
4. The method of claim 1 wherein based at least 1n part on
said comparison, the computer sends an alerting communi-
cation.
5. The method of claim 1, further comprising sending a
request to obtain an additional 1image from a third camera.
6. The method of claim 5, wherein the third camera has an
overlapping field of view with the second camera.
7. The method of claim 6, wherein the request to obtain the
additional image 1s sent approximately at the same time as the
request to obtain the image from the second camera.
8. A system for communication over an 802.15.4 network
comprising;
a first camera for obtaining a first image and a second
image on a selectable interval, said first camera being,
capable of communicating with a sensor for sensing a
triggering event;
a bufler for temporarily storing data associated with the
first image and data associated with the second image;
the butler being coupled to the camera;
a first 802.15.4 modem coupled to the buffer, said first
modem being capable of sending the data associated
with the first image and the data associated with the
second 1mage over the 802.15.4 network;
a second 802.15.4 modem capable of communicating with
said first 802.15.4 modem;
a coordinator coupled to the second 802.15.4 modem, the
coordinator being capable of communicating with a pro-
cessor and capable of transmitting thereto the data asso-
ciated with the first image and the data associated with
the second 1mage for comparison;
a second camera for obtaining an 1mage, the second camera
being configured to have an overlapping field of view
with the first camera; and
wherein the processor 1s programmed to:
obtain the image on an interval diflerent than that of said
selectable interval based at least 1n part on said com-
parison;

send or receive an alerting communication; and

at least one of:

altering a resolution of the image with respect to the
second 1mage;
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altering a focus of the image with respect to the second
1mage;

altering a zoom of the image with respect to the second
1mage;

altering a crop of the image with respect to the second
image; and

altering an area of the image with respect to the second
image.

9. A non-transitory computer readable medium for com-
municating over an 802.15.4 network, the computer-readable
medium having a set of instructions operable to direct a
processing system to:

receive at a coordinator data representing a first image over

an 802.15.4 network taken with a first camera, said data
having been buffered;

on a selectable interval, transmit a command from the

coordinator, and 1n response to said command, recerve at
the coordinator data representing a second 1mage over
the 802.15.4 network taken with the first camera, said
data having been builered;

send the data representing the first image to a computer;

send the data representing the second 1mage to the com-

puter for comparison to the data representing the first
1mage;

based at least 1n part on said comparison, send a request

over the 802.15.4 network to obtain an 1mage with a

second camera with an overlapping field of view with

the first camera, wherein the 1mage 1s obtained on an

interval different than that of said selectable interval;
send or receive an alerting communication; and

wherein the request comprises at least one of:

altering a resolution of the image with respect to the
second 1mage;

altering a focus of the image with respect to the second
1mage;

altering a zoom of the image with respect to the second
1mage;

altering a crop of the image with respect to the second
image; and

altering an area of the image with respect to the second
1mage.

10. The computer readable medium of claim 9 wherein the

alerting communication 1s sent or received based at least in

part on said comparison.

11. The computer readable medium of claim 10 wherein
the alerting communication 1s sent by the computer.

12. A method for communication over an 802.15.4 network
comprising;

receiving at a coordinator data representing a first image

over an 802.15.4 network taken with a first camera, said
data having been builered;

on a selectable interval, transmitting a command from the

coordinator, and 1n response to said command, receiving
at the coordinator data representing a second 1image over
the 802.15.4 network taken with the first camera, said
data having been builered;

sending the data representing the first image to a computer;

sending the data representing the second 1image to the com-

puter;

receiving a signal associated with a triggering event;

based at least 1n part on said signal, sending a request over

the 802.15.4 network to obtain an image with a second

camera with an overlapping field of view with the first

camera, wherein the image 1s obtained on an interval

different than that of said selectable interval; and
sending or receiving an alerting communication;

wherein the request comprises at least one of:
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altering a resolution of the image with respect to the
second 1mage;

altering a focus of the image with respect to the second
1mage;

altering a zoom of the image with respect to the second
1mage;

altering a crop of the image with respect to the second
image; and

altering an area of the image with respect to the second
1mage.

13. The method of claim 12, further comprising sending a
request to obtain an additional 1image from a third camera.

14. The method of claim 13, wherein the third camera has
an overlapping field of view with the second camera.

15. The method of claim 14, wherein the request to obtain
the additional image 1s sent approximately at the same time as
the request to obtain the image from the second camera.

16. A non-transitory computer readable medium for com-
municating over an 802.15.4 network, the computer-readable
medium having a set of instructions operable to direct a
processing system to:

recerve at a coordinator data representing a first image over

an 802.15.4 network taken with a first camera:

on a selectable interval, transmit a command from the

coordinator, and in response to said command, recerve at
the coordinator data representing a second 1mage over
the 802.15.4 network taken with the first camera;

send the data representing the first image to a computer;

send the data representing the second 1mage to the com-

puter;

recerve a signal associated with a triggering event;

based at least 1n part on said signal, send a request over the

802.15.4 network to obtain an image with a second
camera with an overlapping field of view with the first
camera; and

send or receive an alerting communication; and

wherein the request comprises at least one of:

altering a resolution of the image with respect to the
second 1mage;

altering a focus of the image with respect to the second
1mage;

altering a zoom of the 1mage with respect to the second
1mage;

altering a crop of the 1image with respect to the second
image; and

altering an area of the image with respect to the second
1mage.

17. A method for communication over an 802.15.4 network
comprising;

receving over the 802.15.4 network data representing a

first image taken with a first camera;

receving over the 802.15.4 network data representing a

second 1mage taken with the first camera;

sending or recerving an alerting communication;

based at least in part on a comparison of the data represent-

ing the second 1mage with the data representing the first
image, sending a request over the 802.15.4 network to
obtain an 1mage with a second camera, the second cam-
cra being capable of having an overlapping field of view
with the first camera; and

wherein the request comprises at least one of:

altering a resolution of the image with respect to the
second 1mage;

altering a focus of the image with respect to the second
1mage;

altering a zoom of the image with respect to the second
1mage;
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altering a crop of the 1image with respect to the second
image; and

altering an area of the image with respect to the second
1mage.

18. The method of claim 17, further comprising:

receiving data representing a further image over the

802.15.4 network taken with a third camera.

19. The method of claim 18, further comprising sending a
request to the first camera to obtain an additional 1mage,
wherein the request comprises at least one of:

altering a resolution of the additional image with respect to

the first image;

altering a focus of the additional image with respect to the

{irst 1mage;

altering a zoom of the additional image with respect to the

first 1mage;

altering a crop of the additional 1mage with respect to the

first image; and

altering an area of the additional 1mage with respect to the

first image.

20. The method of claam 19, wherein activation of a switch
causes the alerting communication.

21. The method of claim 19, wherein a difference between
the first 1image and the second image causes the alerting
communication.

22. The method of claim 19, wherein a command to obtain
the 1mage from the second camera and a command to obtain
the further image from the third camera are transmitted
approximately at the same time.

23. The method of claim 19, wherein a command to obtain
the 1image from the second camera 1s transmitted on a select-
able interval.

24. The method of claim 18, wherein activation of a switch
causes the alerting communication.

25. The method of claim 18, wherein a difference between
the first image and the second image causes the alerting
communication.

26. The method of claim 25, wherein the third camera has
an overlapping field of view with the second camera.

27. The method of claim 18, wherein a command to obtain
the 1mage from the second camera and a command to obtain
the further image from the third camera are transmitted
approximately at the same time.

28. The method of claim 18, wherein the third camera has
an overlapping field of view with the second camera.

29. The method of claim 18 further comprising receiving a
turther signal associated with a further triggering event.

30. The method of claim 29, wherein a difference between
the first image and an additional image obtained with the first
camera causes the alerting communication and wherein acti-
vation ol a switch constitutes the further triggering event.

31. A non-transitory computer readable medium compris-
ing a set of mstructions to direct a processor to perform the
method of claim 29.

32. The method of claim 17, further comprising sending a
request to the first camera to obtain an additional 1mage,
wherein the request comprises at least one of:

altering a resolution of the additional image with respect to

the first image;
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altering a focus of the additional image with respect to the

first 1mage;

altering a zoom of the additional 1mage with respect to the

first 1mage;

altering a crop of the additional image with respect to the

first image; and

altering an area of the additional image with respect to the

first 1image.

33. The method of claim 32, wherein activation of a switch
causes the alerting communication.

34. The method of claim 32, wherein a difference between
the first 1image and the second image causes the alerting
communication.

35. The method of claim 32, wherein a command to obtain
the 1mage from the second camera 1s transmitted on a select-
able interval.

36. The method of claim 17, wherein activation of a switch
causes the alerting communication.

37. A non-transitory computer readable medium compris-
ing a set of mstructions to direct a processor to perform the
method of claim 36.

38. The method of claim 17, wherein a difference between
the first image and the second image causes the alerting
communication.

39. A non-transitory computer readable medium compris-
ing a set of mstructions to direct a processor to perform the
method of claim 17.

40. A method for communication over an 802,15.4 network
comprising:

recerving at a coordinator data representing a first image

over an 802.15.4 network taken with a first camera, said
data having been builered;

on a selectable interval, transmitting a command from the

coordinator, and 1n response to said command, receiving
at the coordinator data representing a second 1image over
the 802.15.4 network taken with the first camera, said
data having been builered;

sending the data representing the first image to a computer;

sending the data representing the second image to the com-

puter for comparison to the data representing the first
image; and
based at least in part on said comparison, sending a request
over the 802.15.4 network to obtain a third image with a
second camera, wherein the third image 1s obtained on
an interval different than that of said selectable interval;

wherein the request to obtain the third image comprises at
least one of:

altering a resolution of the third image with respect to the

second 1mage;

altering a zoom of the third 1mage with respect to the

second 1mage;

altering a crop of the third image with respect to the second

image; and

altering an area of the third 1image with respect to the

second 1mage.

41. A non-transitory computer readable medium compris-
ing a set of mstructions to direct a processor to perform the
method of claim 40.
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