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1
SECURE APPLICATION STREAMING

BACKGROUND OF THE INVENTION

1. Field of the Invention

This mnvention pertains 1n general to computer security and
in particular to efficiently implementing security checks of
streamed applications.

2. Description of the Related Art

Application streaming 1s emerging as a useful way to
execute applications and has benefits not provided by tradi-
tional application execution approaches. Specifically, appli-
cation streaming permits execution of an application that has
not been installed or stored locally on the client system on
which 1t executes, providing application code and data to the
client as needed, one block at a time. This provides a number
of benefits, such as saving disk space that would otherwise be
required on the client machine for storing the entire applica-
tion, allowing centralized licensing control and simplified
ability to patch and update applications, and allowing execu-
tion of the application to begin without requiring all the code
to be first downloaded.

However, application streaming currently does not always
integrate smoothly with existing systems. In particular, the
use of security systems such as malware scanning software
currently can negate the benefits of application streaming.
Specifically, conventional malware scanming technology
sometimes cannot detect the presence of malware based on a
single block of the application, taken separately from the rest
of the application. Thus, conventional malware scanning soit-
ware halts the execution of the streamed application until the
entire application has been downloaded, scans the application
as a whole, and only then permits the application to execute.
This eliminates the beneficial ability of application streaming
to execute an application of which only a portion 1s actually
present on the client machine.

BRIEF SUMMARY

The difficulties described above are addressed by a
method, computer, and computer program product that incor-
porate a trust-based mechanism to ensure that all portions of
a streamed application are free of malware while still preserv-
ing the beneficial performance properties of application
streaming.

One embodiment of the method recetves a streamed block
of an application, the block comprising code for a unit of an
application. The method determines whether the block con-
tains an indication that the application has been found to be
free of malware, and responsive at least 1n part to the block
contaiming an indication that the application has been found
to be free of malware, execution of the code 1s permitted.

A computer adapted to incorporate malware scanning
within an application streaming system, comprises a com-
puter-readable storage medium storing executable computer
program modules. The computer program modules comprise
a block server module for recerving, from a client, a request
for a block, the block comprising code for a unit of an appli-
cation. The modules further comprise a scan assurance mod-
ule for determining whether the application has been found to
be free of malware. The block server module obtains the
requested block; the scan assurance module inserts into the
obtained block an indication that the application has been
scanned, responsive to determining that the application has
been found to be free of malware; and the block server module
provides the block, including the inserted indication, to the

client.
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Embodiments of the computer program product have a
computer-readable storage medium storing executable com-
puter program modules for incorporating malware scanning
within an application streaming system, the modules com-
prising a client application streaming module for receiving a
streamed block of an application from a server, the block
comprising code for a unit of the application. The modules
further comprise client scan verification module for deter-
mining whether the block contains an indication that the
application has been found to be free of malware, and for
permitting execution of the code responsive at least 1n part to
the block containing an indication that the application has
been found to be free of malware.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a high-level block diagram of a computing envi-
ronment according to one embodiment.

FIG. 2 1s a high-level block diagram 1illustrating a typical
computer for use as a client or server according to one
embodiment.

FIG. 3 1s a high-level block diagram 1llustrating a detailed
view ol modules within the server, according to one embodi-
ment.

FIG. 4 1s a high-level block diagram 1llustrating a detailed
view of modules within the client, according to one embodi-
ment.

FIG. 5 1s a flowchart illustrating steps performed by a
server application streaming module 1n cooperation with a
server security module, according to one embodiment.

FIG. 6 1s a tlowchart illustrating steps performed by a client
application streaming module 1n cooperation with a client
security module, according to one embodiment.

The figures depict an embodiment of the present invention
for purposes of illustration only. One skilled 1n the art will
readily recognize from the following description that alterna-
tive embodiments of the structures and methods illustrated
herein may be employed without departing from the prin-
ciples of the invention described herein.

DETAILED DESCRIPTION

FIG. 1 1s a high-level block diagram of a computing envi-
ronment 100 according to one embodiment. FIG. 1 illustrates
a server 110 and a client 120 connected by a network 130.
Only one client 120 and one server 110 are shown in FIG. 11n
order to stmplily and clarily the description. Embodiments of

the computing environment 100 can have thousands or mul-
lions of clients 120 and servers 110 connected to the network
130.

The client 120 can execute a variety of soltware applica-
tions, either according to the traditional paradigm 1n which
the applications are installed locally prior to being executed,
or using an application streaming system, 1n which an appli-
cation 1s stored remotely on the server 110 and downloaded 1n
separate pieces (“blocks™) and executed locally on the client
120.

In order to support application streaming, the server 110
stores the application code and data (collectively termed “the
application” heremafter) and makes them available for
access. The server 110 comprises a server application stream-
ing module 111 for providing a streamed application to
requesting clients, and a server security module 112 for incor-
porating security 1nto the application streaming provided by
the server application streaming module 111. The client 120
in turn comprises a client application streaming module 121
for requesting blocks of a desired application via application
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streaming, receiving the blocks, and executing code from the
blocks 1n order to run the application. The client 120 addi-
tionally comprises a client security module 122 that incorpo-
rates security features into the application streaming provided
by the client application streaming module 121. These client
and server application streaming modules 111 and 121,
together referred to as the “application streaming system,”
communicate with each other to provide the client 120 with
the application blocks needed to carry out the currently-re-
quired application functionality. Further, the client and server
security modules 112 and 122 interact with their respective
application streaming modules 111 and 121 in order to pro-
vide security for application streaming without requiring the
entire application to be downloaded prior to its execution,
thereby providing application execution with minimal delay.

The server 110 communicates with the client 120 via the
network 130. In one embodiment, the network 130 1s the
Internet. The network 130 can also utilize dedicated or private
communications links that are not necessarily part of the
Internet. In one embodiment, the network 130 uses standard
communications technologies and/or protocols such as Eth-
ernet, 802.11, etc. Stmilarly, the networking protocols used

on the network 130 can include the transmission control
protocol/Internet protocol (TCP/IP), the hypertext transport
protocol (HTTP), the file transfer protocol (FTP), etc. The
data exchanged over the network 130 can be represented
using technologies and/or formats including the hypertext
markup language (HTML), the extensible markup language
(XML), etc., as well as custom data streaming formats
designed specifically for the transfer of application blocks. In
addition, all or some of links can be encrypted using conven-
tional encryption technologies such as the secure sockets
layer (SSL), Secure HT'TP and/or virtual private networks
(VPNSs). In another embodiment, the entities can use custom
and/or dedicated data communications technologies instead
of, or 1n addition to, the ones described above.

FIG. 2 1s a high-level block diagram illustrating a typical
computer 200 for use as a client 120 or server 110 according
to one embodiment. Illustrated are a processor 202 coupled to
a bus 204. Also coupled to the bus 204 are a memory 206, a
storage device 208, a keyboard 210, a graphics adapter 212, a
pointing device 214, and a network adapter 216. A display
218 1s coupled to the graphics adapter 212.

The processor 202 may be any general-purpose processor
such as an INTEL x86 compatible-CPU. The memory 206
may be, for example, firmware, read-only memory (ROM),
non-volatile random access memory (NVRAM), and/or
RAM, and holds 1nstructions and data used by the processor
202. The pointing device 214 may be a mouse, track ball, or
other type of pointing device, and 1s used in combination with
the keyboard 210 to mput data into the computer 200. The
graphics adapter 212 displays images and other information
on the display 218. The network adapter 216 couples the
computer 200 to the network 130. The storage device 208 1s,
in one embodiment, a hard disk drive but can also be any other
device capable of storing data, such as a writeable compact
disk (CD) or DVD, a solid-state memory device, or other form
of computer-readable storage medium. The storage device
208 stores the files for the operating system, applications, etc.

The types of computers 200 utilized by the entities of FIG.
1 can vary depending upon the embodiment and the process-
ing power utilized by the entity. For example, a client 120 that
1s a personal digital assistant (PDA) typically has limited
processing power, a small display 218, and might lack a
pointing device 214. The server 110, 1n contrast, may com-
prise multiple blade servers working together.
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As 1s known 1n the art, the computer 200 1s adapted to
execute computer program modules. As used herein, the term
“module” refers to computer program logic and/or data for
providing the specified functionality. A module can be imple-
mented 1n hardware, firmware, and/or software. In one
embodiment, the modules are stored on the storage device
208, loaded 1nto the memory 206, and executed by the pro-
cessor 202.

In addition, this description uses the term “application™ to
refer to a program executed by the computer 200, including
both the code and the data that the program comprises. The
application 1s formed of one or more files that typically reside
on the storage device 208 and are loaded into memory 206
when executed. At least one of the files loaded into memory
206 1s referred to as the “executable image”™ and 1s executed as
a process when executed 1n a traditional manner. When
executed via application streaming, however, the application
1s segmented and executed 1n a different manner, as described
more tully below.

FIG. 3 15 a high-level block diagram 1illustrating a detailed
view of modules within the server 110 according to one
embodiment, including the server application streaming
module 111 and the server security module 112. The sub-
modules of the server application streaming module 111 of
together provide the ability to stream an application to a client
120, and 1include an application repository 301, an application
packaging module 302, and a block server module 303.

The application packaging module 302 divides an applica-
tion 1nto a set of segments, termed “blocks.” In one embodi-
ment, each block represents a particular logical umt of the
application. A block may contain, 1n addition to a portion of
the program 1tself, any metadata about the block usetul to the
application streaming system, such as i1ts block number, 1ts
s1ze 1n bytes, the byte range of the application that the block
represents, etc. The application packaging module 302 addi-
tionally creates any organizational information required by
the application streaming system to allow the client 120 to
obtain the needed blocks. For example, in one embodiment
the application packaging module 302 creates a data struc-
ture, e.g. a list, that correlates block numbers with the appli-
cation byte ranges that they represent. This enables a client to
determine which block number 1t requires 1n order to execute
an instruction stored at a given memory address. The division
into blocks may be logical or physical—that 1s, the applica-
tion may be physically divided into discrete blocks that are
stored separately, or the blocks may be stored together and
logically separated by means of the aforementioned data
structure that correlates an address with a block number.

The application repository 301 stores the segmented appli-
cations and any corresponding organizational information, as
created by the application packaging module 302. The appli-
cation repository 301 may be implemented 1n different man-
ners in different embodiments. For example, 1n one embodi-
ment the application repository 301 1s a set of tables 1n a
relational database management system.

The block server module 303 provides the appropnate
blocks to the client 120 1n response to a request for a streamed
application or particular blocks thereof. The particular man-
ner 1 which 1t does so depends upon the way 1n which the
application packaging module 302 packaged the application.
For example, in an embodiment 1n which the application
packaging module 302 does not physically segment the appli-
cation, the block server module 303 provides a requested
block by sending the particular byte range of the file corre-
sponding to the requested block number, dynamically isert-
ing any required metadata, such as the block number. Alter-
natrvely, 1n an embodiment in which the blocks are stored
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separately along with their corresponding metadata, the block
server module merely sends a copy of that discrete block of
data.

It 1s appreciated that the server application streaming mod-
ule 111 and the modules thereof may be implemented 1n a
variety of different manners, and 1s not limited to the particu-
lar implementation described above. Rather, many alternate
implementations would be known to one of ordinary skill 1n
the art, such as implementations having different numbers of
modules or relationships therebetween, different data formats
for packaging an application for application streaming, and
the like.

The sub-modules of the server security module 112 include
an application scanning module 310 and a scan assurance
module 311, which cooperate with the modules of the server
application streaming module 111 to provide assurance to the
client 120 that the streamed application does not contain
malware. In one embodiment, the server security module 112
additionally includes a server authentication module 312
used as part of authentication of the server 110 to the client
120. The application scanning module 310 scans an applica-
tion to ensure that 1t 1s free of malware. In one embodiment,
prior to being scanned by the application scanning module
310, the applications are mstalled and stored 1n a conventional
manner within the file system of the server 110. In other
embodiments, the applications can be stored within a portion
of the application repository 301 that 1s separate from the
packaged form of the applications. In one embodiment, the
scan 1s performed on an application before it 1s packaged for
delivery as a streamed application. The application scanning
module 310 can be implemented using conventional mal-
ware-detection software such as NORTON ANTIVIRUS,
available from Symantec Corporation.

The scan assurance module 311 interacts with the block
server module 303 to indicate that the blocks provided to the
client have been scanned. Specifically, the scan assurance
module 311 adds, to each block sent to the client 120, an
indication of whether a malware scan has been performed on
the application to which the block corresponds. In one
embodiment, only applications that have previously been
scanned are packaged for delivery as streamed applications,
and thus 1n such an embodiment the indication added by the
scan assurance module 311 1s always positive, indicating that
the block has been scanned. In another embodiment in which
applications may be packaged and made available for stream-
ing without having been scanned, the scan assurance module
311 has access to a data structure that correlates applications
with whether they have been scanned and determined to be
free of malware. Such a data structure could be maintained by
the application scanning module 310, for example.

The server authentication module 312 applies crypto-
graphic techniques to assure a client 120 that the indication 1in
a block provided by the scan assurance module 311 1s trust-
worthy. For example, 1n one embodiment the server authen-
tication module 312 encrypts a communications channel
between the server 110 and the client 120 to ensure that the
indication 1s not altered during transmission by a malicious
intermediary; thus, the server 110 encrypts the block before
transmitting 1t to the client, and the client 120 decrypts the
block before examining 1t. In another embodiment, the server
authentication module 312 digitally signs the block to allow
the client 120 to verify that the block has not been altered.

FI1G. 4 15 a high-level block diagram illustrating a detailed
view ol modules within the client 120 according to one
embodiment. The client application streaming module 121 1s
the client-side component of the application streaming sys-
tem and communicates with the server application streaming,
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module 111. The client application streaming module 121
includes an application execution module 401 and a block
requesting module 402. The application execution module
401 recerves and executes blocks from the server 110. In one
embodiment, the application execution module 401 stores the
received blocks locally within a temporary storage area, such
as a memory bufler, that will be available to the application
execution module 401 when executing instructions. Applica-
tion streaming can be mitiated, for example, by providing the
client application streaming module 121 with the identifier of
a streamed application the execution of which 1s desired. For
example, a user might double-click on a desktop 1con 1llus-
trating the streamed application. Such an 1con would specily
execution of a process implementing the client application
streaming module 121, with the identifier of the streamed
application passed to the process as an argument.

The block requesting module 402 sends requests to the
server 110 for blocks necessary for executing the streamed
application. In one embodiment, the block requesting module
402 has access to a data structure, such as that created in one
embodiment by application packaging module 302, that cor-
relates instruction addresses with blocks. Thus, when an
instruction to be executed corresponds to a block not already
downloaded by the client application streaming module 121,
the block requesting module sends a request for that block to
the server 110; when the instruction to be executed corre-
sponds to a block that has been downloaded, no such request
1s necessary, since the instruction 1s already available locally
on the client 120, such as within a memory bulifer of the
application execution module 401.

The client security module 122 determines whether the
streamed application 1s free of malicious code. The client
scanning module 403 scans the client system for the presence
of malware. In one embodiment, the client scanning module
403 1s implemented by existing anti-malware soitware, such
as NORTON ANTIVIRUS, and has automatic protection fea-
tures that automatically detect and scan incoming data.

The client scan verification module 404 interfaces with the
client scanning module 403 to examine a block of a streaming
application received at the client 120 to determine whether
the streamed application has already been scanned and found
to be free ol malware. The client scan verification module 404
looks for the indication at a location 1n the block where the
scan assurance module 311 1s designed to place 1t. For
example, the indication could be placed 1n the first byte of a
block, with anon-zero value indicating that the relevant appli-
cation has previously been scanned, and a zero value indicat-
ing that 1t has not. If such an indication 1s found, the client
scan verification module 404 need not pass a block to the
client scanning module 403, but rather can immediately pass
the block to the application execution module 401 for storage
and execution; 1f 1t 1s not found, however, then the client scan
verification module 404 will pass the block to the client
scanning module 403, which will then halt execution of the
streamed application until all the application’s blocks have
been downloaded and the entire application file has been
scanned.

A client authentication module 405 ensures that the server
110 providing the streamed application 1s indeed a reliable,
trusted source. I1 the client authentication module 405 does
not determine that the server 110 1s a trusted source, then an
indication that the block has been found to be free of malware
1s 1ignored, the block nstead being considered not to contain
such an indication. Thus, 1n one embodiment, the block will
be passed to the client scanning module 403, with the result
that all application blocks will be downloaded and the appli-
cation scanned as a whole before 1t can be executed.
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In one embodiment, the client authentication module 405
maintains a whitelist of servers specifically authorized to
perform application streaming, considering a server on the
whitelist to be suiliciently authenticated. More specifically,
the whitelist includes a list of unique server 1dentifiers, such
as internet protocol (IP) addresses. This list may be entered by
the user, or by the author of the software embodying the client
authentication module 405, or be a combination thereof.
Then, when a particular server 110 1s streaming applications
to the client 120, the client authentication module 405 deter-
mines whether the IP address of the server 110 1s within its
whitelist, authenticating the server if so, and not authenticat-
ing 1t otherwise. Such a whitelist-based method of authenti-
cation 1s merely one example, and other methods of authen-
tication would be equally possible to one of ordinary skill in
the art.

Additionally, the client authentication module 405 ensures
that malware 1s not iserted into a block at some point
between the sending by the server 110 and the receipt by the
client 120. This may be accomplished by the client authent-
cation module 405 of the client 120 using conventional cryp-
tographic techniques in cooperation with the server authen-
tication module 312 on the server 110, as discussed above
with respect to the server authentication module 312.

FIG. 5 1s a flowchart illustrating steps performed by the
server application streaming module 111 1n cooperation with
the server security module 112, according to one embodi-
ment. In one embodiment, the application scanning module
310 first scans 510 an application to ensure that 1t does not
contain malware. Subsequently, the application packaging
module 302 packages 520 the application, segmenting 1t into
blocks and creating any other necessary associated informa-
tion, as described above. The packaged application 1s stored
within the application repository 301, where 1t becomes avail-
able for streaming to clients. Next, the block server module
303 recerves 530 arequest for a block from the client 120. The
block server module 303 then provides the requested block to
the scan assurance module 311, which augments the block by
adding, at a given location of the block, an indication of
whether the application to which the block corresponds has
been scanned for malware and found to be malware-iree.
Finally, the scan assurance module provides 540 the aug-
mented block to the client 120.

FIG. 6 1s a flowchart 1llustrating steps performed by the
client application streaming module 121 in cooperation with
the client security module 122, according to one embodiment.
First, the block requesting module 402 of the client 120
requests 610 a block. The block request may be for a single
block, or for multiple blocks, depending on the situation. For
example, when the application to be streamed i1s {irst
executed, the block requesting module 402 may request mul-
tiple blocks 1n order to obtain, 1n one transaction, all the code
needed for the initial or core functionality of the application.
Later, individual blocks may be requested by block request-
ing module 402 when accessing code for which a block has
not already been obtained. Subsequently, the client 120
receives the requested block or blocks from the server 110.
The client scan verification module 404 examines the block to
determine whether there 1s an indication 630 that that appli-
cation has previously been scanned for malware.

If the block does contain such an indication, then the client
scan verification module 404 prevents the client scanning
module 403 from operating on the block, instead allowing the
application execution module 401 to immediately execute
640 the relevant code within the block. If the block does not
contain the indication, however, then the client scan verifica-
tion module 404 passes the block to the client scanning mod-
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ule 403. As aresult, the client scanning module 403 causes the
block requesting module 402 to request 6350 all the remaining
blocks in the application. Then, when all the blocks have been
received, the client scanning module 403 can assemble the
blocks into a single unit and thereby scan 660 the entire
application as a whole. In one embodiment, the client scan
verification module 404 also passes the block to the client
scanning module 403 even 11 the block does contain an 1ndi-
cation that 1t was scanned, in response to the client authenti-
cation module 405 failing to determine that the server 110
providing the indication 1s trusted. In another embodiment, 1
the block does not contain the indication, or if the client
authentication module 403 fails to determine that the server
110 1s trusted, the client security module 122 1ssues an alert
noting that the associated application has not been verified to
be free of malware and prompting a user for input regarding
whether to execute the application without performing a scan,
taking the action specified by the user input, such as perform-
Ing a scan, or executing the code without a scan. In another
embodiment, the action to take 1n such cases 1s specified by a
policy, such as a preference setting in security software
embodying the client security module 122.

It 1s appreciated that the steps of FIGS. 5 and 6 are for
purposes of example. In other embodiments, the steps could
be performed 1n a different order, or a number of times rather
than exactly once, or there could be additional, fewer, or
alternate steps.

Thus, the above-described invention allows the integration
ol security into an application streaming system while simul-
taneously preserving the beneficial performance characteris-
tics of application streaming.

The above description 1s included to illustrate the operation
of certain embodiments and 1s not meant to limit the scope of
the invention. The scope of the invention 1s to be limited only
by the following claims. From the above discussion, many
variations will be apparent to one skilled 1n the relevant art
that would yet be encompassed by the spirit and scope of the
ivention.

The mvention claimed 1s:

1. A computer-implemented method of incorporating mal-
ware scanning within an application streaming system, com-
prising;:

recerving a user selection of an application via a graphical

user interface;:

identifying accesses to code of the application responsive

to the user selection of the application;

identitying blocks of code of the application corresponding,

to the code accesses, each block comprising code for a
unit of the application;

responsive to not having received the i1dentified blocks of

code, requesting, from a remote application streaming
server, the 1dentified blocks of code;

receving a set of streamed blocks of the application from

the remote application streaming server, each block
comprising code for a unit of the application and having,
metadata comprising an indication of a portion of the
application that the block represents, and each of a plu-
rality of the streamed blocks containing an indication of
whether the application has been found to be free of
malware, the indication of whether the application has
been found to be free of malware requiring at most one
byte placed at a known location 1n the block and includ-
ing either a first code indicating that the application has
been found to be free of malware or a second code
indicating that the application has not been found to be
free of malware:
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for each streamed block of the plurality of the streamed

blocks:

determining whether the indication contained in the
streamed block indicates that the application has been
found to be free of malware; and

permitting execution ol the code comprised by the
streamed block, responsive at least in part to the
streamed block containing an indication that the
application has been found to be free of malware.

2. The method of claim 1, further comprising;

responsive at least 1n part to the indication of at least one of

the plurality of blocks indicating that the application has

not been found to be free of malware:

halting execution of the code comprised by the recerved
blocks;

scanning the code to determine whether i1t contains mal-
ware; and

permitting execution of the code, responsive to the scan-
ning determining that the code does not contain mal-
ware.

3. The method of claim 2, further comprising recerving all
blocks of the application, wherein scanning the code does not
take place until all blocks of the application have been
received.

4. The method of claim 1, further comprising;

responsive to the indication of at least one of the plurality

ol blocks indicating that the application has not been

found to be free of malware:

displaying an alert to a user that the application has not
been verified to be free of malware;

receiving user input specitying whether to execute the
code without performing a scan of the block for mal-
ware; and

responsive at least in part to the user input, executing the
code without performing a scan of the block for mal-
ware.

5. The method of claim 1, further comprising;

authenticating the remote application streaming server by

determining whether the server 1s on a security whitelist;
and

permitting execution of the code responsive at least in part

to the determination.

6. The method of claim 1, wherein at least one of the
received blocks 1s digitally signed with a signature by the
remote application streaming server, and receiving the block
from the remote application streaming server further com-
prises verilying the signature.

7. The method of claim 1, wherein at least one of the
received blocks 1s encrypted by the remote application
streaming server, and receiving the block from the server
remote application streaming further comprises decrypting,
the block.

8. The computer-implemented method of claim 1, wherein
the indication of a portion of the application that the block
represents comprises a block number.

9. The computer-implemented method of claim 1, wherein
the indication of a portion of the application that the block
represents an indication of a byte range of the application that
the block represents.

10. A computer program product having a non-transitory
computer-readable storage medium storing computer pro-
gram modules executable by a computer processor and for
incorporating malware scanming within an application
streaming system, the modules comprising:

a module that when executed by the processor receives a

user selection of an application via a graphical user
interface;

10

15

20

25

30

35

40

45

50

55

60

65

10

a block requesting module that when executed by the pro-
cessor performs actions comprising;:
identifying accesses to code of the application respon-

stve to the user selection of the application;
identifying blocks of code of the application corre-
sponding to the code accesses, each block comprising
code for a unit of the application;
responsive to not having received the 1dentified blocks of
code, requesting the 1dentified blocks of code from a
remote application streaming server;

a client application streaming module that when executed
by the processor receives a set of streamed blocks of the
application from the remote application streaming
server, each streamed block comprising code for a unit
of the application and having metadata comprising an
indication of a portion of the application that the block
represents, and each of a plurality of the streamed blocks
containing an 1mndication of whether the application has
been found to be free of malware, the indication of
whether the application has been found to be free of
malware requiring at most one byte placed at a known
location 1n the block and including either a first code
indicating that the application has been found to be free
of malware or a second code indicating that the applica-
tion has not been found to be free of malware; and

a client scan verification module that when executed by the
Processor:
for each streamed block of the plurality of the streamed

blocks:

determines whether the indication contained 1n the
streamed block indicates that the application has
been found to be free of malware, and

permits execution of the code comprised by the
streamed block, responsive at least in part to the
streamed block containing an indication that the
application has been found to be free of malware.

11. The computer program product of claim 10, further

comprising;

a client scanning module that when executed by the pro-
cessor performs actions comprising the following,
responsive at least 1n part to the indication of at least one
of the plurality of blocks indicating that the application

has not been found to be free of malware:
halting execution of the code comprised by the recerved
blocks:
scanning the code to determine whether 1t contains mal-
ware; and
permitting execution of the code, responsive to the scan-
ning determining that the code does not contain mal-
ware.

12. The computer program product of claim 10, further

comprising;
a client scanning module that when executed by the pro-
cessor performs actions comprising the following,
responsive at least 1n part to the indication of at least one
of the plurality of blocks indicating that the application
has not been found to be free of malware:
displaying an alert to a user that the application has not
been verified to be {free of malware;

receiving user iput specitying whether to execute the
code without performing a scan of the block for mal-
ware; and

responsive at least 1n part to the user input, executing the
code without performing a scan of the block for mal-
ware.

13. A computer adapted to incorporate malware scanning

within an application streaming system, comprising:
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a non-transitory computer-readable storage medium stor-
ing computer program modules executable by a com-
puter processor, the modules comprising:
an application packaging module that when executed by

the processor segments a pre-existing application into
a set ol blocks and stores the set of blocks separately
within an application repository;

a block server module that when executed by the pro-
cessor receives, from a remote client, requests for a
plurality of blocks segmented from the application by
the application packaging module, each block com-
prising code for a unit of the application; and

a scan assurance module that when executed by the pro-
cessor determines whether the application has been
found to be free of malware;

wherein:
the block server module when executed by the processor

identifies the requested blocks within the application
repository;

the scan assurance module when executed by the pro-
cessor 1nserts, as metadata into each of the 1dentified
blocks, an 1indication of a portion of the application
that the block represents;

the scan assurance module when executed by the pro-
cessor 1nserts, as metadata 1nto each of a plurality of
the 1dentified blocks, an indication of whether the
scan assurance module has determined the applica-
tion to be free of malware, the indication of whether
the application has been found to be free of malware
requiring at most one byte placed at a known location
in the block and including either a first code indicating
that the application has been found to be free of mal-

12

ware or a second code 1indicating that the application
has not been found to be free of malware, and
the block server module when executed by the processor
provides the blocks, including the mserted indica-
5 tions, to the remote client.

14. The computer of claim 13, the modules further com-
prising an application scanning module when executed by the
processor determines whether applications are free ol mal-
ware.

15. The computer of claim 13, the modules further com-
prising a server authentication module that when executed by
the processor encrypts at least one of the blocks provided by
the block server to the client.

16. The computer of claim 13, the modules turther com-
prising a server authentication module that when executed by
the processor digitally signs, with a digital signature, at least
one of the blocks provided by the block server to the client.

17. The computer of claim 13, wherein:

the application packaging module when executed by the

processor segments the application into a set of blocks
and stores them 1n an application repository storing a
plurality of applications;

the block server when executed by the processor obtains

the blocks of the application from the application reposi-
tory, each application packaged in the application
repository as a set of blocks for delivery via application
streaming.

18. The computer of claam 17, wherein each application
stored 1n the application repository was determined to be free
30 ol malware prior to being stored 1n the application repository.
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