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ENHANCED ERROR DETECTION IN
MULTILINK SERDES CHANNELS

FIELD OF THE INVENTION

The present disclosure refers generally to channel commu-
nication between devices and, more particularly, to apparatus
and methods for efficient channel control for communication
between devices.

BACKGROUND OF THE INVENTION

Communication channels are employed 1n many types of
communication systems. Commumnication channels transmuit
multi-bit data between, for example, a line card and a switch-
ing fabric of a switch or a router.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its
numerous objects, features and advantages made apparent to
those skilled in the art by referencing the accompanying
drawings.

FI1G. 1 illustrates relevant components of an example com-
munication system.

FIG. 2 illustrates relevant components of example commu-
nication channels.

FIG. 3 1llustrates relevant components of an example com-
munication system.

FIG. 4A 1llustrates relevant components of an example
communication channel.

FIG. 4B 1llustrates an example format for a frame that
holds the first three byte slices of a packet.

FIG. 4C 1llustrates an example format for a frame that
holds the last two byte slices of a first packet and the first byte
slice of a second packet.

FI1G. 5 1llustrates example packets.

FIG. 6 A 1llustrates stages of data as the data traverses a
communication channel according to one example.

FI1G. 6B 1llustrates a table that identifies different bit values
of a frame according to one example.

FIG. 6C illustrates a table of different bit values and their
meanings for packet boundary (PB) bits of the frame accord-
ing to one example.

FI1G. 7 1llustrates relevant components of the line card in
FIG. 3.

FIG. 8 1s a tlowchart depicting relevant aspects of bit trans-
mission across a communication channel according to one
embodiment.

FI1G. 9 15 a flowchart depicting relevant aspects of generat-
ing a virtual delimiter according to one embodiment.

FIG. 10 1s a flowchart depicting relevant aspects of bit
concatenation according to one embodiment.

FIG. 11 1s a flowchart depicting relevant aspects of scram-
bling the recerved bits according to one embodiment.

FIG. 12 1s a flowchart depicting relevant aspects of rece1v-
ing bits from a channel according to one embodiment.

FIG. 13 1s a flowchart depicting relevant aspects of
descrambling the recerved bits according to one embodiment.

FIG. 14 illustrates relevant components of an example
network routing device.

While the invention 1s susceptible to various modifications
and alternative forms, specific embodiments are provided as
examples 1n the drawings and detailed description. It should
be understood that the drawings and detailed description are
not mtended to limit the ivention to the particular form
disclosed. Instead, the intention 1s to cover all modifications,
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2

equivalents and alternatives falling within the spirit and scope
of the mvention as defined by the appended claims.

DETAILED DESCRIPTION

Overview

A line card having packet data to transmit to a switching
tabric breaks the packet into a plurality of frames. Each frame
comprises a portion of the packet. For each frame, a cyclic
redundancy check (CRC) i1s calculated for the frame and
embedded 1n the frame. The frame 1s then transmitted over a
multi-link serial interface to the switching fabric.

In another embodiment, a switch receives several serial
portions of data. The switch concatenates the portions to form
a frame. The switch generates a CRC {for the frame and
compares the generated CRC with a CRC embedded 1n the
frame to determine whether the frame was transmitted with-
out error.

Description of Example Embodiments

FIG. 1 1llustrates a block diagram showing relevant com-
ponents of an example communication system 100. Commu-
nication system 100 includes a switching fabric 110 and
multiple line cards 120-130. It should be noted that a trans-
mitter/recerver (1/R) 1s located at either end of the 1llustrated
communication channels of the communication system 100.
The communication system 100 connects various devices
122,124, 132, and 134 to each other. Devices 122, 124, 132,
and 134 can, in general, include a vaniety of different devices
including computer systems, output devices, storage devices
(e.g., disk arrays), or other communication systems such as
routers, switches, etc.

It will be noted that the variable identifier “N”” 1s used 1n
FIG. 1 (and 1n other parts of this application) to more simply
designate the final element (e.g., line card N 130) of a series
of related or similar elements. The repeated use of such vari-
able 1dentifiers 1s not meant to imply a correlation between the
s1zes ol such series of elements, although such correlation
may exist. The use of such vanable identifiers does not
require that each series of elements has the same number of
clements as another series delimited by the same varniable
identifier. Rather, 1in each instance of use, the variable 1denti-
fied by “N” may hold the same or a different value than other
instances of the same variable identifier. In a similar context,
the variable “M” appears 1n other parts of this application and
represents the final element 1n a series of related or similar
clements and may hold the same or a different value than the
variable “N.”

Communication system 100 can employ a variety of dif-
ferent commumnication protocols enabling data communica-
tion between devices. For example, multi-link communica-
tion channels 105-115 may be formed between line cards
120-130 and switching fabric 110, respectively. FIG. 2 1llus-
trates relevant components of an example multi-link commu-
nication channel 105 coupled between line card 120 and
switching fabric 110 of FIG. 1. Multi-link communication
channels often use a protocol known as 8b/10b for transfier-
ring data from the line card 120 to the switch fabric 110, or
vice-versa. To illustrate relevant operating aspects, assume
the multi-link communication channel 105 includes eight
serial links. If a 72 byte packet were to be transierred across
the eight link channel 105, the 72 bytes would be divided 1nto
nine slices, each containing eight bytes. Each of the nine
slices are transmitted across channel 103 one after the other.
The eight bytes of each slice are transmitted at roughly the
same time across the eight links, respectively, of channel 105.
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Before being transmitted, each byte i a slice 1s encoded using
the 8b/10b encoding protocol mentioned above. Moreover,
betfore any slice of a packet 1s transmitted across the channel
105, a one byte packet delimiter 202 1s transmitted simulta-
neously across each of the eight links. Delimiters can be used
to designate the boundaries between packets that are consecu-
tively transmitted between a line card and a switching fabric.
The delimiters may contain imnformation about the packets
they separate. For example, delimiters may 1dentity the pri-
ority of a packet that follows. Unfortunately, the transmission
of the delimiters between packets reduces the number of
packets that can be transmitted across channel 105 during a
given period of time, assuming a constant bandwidth of chan-
nel 105.

8b/10b encoders 206 are provided to avoid run length and/
or DC imbalance problems that can arise when too many bits
of the same value (e.g., logical one or logical zero) are being
consecutively transmitted across a link. Fach 8b/10b encoder
206 recerves an eight bit delimiter or data byte 204 of a slice
that 1s to be transmitted across a serial link of the communi-
cation channel 105. The 8b/10b encoder encodes the ei1ght bat
delimiter or data byte to produce a ten bit value before trans-
ferring the ten bat value across 1ts respective link of the com-
munication channel 105. This ten bit value 1s formatted to
preclude run length and DC imbalance problems that may
arise during transmission across the link. A receiver 208 at the
switch fabric 110 converts the encoded ten bit value back into
the original eight bit data byte or delimiter, and the channel
105 remains viable during packet transmission. However,
because the 8b/10b encoder 206 adds an additional two bits
for each eight bit data byte 204 or delimiter that is transferred,
over the course of transmission across the channel 105, a 72
byte packet requires an additional 18 bytes to be transmitted
across the channel 103 for the packet payload, thus reducing
the number of packets that can be transmitted across channel
105 during a given period of time.

A method 1s described below for recerving transport layer
packet data and transmitting the packet data across at least
two serial links of the communication channel. The packet
data 1s formatted into slices of packet data bytes which are
concatenated to transmit the packet data bytes across the
communication channel. When packet data bytes are on a
packet boundary, as described further herein, a virtual delim-
iter may be set to indicate such packet boundary. The specific
formatting scheme for transmission of data between a line
card and switch 1s known as a physical layer encoding proto-
col because the scheme controls how data must be formatted
in order to be transmitted correctly across a physical medium.
Physical layer encoding relates to data manipulation at the
physical layer, or immediately prior to transmission over a
physical medium. Physical layer defines the transmission of
bits at the fundamental layer upon which all higher level
network functions are implemented.

The method can also include providing one or more physi-
cal layer error checking mechanisms for the data to be trans-
mitted across the serial links. One error checking method can
include generating a cyclic redundancy check (CRC) for a
physical layer frame. A sender can transmit the CRC along
with the data. When the data and CRC are received by a
receiver, the recetver can generate a new CRC for the data.
The receiver can compare the two CRCs. If the CRCs do not
match, the data 1s said to be transmitted with error. If the
CRCs do match, the data 1s said to have been transmitted from
the sender to the recerver without error.

The method can also 1include scrambling the data prior to
transmitting the data. In one embodiment, the scrambling
includes exclusive-ORing the data with a scrambled value.
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When the data 1s received by the recerver, the receiver can
descramble the data by exclusive-ORing the recerved data
with the same scrambled value. The descrambled data should
equal the data before the data was scrambled.

Scrambling the data prior to transmission can help avoid
potential run length and/or DC mmbalance problems. Since,
according to one embodiment, the data 1s exclusive OR-ed
with random numbers, the transmitted (scrambled) data
appears random. Since random data should, over a period of
time, have the same number of bits with the value O as bits
with the value 1, DC imbalance problems can be avoided.

FIG. 3 1llustrates an example communication system 300
according to one embodiment. Similar to FIG. 1, the commu-
nication system 300 includes a switching fabric 310 coupled
to multiple line cards 320-330 via respective communication
channels. The present disclosure focuses on communication
between a line card and a switching fabric, 1t being under-
stood that the nothing in the present disclosure 1s intended to
be limiting of the various embodiments disclosed herein. For
example, the one embodiment could be employed to increase
the channel utilization efliciency between a disk controller
and a hard disk 1n a disk array or between a switch and a disk
array 1n a storage area network.

Various devices 322, 324, 332, and 334 communicate with
cach other through switching fabric 310 and line cards 320-
330. Devices 322, 324, 332, and 334 can, 1n general, include
a variety of different devices including computer systems,
output devices, storage devices, etc. Communication chan-
nels 305-315 may be formed, respectively, between line cards
320-330 and switching fabric 310. Communication system
300 employs a communication protocol that enables data
communication between devices 322, 324, 332, and 334
according to principles of one embodiment.

In the most general sense, line cards receive packets for
subsequent transmission to other line cards via switching
tabric 310. These packets are known as transport layer pack-
ets. Transport layer packets typically include header and/or
trailer information used, for example, for routing, synchroni-
zation, and error control. The header and/or trailer informa-
tion used for error control can include cyclic redundancy
check values (CRCs) or checksums, for example. The header
and/or trailer information surrounds packet payload data con-
tained 1n the packet.

Prior to transmission from a line card to a switch, and vice
versa, transport layer packet data 1s typically encoded accord-
ing to what 1s known as a physical layer encoding protocol.
The physical layer encoding protocol specifies how a device
(e.g. a linecard) transmits data to a physical medium, such as
serial communications lines. The encoding of data produces
encoded frames for transmission. Data 1s typically serialized
and desenialized by senalizer/deseralizer modules (known as
serdes modules, or simply serdes (5/D)) located at either end
of the links of illustrated communication channels 3035-315.
For example, serdes 420 can convert data to a serial data
stream (serialize the data) prior to transmission from the line
card to the switching fabric 310. The data can also be
scrambled prior to transmission. When the data reaches the
switching fabric (1n serial form,) deserializer 440 can convert
the data back to parallel form (deserialize the data). The data
can also be descrambled atter being received at the switching
fabric.

As described 1n greater detail 1n relation to FIGS. 5 and 6,
packets can be divided and placed 1nto frames. The frames are
formatted 1n accordance with a physical layer encoding pro-
tocol, resulting in encoded frames. Some of the frames
include a virtual delimiter and/or CRC, as well as a frame
payloadthat 1s a portion of a data packet. The virtual delimiter
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ol a frame can be used to identity the boundaries between
packets transmitted across a communication channel such as
communication channel 305, while the CRC can be used to
detect potential transmission errors in serial links of the com-
munication channel.

FIG. 4A 15 a block diagram showing a more detailed view
of one of the serial links of communication channel 305 of
FIG. 3. The communication channel 305 includes link 430,
which 1s made up of N serial links. For the purposes of
explanation only, channel 305 will be described as including
cight serial links it being understood that the present mven-
tion can be employed with channels having fewer or more
than eight senal links. Each serial link of link 430 couples
transmitter 400, 26-to-10 gearbox 405, scrambler 410, and
serdes 420 at the line card 320 and serdes 440, descrambler
450, 10-t0-26 gearbox 455, and receiver 460 at the switch
tabric 310.

As noted, packets of various sizes are sequentially received
from network devices at the line card 320 of FIG. 4A. Each
received packet 1s divided within the line card 320 into slices,
cach slice containing eight bytes. Frames are constructed
trom the e1ght byte slices ol packet data. Each frame contains
three slices of packet data and a header, although a frame 1n an
alternative embodiment may contain more three slices of
packet data. As will be more fully described below, each
frame can contain slices of one packet or slices of two con-
secutively recetved packets. Each frame header can include a
CRC byte, more fully described below. Some frames can
include a virtual delimiter byte, while other frames can con-
tain an error check code byte. The virtual delimiter byte can
identily inter or intra frame boundaries between packets
received by line card 320 as will be more fully described
below. Virtual delimiters can also identily priority of the
packet data contained in the frame, also more fully described
below. For the purposes of explanation only, 1t will be pre-
sumed that each frame header contains a CRC byte. More-
over, 1t will be presumed for the purposes of explanation only
that each frame header contains a virtual delimiter byte or an
error check code byte.

After a frame 1s constructed, the frame 1s transmitted across
the eight links of channel 305. More particularly, the first
eight bits of the frame (which include the virtual delimiter or
error check code bits) are transmitted simultaneously across
the eight senal links, respectively, to the eight receivers,
respectively, on the switch fabric side. Thereafter, the eight
bits of the CRC byte are transmitted simultancously across
the eight serial links, respectively, to the eight receivers,
respectively, on the switch fabric side. Of course, the respec-
tive eight bit transmissions may occur in a different order than
described herein. The eight bytes of the first slice 1n the frame
payload are serially transmitted across the eight serial links,
respectively, to the eight receivers, respectively. The eight
bytes of the second slice 1n the frame payload are then serially
transmitted across the eight serial links, respectively, to the
eight recervers, respectively. Finally, the eight bytes of the
third slice 1n the frame payload are serially transmitted across
the eight senal links, respectively, to the eight receivers,
respectively. Accordingly, each serial link transmits one bit of
the virtual delimiter or error check code byte, one bit of the
CRC byte, and one byte of each of the three frame payload
slices. The combination of one bit of the virtual delimiter or
error check code byte, one bit of the CRC byte, and respective
bytes of three frame payload slices transmitted over a serial
link will be referred to herein as a frame segment. Thus, the
cight links of channel 305 transmit eight frame segments,
respectively, for each frame transmitted between the line card
320 and switching fabric 310. Once the frame segments are
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recetved, the switch fabric side of the serial communications
channel includes means to extract and use the frame payload
bytes to reconstruct the packet(s) as originally recerved at the
line cards. Such means can include various software modules
and hardware components, devices, or circuitry.

As noted, bytes of a packet are transmitted across each of
the serial links of the communication channel 305 1n a 26 b1t
stream ol serial data called a “segment.” Each segment
includes three bytes of a packet and two bits of frame header
that 1s to be transferred over the respective link, 1.e., three
bytes of segment payload and two bits of segment header
rather than transferring 30 bits for three bytes of segment
payload as with 8b/10b encoders. Thus, when eight segments
are transferred across respective serial links of the communi-
cation channel 305, 24 bytes of payload may be transferred
with two bytes (16 bits) of header.

The eight segments are referred to herein as a frame when
collectively transierred across the communication channel
305. The 26 bytes of a frame could be referred to as a two byte
frame header and 24 byte frame payload, the 24 byte frame
payload representing bytes of one or two packets. If a frame
contains the first three slices of a packet or the last three slices
of a packet, the frame header should contain a virtual delim-
iter that indicates that the frame contains the first three or the
last three slices of the packet. Further, 11 the frame contains
some other packet boundary arrangement of slices such as the
last two slices of a first packet and the first slice of a second
packet, the frame header should contain a virtual delimiter
that indicates that the first two slices of the frame are from one
packet while the last slice 1s from another packet. For
example, FIG. 4B 1illustrates an example encoded 26 byte
frame B having a frame header with a virtual delimiter within
the frame header that 1s set to indicate a frame payload hold-
ing the first three slices of a packet while FIG. 4C shows a
similar encoded frame C having a virtual delimiter set to
indicate a frame payload holding the last two slices of a first
packet and the first slice of a second packet. In the illustrated
examples of FIGS. 4B and 4C, bits 3-3 of the virtual delim-
iters are set to 011 and 001, respectively. In FIG. 4B, bits 3-5
of the virtual delimiter indicate that the payload of frame B
contains the first three slices of a packet, while in FI1G. 4C, bits
3-5 of the virtual delimiter are set to indicate that the payload
of frame C contains the last two slices of a packet and the first
slice of a second packet.

As 1llustrated, the virtual delimiter of a frame header may
indicate the packet boundaries within the frame payload by
the setting one or more bits 1n the frame header. The delimiter
bits are typically included in the first byte of the frame, so to
include a virtual delimiter indicating a packet boundary
within the frame, the system can set the first bit of one or more
segments. This combination of respective first bits of segment
headers 1s referred to as a virtual delimiter of certain frames
because the combination of these bits of the frame header
serves the purpose of the packet delimiter described above
(and otherwise), but 1s located within a frame. The second
header byte of a frame can represent a CRC. The second bit of
cach segment represents one bit of the CRC byte. Each CRC
bit, when combined with the CRC bits from the other seg-
ments, can be used to detect transmission errors in the serial
communications channel. These CRC bits of the eight link
frame form the eight bit CRC byte.

FIG. 5 1s a block diagram 1illustrating packets 302 that may
be sequentially mput to line card 320 of FIG. 4A for subse-
quent transfer to, for example, line card 330. Each packet 502
can be divided into a number of frame payloads, e.g., frame
payloads 504, that may be sliced for inclusion into segments
as described 1n relation to FIG. 6 A. A virtual packet delimiter
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can be located within one or more of the frames. Advanta-
geously, a virtual packet delimiter within a frame spans links
of the communication channel 305 rather than being dupli-
cated and sent on each serial link of the channel 305. Thus,
overhead for each packet 502 1s reduced and a higher data
transmission rate 1s realized for the available bandwidth on
the channel 305 when packets are transmitted via channel
frames.

FIG. 6 A 1llustrates different data stages as data bits of a
packet are recerved and transmitted across the communica-
tion channel 305 within a frame. In a first stage 602, data bits
ol the packet are separated into bytes of data as illustrated 1n
slices A, B, and C. For example, 11 the first 64 bits of the packet
were recerved 1n parallel at point A, the 64 bits could be split
into eight bytes of frame payload data, 1.e., A0, A1, A2, etc. to
A’l, represented by slice A. At point B, the next set of 64 bits
of the packet could be received and split into another eight
bytes of frame payload data, 1.¢., B0, B1, etc., represented by
slice B. Likewise, at point C, the next set of 64 bits of the
packet could be recerved and split into another eight bytes of
frame payload data, 1.e., C0, C1, etc., represented by slice C.
Thus, by appropriately splitting each set of 64 bits of packet
data that 1s recetved, the three slices, A, B, and C, of the first
stage 602 represent 24 bytes of frame payload data.

In a next stage 603, a byte from each of the three slices A,
B, and C 1s concatenated to form a segment payload as 1llus-
trated by segment 604. Segment 604 includes byte 0 from
cach of slices A, B, and C as well as a segment header (Hdr)
605 that includes two bits of a two byte frame header. The two
byte frame header accompanies all bytes of the three slices of
frame payload data. The combined segments for each of the
links of the communication channel 305 are illustrated 1n
FIG. 6 A as frame 606.

In anextstage 607, the 24 byte groupings of packet data are
transmitted across the links of the communication channel
305 as payload of respective segments of a frame. Each seg-
ment of frame 606 1includes three bytes of segment payload
for a total of 24 bytes of payload in the frame 606. Each
segment of frame 606 also includes two bits of segment
header information for a total of 16 bits or two bytes of header
information for the frame 606. In other words, the two bytes
of header information spans the eight serial links of the com-
munication channel 305 such that segment 608 may include a
different two bit segment header 609 than the segment header
605 of segment 604.

FIG. 6B shows frame variables of a frame 1n one embodi-
ment of the eight link communication channel 305. Each of
columns 0-7 represents a 26 bit frame segment that 1s to be
transmitted across a respective link of the communication
channel 305. The first two bits (0 and 1) of each segment
represent the segment header of each link while the remaining,
bits (2 through 235) represent the segment payload of each
link. The DCS b1t (1.e., the first bit of the first segment header
in the first segment) indicates whether the payload of the
frame represented by segments 0-7 1s data (1.e. packet data) or
control information. Different meanings for the first bit of the
remaining segment headers depend on the bit state of the DCS
bit.

For example, 1f the DCS bait 1s set to logical 0, the frame
payload is solely packet data, and the first bit of the remainming
segment headers contain error check code bits (indicated by
Seq[0]-Seq[6]) that can be used for error checking of the
frame payload data once received at the receivers of the
switch fabric. The error check code bits comprise a sequence
number. The transmitter assigns each frame that i1s to be
transmitted with an error check code byte a sequence number.
The sequence numbers follow a predictable pattern. For
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example, the sequence numbers may be the values output by
a simple counter. In such an embodiment, the sequence num-
bers would follow the pattern 1, 2, 3, etc. The transmitter can
embed a sequence number as an error check code. The receiv-
ers check to see if the sequence number follows the expected
pattern. If the sequence number does not represent the
expected next value 1n the sequence, an error indication 1s
generated by the recerver. Such an error could result from a
misalignment of the segments with respect to each other, for
example, as a result of skew.

On the other hand, 11 the DCS bit 1s set to logical 1, and the
first bit of the second segment header 1s set to logical O, the
frame contains a virtual delimiter, and the first bit of the
remaining segment headers may be used to indicate the bits of
the virtual packet delimiter. With the DCS bit set to logical 1
and the first bit of the second segment header set to logical 1,
the frame contains pure control data for internal use within,
for example, the switching fabric. Further, with the DCS bat
set to logical 1 and the first bit of the second segment header
set to logical 1, the first bits of the remaining segment headers
contain error check code bits (indicated by Seq[1]-Seq[6])
that comprise a sequence number for the pure control data.

The virtual packet delimiter of the frame table 1llustrated 1n
FIG. 6B may be considered to be a collection of respective 0
bits (first bit) from each of links 2-7. As illustrated, the O bit of
segment 2 1s a packet separator (PS) bit that indicates whether
the frame payload includes a packet boundary or whether
packet preemption codes are currently selected. The respec-
tive O bits of segments 3-5 represent packet boundary (PB)
bits that may be set to identily which slice of bits in the frame
represents the end or beginning of a packet. FIG. 6C is a table
showing seven different cases for settings of the three PB bits
of the virtual delimiter. For example, case IV represents the
example of F1G. 4B 1n which the PB bits are set to 011 and the
slices of the frame are the first three slices of a packet. The
transier of each of the first three eight bit slices of a packet 1s
represented by D,, D,, and D,, respectively. Case 1l repre-
sents the example of FIG. 4C 1n which the PB bits are set to
001 and the slices are the last two slices of a first packet, D, _,
and D _, and the first slice of a second packet, D,. Of course,
other arrangements for the PB bits are contemplated as 1llus-
trated by the remaining example cases of the table of FIG. 6C.

The virtual delimiter of FIG. 6B also includes a Q bit 1n
cach of segments 6 and 7. The QQ bits may be set to represent
the priority of the current frame. For example, a setting of 00
could be used to indicate a low prionty payload while a
setting of 01 could be used to indicate a higher priority pay-
load. In the event that the DCS bit 1s set to logical 0, and the
first bit of the second segment header 1s set to indicate that the
frame does not contain a virtual delimiter, the remaining first
bit of the remaining segment headers (segments 2-7) may be
used to contain error check code bits (indicated by Seq[1]-
Seq[6]) that can be used for error checking of the frame
payload data once the frame 1s received at the receivers of the
switch fabric. If the error check code bits do not represent an
expected sequence number, 1.¢. one or more of the bits does
not hold an expected value, an error 1s indicated. Such an error
could result from a misalignment of the segments with respect
to each other, for example, as a result of skew.

Also 1illustrated 1n FIG. 6B, a second bit of the segment
headers for each segment of the frame may be used to detect
transmission errors. This discussion focuses on using a CRC.
However, this 1s not intended to be limiting. Various forms of
error detection can be used. For example, to mimimize cost 1n
terms of logic, a checksum can be used by computing the
checksum and inserting the checksum into the frame. In order
to provide increased effectiveness 1n error detection, a trans-
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mitter can compute a CRC for a frame and 1insert the CRC into
the frame. The CRC can be computed for all information
contained 1n the frame or for only a portion of the information
contained in the frame. In one embodiment, the CRC 1s cal-
culated for 25 of the 26 bytes of a frame. The 26 byte of the
frame 1s used to store the value of the CRC once the CRC 1s
calculated for the other 25 bytes.

When the frame 1s received by a receiver, the recerver can
compute a CRC for the frame and compare the CRC com-
puted by the receiver with the CRC transmitted with the
frame. If the two CRCs do not match, the receiver can pre-
sume that there was an error transmitting the frame and the
receiver can drop the frame or otherwise indicate a transmis-
sion error. Thus, transmission errors on serial links of the
communication channel 305 are detected by transferring a
single CRC bit of a segment header 1n each segment trans-
terred across the communication channel 305. When consid-
ered 1n view of an entire frame, the CRC bits are sometimes
collectively referred to herein as a CRC byte.

In a preferred embodiment, both the CRC byte and the
virtual delimiter are added to certain frames. However, as will
be appreciated by those of ordinary skill in the art upon
viewing the present disclosure, principles of the present
invention may berealized by forming frames with only a CRC
byte or with only the virtual delimiter.

In the second stage 603 of FIG. 6 A, 1n a preferred embodi-
ment, a line card performs concatenations of packet byte
slices and frame header to form the segments of frame 606.
FIG. 7 1s a block diagram illustrating certain but not other
aspects of one embodiment of the line card 320 of FI1G. 4. In
FIG. 7, line card 320 1s illustrated with a CRC generator 702
for generating the CRC and inserting the CRC bits 1nto seg-
ments prior to transferring the segments across links. Also
illustrated 1s a sequence number generator 704 that 1s used to
generate sequence bits that are each placed as the first bitin a
number ol respective segment headers of a frame such that the
respective segment header bits may serve in an error checking,
capacity for the frame.

A virtual delimiter generator 706 1s 1llustrated for generat-
ing packet control information within select frames. The
packet control information includes information such as
packet boundary information that 1s identified by frame
header bits PB[0]-PB[2] as described with relation to FIG.
6B. The virtual delimiter generator 706 also interacts with
packet priority data queues such as low priority queue 708,
medium priority queue 710, and high priority queue 712. In
this manner, the virtual delimiter generator 706 1s able to track
packet priorities and generate delimiters for only the appro-
priately prioritized packets. For example, as illustrated in
FIG. 5, packet 506 1s a low prionty (LP)packet. An LP packet
1s a packet that may have its transmission on the communi-
cation channel 305 interrupted, or stopped, by a higher prior-
ity packet taking over the communication channel 305. For
example, LP packet 506 may be interrupted by high priority
(HP) packet 508 because HP packet 508 has a higher priority
than LP packet 506. In the illustrated embodiment, virtual
delimiter generator 706 will not generate delimiters for pack-
ets from the low or medium prionty queues 708 and 710 1f
packets arrive from the high priority queue 712. Likewise,
virtual delimiter generator 706 will not generate a delimiter
for a packet from the low priority queue 708, but give priority
to packets from either the medium or high priority queues 710
and 712. Of course, line card 320 could be configured to
operate with a greater or lesser number of priority queues.

FI1G. 8 illustrates a flow diagram 800 which shows relevant
operations performed by a line card, such as line card 320 of
FIG. 3, in response to recerving a packet for transmission to
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switching fabric 310, also of FIG. 3. The process of FIG. 8
begins with a start operation 802. Next, process block 804
shows packet bits being recerved at a line card for transmis-
s10n across a communication channel such as the communi-
cation channel 305 of FIG. 3, connected between the line card
320 and the switching fabric 310. In process block 806, a
decision 1s made as to whether a frame can be generated from
the packet bits that have been received at the line card 320. IT
a frame cannot be generated, then the process returns to
process block 804 where more packet bits are received at the
line card 320. Otherwise, as 1llustrated at process block 808,
a generation of a frame header 1s begun. As described above,
a frame header can include a number of different types of bits
such as sequence bits for error checking capabilities, CRC
bits for transmission error detection, and virtual delimiter bits
to 1dentity things such as a packet boundary.

To generate a frame header as indicated at process block
808, decision block 810 first determines whether packet bits
are on a packet boundary. If the packet bits are on a packet
boundary, a virtual delimiter 1s generated at process block 812
that will become part of the frame header. As discussed above,
this virtual delimiter 1s intended to indicate which slices of a
packet are included 1n the frame, e.g., as 1illustrated by the
virtual delimiter of FIGS. 4B and 4C or by the virtual delim-
iters listed in the table of FIG. 6C. FIG. 9 provides a more
detailed description of generating the virtual delimiter
according to the embodiment of FIG. 8.

Whether a virtual delimiter 1s to be generated or not, pro-
cess block 814 of FIG. 8 illustrates generating a CRC for a
frame that 1s to be transmitted across a communication chan-
nel such as the communication channel 305 of FIG. 4A.

Process block 816 shows concatenating a frame header
with segment payloads of a frame. For each segment payload,
the frame header includes a CRC bit and may include a virtual
delimiter bit to form a segment in anticipation of transmitting
a frame across the communication channel. Of course, for
cach link of the communication channel, respective segment
payload bytes from each 64 bit slice of packet payload data
are concatenated with the corresponding header bits. This
concatenation of data bytes with a CRC bit, and possibly with
a virtual delimiter bit, 1s what creates a segment for transmis-
s10n across a link of the communication channel.

Prior to being transmitted by the transmitter across a link of
the channel at process block 820, each segment passes
through a 26-t0-10 gearbox. The gearbox formats the seg-
ment so that a serdes (e.g., serdes 420 of FIG. 4A) can receive
and process the segment. As 1nput, the gearbox accepts a 26
bit wide segment of data. However, many serdes circuits are
configured to accept only 10 bit wide portions of data as input.
So, the 26 bit wide portion of data 1s reformatted 1nto 10 bit
wide portions of data and the 10 bit wide portions of data are
passed to the serdes. The processing performed by the serdes
includes serializing the segment for transmission across a
serial link.

After being processed by the gearbox, process block 818
shows that the segment 1s scrambled by a scrambler (e.g.,
scrambler 410 of FIG. 4A). The operation of the scrambler 1s
discussed in greater detail with reference to F1G. 11. Next, the
process proceeds to process block 820. Process block 820
illustrates that the resulting scrambled segment data then
passes to the serdes, and 1s transferred across the communi-
cation channel to the recerving serdes. At process block 822,
the transmitter determines whether there 1s more data to be
transmitted. If not, the process ends at operation 830. If there
1s more data to be transmitted, the process returns to operation
818. This cycle repeats until all of the frame data awaiting
transmission 1s transmitted.
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FIG. 9, which begins at a start operation 900, 1s a flow
diagram showing more details regarding the virtual delimiter
generation of process block 812 of FIG. 8. Process block 902
illustrates determining the location of packet boundary bits
within the packet that 1s to be transmitted. For example, 11 the

packet slices are the first three slices of a new packet, the PB
bits of the virtual delimiter will be set to 011 as illustrated in
FIG. 4B and as shown 1n case IV of the table of FIG. 6C.
Process block 904 1llustrates selecting the PB bits according
to the location of the slices relative to the packet(s) being
sliced. In one embodiment, this entails dividing 64 bits into 8
bytes, 1.e., one byte per serial link of a communication chan-
nel. The 64 bits could be used to form eight bytes of a frame.
Process block 906 shows determining the setting for other bits
of the virtual delimiter such as the PS bit and QQ bits as
described above. The process of generating a virtual delimiter
ends with an end operation 908.

Each of the three packet boundary bits could appear in
different segment headers of a frame header to form a portion
of the virtual delimiter for a frame. In one embodiment, 1 the
bits of the virtual delimiter were set to 000, then the frame
payload would hold the last 24 bytes of a packet. 11 the bits of
the virtual delimiter were set to 011, then the frame payload
would hold the first 24 bytes of a packet. Other bit settings
could also be used to represent different byte configurations
in a frame such as the last 16 bytes of a first packet and the first
eight bytes of a second packet. Those of ordinary skill in the
art will appreciate the numerous possibilities for the virtual
delimiter when viewing the present disclosure.

FIG. 10, which begins with a start operation 1000, illus-
trates one embodiment for concatenating bits to form a frame
that 1s to be transmitted across a channel. FIG. 10 may be
considered to be an expansion of process block 816 of FI1G. 8.
Process block 1002 of FIG. 10 1llustrates accessing frame
header bits that are to be concatenated with packet payload
bytes that will be used to form a frame payload. The frame
header bits are bits such as the virtual delimaiter bits, CRC bits,
and/or sequence bits that were generated and set as discussed
with relation to FIGS. 8 and 9. Process block 1004 illustrates
concatenating the frame header with the frame payload to
form respective segments of a frame. Of note, the concatena-
tion of a segment could include concatenating segment pay-
load with only a single bit of a frame header such as a segment
CRC bit or segment delimiter bit. The frame 1s then formatted
for transmission across a channel as depicted 1n process block
1006. The process then proceeds to an end operation 1008.
Once a frame 1s formatted for transmission across the chan-
nel, the frame 1s transmitted across the channel as shown in
process block 814 of FIG. 8.

FIG. 11, which begins with a start operation 1100, illus-
trates one embodiment of scrambling the bits of a segment. At
process block 1102, the scrambler obtains an 1nitial value. In
one embodiment, this value 1s a 10 bit number provided by a
pseudorandom number generator (not shown). The scrambler
1s 1nitialized with the 1nitial value, 1.e., the scrambler com-
bines this initial value with the first 1n series of random or
pseudo-random values produced by the scrambler. The
scrambler produces these values according to an algorithm
which defines the scrambler’s operation. In one embodiment,
the scrambler adds the input value with one of the values in
the series produced by the scrambler. In other embodiments
the scrambler may combine mput values with values 1n the
produced sequence using other operations. For example, mul-
tiplication could be used 1nstead of addition. Process block
1104 depicts the scrambler scrambling input to produce a first
10 b1t scrambled output. Atprocess block 1106, the scrambler
exclusive OR’s this output with 10 bits of segment data output
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by the 26-t0-10 gearbox, producing a first 10 bit portion of
scrambled segment data. This scrambled segment data 1s
passed to the serdes for transmission at process block 1108.
At decision block 1110, the scrambler determines whether
there 1s subsequent data to be scrambled. If so, the process
feeds the scrambled output of the scrambler back into the
scrambler (at process block 1112). The process then selects
the next data to be scrambled (at process block 1114) and
returns to process block 1104. At process block 1104, the
scrambler scrambles the mput (which was output from the
scrambler in the previous iteration) to produce a subsequent
10 bit scrambled output. This subsequent scrambled output 1s
then exclusive-OR’ed with the next 10 bits of segment data to
produce scrambled segment data. This subsequent scrambled
segment data passes to the serdes and 1s senialized and trans-
mitted to the receiving serdes. This cycle can repeat as long as
there 1s data to transmit. When no data remains to be
scrambled, the process ends at process block 1116.

FIG. 12 illustrates a flow diagram which shows relevant
operations performed, for example, by a switching fabric,
such as switching fabric 310 of FIG. 3, 1n response to recerv-
ing information from a line card, such as line card 320, also of
FIG. 3. The process of FIG. 12 begins with a start operation
1200. Next, process block 1202 1llustrates recerving data at a
serdes, such as serdes 440 of F1G. 4A. At operation 1204, the
serdes desenalizes the received data. The serdes outputs a
multi-bit parallel portion of data, for example, a 10 bit por-
tion.

After the data 1s deserialized, process block 1206 1llustrates
that the data 1s descrambled. The descrambler operates simi-
lar to the scrambler discussed with reference to FIG. 11 and 1s
discussed in greater detail with reference to FIG. 13. The data
then passes to a 10-to-26 bit gearbox, which reformats the
data to begin generating a 26 bit segment. The receiver deter-
mines 1f there 1s more data needed for the segment at process
block 1208. If so, the process returns to block 1202, where
more data 1s recerved.

Once all data for the segment has been received,
descrambled, and deserialized, process block 1210 illustrates
generating a frame using the received data. The frame gen-
eration process performed by the receiver corresponds to the
process performed by the transmitter prior to transmaission.
That 1s, a frame header and frame payload information are
concatenated to form a 26 bit segment. Typically, 8 segments
are combined to form an encoded 26 byte frame. Once the
receiver has generated the frame, the recewver decodes the
frame, beginming with the header at process block 1212. The
receiver can also perform error checking at process block
1214 to determine 11 the frame was transferred without error.
The error checking can include determiming 1f the frame
contains a CRC. If so, the recerver can compute a CRC for the
frame, extract the CRC 1n the frame, and compare the two
values. The receiver uses an identical algorithm to compute
the CRC to the algorithm used by the transmitter to compute
the CRC embedded 1n the frame. If the values match, the
frame was transmitted without transmaission errors. If the two
values do not match, there was an error and the frame can be
discarded or the error can be otherwise indicated, e.g., by
flagging the frame.

The recerver can also use the frame payload data to form
one or more packets. If the header contains a virtual delimiter,
the recerver determines, based on the values of the virtual
delimaiter bits, whether the frame payload data belongs to one
or more packets and whether the frame payload data includes
the final data of a packet. If the frame includes the final data
of a packet, the receiver generates a packet using the recerved
data at process block 1218. Otherwise, the receiver waits for
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more frames of data belore generating the packet. Once a
packet 1s generated, the packet can be sent on to the packet’s
destination. Process block 1220 illustrates the process end.

FI1G. 13 expands on the descramble operation 1206 of FIG.
12. The process begins with a start operation 1300 and then
proceeds to process block 1302, where the descrambler
obtains a portion of data and an 1nitial value. The data 1s data
that has been received from the line card and deserialized. The
initial value 1s the same 1nitial value used to initialize the
scrambler on the line card. The descrambler 1s 1nitialized
using this initial value 1n the same way as the scrambler was
initialized. Process block 1304 shows that the 1nitial value 1s
input to the descrambler and scrambled, producing a
scrambled output. This output 1s i1dentical to the first
scrambled output produced by the scrambler on the transmat
side, since the scrambler and descrambler are 1nitialized with
the same 1nitial value and both use the same algorithm to
produce 1dentical scrambled values.

At process block 1306, the scrambled output 1s exclusive
OR-ed with the recerved data. This exclusive-OR operation
produces the data that was sent to the scrambler on the line
card, since exlcusive-OR’1ng data twice with the same value
produces the original data. Process block 1308 shows that this
data 1s sent to a 10-to-26 gearbox to be used in generating a
frame. At process block 1310, the scrambler determines
whether there 1s subsequent data to descramble. 11 so, the first
output value of the descrambler 1s fed back into the descram-
bler at process block 1312. Process block 1314 shows select-
ing the next segment data to descramble, and then the process
returns to process block 1304. At process block 1304, the
descrambler produces a subsequent scrambled output, which
can be exclusive OR-ed with the subsequent portion of
received segment data. This cycle can repeat as long as there
1s rece1ved data. When no data remains to be descrambled, the
process ends at process block 1316.

FI1G. 14 1s a block diagram showing an example of relevant
components of a network routing device 1400 appropriate for
implementing embodiments of the present invention in which
the present invention may be used. In this depiction, network
routing device 1400 includes a number of line cards (line
cards 1402(1)-(N)) that are communicatively coupled to a
torwarding engine 1410 and a processor 1420 via a data bus
1430 and a result bus 1440. Line cards 1402(1)-(N) include a
number of port processors 1450(1,1)-(N,N) which are con-
trolled by port processor controllers 1460(1)-(N). It will also
be noted that forwarding engine 1410 and processor 1420 are
not only coupled to one another via data bus 1430 and result
bus 1440, but are also communicatively coupled to one
another by a communications link 1470.

When a packet 1s recerved, the packet 1s 1dentified and
analyzed by a network routing device such as network routing
device 1400 1n the following manner, according to embodi-
ments of the present invention. Upon receipt, a packet (or
some or all of 1ts control information) 1s sent from the one of
port processors 1450(1,1)-(N,N) at which the packet was
received to one or more of those devices coupled to data bus
1430 (e.g., others of port processors 1450(1,1)-(IN,N), for-
warding engine 1410 and/or processor 1420). Handling of the
packet can be determined, for example, by forwarding engine
1410. For example, forwarding engine 1410 may determine
that the packet should be forwarded to one or more of port
processors 1450(1,1)-(N,N). This can be accomplished by
indicating to corresponding one(s) of port processor control-
lers 1460(1)-(N) that the copy of the packet held 1n the given
one(s) of port processors 14350(1,1)-(N,N) should be for-
warded to the appropriate one of port processors 1450(1,1)-
(N,N).
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In the foregoing process, network security information can
be 1included 1n a frame sourced by network routing device
1400 1n a number of ways. For example, forwarding engine
1410 can be used to detect the need for the inclusion of
network security mformation in the packet, and processor
1420 can be called 1nto service to provide the requisite net-
work security information. This network security information
can be 1included 1n the packet during the transier of the pack-
et’s contents from one of port processors 1450(1,1)-(N,N) to
another of port processors 1450(1,1)-(N,N), by processor
1420 providing the requisite information directly, or via for-
warding engine 1410, for example. The assembled packet at
the rece1ving one of port processors 1450(1,1)-(N,N) can thus
be made to contain the requisite network security imforma-
tion.

In addition, or alternatively, once a packet has been 1den-
tified for processing according to the present mvention, for-
warding engine 1410, processor 1420 or the like can be used
to process the packet 1n some manner or add packet security
information, in order to secure the packet. On a node sourcing
such a packet, this processing can include, for example,
encryption of some or all of the packet’s information, the
addition of a digital signature or some other information or
processing capable of securing the packet. On a node receiv-
ing such a processed packet, the corresponding process 1s
performed to recover or validate the packet’s information that
has been thusly protected.

Although the present invention has been described 1n con-
nection with several embodiments, the invention 1s not
intended to be limited to the specific forms set forth herein.
On the contrary, it 1s mtended to cover such alternatives,
modifications, and equivalents as can be reasonably included
within the scope of the invention as defined by the appended
claims.

What 1s claimed 1s:
1. A method comprising;:
receving bits of a data packet;
generating an encoded frame, wherein
the encoded frame comprises a frame payload field and
a frame header field,
the encoded frame comprises the recerved bits,
the encoded frame comprises at least one of an error
check code or a virtual delimiter, and
the encoded frame comprises less than the whole data
packet;
calculating a cyclic redundancy check (CRC) for the
encoded frame;
inserting the CRC 1nto the encoded frame, wherein the
CRC 1s separate from the error check code;
dividing the encoded frame into a plurality of segments,
wherein
cach segment of the plurality of segments comprises
respective frame header information and respective
frame payload information; and
transmitting the plurality of segments over a respective
plurality of serial communication links.
2. The method of claim 1 wherein
the first segment includes one bit of the CRC.
3. The method of claim 1 further comprising;:
generating the virtual delimiter and inserting the virtual
delimiter into the encoded frame before the encoded
frame 1s divided.
4. The method of claim 3, wherein
the first segment includes one bit of the virtual delimater.
5. The method of claim 1 further comprising;:
recoverably scrambling the encoded frame.



US 8,347,199 B2

15

6. The method of claim 1, wherein
the CRC 1s calculated for a portion of the encoded frame
and the portion 1s less than the whole encoded frame.
7. The method of claim 1, further comprising:
receiving a portion of the encoded frame;
descrambling the portion; and
extracting a CRC bit included 1n the portion.
8. An apparatus comprising:
a first circuit configured to generate an encoded frame in
response to recerving bits of a data packet, wherein
the encoded frame comprises a frame payload field and
a frame header field,
the encoded frame comprises the recerved bits,
the encoded frame comprises at least one of an error
check code or a virtual delimiter, and
the encoded frame comprises less than the whole data
packet,
calculate a cyclic redundancy check (CRC) for the encoded
frame,
insert the CRC into the encoded frame, wherein the CRC 1s
separate from the error check code,
divide the encoded frame into a plurality of segments,
wherein
cach segment of the plurality of segments comprises
respective frame header information and respective
frame payload information, and transmit the plurality
ol segments over a respective plurality of serial com-
munication links.
9. The apparatus of claim 8 wherein
the first segment includes one bit of the CRC.
10. The apparatus of claim 8 further comprising:
a second circuit configured to
generate the virtual delimiter, and
insert the virtual delimiter into the encoded frame before
the encoded frame 1s divided.

11. The apparatus of claim 10, wherein
the first segment 1includes one bit of the virtual delimaiter.
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12. The apparatus of claim 8 further comprising;:
a second circuit configured to recoverably scramble the
encoded frame.
13. The apparatus of claim 8, wherein
the CRC 1s calculated for a portion of the encoded frame
and the portion 1s less than the whole encoded frame.
14. The apparatus of claim 8, further comprising:
a second circuit configured to
receive a portion of the encoded frame,
descramble the portion, and
extract a CRC bit included in the portion.
15. An apparatus comprising;:

a first means for
generating an encoded frame 1n response to receiving

bits of a data packet, wherein
the encoded frame comprises a frame payload field
and a frame header field,
the encoded frame comprises the recerved bits,
the encoded frame comprises at least one of an error
check code or a virtual delimiter, and
the encoded frame comprises less than the whole data
packet,
calculating a cyclic redundancy check (CRC) for the
encoded frame, and
inserting the CRC into the encoded frame, wherein the
CRC 1s separate from the error check code,
dividing the encoded frame 1nto a plurality of segments,
wherein
cach segment of the plurality of segments comprises
respective frame header information and respective
frame payload information, and
transmitting the plurality of segments over a respective
plurality of serial communication links.
16. The apparatus of claim 135, further comprising:
a second means for
receiving a portion of the encoded frame,
descrambling the portion, and
extracting a CRC bit included 1n the portion.
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