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EMBEDDING OF MPLS LABELS IN IP
ADDRESS FIELDS

BACKGROUND

In an increasingly networked world, more and more traific,
such as data, voice, and video, 1s transmitted over public and
proprietary networks. When routing tratfic through the net-
work, 1t 1s desirable to be able to assign different types of
traffic different priorities as the traffic traverses the network.
Some applications require stringent limits on end-to-end trai-
fic delay while other applications require minimal bandwidth
guarantees.

One technique for transmitting data through a network 1s
multiprotocol label switching (MPLS). In an MPLS network,
data packets are assigned labels. Packet-forwarding decisions
may be made solely on the contents of the labels, without the
need to examine the packet itself. With this technique, end-
to-end circuits can be created over the network using a num-
ber of types of transport media or protocols.

In general, MPLS functions by prefixing packets with a
32-bit MPLS header. These MPLS-labeled packets are
switched at network devices after a “label lookup” that
defines the next destination hop for the MPLS-packet based

on the label. One disadvantage of MPLS, however, 1s that the
MPLS labels add additional bandwidth overhead to network

communications.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a diagram of an exemplary environment in which
concepts described herein may be implemented;

FI1G. 2 1s a diagram illustrating exemplary components of a
network device;

FIGS. 3A-3D are diagrams 1llustrating formats of MPLS
packets;

FIG. 4 1s a diagram 1llustrating exemplary the functional
components 1n a network device;

FIG. 5 1s a diagram 1illustrating an exemplary process for
embedding and extracting MPLS labels in source or destina-
tion address fields of an IPv6 packet; and

FIG. 6 1s a diagram of a table 1llustrating exemplary inser-
tion rules that may be defined for MPLS labels.

DETAILED DESCRIPTION

The following detailed description refers to the accompa-
nying drawings. The same reference numbers 1 different
drawings may 1dentily the same or similar elements. Also, the
tollowing detailed description does not limait the invention.

The term “packet,” as used herein, may refer to a packet, a
datagram, a frame, or a cell; a fragment of a packet, a frag-
ment of a datagram, a fragment of a frame, a fragment of a
cell; or another type, arrangement, or packaging of data.

Implementations described herein may include systems
and/or methods that provide for the use of MPLS with IPv6
(Internet Protocol version 6) using a technique that can reduce
the overhead bandwidth over the label-switched paths. More
particularly, the MPLS label for a packet may be embedded in
either the source or destination IPv6 address field of the
packet. Edge devices on the MPLS network, such as label
edge routers (LERs) or other network devices, may coordi-
nate with one another to store the MPLS label 1n the IPv6
addresses 1n such a way so that IPv6 address information 1s
not lost.

FIG. 1 1s a diagram of an exemplary environment 100 in
which concepts described herein may be implemented. Envi-
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2

ronment 100 may include multiple entities, such as one or
more servers 120 and one or more clients 125. Servers 120
may include one or more computing devices designed to
provide information to or otherwise interact with clients 125.
Similarly, clients 125 may each include one or more comput-
ing devices designed to interact with and obtain content from
servers 120 or with other clients 125.

Servers 120 and clients 125 and may commumnicate via a
network 140. Network 140 may include a wide area network
(WAN), such as the Internet, a private WAN, or a combination
of the Internet and a private WAN, that 1s used to transport
data to servers 120 and clients 125.

Network 140 may include a number of network devices,
such as edge routers 130-1 and 130-2, and core routers 135-1
and 135-2. Edge routers 130 may generally function to con-
nect devices, such as clients 125 or servers 120 to network
140. Core routers 135 may function to transmit data between
other routers within network 140. In addition to simply rout-
ing data, edge routers 130 and core routers 135 may support
other “value added” functions, such as quality of service
(QoS) features and specialized security functions, such as
IPsec (IP security) encryption.

Edge routers 130 may particularly be label edge routers
(LERs) that can implement edges (i.e., mngress and egress
points) for MPLS links, called label switched paths (LLSPs).
Edge routers 130 may push and pop MPLS labels from
incoming and outgoing packets to begin and terminate each
LSP. One LSP, LSP 145, 1s particularly shown 1n FIG. 1. As
shown, LSP 145 may include edge router 130-1, core router
135-1, and edge router 130-2. Incoming (ingress) packets
may be recerved at edge router 130-1, which may pre-append
(push) an MPLS label onto the packet. The packet may then
be switched through network 140 based on the label. Edge
router 130-2 may act as the egress point for LSP 145, Edge
router 130-2 may remove (pop) the MPLS label from the
packet before forwarding the packet to client 125 or server
120.

Although, FIG. 1 illustrates exemplary components of
environment 100, 1n other implementations, environment 100
may include additional, fewer, different, or differently
arranged components than those illustrated 1n FIG. 1 and
described herein. For example, although described in the
context of edge routers 130 and core routers 135, it should be
understood that in other implementations, other network
devices may be included 1n environment 100. Other network
devices may include, for example, a gateway, a switch, a
firewall, a network interface card (NIC), a hub, a bridge, a
proxy server, or an optical add-drop multiplexer (OADM).

FIG. 2 1s a diagram 1llustrating exemplary components of a

network device 200. Network device 200 may correspond to,
for example, one or more of edge routers 130 or core routers
135. As illustrated 1n FIG. 2, network device 200 may include
an 1nternal switch fabric 205, a routing engine (RE) 210, and
packet forwarding engines (PFEs) 215-1 through 215-M (col-
lectively referred to as PFEs 215). Network device 200 may
receive data from physical links, process the data to determine
destination information, and transmit the data out on a link 1n
accordance with the destination information.
RE 210 may perform high level management functions for
network device 200. For example, RE 210 may communicate
with other networks and systems connected to network device
200 to exchange information regarding network topology. RE
210 may create routing tables based on the network topology
information and forward the routing tables to PEFEs 215. PFEs
215 may use the routing tables to perform route lookup for
incoming data. RE 210 may also perform other general con-
trol and monitoring functions for network device 200.
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PFEs 215 may each connect to each other via switch fabric
205. Switch fabric 205 may provide internal links between
different PFEs 215. In general, PFEs 215 may receive data on
ports connecting physical links that lead to network 140. Each
physical link could be one of many types of transport media,
such as optical fiber or Ethernet cable. The data on the physi-
cal link may be formatted according to one of several proto-
cols, such as the synchronous optical network (SONET) stan-
dard. PFEs 215 may process the recerved data, determine the
correct output port for the data, and transmait the data on the
physical link corresponding to the determined output port.

Although network device 200 1s described above as corre-
sponding to an edge router 130 or core router 135, 1n other
implementations, network device 200 may generally be
implemented as a router or switch that performs other func-
tions 1n network 140. Network device 200 may also poten-
tially be implemented as a device installed locally at a loca-
tion of client 125 or server 120.

Packets traversing a network, such as network 140, may be
assigned to various priority classes and then allocated band-
width differently based on the priority classes. For IP packets,
the IP header portion of the packet may be set to indicate the
priority level of the packet. Network device 200 may analyze
the IP header portion of the packet to determine the priority
for a packet. For example, the header of a packet may contain
a Type of Service (TOS) field that includes bits that may be
based on the prionty level of the packet. MPLS switching,
decisions may also be based on the IP header portion of the
packet.

Although FIG. 2 illustrates exemplary components of net-
work device 200, 1n other implementations, network device
200 may include additional, fewer, different, or differently
arranged components than those illustrated in FIG. 2 and
described herein. Additionally, or alternatively, one or more
operations described as being performed by a particular com-
ponent of network device 200 may be performed by one or
more other components, in addition to or instead of the par-
ticular component.

FIG. 3A 1s a diagram 1illustrating the format of an MPLS
packet 300 as conventionally implemented. MPLS packet

300 may include the onginal packet 310, which may be an
IPv6 packet, pre-appended with MPLS label 340. MPLS

label 340 may be a 32-bit field that includes a 20-bit label
value field, a 3-bit traffic class field, 1-bit bottom of stack flag,
live (TTL) field.

and an 8-bit time-to-.

Packet 310 may include the IPv6 packet as recerved at the
ingress edge router 130. Packet 310 may generally include a
header portion 320 and a payload portion 330. Header portion
320 may include control information used to deliver the pay-
load data to 1ts final destination. Header portion 320 may
particularly include initial fields 322, which may be a 64-bit
value that includes version field, a traffic class field, a flow
label field, a payload length field, a next header field, and a
hop limit field. Source address field 324 and destination
address field 326 may include 128-bit destination addresses.
A 128-bit field can theoretically define 2'%® (i.e., 340 trillion
trillion trillion) unique addresses. Payload 330 may include
the payload for the packet. Payload 330 may be a variable
length field.

Consistent with aspects described herein, a packet that
includes an MPLS label 340 may be constructed so that the
MPLS label 340 1s embedded within source address 324,
destination address 326, or both. Accordmgly,, the size of the
packet can be reduced, potentially improving the useful band-
width of network 140.

FIGS. 3B-3C are diagrams illustrating an exemplary
MPLS packet formatted consistently with aspects described
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4

herein. As shown in FIG. 3B, a packet 350 includes header
360 1n which MPLS label 340 1s embedded 1n the source
address field 324. Alternatively, as shown 1 FI1G. 3C, packet
350 includes header 360 1n which MPLS label 340 1s embed-
ded 1n destination address field 326. In FIG. 3D, packet 350
includes header 360 1n which MPLS label 340 1s placed 1n
both the source and destination address fields 324 and 326.
For example, MPLS label 340 may be equally split in which
16 bits are stored 1n the source address field and 16 bits are
stored 1n the destination address field.

FIG. 4 1s a diagram 1illustrating exemplary functional com-
ponents of a network device. In practice, the elements shown

in FIG. 4 may be implemented 1n, for example, each of PFEs
215 and RE 210 of anetwork device 200 acting as a LER. The
functional components illustrated 1n FIG. 4 may be imple-
mented by hardware (e.g., one or more processors or other
processing logic, and one or more memories) or a combina-
tion of hardware and software 1n network device 200.

As shown 1n FIG. 4, network device 200 may include an
MPLS loading component 410, a label embedding compo-
nent 420, a label extractor component 430, an MPLS label
interface component 440, and MPLS label event log 450.

MPLS loading component 410 may recetve or load new
MPLS labels that are to be used 1n a network, such as network
410. A network administrator may, for example, setup MPLS
label switched paths (LSPs) in network 410 for a variety of
purposes, such as to create network-based IP Virtual Private
Networks or to route tratfic along specified paths through
network 410. Labels may be distributed in network 410 to
edge routers 130 and core routers 135 using a protocol such as
the Label Distribution Protocol (LDP). For example, MPLS
loading component 410 of an edge router 130 may exchange
label and reachability information with other edge routers
130 using LDP in order to build a complete picture of network
410. Labels received or loaded by MPLS loading component
410 may be forwarded to label embedding component 420
and MPLS label extractor component 430, as illustrated by
dashed control lines 415.

Label embedding component 420 may identily packets as
being ingress packets for a LSP and may insert appropriate
labels, such as MPLS labels received from MPLS loading
component 410, into the packets. Label embedding compo-
nent 420 may append the MPLS label to packets as part of the
packet’s IP source or destination address. Label embedding
component 420 may output packet headers, including embed-
ded MPLS labels, to MPLS label interface component 440, as
illustrated by control lines 425.

Label extractor component 430 may parse the source and
destination addresses 1n recerved packets and may remove
previously mnserted MPLS labels from the source or destina-
tion address. MPLS label extractor component 430 may
“repair” the source or destination address used to hold the
MPLS label so that the source and destination addresses
match the original address for the packet (i.e., the address that
would be included 1n the source/destination address fields 1t
the MPLS label had been pre-pended to the packet instead of
inserted 1nto the source/destination address fields). Label
extractor component 430 may output packets or packet head-
ers with “repaired” source or destination address fields to
MPLS label interface component 440, as illustrated by con-
trol lines 425.

MPLS label interface component 440 may provide an
interface for the packets received from label embedding com-
ponent 420 or label extractor component 430. MPLS label
interface component 440 may represent, for example, a port
or other output link for a network device. Alternatively,




US 8,345,700 B2

S

MPLS label interface component 440 may represent an inter-
face for a next processing section within a network device
200.

MPLS label event log 450 may include one or more com-
puter-readable media in which events at MPLS loading com-
ponent 410, label embedding component 420, label extractor
component 430, and/or MPLS label interface component 440
may be logged. The logged events may be viewed and ana-
lyzed by network administrators or the network device.
MPLS label event log 450 may be used, for example, to
implement troubleshooting oI network device 200 or for other
reasons in which a record of the activities of network device
200 may be needed. A computer-readable medium may be
defined as a physical or logical memory device. A logical
memory device may include memory space within a single
physical memory device or spread across multiple physical
memory devices.

Although FIG. 4 shows exemplary functional components
of network device 200, 1n other implementations, network
device 200 may contain fewer, different, differently arranged,
or additional functional components than depicted 1n FIG. 4.
Additionally, or alternatively, one or more functional compo-
nents of network device 200 may perform one or more other
tasks described as being performed by one or more other
functional components of network device 200.

FIG. 5 1s a diagram 1llustrating an exemplary process 500
for embedding and extracting MPLS labels 1n source or des-
tination address fields of an IPv6 packet. Process 500 may be
performed by one or more components of network device
200. For example, port MPLS loading component 410, label
embedding component 420, label extractor component 430,
and MPLS label interface component 440 may collectively
implement process 500.

Process 500 may begin by loading or retrieving MPLS
labels and 1nsertion rules (block 510). The labels may include
the MPLS labels that are to be used to 1dentity each LSP in
network 410. As previously mentioned, a network adminis-
trator may, for example, set up MPLS label switched paths
(LSPs) in network 410 to create network-based IP Virtual
Private Networks or to route traific along specified paths
through network 410. Labels may be distributed 1n network
410 to edge routers 130 and core routers 135 using a protocol
such as the LDP. MPLS loading component 410 may, for
example, present an interface, such as a command line inter-
face, to administrators, through which the administrators can
configure the desired MPLS labels and LSPs in network 410.
MPLS loading component 410 may also implement MPLS
discovery protocols, such as LDP.

The insertion rules loaded or retrieved 1n block 510 may
relate to rules or protocols that define how MPLS labels will
be 1nserted and extracted from the destination or source IPv6
address fields. In one implementation, the insertion rules may
be manually configured by a network administrator. The net-
work administrator may configure the insertion rules at each
edge router 130 that may modify the MPLS labels or, 1n some
implementations, different edge routers 130 may automati-
cally distribute the isertion rules to other edge routers using
a network discovery protocol. In other possible implementa-
tions, edge routers 130 may automatically agree on the nser-
tion rules based on the status of network 140 or the insertion
rules may be pre-programmed 1nto each edge router 130 that
acts as a LER. In general, the insertion rules at each edge
router 130 should be consistent with one another.

The insertion rules may define the location at which the
MPLS labels are inserted into the source and destination
address fields, the encoding of the mserted MPLS labels (1f

any ), and the encoding of the source and destination address
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fields (if any). The insertion rules may also define, for
example, which labels are to be processed by embedding and
extracting the labels 1n source or destination address fields.
Other labels may be conventionally processed, 1.e., by pre-
pending the label to the IPv6 packet.

FIG. 6 1s a diagram of a table 600, such as a table stored 1n
computer-readable media of network devices 200, illustrating
exemplary insertion rules that may be defined for MPLS
labels. Each row of table 600 may correspond to an 1nsertion
rule that may be used by network devices 200. Each row
includes a rule label field 605, a relevant labels field 610, an
msertion location field 615, a source/destination field 620,
and a compression field 625.

Rule label field 605 may store a key or label used to identity
the rule. In FIG. 6, increasing numeric labels (1, 2, 3) are
illustrated. Other labels could alternatively be used.

Relevant labels field 610 may define the particular MPLS
labels to which the rule applies. For example, rule 1 1s relevant
to “ALL” labels, indicating that, when this rule 1s enabled, all
MPLS labels recelved by network device 200 are to be pro-
cessed based on this rule. Rule 2 includes a list of MPLS

labels to which the rule applies. This may indicate that when
this rule 1s enabled, only MPLS labels that match the labels in
relevant labels field 610 will be processed according to this
rule. Other MPLS labels may be processed according to other
rules or based on conventional MPLS label processing.

Insertion location field 615 may indicate the location
within the IPv6 address or source field that the MPLS label 1s
to embedded. This field may be defined with, for example, a
bit position value. Rule 1, for example, indicates that the
MPLS field 1s to be inserted at bit zero while rule 2 indicates
that the MPLS field 1s to be inserted at bit 97. Rule 3 indicates
that the msertion location 1s variable (VAR). This may mean
that the insertion location may change based on the packet or
based on other information, such as the network state. The
particular location to use may be defined based on a deter-
ministic technique, labeled as “|DEFINITION]” 1n FIG. 6.
This may indicate that the particular techmique to use may be
defined or referenced 1n field 615. As one example of such a
deterministic technique, consider an insertion procedure in
which the MPLS label may be inserted at either bit zero or bit
96 of an IPv6 address field. Network device 200 may deter-
mine which of these locations the MPLS label 1s actually
inserted at by, for example, examining each of the possible
positions and determining whether a valid label 1s included in
the possible positions.

Source/destination field 620 may indicate whether the
MPLS label 1s inserted in the source address field or the
destination address field. Rule 1, for instance, indicates that
the MPLS label 1s to be mserted 1n the source field and rule 2
indicates that the MPLS label is to be inserted in the destina-
tion field. In some implementations, the MPLS label may be
inserted 1n either the source address field or the destination
address field, as indicated by rule 3 (VAR). This may mean
that the insertion field may change based on the packet or
based on other information, such as the network state. The
particular location to use may be defined based on a deter-
ministic technique, labeled as “[DEFINITION]” i FIG. 6.
For example, the MPLS label may be mnserted into a first of
the source or destination address fields (e.g., the source field)
when 1nserting a label into a packet that 1s to traverse a LSP in
one direction and the MPLS label may be inserted 1nto the
other of the source or destination address fields (e.g., the
destination field) when 1nserting a label into a packet that 1s to
traverse the LSP in the other direction. In this manner,
whether the MPLS label 1s 1n the source or destination address
fields can be used to learn, by network devices, the “direc-
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tion” that the packet 1s traveling relative to LSP. As another
example of the particular location at which an MPLS label 1s
inserted, 1t network device 200 1nserts the MPLS label 1nto
the source IP address, network device 200 may fhip the first bit
located either to the left most or the right most of the inserted

MPLS label. The first bit may be used to tlag whether the label
1s 1nserted in the source IP address or the destination IP
address.

Compression field 625 may indicate any additional pro-
cessing that may be performed on the MPLS label and/or the
source/destination address field 1in order to ensure address
information 1s not overwritten in the source/destination fields.
In some situations, compression field 625 may indicate addi-
tional processing 1s not necessary, such as in rule two and
three. This situation may correspond to one 1n which the
network configuration 1s known and it can be determined
ahead of time that additional processing 1s not required. For
example, for rule two, assume that the network administrator
knows each of the possible source or destination IP packet

addresses that may be placed 1n a LSP using the relevant
labels for rule 2. Further, assume that none of these IP
addresses uses bits 97-128 of the source address field (or all of
the IP addresses have the same value for this field). In this
situation, the MPLS label may be safely inserted at this loca-
tion and no additional “compression” processing may be
necessary. In other situations, additional processing may be
necessary to ensure address information i1s not lost. For
example, for rule label 1, compression field 625 1s indicated
as “YES”, indicating that some compression may be neces-
sary. In this case, field 625 may include additional informa-
tion describing (or linking to) a specification of the compres-
s10n technique.

Referring back to FIG. 3, the ingress and egress labels may
be sorted (block 520). The labels may be sorted to allow for
elficient processing of the labels by network device 200.

Packets may be received by network device 200. When
there 1s a new packet to process, (block 330—YES), it may be
determined whether the new packet 1s an ingress packet or an
egress packet (block 540). An 1ngress packet may include a
packet that 1s being placed into a LSP by network device 200.
A packet may be determined to be a LSP 1ngress packet based
on, for example, ficlds in header 320 of the packet. For
example, packets destined for certain destination addresses or
packets belonging to certain traflic flows may correspond to
packets that are to be placed 1into a LSP, such as LSP 145. An
egress packet may include a packet that was recerved by the
network device over a LSP and 1s to be removed from the LSP
by network device 200. Egress processing of a packet may
generally include removing the MPLS label from the packet
and forwarding the packet to 1ts next network hop based on,
for example, a lookup of the destination IP address in an IP
table.

When the recerved packet 1s an ingress packet (block
540—YES), an MPLS label may be retrieved (block 550).
For example, label embedding component 420 may retrieve
the MPLS label appropriate for the packet and may process
the packet to add anew MPLS label to the packet, enabling the
packet to i1ngress to a next LSP. The MPLS label may be
retrieved from the MPLS labels sorted 1n block 520. More
particularly, label embedding component 420 may, for
instance, determine the forward equivalence class (FEC) the
packet should be 1n, which may determine the MPLS label(s)
approprate for the packet.

The label determined in block 550 may next be mserted
into the packet (block 560). The label may be inserted into the
source or destination IP address field of the packet based on
the 1nsertion rules that apply to the packet and/or the label
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(block 560). For example, assume that for a particular ingress
packet, “rule 2 1n table 600 1s determined to apply to the
MPLS label. In this case, the MPLS label may be embedded
within the packet at bits 97-128 of destination IP address field
326.

The packet, including the embedded MPLS label, may next
be output to MPLS label interface component 440 (block
570). MPLS label interface component 440 may serve as an
interface for the next stage for processing of the packet within
network device 200. For instance, MPLS label interface com-
ponent 440 may handle forwarding of the packet to the output
port of the network device corresponding to the embedded
MPLS label. Alternatively, MPLS label interface component
440 may forward the packet to a next processing stage in
network device 200. Although the “packet” was discussed
above as being processed by label embedding component 420
and MPLS label interface component 440, these components
may, 1n some 1implementations, operate on packet header or a
portion of the packet header, where the payload and the
packet header may be reunited at a later stage 1n network
device 200 before transmission of the packet.

Referring back to block 540, when the recerved packet is an
egress packet (block 540—NO), the MPLS label may be
removed from the source and/or destination IP address field
(block 380). For example, label extractor component 430 may
remove the label according to the insertion rules so that the
source/destination IP address 1s restored to 1ts original value.
For example, for certain insertion rules, the replaced portion
ol the source and/or destination portion of the IP address may
be a section of the address 1n which all the packets 1n the LSP
have the same value for this section of the address. In this
situation, label extractor component 430 may substitute the
value 1nto the address and the substitution to perform may be
specified 1n, for example, compression field 625 for the inser-
tion rule. Alternatively, 1n some implementations, the net-
work administrator may determine that the section of IP
address used for the MPLS may not be needed to deliver the
packet to 1ts end-destination, and accordingly, the MPLS
label may be left 1n the IP address.

The packet may next be output to MPLS label interface
component 440 (block 590). MPLS label mterface compo-
nent 440 may serve as an interface for the next stage for
processing ol the packet within network device 200. For
instance, MPLS label interface component 440 may handle
forwarding of the packet to the output port of the network
device corresponding the embedded MPLS label. Alterna-
tively, MPLS label interface component 440 may forward the
packet to a next processing stage 1n network device 200.
Although the “packet” was discussed above as being pro-
cessed by label extractor component 430 and MPLS label
interface component 440, these components may, 1n some
implementations, operate on packet header or a portion of the
packet header, where the payload and the packet header may
be reunited at a later stage in network device 200 before
transmission of the packet.

The description described above with respect to FIG. 5
may be applicable to LERSs, such as edge routers 1301-1 and
130-2, 1n an MPLS network. Intermediate network devices,
such as core routers 135, may process the received packets by
examining the source IP address and destination IP address to
determine 1f a MPLS label 1s present 1n the source IP address
or destination IP address and forward the packets to an output
port based on the labels, 11 any. Other techmques through
which a core router 135 may determine that a particular
packet 1s an MPLS packet may be used. For example, instead
of pre-pending a “full” 32-bit MPLS label to a packet, the
LERs may append a shorter MPLS field to a packet. The
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shorter MPLS field may be, for example, a flag that indicates
whether (and potentially where) an MPLS label 1s embedded
in the packet address fields.

The foregoing description provides illustration and
description, but 1s not intended to be exhaustive or to limit the
invention to the precise form disclosed. Modifications and
variations are possible 1n light of the above teachings or may
be acquired from practice of the invention.

While a series of blocks has been described with regard to
FIG. 5, the order of the blocks may be modified 1n other
embodiments. Further, non-dependent blocks may be per-
formed 1n parallel.

It will be apparent that embodiments, as described herein,
may be implemented 1n many different forms of soiftware,
firmware, and hardware 1n the embodiments 1llustrated 1n the
figures. The actual software code or specialized control hard-
ware used to implement embodiments described herein 1s not
limiting of the invention. Thus, the operation and behavior of
the embodiments were described without reference to the
specific software code—it being understood that software
and control hardware may be designed to implement the
embodiments based on the description herein.

Further, certain portions, described above, may be imple-
mented as a component that performs one or more functions.
A component, as used herein, may include hardware, such as
a processor, ASIC, or FPGA, or a combination of hardware
and software (e.g., a processor executing soitware).

No element, act, or instruction used 1n the present applica-
tion should be construed as critical or essential unless explic-
itly described as such. Also, as used herein, the article “a” 1s
intended to include one or more 1tems. Where only one 1tem
1s intended, the term “one” or similar language 1s used. Fur-
ther, the phrase “based on” 1s intended to mean “based, at least

in part, on”” unless explicitly stated otherwise.

What 1s claimed 1s:
1. A method, comprising;:
receiving, by a network device, a packet;
determining, by the network device, whether the packet 1s
an ingress packet or an egress packet for a multiprotocol
label switching (MPLS) label-switched path (LSP);

determining, by the network device, a first MPLS label for
the packet when the packet 1s the ingress packet;

inserting, by the network device and when the packet 1s the
ingress packet, a first portion of the first MPLS label into
a source internet protocol (IP) address field of a header
of the packet and a second portion of the first MPLS
label mto a destination IP address field of the header of
the packet;

removing, by the network device and when the packet1s the

egress packet, a second MPLS label from one or more of:
the source IP address field, or
the destination IP address field; and

outputting the packet.

2. The method of claim 1, where 1nserting the first portion
of the first MPLS label into the source IP address field
includes:

moditying a particular bit to indicate that the first portion of

the first MPLS label 1s imnserted into the source IP address
f1ield.

3. The method of claim 1, where the packet 1s an Internet
Protocol version 6 (IPv6) packet, the method further compris-
ng:

identifying a section of the source IP address field that 1s

common to packets transmitted via the LSP; and
where inserting the first portion of the first MPLS label
includes:
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replacing the section of the source IP address field with
the first portion of the first MPLS label.

4. The method of claim 1, where the network device deter-
mines the first MPLS label for the packet based on a forward
equivalency class (FEC) of the packet.

5. The method of claim 1, further comprising:

identifying, based on the first MPLS label, one or more

rules that define how MPLS labels are to be included 1n
packet headers.

6. The method of claim 5, where the one or more rules
include one or more of:

one or more rules that define MPLS labels which are to be

inserted 1n to the source IP address field or the destina-
tion IP address field,
one or more rules that define a location 1n the source IP
address field or a location 1n the destination IP address
field at which the MPLS labels are to be inserted, or

one or more rules that determine which of the source 1P
address field or the destination IP address field the
MPLS labels are to be inserted 1n.

7. The method of claim 5, further comprising:

transmitting the one or more rules using a network discov-

ery protocol to distribute the one or more rules to other
network devices associated with the LSP.

8. The method of claim 1, where the network device 1s a

label edge router (LER).

9. A network device comprising:
one or more processors to:
receive and store multiprotocol label switching (MPLS)
labels that are to be used to create MPLS label
switched paths (LSPs) in a network,
when a packetreceived by the network device 1s a packet
that 1s to 1ngress into a first MPLS LSP, insert a first
portion of a first MPLS label, of the MPLS labels, 1n
a portion of a source iternet protocol (IP) address
field of the packet and a second portion of the first
MPLS label 1n a portion of a destination IP address
field of the packet, and
when the packet recerved by the network device is a
packet that egresses from a second MPLS LSP,

remove one or more MPLS labels from one or more
of:

the source IP address field of the packet, or

the destination IP address field of the packet.

10. The network device of claim 9, where the first MPLS
label 1s determined based on a forward equivalency class
(FEC) of the packet.

11. The network device of claim 9, where the packet 1s an
Protocol version 6 (IPv6) packet.

12. The network device of claim 9, where the one or more
processors are further to:

identify one or more insertion rules based on the first

MPLS label, the one or more insertion rules defining,
how MPL.S labels are to be inserted into the one or more
of the source IP address field or the destination IP
address field.

13. The network device of claim 12, where the one or more
isertion rules include:

one or more rules that define MPLS labels which are to be

inserted 1n to the source IP address field,

one or more rules that define MPLS labels which are to be

inserted 1n to the destination IP address field, or

one or more rules that define a location 1n the source IP
address field or the destination IP address field at which
the MPLS labels are to be inserted.
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14. The network device of claim 9, where the network
device includes a switch or a router.

15. A method, comprising:

receiving, by a network device, a packet;

determining, by the network device, whether the packet 1s
egressing from a multiprotocol label switching (MPLS)
label-switched path (LSP);

removing, by the network device and when the packet 1s
determined to be egressing from the MPLS LSP, a first
portion of an MPLS label that was inserted into a portion
of a source internet protocol (IP) address field of a
header of the packet and a second portion of the MPLS
label that was mserted 1nto a portion of a destination IP
address field of the header of the packet; and

outputting, by the network device, the packet based on
removing first portion of the MPLS label and the second
portion of the MPLS label.

16. The method of claim 15, where the packet 1s an Internet

Protocol version 6 (IPv6) packet.

17. The method of claim 15, turther comprising;:

determining to remove the first portion of the MPLS label
from the source IP address field based on a plurality of
rules that define how MPLS labels are to be removed

from the source IP address field or the destination IP
address field.
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18. The method of claim 17, where the plurality of rules
include one or more rules defining;:

a location 1n the source IP address field or a location 1n the

destination IP address field from which the MPLS label
1s t0 be removed.

19. A network device comprising;:
a memory to store a plurality of mstructions; and
a processor to execute mstructions 1n the memory to:

receive a packet;

determine whether the packet 1s an ingress packet for a
multiprotocol label switching (MPLS) label-switched
path (LSP) or an egress packet for the MPLS LSP;

determine a first MPLS label for the packet when the
packet 1s an 1ngress packet;

insert, when the packet 1s the ingress packet, a first
portion of the first MPLS label 1n a portion of a source
internet protocol (IP) address field of the packet and a
second portion of the first MPLS label 1n a portion of
a destination IP address field of the packet;

remove, when the packet 1s the egress packet, a second
MPLS label from one or more of:

the portion of the source IP address field, or

the portion of the destination IP address field; and

output the packet.
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