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1
METHOD FOR MEMORY INTEGRITY

FIELD

This invention relates to the field of networked accesses >
between computing systems and, 1n particular, to ensuring,
memory integrity in remote computing systems.

BACKGROUND
10

Computer systems have quickly become the center of
numerous operations performed in households throughout
the world. Previously, a computer was used only for comput-
ing operations; however, uses for computers have progressed
from this simple model into an electronics hub. A few
examples of this progression include using a computer as a
media center, a TV, a stereo, a picture repository, a data center,
and a server for personal, informational, and commercial
applications. As a result, computers as well as the networks ,,
they are connected to have grown immensely. For example,
the internet has become one of the most prolific resources for
information and retail.

However, as the internet and networks within companies
continue to increase, the computing resources required to 25
operate at high speeds have also drastically increased. Previ-
ously a single server or small data center was able to serve the
general public. Yet, websites and networks have become so
popular and frequently hit, that data-centers have become
much more complex. Often a data-center includes a back-end Y
with single or multiple index servers that maintain a central
repository of information/data, as well as a front-end that
interfaces with outside clients requesting the data. Conse-
quently, to meet the demand on storage capacity and access
times, many networks employ the usage of server racks,
which have any number of servers networked together, or a
large grouping of servers.

Typically, there 1s a central authority server or other central
server that recognizes new servers or racks. To ensure the ,,
integrity of a new machine, the memory of the new machine
1s often tested by downloading a servicing agent to perform a
local memory test. This local test creates two potential prob-
lems: (1) a machine that i1s not healthy may not have the
capacity to adequately and accurately perform a seli-check; 45
and (2) there 1s often a large overhead 1n repeating the seli-
check for each new machine that 1s not easily automated.

Additionally, networked machines are typically limited to
communicating with each other through traditional memory
accesses, which impose a large load on a machine’s processor 50
and memory, as memory accesses must be arbitrated through
an operating system’s kernel and application space. This pro-
cess of mediating a remote access 1s typically used to ensure
trust and reliability, but costs valuable processor execution
time and memory space. 55

15

35

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example and
not intended to be limited by the figures of the accompanying 60
drawings.

FIG. 1 1llustrates an embodiment of two computing sys-
tems coupled through a network including memory integrity
modules.

FI1G. 2 illustrates another embodiment of two computing 65
systems coupled through a network including memory integ-
rity modules.

2

FIG. 3 illustrates an embodiment of a flow diagram for
performing a remote direct memory access (RDMA) function
on a networked computing system.

DETAILED DESCRIPTION

In the following description, numerous specific details are
set forth such as examples of specific network interface
devices, controllers, remote direct memory access (RDMA)
components, etc. in order to provide a thorough understand-
ing of the present invention. It will be apparent, however, to
one skilled 1n the art that these specific details need not be
employed to practice the present invention. In other instances,
well known components or methods, such as specific network
implementation, server configuration, manufacturing tech-
niques, as well as program code, have not been described 1n
detail 1n order to avoid unnecessarily obscuring the present
invention.

The method and apparatus described herein are for per-
forming a memory 1ntegrity function on a remote/networked
computing system, such as a client server, which 1s specifi-
cally discussed 1n reference to servers networked together.
However, the methods and apparatus for managing are not so
limited, as they may be implemented on or 1n association with
any network or plurality of integrated circuit devices, such as
a home network with a notebook and a desktop machine or a
wireless network between a desktop machine and a personal
digital assistant (PDA).

Computing Systems

Referring to FIG. 1, two networked computing systems
including memory mtegrity modules are 1llustrated. Comput-
ing system 105 1s connected/coupled to networked comput-
ing system 155 through network 150. Network 150 1s dis-
cussed 1n more detail below in the network section. A
computing system includes any machine operable to execute
code/instructions or operate on data, as well as capable to be
networked to another machine. Specific examples of comput-
ing system 105 include a computer, a server, a central author-
ity server, a networked client server, a rack server, a desktop
computer, a notebook computer, a personal digital assistant
(PDA), a cell-phone, and an embedded system.

In one embodiment, computing system 105 1s a central
authority server to manage other computing systems coupled
to network 1350, such as networked computing system 155.
Here, computing system 105 includes a plurality of proces-
sors, such as processor 110 and 115. Processors 110 and 115
may be physical processors, logical processors, as well as
physical processors including multiple logical processors,
such as a multi-threaded multi-core processor. Here, proces-
sors 110 and 115 are coupled to system memory 125 and
memory integrity module/agent 130 through hub 120.
Memory ntegrity module 130 1s discussed below 1n more
detail 1n the memory integrity module section. Hub 120
includes at least a controller for communicating with memory
125 and other interconnect/network devices. For example,
hub 120 1s a chipset, which includes two controller hubs: (1)
a memory conftroller hub (MCH) to communicate with
memory 125; and (2) an interconnect/interface controller hub
(ICH) to communicate with peripheral devices.

Memory 1235 may be any device for storing data elements,
istructions, code, logical values, or other information. In one

embodiment, memory device 125 1s a random access memory
(RAM), such as a static RAM (SRAM) or dynamic RAM

(DRAM), device. Unlike a non-volatile memory, a RAM

device does not usually store values, when no power 1s sup-
plied to the device. Examples of common RAM devices

include, double-data rate (DDR) RAM, synchronous DRAM
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(SDRAM), non-synchronous DRAM, pseudo-SDRAM
(PSRAM) and extended data out DRAM (EDO RAM).
As another example, memory device 125 1s an non-volatile

memory, such as an erasable programmable read-only
memory (EPROM). An EPROM and an electrically erasable

PROM or EEPROM device 1s often referred to as a tlash
device, since the device 1s “tlashed” or electrically erased/
programmed. The two common types of flash memory
include NOR and NAND flash memory, which refers to the
types of transistors and memory array physical organization
used 1n the device. Both types of flash memory store infor-
mation 1n an array of transistors, which are referred to as cells.
Traditionally, each cell stores 1-bit of information per cell;
however, multi-bit cells are also currently used to store mul-
tiple bits per cell of a flash device. Other examples of memory
device 125 include a read only memory (ROM), a long-term
storage drive, a hard drive, and a portable storage device.

Networked computing system 135 includes similar com-
ponents as computing system 105 having processor 160 and
165 coupled to memory 175 and client memory integrity
module 180 through controller hub 170. Note that although
computing system 105 and 1355 are illustrated as having
potentially similar components, either may have any collec-
tion or configuration of components within a device/system
described above. For example, computing system 1035 1s a
central authority server, while computing system 155 1s a
networked client server to be managed by central authority
server 1035. As another example, computing system 105 1s a
desktop machine and networked computing system 155 1s a
PDA wirelessly networked to desktop machine 1035, where
the PDA has ahost processor, such as an embedded processor,
and flash memory for data storage.

Network

As referred to above, network 150 may be any medium,
such as a tangible medium, or propagated signals, for net-
working of two computing systems. As a {irst example, net-
work 150 1s a network connecting two servers within a data-
center. A network in a data-center may include routers,
switches, hubs, local-area-network logic, cables, and/or wire-
less connections to create a network both between back-end
index and management servers, as well as to/between front-
end servers. As another example, network 150 1s a wireless
network, where computing system 105 includes or 1s coupled
to a wireless adapter to transmit/receive signals wirelessly
to/from computing system 155. Other examples of network
150 include the Internet, local connection between two or
more computing systems, a local-area network, a physically
remote network connection, a network between a plurality of
servers, as well as other connections between computing
systems.

As stated above, physically remote often refers to an offsite
location; however, the term remote as used herein may refer
simply to a computing machine that is networked with
another machine and need not be physically remote. For
example, a first server, which 1s located in the same physical
room as a second server and connected to the second server
through a network, 1s referred to as a remote server. When the
first server accesses the memory of the second server it 1s
typically referred to as a remote memory access, as the first
server 1s accessing remote memory not locally present within
the first server.

Memory Integrity Module/ Agent

As illustrated, both computing system 105 and 155 include
a memory integrity module. As to not obscure the discussion,
memory integrity module (MIM) 130 will be discussed in
reference to performing/initiating a memory ntegrity func-
tion on a remote/networked computing system, while client
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memory 1ntegrity module (CMIM) 180 will be discussed 1n
reference to receiving remote direct memory access (RDMA)
requests and performing memory integrity functions on local
memory, such as memory 175. However, note that both MIM
130 and CMIM 180 may have the capability to perform the
functions of the other. For example, 1n another instance,
CMIM 180 i1s performing a memory integrity function on
another networked computing system.

A module, such as MIM 130 and CMIM 180, may be
implemented 1n hardware, software, firmware, or any combi-
nation thereof. Commonly, module boundaries vary and
functions are implemented together, as well as separately 1n
different embodiments. As an example, which 1s discussed 1n
more detail below, MIM 130 1s to perform remote direct
memory accesses (RDMASs) and memory integrity functions.
In this case, hardware, such as a controller on a network
interface card (NIC), a cross between hardware and software,
such as an enhanced transport control protocol/internet pro-
tocol (TCP/IP) stack or an 1I/O acceleration module, a soft-
ware application, such as an operating system or application,
as well as other hardware and firmware may all be included 1n
MIM 130 to accomplish these tasks. This example illustrates
that, not only may modules vary across hardware, firmware,
and software boundaries, but they also may vary across other
module boundaries.

In one embodiment, MIM 130 performs a remote direct
memory access (RDMA) to a memory such as, memory 175
in networked computing system 155. The term RDMA often
refers to a communications technique that allows data to be
transmitted from the memory of one computing system to the
memory ol another networked computing system without a
call to an operating system (OS) kernel. As discussed below,
RDMA may also allow for communication between net-
worked computing systems without extensive processor
execution time or extensive bulfering.

As a first example, an RDMA includes memory integrity
module 130 posting or writing values/information to memory
175 1in networked computing system 1335 without executing a
call to a kernel 1n computing system 103. In the alternative to
a post or write, an RDMA may also include reading or getting
the contents of a location 1n memory 175 without executing a
call to a kernel 1n computing system 105. As a specific 1llus-
trative example, a network interface card (NIC), which 1s
coupled to hub 120 transiers data or values from an applica-
tion memory space in memory 1235 directly to memory 175 in
networked computing system 155 without copying data
between the application memory space and a kernel. There-
fore, commands are 1ssued from user-level or an application
space directly to a NIC and over a network to a networked
NIC 1n a networked client computing system.

An RDMA performed by MIM 130 typically references a
section of memory 173 to be accessed. A section of memory
175 includes a reference to a single specific location, as well
as to a group/range of locations. For example, a reference to
a section of memory may include a virtual memory address of
a specific location, a range of addresses, an offset from an
address, a beginning address location, or an ending address
location. Therefore, 1n the example above, where an RDMA
1s performed by MIM 130 to write into memory 175 of net-
worked computing system 155, a NIC as part of MIM 130,
includes 1n the RDMA a reference to a virtual memory
address or range of addresses within memory 175 to write the
values/data to. Essentially, the direct access of another com-
puting system’s memory typically includes a specific refer-
ence to where the information is to be written to or read from.

One example of an interconnect/networking architecture
that supports RDMA technology 1s Infiniband. Infiniband 1s a
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high performance, switched fabric mterconnect standard for
servers. More information about Infiniband may be found on
the homepage for the Infiniband Trade Association.

Turning quickly to FIG. 2, one embodiment 1s 1llustrated,
where a direct memory access (DMA) mechanism, such as
RDMA technology, 1s implemented with some 1nput/output
(I/0) offload engine, such as TCP/IP offload engine (TOE)
231 to offload at least some processing of a TCP/IP flow from
host processors, such as processor 110 and 115. TOE 231 may
be implemented in a host bus adapter, a network interface card
(NIC), such as NIC 230, or elsewhere 1n computing system
105 to shift protocol stack processing from host processors
110 and 1135. For example, implementation of TOE 231 sili-
con on NIC 230 1n computing system 103 potentially relieves
a CPU from some protocol instruction execution and interrupt
handling. Often TOE 231 1s implemented with an applica-
tion-specific integrated circuit (ASIC), but TOE 231 may be
implemented 1n any hardware, soitware, or firmware.

An RDMA ready architecture may also implement input/
output (I/0) acceleration to accelerate TCP/IP processing,
protocols and accesses. In one embodiment, computing sys-
tem 105 implements an I/O acceleration module. As a first
example, an I/O acceleration module includes: (1) a data path
and a control path, which 1s separate from the data path, to
process TCP/IP headers; (2) a network stack, such as TCP/IP
stack 240, partitionable across multiple processors, such as
host processors 110 and 115, as well as TOE 231; and (3)
logic to perform asynchronous low-cost copies.

Partitioning applications from the operating system work-
loads that mtrude on an application 1s often referred to as
network stack affinity/partitioning, and potentially reduces
operating system (OS) intrusion on the performance of the
application. I/0 acceleration may also include protocol stack
optimization, which refers to numerous potential changes to
the traditional TCP/IP stack including: (1) separate data paths
and control paths to optimize packet payload header process-
ing; (2) optimizing exception testing to reduce packet path
length; and (3) utilizing data structures that are cache-aware
to optimize cache hits. Another feature of I/O acceleration 1s
an asynchronous low-cost copy, where logic 1s provided to
trap system memory reads/writes and carry them out inde-
pendent ol a processor to free up processing cycles. Other
functions and features of I/O acceleration, such as light
weight threading and direct cache accesses, may also be
implemented.

Returming to FIG. 1, 1n another embodiment, MIM 130
includes an active management technology (AMT) engine to
implement active management technology. AMT 1s a hard-
ware and firmware based solution that stores hardware and
soltware information in non-volatile memory and allows a
user to discover assets, even while the system 1s off. In one
embodiment, features of AMT include out-of-band system
access to allow remote management of computing systems
regardless of power, remote proactive alerts and recovery
through early detection and reboots, remote software version
checking, and remote virus protection/update.

Other features and modules may be implemented 1n MIM
130, such as basic input output software (BIOS) handlers and
routines to perform functions during boot. In fact, MIM 130
potentially includes a detection module to determine/detect
when a new computing system, such as networked computing,
system 1535, comes online, to perform the memory integrity
tfunctions, which are discussed below, during boot before an
operating system 1s loaded on networked computing system
155. Another embodiment of a controller that may be
included in MIM 130 1s a baseboard management controller
(BMC). A BMC 1s often implemented 1n a system with an
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intelligent platform management interface (IPMI) to manage
interfaces between system hardware and software, as well as
other common management functions such as a management
interface, an event generator, a message handler, a system
event log (SEL) interface, a sensor, a sensor data record
repository, OEM commands, and other functions.

In one embodiment, MIM 130 is to perform/imtiate a
memory 1ntegrity function on memory 175 1n networked cli-
ent computing system 155. The memory integrity function
includes an RDMA to memory 175, which may be an RDMA
read or write to memory 175. A memory integrity function 1s
any memory test, inventory, save, update, inventory, roll-
back, or other itegrity function including the RDMA read o
write to memory 175.

In one embodiment the memory integrity function 1s a
memory integrity test. Here, server 105 1s to perform a
memory test on server 155°s memory, 1.e. memory 175. A
memory test may include any test for validating the physical
storage or validity of content 1n memory 175. As an illustra-
tive example, a memory test 1s performed as follows below.

Assume server 155 has just come online, 1.e. booting up,
and 1s recognmized on network 150 by central authority server
105. Also assume that central authority server 105 determines
that server 155 1s RDMA ready, as 1t includes CMIM 180.
MIM 130, which may include an application space 1n
memory 125, sets up a pattern of values to be written to
memory 175 as part of the memory test. In fact, the applica-
tion space 1n memory 125 may be for a memory test applica-
tion executing on server 105. The pattern of values may be
any pattern of values. In one embodiment, the pattern 1s an
alternating pattern to make validating memory 175 poten-
tially easier.

MIM 130, which may also include a NIC with a TOE,
performs an RDMA to write the pattern of values to a first
section of memory 175. As stated above, the reference to the
section of memory 175 may be a reference to a single or range
of linear or physical addresses. It 1s also worth noting, that not
every line within a range of addresses has to be written to, as
the RDMA may reference a sequence of lines to write to/test.
For example, every log base 2 line within the section of
memory 175 1s written to and then read back from.

When CMIM 180 receives the RDMA {rom server 105, the
pattern of values 1s written/posted to the section of memory
175 referenced by the RDMA. Note that the pattern of values
may be a short pattern that 1s to be repeatedly written to the
section of memory 175. The onginal RDMA or another
RDMA may then request the contents of the section of
memory 175 to be read back out. The values may then be
compared to the values written into memory 175 1n either
client server 155 or central authority server 105 to ensure the
section of memory 173 1s valid, 1.e. stores and writes back out
the correct values. Previously, in an unhealthy machine a
write, read, and comparison memory test, such as the one
described above, may not provide valid results, as client
server 155 may not be healthy enough to test itsell.

To continue the example from above, after the first pattern
of values are written to the first section of memory, another
RDMA from server 103 requests, reads, or gets the contents
of another section or address in memory 175, to ensure that
upon the write to the first section of memory 175, another
location in memory 175 did not change. Essentially, this part
of the example demonstrates a memory test that verifies the
accuracy of addressing and storing in memory 175.

In another embodiment, the memory integrity function s a
memory update of memory 175, which may be a non-volatile
memory, such as a tlash device, as described above. Previ-
ously, flash devices storing BIOS code or management infor-
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mation, did not have to be frequently tlashed; however, as the
contents of these flash devices have increased the need to
update them has also increased. Therefore, sometimes flash
devices must be updated to install important updates, security
patches, and other code integral to memory and system integ-
rity. Instead of downloading new code to be programmed 1nto
the flash device, the device 1s updated by one or more RDMASs
from another networked computing system, such as comput-
ing system 103.

For example, assuming memory 175 1s a flash device that
needs to be updated. MIM 130 determines what code needs to
be programmed into what sections/locations 1n tlash device
175. MIM 130 performs a RDMA to write the updated code
to the sections/locations 1n flash device 175, and the flash 1s
updated elficiently without having to execute a call to an
operating system kernel or excessively tie up system
resources. To accomplish this RDMA, the memory space of
flash device 175, may be remapped as part of the address
space visible to CMIM 180, which 1s commonly known from
the remapping of memory to be visible to a device within a
memory map.

Other examples of memory integrity functions include: (1)
a roll-back where contents of memory 173 restored to a pre-
vious state through an RDMA, which often occurs after
changes that result in a failure; (2) a snapshot where content
of memory 175 are captured and stored either locally or
remotely 1n short-term or long-term storage to save previous
states of memory 175 1n case a roll-back 1s required; (3) a
crash-dump save where either central authority server 105 1s
crashing and needs to store current contents of memory 125 1n
memory 175, or inversely, system 155 1s crashing and needs
to dump memory 175’s contents into storage on server 105;
and (4) an mventory where types, versions, and/or speciiic
hardware or software 1s logged to record a current system
configuration or memory configurations. These memory
integrity functions are exemplary, as other functions to ensure
memory or system integrity including an RDMA may be
performed.

In addition, CMIM 1n conjunction with other modules or
components may perform security and key venification. For
example, when system 155 first comes online, central author-
ity server 103 performs a security check to verily that server
155 1s authorized to be on network 150. From the other
perspective, when an RDMA to access memory 175 from
server 155 1s recerved, CMIM 180 may perform a security
check, such as key verification, to ensure server 105 1s autho-
rized to perform an RDMA to memory 175.

Client Memory Integrity Module/ Agent

Client memory mtegrity module (CMIM) 180 may include
all the features and functionality of MIM 130, as described
from above. In fact, 1n one embodiment MIM 130 and CMIM
180 are 1dentical agents 1n each server to enable scalability
and provide easier manufacturing/maintenance. However,
CMIM 180 1s not required to be the same as MIM 130.

CMIM 180 1s to recerve a remote direct memory access
(RDMA) from a networked computing machine, such as
computing system 105. Essentially, CMIM 180 services or
carries out the memory integrity function performed/initiated
by computing system 105. For example, 1n an embodiment
where the memory integrity function 1s a memory ntegrity
test, CMIM 180 recerves the RDMA referencing a {irst range
of lines of the plurality of lines in memory 175 to be tested and
a first set of values to be posted to the first range of lines.

CMIM 180 performs the write to memory accordingly. As an
example, a NIC 280 in server 155 recerves the RDMA from
MIM 130. The NIC 280 may process the headers and packet
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builer the values in buffers, such as pre-post buifers. The
values are then written to memory 175, which 1s often done
through a controller hub, such as controller hub 170.

Therefore, CMIM 180 essentially services the memory
integrity function by receiving and fulfilling the RDMA,
whether the memory integrity function 1s a memory integrity
test, a dump, an iventory, a roll-back, a snapshot, a memory
update, or another memory integrity function. Continuing the
memory integrity test example from above, CMIM 180 posts
the alternating values to every log, line within the section of
memory 175 to be tested, gets the contents of the memory
section, after posting, to ensure the memory 1s valid, and
optionally gets the contents of a second range of the memory
to ensure the second range did not change upon the post to the
first range. Also note that CMIM 180 may perform an RDMA
to post the contents of memory 175 1into a memory 1n com-
puting system 1035, 1f computing system 105 1s doing the
comparison to ensure memory 175 1s valid and healthy.

An Embodiment of a Flow Diagram for a Method of Perform-
ing a Remote Memory Integrity Function

Turming to FIG. 3, an embodiment of a tflow diagram for a
method of performing a remote memory mtegrity function 1s
illustrated. In flow 305, a networked client computing system
1s selected. The networked client computing system may be
any system capable of being networked, as described above.

Selecting a networked client computing system i1ncludes
any referencing of the networked client computing system.
For example, loading a machine address associated with the
networked client computing system in a storage element,
such as a buffer or register, 1s included 1n selecting a net-
worked client computing system. In another embodiment, the
networked client computing system 1s detected on a network
upon boot of the networked client computing system. A
machine address associated with the networked client com-
puting system 1s determined and the machine address 1s
selected or referenced betfore or during a RDMA to the net-
worked client computing system.

In decision flow 310, 1t 1s determined if the networked
client computing system 1s remote direct memory access
(RDMA) ready. Essentially, this flow 1s deciding whether the
client computing system 1s able to handle an RDMA. This
determination may be made by a series of acknowledgment or
protocol signals, as well as a signal initially generated by the
client computing system during boot. In one embodiment, the
server determining 1 the client computing system 1s RDMA
ready includes recerving a first signal, if the networked client
computing system 1s RDMA ready and receiving a second
signal, 1if the networked client computing system 1s not
RDMA ready.

If the networked client computing system 1s not RDMA
ready, then a non-RDMA memory integrity function is per-
formed 1n flow 315. As one example, the traditional down-
loading of a servicing agent 1s performed, and the servicing
agent runs a local memory test on the networked client com-
puting system.

However, 1f the networked client computing system 1s
RDMA ready, a RDMA memory integrity function 1s pre-
formed on a memory 1n the networked client computing sys-
tem 1n tlow 320. As stated above, the memory 1ntegrity func-
tion includes a function for system or memory mtegrity using
a RDMA, such as a memory integrity test, a dump, an imnven-
tory, aroll-back, a snapshot, a memory update, or other integ-
rity function.

In one embodiment, where the memory integrity function
1s a memory integrity test, a pattern to write to and read from
the memory 1s setup, which may be done 1n a memory 1nteg-

rity module, as well as 1in application or other routine being
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executed. A portion of the memory to test 1s determined and a
RDMA 1s transmitted to the networked client computing
system to 1nitiate: a write to the portion of the memory; and a
read from the portion of the memory to ensure the write to the
portion of the memory was validly stored.

Lastly, the results of the memory integrity function are
logged. In the case of a memory mtegrity test, the results may
include the locations of memory that are valid or invalid, the
health of the memory 1n the networked client computing,
system, the RDMA ready status of the networked client com-
puting system, or other resulting information. In the case of a
snapshot, roll-back, or inventory logging may include storing
the contents of the snapshot or inventory in short-term or
long-term storage, which 1s etther local or remote, as well as
the effectiveness of the snapshot, inventory, or roll-back.
An Embodiment of an Article of Manufacture

The embodiments of methods, software, firmware or code
set forth above may be implemented via instructions or code
stored on a machine-accessible or machine readable medium
which are executable by a processing element. A machine-
accessible/readable medium includes any mechanism that
provides (1.e., stores and/or transmits) information in a form
readable by a machine, such as a computer or electronic
system. For example, a machine-accessible medium includes
random-access memory (RAM), such as static RAM
(SRAM) or dynamic RAM (DRAM); ROM; magnetic or
optical storage medium; flash memory devices; electrical,
optical, acoustical or other form of propagated signals (e.g.,
carrier waves, inirared signals, digital signals); etc.

As 1llustrated above, a central authority server would be
allowed full remote authority access over a target machine
with the associated performance, trust, state, and reliability
considerations, and without the previous adverse impacts of
self-verification and extra execution cycles. In addition, the
use of I/O acceleration and oftfloading engines may be lever-
aged to perform more efficient memory integrity functions.
As a consequence, machines may be tested remotely, which
potentially removes the adverse consequences of an
unhealthy machine performing local memory integrity func-
tions.

In the foregoing specification, a detailed description has
been given with reference to specific exemplary embodi-
ments. It will, however, be evident that various modifications
and changes may be made thereto without departing from the
broader spirit and scope of the invention as set forth in the
appended claims. The specification and drawings are, accord-
ingly, to be regarded 1n an illustrative sense rather than a
restrictive sense. Furthermore, the foregoing use of embodi-
ment and other exemplarily language does not necessarily
refer to the same embodiment or the same example, but may
refer to different and distinct embodiments, as well as poten-
tially the same embodiment.

What 1s claimed 1s:

1. An apparatus comprising:

a memory 1ntegrity hardware module to be included within

a local computing system, the memory integrity hard-
ware module to generate a memory integrity access
request to a memory 1n a networked computing system
without a call to a kernel executing 1n the local comput-
ing system, wherein the memory integrity access request
1s to 1nitiate performance of a memory ntegrity function
on the memory 1n the networked computing system 1n
response to recewving the memory integrity access
request, and wherein the memory integrity function
includes a function selection from a group consisting of
storing a snapshot of a first section of memory of the
local computing system in the networked computing
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system for roll-back, storing a snapshot of contents from
the networked computing system 1n the first section of
memory 1n the local computing system for rollback, and
storing values from the first section of memory 1n the
local computing system to another section of memory 1n
the local computing system for rollback, the memory
integrity access request 1s to mnclude a remote direct
memory access (RDMA) with a reference to the first
section of memory.

2. The apparatus of claim 1, wherein the memory integrity
hardware module includes a network controller on a network
interface card (NIC), and wherein the network controller 1s to
generate the memory integrity access request to the memory
in the networked computing system 1n response to user-level
soltware executing 1n the local computing system 1ssuing the
memory access to the network controller without a call to a
kernel executing 1n the local computing system.

3. The apparatus of claim 2, wherein the memory integrity

hardware module also includes a TCP/IP oilload engine
(TOE), wherein the TOE 1s also located on the NIC.

4. The apparatus of claim 3, wherein the memory integrity
hardware module further includes an (I/0) acceleration hard-
ware module, the I/O acceleration hardware module includ-
ing a data path and a control path separate from the data path
to process TCP/IP headers, a network stack partitionable
across multiple processors, and logic to perform asynchro-
nous low-cost copies.

5. The apparatus of claim 1, wherein the memory integrity
hardware module includes an active management technology
(AMT) engine, basic input/output software (BIOS) routines,
and application code executable 1n an operating system space.

6. The apparatus of claim 1, wherein the memory integrity
hardware module includes a baseboard management control-
ler (BMC).

7. The apparatus of claim 1, wherein the reference to the
first section of the memory includes a virtual memory address
and a range of addresses.

8. The apparatus of claim 1, wherein the memory in the
networked computing system 1s a non-volatile memory, and
wherein the memory integrity function further includes a
memory update to program the non-volatile memory.

9. The apparatus of claim 1, wherein the local computing
system 1ncludes a central authority server, and wherein the
networked computing system 1s a server networked with the
central authority server.

10. The apparatus of claim 9, wherein the memory integrity
hardware module 1s also to verity that the networked server 1s
an authorized server.

11. An apparatus comprising;:

a system memory including a plurality of lines;

a client memory integrity agent (CMIA) to receive a
remote direct memory access (RDMA) from a net-
worked computing machine referencing a first range of
lines of the plurality of lines 1n the system memory to be
tested and a write-set of values to be posted to the first
range of lines; wherein the CMIA, 1n response to recerv-
ing the RDMA, 1s to
post the write-set of values to the first range of lines;
in response to the post of the write-set of values to the

first range of lines,

read the first range of lines to form a read set;

compare the write-set of values to the read set of
values to ensure the first range of lines are valid;
and

read a second range of lines, which does no overlap
the first range of lines, to ensure the post of the
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write-set of values to the first range of lines did not

change the second range of lines.
12. The apparatus of claim 11, wherein the CMIA includes
a controller selected from a group consisting of an active
management technology (AMT) controller, a baseboard man-
agement controller (BMC), a host bust controller, and a net-

working controller.
13. The apparatus of claim 12, wherein the CMIA also

includes a security module to verity a key value received with
the RDMA to authenticate the RDMA.

14. The apparatus of claim 11, wherein posting the write-
set of values to the first range of lines includes writing the
write-set of values to every log base 2 line within the first
range of lines.

15. The apparatus of claim 14, wherein the CMIA 1s to read
the second range of lines.

16. The apparatus of claim 11, wherein the system memory
1s a random access memory (RAM).

17. A system comprising:

a first computing system including a memory integrity
agent (MIA) to initiate a memory integrity function on a
memory in a second computing system, wherein the
memory integrity function includes a remote direct
memory access (RDMA) to the memory in the second
computing system, wherein the memory integrity func-
tion 1s to include a memory integrity test and the RDMA
1s to include a reference to a first section of the memory
to perform the memory integrity test on and a test pattern
of values to be written to the first section of memory as
part of the memory integrity test; and

the second computing system networked to the first com-
puting system, wherein the second computing system
includes a client memory integrity agent (CMIA) to
perform the memory 1ntegrity function on the memory
based on recerving the RDMA, wherein the CMIA to
perform the memory integrity function includes the
CMIA to write the test pattern of values to the first
section of memory, read the first section of memory to
obtain a read pattern after writing the test pattern, and
read a second section of memory after writing the test
pattern to ensure the test pattern and read pattern are the
same and that the write of the test pattern did not change
the second section of memory.

18. The system of claim 17, wherein the MIA 1ncludes a
first network controller on a first network interface card (NIC)
in the first computing system, and wherein the CMIA
includes a second network controller on a second NIC 1n the
second computing system.

19. The system of claim 18, wherein the first and second
NICs also include a pre-post buifer and a TCP/IP offload
engine (TOE).

20. The system of claim 18, wherein the first computing
system includes a data path and a control path separate from
the data path to process TCP/IP headers, a network stack
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partitionable across multiple processors 1n the first computing
system, and logic to perform asynchronous low-cost copies.

21. The system of claim 17, wherein the MIA 1ncludes an
active management technology (AMT) engine, basic mput/
output software stored in a non-volatile memory, and a
memory integrity application executing on a processor in the
first computing system.

22. The system of claim 17, wherein the memory 1n the
second computing system 1s selected from a group consisting,
of a dynamic random access memory (DRAM), a non-vola-

tile memory, and a static RAM (SRAM).

23. A method comprising:

selecting a networked client computing system with a host

computing system;
determining 1 the networked client computing system 1s
remote direct memory access (RMDA) ready;

transmitting an RDMA from the host computing system to
the networked client computing system without inter-
vention ol an operating system executing on the host
computing system in response to the networked client
computing system being RDMA ready, wherein the
RDMA 1includes a reference to a first section of a
memory to perform a memory integrity test on and a test
pattern of values to be written to the first section of the
memory as part of the memory integrity test; and

performing an update of firmware code held on a non-
volatile memory in the networked client computing sys-
tem 1n response to the networked client computing sys-
tem receiving the RDMA from the host computing
system.

24. The method of claim 23, wherein selecting a networked
client computing system comprises:

detecting the networked client computing system upon

boot of the networked client computing system:;
determiming a machine address associated with the net-
worked client computing system; and

selecting the machine address associated with the net-

worked client computing system before performing the
RDMA memory integrity function.

25. The method of claim 23, wherein determining if the
networked client computing system 1s RDMA ready com-
Prises:

recerving a first signal, 11 the networked client computing

system 15 RDMA ready; and

recerving a second signal, 11 the networked client comput-

ing system 1s not RDMA ready.

26. The method of claim 23, wherein the non-volatile
memory 1in the networked client computing system includes a
flash memory, the firmware code includes Basic Input/Output
Software, and performing an update of the firmware code
held on the non-volatile memory comprises:

transmitting data to be stored in the flash memory;

flashing the flash memory to program the data into the flash

memory.
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