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(57) ABSTRACT

A technique of backing up data for networked storage devices
using de-duplication 1s disclosed in which a communication
device divides a to-be-stored new file into data blocks, defines
and updates a statistical value representative of a history of
reference to each data block within previous files, and trans-
mits the statistical value to another communication device.
The communication device, upon reception of the statistical
value, selects a preloaded data block, based on the received
statistical value, and transmits to another communication
device a copying request for making a copy of a real data
block 1dentical to the preloaded data block. The communica-
tion device, upon reception of the copy, stores the copy as the
preloaded data block.

15 Claims, 5 Drawing Sheets
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DATA BACKING UP FOR NETWORKED
STORAGE DEVICES USING
DE-DUPLICATION TECHNIQUE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s based on and claims the benefit
of priority from Japanese Patent Application No. 2008-
043829 filed Feb. 26, 2008, the content of which 1s 1ncorpo-

rated herein by reference 1n 1ts entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The mvention relates generally to data backing up tech-
niques for networked storage devices using a de-duplication
method.

2. Description of the Related Art

For a data file to be backed up 1n a storage device hosted by
a host device, the data file 1s divided or partitioned into a
plurality of data blocks, each of which 1s called “chunk™ 1n the
storage technology, and 1s 1n the form of a bit sequence.

In general, a data file tends to have i1dentical data blocks
within the same data file and to share 1dentical data blocks
with other data files. Due to this tendency, data backups of a
data file or data files are created so as to include many
repeated redundant backups of the same data blocks in the
same storage device. Such a backup storage device, theretore,
requires data storage capacity becoming larger as the system
increases 1n scale.

In recent years, as one of data backup methods, a de-
duplication technique has been attracting public interest,
wherein the de-duplication technique 1s also referred to as
“commonality factoring,” “non-redundant storage,” and
“duplication data reduction.”

The de-duplication technique 1S implemented such that,
when a new data block 1s about to be stored 1n a storage
device, 11 the new data block 1s duplicate to an already existing
data block which has already been stored in the storage
device, then the new data block will not be stored, and instead.,
a pointer (1.e., an address) will be stored for pointing to a
memory location at which the already existing data block 1s
located 1n the storage device.

After the pointer has been stored in the storage device, 1t
the new data block needs to be referenced, a sole use of the
pointer allows reference to the memory location of the
already existing data block.

This de-duplication technique prevents redundant storage
of duplicate data blocks 1n a storage device, resulting 1n a
reduction in an amount of data to be stored 1n the storage
device for data backup.

There 1s an environment where storage devices for data
backup are connected via a network to a remote and common
data center for collective management of data backups. In this
environment, backups are made also for the data center, and
those backups are transferred to the data center.

The above-described de-duplication technique, when used
in such a network-based environment, could result 1n a reduc-
tion 1n an amount of data to be transferred to the data center
for data backup.

FIG. 1 1s a sequence diagram illustrating a conventional
implementation of the de-duplication technique.

As 1llustrated in FIG. 1, a host device 3 1s connected with a
storage device 2 via a storage-control communication device
5. Those devices are linked via I/O interfaces for peripherals.
In an example, those interfaces may be SCSIs (Small system
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2

Computer System Interfaces), from the protocol perspective,
and may be HBAs (Host Bus Adaptors), from the physical

perspective.

Those devices operate 1n the following sequence:
Step S100

At this step, the host device 3 attempts to store a first file
(comprised of data blocks [A] (1.e., a first data-block [A]),
[B], [C], [A] (1.e., a second data-block [A]) and [D]) mto the
storage device 2. The communication device 5, upon recep-

tion of the first file from the host device 3, recognizes that data
blocks [A] and [ A] are duplicate to each other, and then stores

only the first data block [A] together with data blocks [B], [C]

and [D], into the storage device 2, each 1n the form of a real
data block.

In this case, the second data-block [A] 1s stored into the
storage device 2, 1n the form of, not a real data block, but a
pointer pointing to an address at which the first data-block [ A]

has been stored 1n the storage device 2.

Step S110

At this step, the host device 3 attempts to store a second file
(comprised of data blocks [A], [B] and [E]) into the storage
device 2. The communication device 5, upon reception of the
second file from the host device 3, recognizes that data blocks
|A] and [B] have already been stored in the storage device 2,
and then stores only data block [E] into the storage device 2,
in the form of a real data block.

In this case, data blocks [A] and [B] that are referenced
within the second file are each stored into the storage device
2, 1n the form of, not real data blocks, but pointers pointing to
addresses at which data blocks [A] and [B] have been stored
in the storage device 2.

Step 5120

At this step, the host device 3 attempts to store a third file
(comprised of data blocks [A], [E] and [F]) into the storage
device 2. The communication device 5, upon reception of the
third file from the host device 3, recognizes that data blocks
|A] and [E] have already been stored 1n the storage device 2,
and then stores only the data block [F] into the storage device
2, 1n the form of a real data block.

In this case, data blocks [A] and [E] that are referenced
within the third file are each stored into the storage device 2,
in the form of, not real data blocks, but pointers pointing to
addresses at which data blocks [A] and [E] have been stored
in the storage device 2.

Step S130

At this step, the host device 3 attempts to store a fourth file
(comprised of data blocks [B], [G], [c], [D] and [E]) 1nto the
storage device 2. The communication device 5, upon recep-
tion of the fourth file from the host device 3, recognizes that
data blocks [B], [C], [D] and [E] have already been stored 1n
the storage device 2, and then stores only data block [G] mnto
the storage device 2, 1n the form of a real data block.

In this case, data blocks [B], [C], [D] and [E] that are
referenced within the fourth file are each stored into the
storage device 2, i the form of, not real data blocks, but
pointers pointing to addresses at which data blocks [B], [C],
|D] and [E] have been stored 1n the storage device 2.

One of conventional techniques 1s for determiming whether
or not a duplicate data block has already been stored, using
various hash algorithms or the like, as disclosed 1n, for
example, Japanese Patent Application Publication Nos. 2003-
524243 and 2007-79902.

This conventional technique allows a plurality of devices to
share a list of data blocks that have already been stored, to
thereby determine whether or not a duplicate data block 1s
present, for avoiding redundant data storage.
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Another conventional techmique 1s for assigning a unique
name to a series of sets of data blocks using a hash algorithm

or the like, to thereby synchronize sets of data blocks between
a plurality of systems, as disclosed 1n, for example, Japanese
Patent Application Publication No. 2003-524968.

In this conventional technique, 11 a new set of data blocks 1s
loaded mto one of those systems, and the new set of data
blocks bears a name duplicate to that of a previous set of data
blocks that has already been stored 1n the one system, then the
new set of data blocks 1s not stored into the one system.

If the name of the new set of data blocks 1s not present in the
newest version of a management data list sent to the one
system from another system, then the one system updates the
management data list to include the name. The updated list 1s
shared between the systems.

A still another conventional technique is for storage of all
sets of data blocks 1n a first storage device (1.e., a memory),
and for storage of those sets of data blocks excepting ones that
are duplicate to those stored in the first storage device, 1n a
second storage device (1.e., a hard disc), as disclosed 1n, for
example, Japanese Patent Application Publication No. 2007-
234026.

Additional conventional techniques are for additional stor-
age ol frequently-accessed data blocks into an additional
storage device, as disclosed 1n, for example, Japanese Patent
Application Publication No. HEI 7-271523, and for transier
of data into a read-ahead cache, depending on the frequency
ol accesses to data blocks, as disclosed in, for example, Japa-
nese Patent Application Publication No. HEI 4-259048.

Those techniques are implemented such that one of devices
mutually associated does not have the function of monitoring,
the frequency of accesses to data blocks in another device, or
the function of preloading or pre-fetching data blocks from
another device.

BRIEF SUMMARY OF THE INVENTION

The above-described conventional de-duplication tech-
nique, however, has a drawback that, if a single data block has
been lost, then none of many backup 1images can be recovered
which share the same pointer pointing to the lost data block.
This implies reliance of many backup 1images on a single data
block.

In addition, the de-duplication technique, because of its
intended purpose of data backup, takes a basic configuration
of an N (the count of a plurality of sources 1n which sets of
original data have been stored) versus 1 (the count of a single
storage device for data backup).

If, however, such a configuration 1s provided to a system in
which a plurality of communication devices are connected via
a Wide Area Network to a single data center for collective
storage and management of data, then traffic concentration
occurs at the single data center.

In addition, the de-duplication technique 1s implemented
by a software-based operation using a CPU (Central Process-
ing Unit) for detection of duplicate data, and production and
management of pointers. This implementation can induce an
increase in load imposed on the CPU. As a result, traflic
concentration at the single data center would create a drop 1n
the total performance of the system.

In addition, a data backup system using an intervening
Wide Area Network has an additional need, in preparation for
an occurrence of failure 1n a data center, to backup data 1n
additional data centers or storage devices which are located
remotely.

In other words, such a system needs to take a configuration
of N (the count of a plurality of sources 1 which sets of
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4

original data have been stored) versus M (the count of a
plurality of storage devices for data backup).

In view of the foregoing, 1t would be desirable to reduce the
amount of ftraific required for data backup (heremafter,
referred to as “backup trailic”) 1n a network communication
environment.

In general, the invention relates to data backup techniques
for network-attached storage devices using a de-duplication
method.

According to some aspects of the invention, a storage-
control communication device for data backup 1s controlled.
The communication device 1s associated with a storage
device, controls the associated storage device, and 1s commu-
nicable with another communication device via a network.

The communication device divides a to-be-stored new file
into data blocks, defines and updates a statistical value rep-
resentative of a history of reference to each data block within
previous liles, and transmaits the statistical value to another
communication device.

The communication device, upon reception of the statisti-
cal value, selects a preloaded data block, based on the
recetved statistical value, and transmits to another communi-
cation device a copying request for making a copy of a real
data block 1dentical to the preloaded data block.

In an example, the preloaded data block 1s considered
likely to be needed soon and therefore 1s loaded into the
communication device before the communication device
actually receives a new file within which the same data block
1s referenced.

The communication device, upon reception of the copy of
the real data block identical to the preloaded data block, stores
the copy as the preloaded data block 1n the associated storage
device.

It 1s noted here that, as used in this specification, the sin-
gular form *““a,” “an,” and “the” include plural reference unless
the context clearly dictates otherwise. It 1s also noted that the
terms “comprising,” “including,” and “having” can be used
interchangeably.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The foregoing summary, as well as the following detailed
description of preferred embodiments of the invention, will
be better understood when read in conjunction with the
appended drawings. For the purpose of illustrating the inven-
tion, there are shown 1n the drawings embodiments which are
presently preferred. It should be understood, however, that the
invention 1s not limited to the precise arrangements and
instrumentalities shown. In the drawings:

FIG. 1 1s a sequence diagram for explanation of a conven-
tional de-duplication technique;

FIG. 2 1s a view 1llustrative of the configuration of a system
constructed according to an 1illustrative embodiment of the
present invention;

FIG. 3 1s a first sequence diagram for explanation of opera-
tions of the system depicted 1n FIG. 2;

FIG. 4 1s a second sequence diagram for explanation of
operations of the system depicted in FIG. 2; and

FIG. 5 1s a functional block diagram 1illustrative of a rep-
resentative one of storage-control communication devices

depicted 1n FIGS. 2-4.

DETAILED DESCRIPTION OF THE INVENTION

General Overview

According to a first aspect of the ivention, there 1s pro-
vided a method of controlling a storage-control communica-
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tion device for data backup, which 1s associated with a storage

device, controls the associated storage device, and 1s commu-

nicable with another communication device via a network,
the method comprising:

a first step of controlling the commumnication device for
data backup using a de-duplication technique,

the first step including;:

a sub-step of dividing a new {ile that 1s to be stored 1n the
associated storage device, into a plurality of new data blocks;
and

a sub-step of storing the new data blocks 1n the associated
storage device, such that, when each of at least one of the new
data blocks 1s duplicate to a separate data block, one of the
cach new data block and the separate data block 1s selected as
a first data block and the other 1s selected as a second data
block, such that the first data block 1s stored 1n the associated
storage device 1n the form of a real data block, and such that
the second data block i1s stored in the associated storage
device 1n the form of a pointer pointing to the real data block
stored 1n the associated storage device, not 1n the form of a
real data block, wherein the separate data block 1s located in
a file already stored in the associated storage device and/or the
new file;

a second step of controlling the communication device to
define and update a statistical value representative of a history
ol reference to each data block within previous files loaded
into the communication device, and to transmit the statistical
value to another communication device;

a third step of controlling the communication device, upon
reception of the statistical value from another communication
device, to select a preloaded data block, based on the recerved
statistical value, and to transmit to another communication
device a copying request for making a copy of a real data
block stored 1n a storage device associated with another com-
munication device, wherein the real data block to be copied 1s
identical to the preloaded data block;

a fourth step of controlling the communication device,
upon reception of the copying request from another commu-
nication device, to make the copy and to transmuit the copy to
another communication device; and

a fifth step of controlling the communication device, upon
reception of the copy from another communication device, to
store the copy as the preloaded data block in the associated
storage device,

wherein the first step further includes a sub-step of control-
ling the communication device, when a new data block to be
newly stored 1n the associated storage device 1s 1dentical to
the preloaded data block already stored in the associated
storage device, to convert the preloaded data block 1nto a real
data block, and to store the new data block 1n the associated
storage device 1n the form of a pointer pointing to the real
block data stored in the associated storage device, not 1n the
form of a real data block.

In an 1illustrative implementation of this method, the pre-
loaded data block 1s selected as a data block which was
frequently referenced in preceding files, and which, as a
result, 1s likely or predicted to be referenced within subse-
quent files.

One of commumnication devices preloads the thus-selected
preloaded data block to another communication device,
which allows both the preloaded data block and 1ts original
data block to be stored in respective different devices, with the
result that identical data blocks are distributed between dii-
ferent devices.

The distribution storage of 1dentical data blocks 1s advan-
tageous 1n an attempt to ensure data recovery in the entire
system.
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6

According to a second aspect of the invention, there 1s
provided a storage-control communication device for data
backup, which 1s associated with a storage device, controls
the associated storage device, and 1s communicable with
another communication device via a network,

the communication device comprising:

a de-duplication control section configured to control the
communication device for data backup using a de-duplication
technique,

the de-duplication control section including:

a sub-section configured to divide a new f{ile that is to be
stored 1n the associated storage device, into a plurality of new
data blocks:; and

a sub-section configured to store the new data blocks 1n the
associated storage device, such that, when each of at least one
ol the new data blocks 1s duplicate to a separate data block,
one of the each new data block and the separate data block 1s
selected as a first data block and the other 1s selected as a
second data block, such that the first data block 1s stored 1n the
associated storage device 1n the form of a real data block, and
such that the second data block 1s stored in the associated
storage device 1in the form of a pointer pointing to the real data
block stored 1n the associated storage device, not 1n the form
of areal data block, wherein the separate data block 1s located
in a file already stored 1n the associated storage device and/or
the new file;

a statistical-value update control section configured to
define and update a statistical value representative of a history
of reference to each data block within previous files loaded
into the communication device, and to transmait the statistical
value to another communication device;

a preloaded-block selection section configured, upon
reception of the statistical value from another communication
device, to select a preloaded data block, based on the recerved
statistical value, and to transmit to another communication
device a copying request for making a copy of a real data
block stored 1n a storage device associated with another com-
munication device, wherein the real data block to be copied 1s
identical to the preloaded data block;

a preloaded-block transmitting section configured, upon
reception of the copying request from another communica-
tion device, to make the copy and to transmit the copy to
another communication device; and

a preloaded-block storing section configured, upon recep-
tion of the copy from another communication device, to store
the copy as the preloaded data block in the associated storage
device,

wherein the de-duplication control section further includes
a sub-section configured, when a new data block to be newly
stored 1n the associated storage device 1s 1dentical to the
preloaded data block already stored in the associated storage
device, to convert the preloaded data block into a real data
block, and to store the new data block 1n the associated stor-
age device 1n the form of a pointer pointing to the real block
data, not 1n the form of a real data block.

According to a third aspect of the invention, there 1s pro-
vided a computer-readable medium having stored therein a
program, when executed by a computer, to implement a
method of controlling a storage-control commumnication
device for data backup, which 1s associated with a storage
device, controls the associated storage device, and 1s commu-
nicable with another communication device via a network,

the method comprising:
a first step of controlling the communication device for
data backup using a de-duplication technique,
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the first step including:
a sub-step of dividing a new file that 1s to be stored 1n the

associated storage device, into a plurality of new data blocks;
and

a sub-step of storing the new data blocks 1n the associated
storage device, such that, when each of at least one of the new
data blocks 1s duplicate to a separate data block, one of the
cach new data block and the separate data block 1s selected as
a first data block and the other 1s selected as a second data
block, such that the first data block 1s stored 1n the associated
storage device 1n the form of a real data block, and such that
the second data block i1s stored in the associated storage
device 1n the form of a pointer pointing to the real data block
stored 1n the associated storage device, not 1n the form of a
real data block, wherein the separate data block 1s located in
a file already stored in the associated storage device and/or the
new file;

a second step of controlling the communication device to
define and update a statistical value representative of a history
of reference to each data block within previous files loaded
into the communication device, and to transmit the statistical
value to another communication device;

a third step of controlling the communication device, upon
reception of the statistical value from another communication
device, to select a preloaded data block, based on the recerved
statistical value, and to transmit to another communication
device a copying request for making a copy of a real data
block stored 1n a storage device associated with another com-
munication device, wherein the real data block to be copied 1s
identical to the preloaded data block;

a fourth step of controlling the communication device,
upon reception of the copying request from another commu-
nication device, to make the copy and to transmuit the copy to
another communication device; and

a fifth step of controlling the communication device, upon
reception of the copy from another communication device, to
store the copy as the preloaded data block in the associated
storage device,

wherein the first step further includes a sub-step of control-
ling the communication device, when a new data block to be
newly stored 1n the associated storage device 1s 1dentical to
the preloaded data block already stored in the associated
storage device, to convert the preloaded data block 1nto a real
data block, and to store the new data block 1n the associated
storage device 1n the form of a pointer pointing to the real
block data stored in the associated storage device, not 1n the
form of a real data block.

The term “program” may be interpreted as, for example, a
combination of a set of mstructions implemented by a com-
puter to perform the function(s) of the program, and associ-
ated files, data or the like to be processed according to the
instructions.

The “computer-readable medium™ may be 1n the form of,
for example, a magnetic recording medium such as a flexible
disc, an optical recording medium such as a CD or a CD-
ROM, an optical-magnetic recording medium such as an MO,
or an un-removable storage such as a ROM.

[lustrative Embodiments

According to the mvention, the following modes are pro-
vided as 1llustrative embodiments of the invention.

According to a first mode of the invention, there 1s provided
the method according to the first aspect of the mvention,
wherein each statistical value associated with each data block
includes at least one of a last referenced time of each data
block, a count of total times that each preloaded data block
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was referenced, and a frequency of events that each data block
1s referenced during a given length of time.

According to a second mode of the mvention, there is
provided the method according to the first aspect or the first
mode of the invention, wherein the third step comprises a
sub-step of controlling the communication device to select
cach of at least one of the data blocks which has the statistical
value that has met a predetermined condition, as the pre-
loaded data block.

According to a third mode of the mvention, there 1s pro-
vided the method according to any one of the first aspect, the
first and second modes of the mnvention, further comprising a
s1xth step of controlling the communication device, when the
real data block originating from the preloaded data block 1s
lost, to recover the lost real data block,

wherein the sixth step includes:

a sub-step of controlling the communication device to
transmit a recovery request for recovering the lost real data
block, to another communication device that transmitted the
preloaded data block to the communication device; and

a sub-step of controlling the communication device, upon
reception of the recovery request from another communica-
tion device, to retrieve the real data block from the associated
storage device and transmit the real data block to another
communication device.

According to a fourth mode of the invention, there 1s pro-
vided the method according to any one of the first aspect, the
first through third modes of the invention, further comprising
a seventh step of controlling the communication device to
delete partially a plurality of preloaded data blocks that have
been stored 1n the associated storage device,

wherein the seventh step includes a sub-step of controlling
the commumnication device to delete at least one of the plural-
ity of preloaded data blocks which has met a predetermined
deletion condition, to thereby prevent a maximum amount of
preloaded data blocks stored 1n the associated storage device,
from exceeding a set value.

According to a fifth mode of the invention, there 1s pro-
vided the method according to the fourth mode of the inven-
tion, wherein the deletion condition relates to at least one of a
count of total times that each preloaded data block was ret-
erenced, a last referenced time of each preloaded data block,
and a frequency of events that each preloaded data block was
referenced during a given length of time.

According to a sixth mode of the invention, there 1s pro-
vided the method according to any one of the first aspect and
the first through fifth modes of the invention, wherein the
communication device 1s 1n the form of a network switch
device, to which the associated storage device and a host
device are attached.

According to a seventh mode of the mvention, there is
provided the storage-control communication device accord-
ing to the second aspect of the imvention, wherein each sta-
tistical value associated with each data block includes at least
one of a last referenced time of each data block, and a fre-
quency ol events that each data block 1s referenced during a
given length of time.

According to an eighth mode of the invention, there is
provided the storage-control communication device accord-
ing to any one of the second aspect and the seventh mode of
the invention, wherein the preloaded-block selection section
comprises a sub-section configured to select each of at least
one of the data blocks which has the statistical value that has
met a predetermined condition, as the preloaded data block.

According to a ninth mode of the invention, there 1s pro-
vided the storage-control communication device according to
any one of the second aspect, the seventh and eighth modes of
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the invention, further comprising a recovery section config-
ured, when the real data block originating from the preloaded
data block 1s lost, to recover the lost real data block,
wherein the recovery section includes:
a sub-section configured to transmit a recovery request for
recovering the lost real data block, to another communication

device that transmitted the preloaded data block to the com-
munication device; and

a sub-section configured, upon reception of the recovery
request from another communication device, to retrieve the
real data block from the associated storage device and trans-
mit the retrieved real data block to another communication
device.

According to a tenth mode of the imnvention, there 1s pro-
vided the storage-control communication device according to
any one of the second aspect and the seventh through ninth
modes of the mvention, further comprising a deletion section
configured to delete partially a plurality of preloaded data
blocks that have been stored 1n the associated storage device,

wherein the deletion section includes a sub-section config-
ured to delete at least one of the plurality of preloaded data
blocks which has met a predetermined deletion condition, to
thereby prevent a maximum amount of preloaded data blocks
stored 1n the associated storage device, from exceeding a set
value.

According to an eleventh mode of the invention, there 1s
provided the storage-control communication device accord-
ing to the tenth mode of the invention, wherein the deletion
condition relates to at least one of a count of total times that
cach preloaded data block was referenced, a last referenced
time of each preloaded data block, a count of total times that
cach preloaded data block was referenced, and a frequency of
events that each preloaded data block was referenced during
a given length of time.

According to a twelfth mode of the mvention, there 1s
provided the storage-control communication device accord-
ing to any one of the second aspect and the seventh through
eleventh modes of the invention, wherein the communication
device 1s 1n the form of a network switch device, to which the
associated storage device and a host device are attached.

According to a thirteenth mode of the invention, there 1s
provided the method according to any one of the first aspect
and the first through sixth modes of the invention, wherein the
communication device and another communication device
are communicable with a data center via the network,

the data center receives backups from the communication
device and another communication device via the network,
and stores the received backups 1n the data center, to thereby
act as a common site for data storage, and

the first step further comprises a sub-step of transmitting a
copy of the real data block to the data center for backup,
without transmitting a copy of the preloaded data block to the
data center.

This method makes 1t easier to reduce the number of dupli-
cate data blocks stored in the data center, and to eliminate or
reduce concentration of backup traific at the data center.

According to a fourteenth mode of the invention, there 1s
provided the method according to the thirteenth mode of the
invention, wherein the first step further comprises a sub-step
of controlling the communication device such that, if a new
data block which has just entered the communication device,
1s not duplicate to any other already stored data block 1n
associated storage device, then the new data block is trans-
mitted to the data center for data backup, and if, however, the
new data block 1s duplicate, then the new data block 1s not
transmitted to the data center.
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This method makes it easier to reduce the number of dupli-
cate data blocks stored in the data center, and to reduce or
climinate concentration of backup trailic at the data center.

Several presently preferred embodiments of the invention
will be described 1in more detail by reference to the drawings
in which like numerals are used to indicate like elements
throughout.

Referring now to FIG. 2, the configuration of a system 1s
illustrated which 1s constructed according to an embodiment
of the present invention. This system operates by implement-
ing a method according to an illustrative embodiment of the
present invention.

As 1llustrated in FIG. 2, this system has a plurality of
storage-control communication devices 1 which are net-

worked together via a WAN (Wide Area Network) (e.g., the
Internet, a VPN). When the WAN 1s 1n the form of the VPN,
cach commumnication device 1 may be 1n the form of a so-
called edge device.

As 1illustrated 1n FIG. 2, those communication devices 1
include a first communication device 1 and a second commu-
nication device 1, both of which are identical 1n configuration
to each other, and other communication devices (not shown).
These first and second communication devices 1 are repre-
sentative ones of all the communication devices 1, for the
convenience of description.

As illustrated 1n FIG. 2, there 1s connected with each com-
munication device 1, a host device 3 (e.g., a personal com-
puter) and a storage device 2 (e.g., a hard disc drive). Each
communication device 1 1s configured to provide the function
of communicating with other communication devices 1 and
the function of data input/output with regard to the storage
device 2.

Each communication device 1 may be constructed inte-
grally with the storage device 2. Each communication device
1 may be in the form of, for example, a network switch device.

Host devices 3 for those communication devices 1 are
identical 1n construction to each other, and likewise, storage
devices 2 for these communication devices 1 are 1dentical 1n
construction to each other.

Each storage device 2 1s used for storage of real data blocks
and pointers pointing to already existing data blocks 1n each
storage device 2, as described 1n more detailed later, with
reference to FIG. 5.

As 1llustrated 1n FI1G. 2, a data center 4 1s provided for data
backup 1n connection with the communication devices 1 via
the WAN. The data center 4 1s, in common to the communi-
cation devices 1, for collective storage and management of
data.

Each communication device 1 operates to store data into
one of the storage devices 2 which 1s associated with the each
communication device 1, using a de-duplication technique.

Each commumnication device 1 operates, owing to the use of
the de-duplication technique, to store a new data block, such
that, 1f the new data block 1s duplicate to an already existing
C
C

ata block stored 1n the associated storage device 2, the new
ata block 1s not stored in the form of a real block data, and
instead, 1n the form of a pointer pointing to the already exist-
ing data block. The later access allows the already existing
data block to be referenced for later formation of a data file.

Additionally, each commumnication device 1 operates to
store a new data block, such that, 1f the new data block 1s not
duplicate to an already existing data block stored 1n the asso-
ciated storage device 2, the new data block 1s stored 1n the
form of a real block data, and operates to transmit a backup
(1.e., aduplicate copy) of the real data block to the data center
4 for backup.
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In connection with the above-described operation, each
communication device 1 operates to define and update a
statistical value representative of a history of reference to
cach data block. Each statistical value includes the count of
times that each data block was referenced. Alternatively or
additionally, each statistical value may include a last refer-
enced time of each data block.

Each communication device 1 1s configured to select at
least one of data blocks which was referenced frequently,
cach as a preloaded data block, and to transmit the selected
preloaded block to another communication device 1 via the
WAN.

The preloaded data block 1s considered likely to be needed
soon and therefore 1s loaded 1nto each communication device
1 before each communication device 1 actually receives a
new file within which the same data block 1s referenced.

Each communication device 1, upon selection of a pre-
loaded data block, operates to transmit a backup of the pre-
loaded data block to the data center 4 as well as to another
communication device 1.

Referring next to FIG. 3, a first sequence diagram illus-
trates a sequence 1 which the system constructed according,
to this preferred embodiment of the present mvention oper-
ates.

Step 5300

One of the host devices 3 which 1s for the first communi-
cation device 1 and the first storage device 2 (shown in FIG.
3 on the left-hand side), sends a to-be-stored first file (which
has been divided or partitioned 1nto data blocks [A], [B], [C],
[A] and [D]), to the first communication device 1.

Step 5301

The first communication device 1 recognizes that two 1den-
tical data blocks [A] and [A] (i.e., first and second data blocks
[A] and [A]) coexist within the first file, and then the first
communication device 1 sends data blocks [A], [B], [C] and
[ D] to the first storage device 2 for storage.

The first communication device 1 stores the second data
block [A] 1n the first storage device 2, 1n the form of a pointer,
not a real data block. The pointer points to an address at which
the first data block [A] has been stored in the first storage
device 2 1n the form of a real data block.

The first communication device 1 defines statistical values
which 1nclude the counts of reference to data blocks [A], [B],
|C] and [D] within the first file (hereinafter, referred to as
“reference counts”). IT each data block 1s referenced in a
target file, then the corresponding reference count 1s 1ncre-
mented by only one, irrespective of the number of times that
cach reference was referenced within the same target file.

Therefore, for the first file, the reference count for data
block [A] 1s incremented to “1,” the reference count for data
block [B] 1s incremented to ““1,” the reference count for data
block [C] 1s incremented to *“1,” and the reference count for
data block [D] 1s incremented to “1.”

It 1s added that a threshold value (or a “set value™) 1s used
for determiming whether or not each data block was ire-
quently referenced so far, and that the threshold value has
been set to “3” 1n an example.

Step 5302

The first communication device 1 transmits to the data
center 4, duplicate copies of data blocks [A], [B], [C] and [D]
which have just been stored 1n the first storage device 2. This
allows the first file to be backed up.

Step 5310

The same host devices 3 (shown 1n FIG. 3 on the left-hand
side) sends a to-be-stored second file (which has been divided
or partitioned 1nto data blocks [A], [B] and [E]), to the first
communication device 1.
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Step S311

The first commumnication device 1 recognizes that data
blocks [A] and [B] have already been stored 1n the first storage
device 2, and then the first communication device 1 sends
only data block [E] to the first storage device 2 for storage.

The first communication device 1 stores data blocks [A]
and [B] that were referenced within the second file, 1n the first
storage device 2, each 1n the form of a pointer, not a real data
block. Each pointer points to an address at which each of data
blocks [A] and [B] has been stored 1n the first storage device
2 1n the form of a real data block.

The first communication device 1 updates the statistical
values such that the reference count for data block [A] 1s
incremented by one to “2,” and the reference count for data

block [B] 1s incremented by one to “2.”
Step 5312

The first communication device 1 transmits to the data
center 4, a duplicate copy of data block [E] which has just
been stored in the first storage device 2. This allows the
second file to be backed up.

Step 5320

The same host devices 3 (shown 1n FIG. 3 on the left-hand
side) sends a to-be-stored third file (which has been divided
into data blocks [A], [E] and [F]), to the first communication
device 1.

Step 5321

The first communication device 1 recognizes that data
blocks [A] and [ E] have already been stored in the first storage
device 2, and then the first communication device 1 sends
only data block [F] to the first storage device 2 for storage.

The first communication device 1 stores data blocks [A]
and [E] that were referenced within the thurd file, 1n the first
storage device 2, each 1n the form of a pointer, not a real data
block. Each pointer points to an address at which each of data
blocks [A] and [E] has been stored 1n the first storage device
2 1n the form of a real data block.

The first communication device 1 updates the statistical
values such that the reference count for data block [A] 1s
incremented by one to “3.” and the reference count for data
block [E] 1s incremented by one to “2.”

Step 5322

The first communication device 1 transmits to the data
center 4, a duplicate copy of data block [F] which has just
been stored 1n the first storage device 2. This allows the third

file to be backed up.

Step 5323

The first communication device 1 transmits via the network
to the second communication device 1, the statistical values
including the reference counts for data blocks.

The first communication device 1, when there are a plural-
ity ol counterpart communication devices 1 which are 1den-
tical 1n construction to each other, transmits the statistical
values to all other communication devices 1 including the
second communication device 1. The first communication
device 1 may be configured to transmit the statistical values,
at fixed intervals, or each time that data 1s updated.

Step 5324

The second communication device 1 selects at least one of
the received statistical values which reaches or exceeds the
alorementioned threshold value (1.e., “3”), each as a pre-
loaded or pre-fetched data block.

Inthis case illustrated in FI1G. 3, the second communication
device 1 selects data block [A] as preloaded data block [A]
because 1ts reference count 1s “3.” For example, data block
[A] 1s flagged to 1indicate that it 1s handled as preloaded data
block [A].




US 8,327,097 B2

13

The second communication device 1 confirms that data
block [ A] has not vet stored 1n the second storage device 2. In
response, the second commumnication device 1 transmits a
copy request for making a copy of data block [ A], to the first
communication device 1.

Step 5325

The first communication device 1, upon reception of the
copy request, transmits to the first storage device 2 a read
request for reading data block [A], using such as a SCSI Read
command.

Step 5326

In response, the first storage device 2 sends data block [A]
to the first communication device 1.

Step 5327

In response, the first communication device 1 transmits
data block [A] (1.e., the preloaded data block) to the second
communication device 1 via the network, using such as a
SCSI Write command.

Step 5328

The second communication device 1 sends the received
preloaded data block [A] to the second storage device 1 for
storage. The second communication device 1 does not trans-
mit to the data center 4, a duplicate copy of the preloaded data
block [A] which has just been stored in the second storage
device 2.

The preloaded data block [A] has already been backed up
in the data center 4 as a result of the previous backup opera-
tion by the first communication device 1, to thereby remove a
need for the second communication device 1 to back up the
same data again 1n the data center 4.

Step 5330

The same host devices 3 (shown 1n FIG. 3 on the left-hand
side) sends a to-be-stored fourth file (which has been divided
into data blocks [B], [G], [C], [D] and [E]), to the first com-
munication device 1.

Step 5331

The first communication device 1 recognizes that data
blocks [B], [C], [D] and [E] have already been stored in the
first storage device 2, and then the first communication device
1 sends only data block [G] to the first storage device 2 for
storage.

The first communication device 1 stores data blocks [B],
[|C], [D] and [E] that were referenced within the fourth file, 1n
the first storage device 2, each 1n the form of a pointer, not a
real data block. Fach pointer points to an address at which
each of datablocks [B], [C], [D] and [E] has been stored 1n the
first storage device 2 1n the form of a real data block.

The first communication device 1 updates the statistical
values such that the reference count for data block [B] 1s
incremented by one to “3,” the reference count for data block
|C] 1s incremented by one to “2,” the reference count for data
block [D] 1s incremented by one to “2.” and the reference
count for data block [E] 1s incremented by one to “3.”

Step 5332

The first communication device 1 transmits to the data
center 4, a duplicate copy of data block [G] which has just

been stored 1n the first storage device 2. This allows the fourth

file to be backed up.

Step 5333

The first communication device 1 transmits via the network
to the second communication device 1, the statistical values

including the reference counts for the respective data blocks.
Step 5334

The second communication device 1 selects at least one of
the received statistical values which has reached or exceeded
the atorementioned threshold value (i.e., “3”), each as a pre-
loaded or pre-fetched data block. In thJS case, the second
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communication device 1 selects data blocks [B] and [E]
because their reference counts are 3.’

The second communication device 1 confirms that data
blocks [B] and [E] have not yet stored 1n the second storage
device 2. In response, the second communication device 1
transmits a copy request for making a copy of each of data
blocks [B] and [E], to the first communication device 1.

Step S335

The first communication device 1, upon reception of the

copy request, transmits a read request for reading data blocks
[B] and [E], to the first storage device 2.

Step 5336

In response, the first storage device 2 sends data blocks [B]
and [E] to the first communication device 1.

Step S337

In response, the first communication device 1 transmits
data blocks [B] and [E] (i.e., the preloaded data blocks) to the
second communication device 1 via the network.

Step S338

The second communication device 1 sends the received
preloaded data blocks to the second storage device 1 for
storage. The second communication device 1 does not trans-
mit to the data center 4, duplicate copies of the preloaded data
blocks [B] and [E] which have just been stored 1n the second
storage device 2.

The preloaded data blocks [B] and [E] have already been
backed up in the data center 4 as a result of the previous
backup operation by the first communication device 1, to
thereby remove a need for the second communication device
1 to back up the same data again in the data center 4.

Referring next to FI1G. 4, a second sequence diagram 1llus-
trates the additional sequence 1 which the system con-
structed according to this preferred embodiment of the
present invention operates.

Referring back to FIG. 3, the sequence illustrated in FIG. 3
ends up with the preloaded data blocks [A], [B] and [E]
having been stored 1n the second storage device 2, which 1s
associated with the host device 3 (illustrated 1n FIG. 3 on the
right-hand side).

Step S400

Referring back to FIG. 4, the host device 3 (illustrated 1n
FIG. 4 on the right-hand side) sends a fifth file (which has
been divided into data blocks [A], [B] and [C]) to the second
communication device 1.

Step 5401

In response, the second communication device 1 recog-
nizes that data blocks [A] and [B] have already been stored in
the second storage device 2, as preloaded data blocks [A] and
|B], and then, the second communication device 1 sends only
data block [C] to the second data storage 2 for storage.

The second communication device 1, thereafter, handles
those preloaded data blocks [A] and [B] as real data blocks
|[A] and [B]. For example, data blocks [A] and [B] are
unflagged to indicate that they are handled not as preloaded
data blocks [A] and [B] but as real data blocks [A] and [B].

The second communication device 1 stores data blocks [A]
and [B] that are referenced within the fifth file, 1n the second
storage device 2, in the form of pointers pointing to addresses
at which real data blocks [A] and [B] have already stored 1n
the second storage device 2.

Step 5402

The second communication device 1 transmits a duplicate
copy of data block [C] that has just been stored 1n the second
storage device 2, to the data center 4. The second communi-
cation device 1, however, does not transmit duplicate copies

of data blocks [A] and [B] to the data center 4.
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Step 5410

The right-hand host device 3 sends a sixth file (which has
been divided into data blocks [A], [H] and [C]), to the second
communication device 1.

Step S411

In response, the second commumnication device 1 recog-
nizes that data blocks [A] and [C] have already been stored in
the second storage device 2, and then, the second communi-
cation device 1 sends only data block [H] to the second data
storage 2 for storage.

The second communication device 1 stores data blocks [A]
and [C] that are referenced within the sixth file, 1n the second
storage device 2, 1n the form of pointers pointing to addresses
at which real data blocks [A] and [C] have already stored 1n
the second storage device 2.

Step 5412

The second communication device 1 transmits to the data
center 4, a duplicate copy of data block [H] that has just been
stored 1n the second storage device 2. The second communi-
cation device 1, however, does not transmit duplicate copies

ol data blocks [A] and [C] to the data center 4.

Referring to FIG. 4, the sequence will be described in
which, 1n the event that an arbitrary data block has been lost,
cach communication device 1 operates for recovery or resto-
ration of the lost data block.

Step 420

A case 1s considered where data block [A] has been lost 1in
the second storage device 2.

In this case, data block [ A] 1s 1n the form of a real data block
into which the second communication device 1 has converted
the preloaded data block [A]. Beforehand, the second com-
munication device 1 received the preloaded data block [A]
from another communication device 1, which 1s a source of
the preloaded data block [A]. The second communication
device 1 has stored therein the address of the source 1 the
network.

Step 5421

Then, the second communication device 1 transmits a
recovery request for recovery of the lost data block [A], via
the network, to the first communication device 1, which 1s the

source of data block [A].

In response, the first communication device 1 sends a read
request for reading data block [A] from the first storage
device 2.

Step S422

In response, the first storage device 2 sends data block [A]
to the first communication device 1.

In response, the first communication device 1 transmits
data block [A] to the second communication device 1 via the
network. This results 1n successtul recovery of the lost data
block [A] 1n the second storage device 1.

Step 5430

Another case 1s considered where data block [A] has been
lost 1n the first storage device 2.

In this case, data block [A] 1s the preloaded data block [A]
which the first communication device 1 has transmitted to the
second communication device 1, which 1s a destination of the
preloaded data block [A]. The first communication device 1
has stored therein the address of the destination 1n the net-
work.

Step 5431

Then, the first communication device 1 transmits a recov-
ery request for recovery of the lost data block [A], via the
network, to the second communication device 1, which 1s the
destination of data block [A].

5

10

15

20

25

30

35

40

45

50

55

60

65

16

In response, the second communication device 1 sends a
read request for reading data block [A] from the second

storage device 2.
Step 5432

In response, the second storage device 2 sends data block
| A] to the second communication device 1.

In response, the second communication device 1 transmits
data block [A] to the first communication device 1 via the
network. This results 1n successtul recovery of the lost data
block [A] in the first storage device 1.

Referring next to FIG. 5, there 1s illustrated 1n more
detailed functional block diagram, the configuration of each
communication device 1 constructed according to the 1llus-
trative embodiment of the present invention.

As 1llustrated 1n FIG. 5, each communication device 1 1s
configured to include a host bus adaptor 101, an I/O interface
102 for peripherals, and a de-duplication control section 103.
Each communication device 1 1s also configured to further
include a WAN-side commumnication interface 111 and a SCSI
layer section 112.

Each communication device 1 1s still also configured to still
turther include a statistical-value update control section 121,
a preloaded-block selection section 122, a preloaded-block
storing section 123, a recovery section 124 and a backup
transmitting section 125.

As 1s evident from the foregoing, each communication
device 1 1s configured to provide a plurality of functions for
achieving the mtended purposes as described above. Those
functions, excepting those corresponding to the host bus
adaptor 101 and the WAN-s1de commumnication interface 111,
are provided as a result of execution of a particular program
by a computer which has been mounted 1n each communica-
tion device 1.

As 1s well-known, the computer 1s configured to include a
processor, memories and buses, and the memories are used
for storage of the particular program and the processoris used
for execution of the particular program.

The host bus adaptor 101, for each communication device
1, 1s used to interconnect the corresponding one of the storage
devices 2 and the corresponding one of the host devices 3, via
a parallel bus.

The I/0 interface 102, 1n the form of, for example, a SCSI
layer section, 1s used to transmit data blocks to and recerve
data blocks from the corresponding storage device 2 and the
corresponding host device 3.

The interface between the side of each communication
device 1 and the side of the corresponding storage device 2
and the corresponding host device 3 1s not limited to a type of
interface employing both a host bus adaptor and a SCSI
protocol, and 1t may be, alternatively, an Ethernet® interface
using IP, or otherwise, a fiber channel interface.

The WAN-side communication interface 111, in the form
of, for example, an Ethernet interface, 1s used to connect each
communication device 1 to the WAN. In an example where
the WAN 1s 1n the form of the Internet, the WAN-side com-
munication interface 111 1s provided as a network transport
protocol. Alternatively, the WAN-side communication inter-
face 111 may be of a type employing a fiber channel protocol.

The SCSI layer section 112 for each communication device
1 1s used to transmit/recerve SCSI commands or responses, to
and from the counterpart communication devices 1. Those
SCSI commands or responses, for enabling transmission and
reception, are capsulated with IP packets.

The de-duplication control section 103 1s configured to
store a file which has been received from the corresponding
host device 3, into the corresponding storage device 2, using
a de-duplication techmque.

More specifically, the de-duplication control section 103
includes a first sub-section configured to divide or partition a
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new file that 1s to be stored 1n the associated storage device 2,
into a plurality of new data blocks.

The de-duplication control section 103 further includes a
second sub-section configured, when each of at least one of
the new data blocks 1s duplicate to a separate data block, to
select one of the each new data block and the separate data
block as a first data block, and the other as a second data
block. The separate data block 1s located 1n a file already
stored 1n the associated storage device 2 and/or the new file.

The first sub-section stores the first data block 1n the asso-
ciated storage device 2 1n the form of a real data block. On the
other hand, the first sub-section stores the second data block
in the associated storage device 2 in the form of a pointer
pointing to the real data block stored 1n the associated storage
device 2, not 1n the form of a real data block.

The de-duplication control section 103 further includes a
deletion section configured to delete partially a plurality of
preloaded data blocks that have been stored in the associated

storage device 2.

More specifically, the deletion section includes a sub-sec-
tion configured to delete at least one of the plurality of pre-
loaded data blocks which has met a predetermined deletion
condition, to thereby prevent a maximum amount of pre-
loaded data blocks stored 1n the associated storage device 2,
from exceeding a set value, that 1s, a predetermined storage
capacity of the associated storage device 2.

The deletion condition relates to at least one of the count of
total times that each preloaded data block was referenced
within previous files, a last referenced time of each preloaded
data block, and the frequency of events that each preloaded
data block was referenced within previous files during a given
length of time.

Alternatively or additionally, the deletion condition may
relate to a recerved time of each preloaded data block from
another communication device 1.

In this example, the de-duplication control section 103 1s
configured to delete already existing preloaded-data-blocks
in the order 1n which they were received from another com-
munication device 1 (1.e., the deletion order 1s from oldest to
newest).

The de-duplication control section 103 further includes a
sub-section configured, when a new data block to be newly
stored 1n the associated storage device 2 1s identical to the
preloaded data block already stored 1n the associated storage
device 2, to convert the preloaded data block 1nto a real data
block, and to store the new data block 1n the associated stor-
age device 2 1n the form of a pointer pointing to the real block
data, not in the form of a real data block.

For achieving the conversion, the de-duplication control
section 103 may be configured to move the preloaded data
block from the original address area into an address area for a
real data block. Alternatively, the de-duplication control sec-
tion 103 may be configured to merely unflag the preloaded
data block (1.e., reset a preload tlag) to indicate that the
preloaded data block 1s handled as a real data block this time.

It 1s added that, because the preloaded data block has
already been backed up 1n the data center 4 as a result of the
previous backup operation by another communication device
1, there 1s no need for the commumnication device 1 to back up
the same data again 1n the data center 4.

The statistical-value update control section 121 1s config-
ured to define and update the statistical value, which is rep-
resentative ol a history of reference to each data block within
previous liles loaded 1nto the communication device 1.

In an example, each statistical value for each one of already
existing data blocks includes the count of total times that each
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preloaded data block was referenced within previous files
(1.e., the aforementioned reference count).

The communication device 1 transmits the statistical val-
ues to another communication device 1.

[Likewise, the communication device 1 receives such sta-
tistical values from another communication device 1. The
communication device 1, upon reception, sends the statistical
values to the preloaded-block selection section 122.

The preloaded-block selection section 122 1s configured,
upon reception of the statistical values from another commu-
nication device 1, to select at least one preloaded data block,
based on the recerved statistical values.

The preloaded-block selection section 122 determines
whether or not each statistical value has met a predetermined
condition, on a block-by-block basis. In an example, the
preloaded-block selection section 122 determines whether or
not each reference count has reached or exceeded the thresh-
old value or set value, and each corresponding data block has
not yet been stored 1n the associated storage device 2.

If the preloaded-block selection section 122 has deter-
mined that one of the reference counts has reached or
exceeded the threshold value and its corresponding data block
has not yet been stored 1n the associated storage device 2, then
the preloaded-block selection section 122 selects the corre-
sponding data block as a preloaded data block.

The preloaded-block selection section 122, upon selection
of a preloaded data block, transmits to another communica-
tion device 1 a copying request for making a copy of a real
data block stored 1n the storage device 2 that 1s associated
with another communication device 1. The real data block to
be copied 1s 1dentical to the preloaded data block.

The preloaded-block selection section 122 1s configured to
include a preloaded-block transmitting section configured,
upon reception of the copying request from another commu-
nication device 1, to make the copy and to transmit the copy
to another communication device 1.

The preloaded-block storing section 123 1s configured,
upon reception of the copy from another communication
device 1, to temporarily store the copy as the preloaded data
block 1n the associated storage device 2.

The recovery section 124 1s configured, when the real data
block originating from the preloaded data block 1s lost, to
recover the lost real data block.

More specifically, the recovery section 124 includes a sub-
section configured to transmit a recovery request for recov-
ering the lost real data block, to another communication
device 1 that transmitted the preloaded data block to the
communication device 1.

The recovery section 124 further includes a sub-section
configured, upon reception of the recovery request from
another communication device 1, to retrieve the real data
block from the associated storage device 2 and transmit the
retrieved real data block to another communication device 1.
This results 1n successiul recovery of the lost data block.

The backup transmuitting section 125 1s configured to trans-
mit to the data center 4, data blocks which have been stored 1n
the associated storage device 2 by the de-duplication control
section 103, excepting preloaded data blocks.

In this i1llustrative embodiment, a preloaded data block 1s
selected as a data block which was frequently referenced 1n
preceding files, and which, as a result, 1s likely or predicted to
be referenced in subsequent files.

Each communication device 1 preloads the thus-selected
preloaded data block to another communication device 1,
which allows both the preloaded data block and 1ts original
data block to be stored in the respective different storage
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devices 2, with the result that identical data blocks are dis-

tributed between the different storage devices 2.

The distribution storage of 1dentical data blocks 1s advan-
tageous 1n an attempt to ensure data recovery in the entire
system.

Further, 1n this illustrative embodiment, the number of
duplicate data blocks stored in the data center 4 can be
reduced more easily, and also concentration of backup traific
at the data center 4 can be eliminated or reduced more easily.

It will be appreciated by those skilled in the art that changes
could be made to the embodiments described above without
departing from the broad inventive concept thereof. It i1s
understood, therefore, that this invention 1s not limited to the
particular embodiments disclosed, but it 1s intended to cover
modifications within the spirit and scope of the present inven-
tion as defined by the appended claims.

What 1s claimed 1s:

1. A method of controlling a plurality of storage-control
communication devices for data backup, which are associated
with a plurality of storage devices, control the plurality of
storage devices, and each of which 1s communicable with
another storage-control communication device via a network,
the method comprising:

a first step of controlling the plurality of storage-control

communication devices for data backup using a de-du-
plication technique,

the first step including:

a sub-step of dividing a new file that 1s to be stored 1n a first
storage device associated with a first storage-control
communication device, into a plurality of new data
blocks; and

a sub-step of storing the new data blocks 1n the first storage
device, such that, when each of at least one of the new
data blocks 1s duplicate to a separate data block, one of
the each new data block and the separate data block 1s
selected as a first data block and the other 1s selected as
a second data block, such that the first data block 1s
stored 1n the first storage device in the form of a real data
block, and such that the second data block 1s stored 1n the
first storage device 1n the form of a pointer pointing to
the real data block stored 1n the first storage device, not
in the form of areal data block, wherein the separate data
block 1s located 1n a file already stored 1n the first storage
device or another storage device associated with the first
storage-control communication device or the new file 1n
the first storage device;

a second step of controlling the plurality of storage-control
communication devices to define and update a statistical
value representative of a history of reference to each data
block within previous files loaded 1nto the first storage-
control communication device, and to transmit the sta-
tistical value to a second storage-control communication
device:

a third step of controlling the plurality of storage-control
communication devices, upon reception of the statistical
value from the first storage-control communication
device, to select a preloaded data block, based on the
recetved statistical value, and to transmit from the sec-
ond storage-control communication device to the first
storage-control communication device a copying
request for making a copy of a real data block stored in
the first storage device associated with first storage-
control communication device, wherein the real data
block to be copied i1s i1dentical to the preloaded data
block;

a fourth step of controlling the plurality of storage-control
communication devices, upon reception of the copying
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request from the second storage-control communication
device, to make the copy and to transmit the copy to the
second storage-control communication device; and

a fifth step of controlling the plurality of storage-control
communication devices, upon reception of the copy
from the first storage-control communication device, to
store the copy as the preloaded data block 1n a second
storage device associated with the second storage-con-
trol communication device,

wherein the first step further includes a sub-step of control-
ling the plurality of storage-control the communication
devices, when a new data block to be newly stored in the
associated one of the plurality of storage devices 1s 1den-
tical to the preloaded data block already stored 1n one of
the plurality of storage devices, to convert the preloaded
data block into a real data block, and to store the new
data block in one of the plurality of storage devices inthe
form of a pointer pointing to the real block data stored 1n
one of the plurality of storage devices, not in the form of
a real data block, and

wherein the first and second storage-control communica-
tion devices are interchangeable and the first and second
storage devices are mterchangeable.

2. The method according to claim 1, wherein each statisti-
cal value associated with each data block includes at least one
of a last referenced time of each data block, a count of total
times that each preloaded data block was referenced, and a
frequency of events that each data block 1s referenced during
a given length of time.

3. The method according to claim 1, wherein the third step
comprises a sub-step of controlling the plurality of storage-
control communication devices to select each of at least one
ol the data blocks which has the statistical value that has met
a predetermined condition, as the preloaded data block.

4. The method according to claim 1, further comprising a
sixth step of controlling the plurality of communication
devices, when the real data block originating from the pre-
loaded data block 1s lost, to recover the lost real data block,
wherein the sixth step includes:

a sub-step of controlling the second storage-control com-
munication device to transmit a recovery request for
recovering the lost real data block, to the first storage-
control communication device that transmitted the pre-
loaded data block to the second storage-control commu-
nication device; and

a sub-step of controlling the first storage-control commu-
nication device, upon reception of the recovery request
from the second storage-control communication device,
to retrieve the real data block from the first storage
device and transmit the real data block to the second
storage-control communication device.

5. The method according to claim 1, further comprising a
seventh step of controlling the plurality of storage-control
communication devices to delete partially a plurality of pre-
loaded data blocks that have been stored 1n the first storage
device,

wherein the seventh step includes a sub-step of controlling
the first storage-control communication device to delete
at least one of the plurality of preloaded data blocks
which has met a predetermined deletion condition, to
thereby prevent a maximum amount of preloaded data
blocks stored 1n the first storage device, from exceeding
a set value.

6. The method according to claim 5, wherein the deletion

condition relates to at least one of a count of total times that
cach preloaded data block was referenced, a last referenced
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time of each preloaded data block, and a frequency of events

that each preloaded data block was referenced during a given

length of time.

7. The method according to claim 1, wherein each of the
plurality of storage-control communication devices 1s 1n the
form of a network switch device, to which the plurality of
storage devices and a host device are attached.

8. A first storage-control commumnication device for data
backup, which 1s associated with a plurality of storage
devices, controls the first storage device, and 1s communi-
cable with a second storage-control communication device
via a network, the first storage-control communication device
comprising:

a de-duplication control section configured to control the
first storage-control communication device for data
backup using a de-duplication technique,
the de-duplication control section including:

a sub-section configured to divide a new file that 1s to be
stored 1n a first storage device associated with the first
storage-control communication device, 1nto a plurality
of new data blocks: and

a sub-section configured to store the new data blocks 1n the
first storage device, such that, when each of at least one
of the new data blocks 1s duplicate to a separate data
block, one of the each new data block and the separate
data block 1s selected as a first data block and the other 1s
selected as a second data block, such that the first data
block 1s stored 1n the first storage device 1in the form of a
real data block, and such that the second data block 1s
stored 1n the first storage device 1n the form of a pointer
pointing to the real data block stored 1n the first storage
device, not 1n the form of a real data block, wherein the
separate data block 1s located 1n a file already stored 1n
the first storage device or the new {ile;

a statistical-value update control section configured to
define and update a statistical value representative of a
history of reference to each data block within previous
files loaded 1nto the first storage-control communication
device, and to transmit the statistical value to the second
storage-control communication device;

a preloaded-block selection section configured, upon
reception of the statistical value from the second stor-
age-control communication device, to select a preloaded
data block, based on the received statistical value, and to
transmit from the first storage-control communication
device to the second storage-control communication
device a copying request for making a copy of areal data
block stored 1n a second storage device associated with
the second storage-control communication device,
wherein the real data block to be copied is identical to the
preloaded data block;

a preloaded-block transmitting section configured, upon
reception of the copying request from the second stor-
age-control communication device, to make the copy
and to transmit the copy to the second storage-control
communication device; and

a preloaded-block storing section configured, upon recep-
tion of the copy from the first storage-control commu-
nication device, to store the copy as the preloaded data
block 1n the second storage device,

wherein the de-duplication control section further includes
a sub-section configured, when a new data block to be
newly stored 1n one of the plurality of storage devices 1s
identical to the preloaded data block already stored 1n
one ol the plurality of storage devices, to convert the
preloaded data block into a real data block, and to store
the new data block 1n one of the plurality of storage
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devices 1n the form of a pointer pointing to the real block
data stored 1n one of the plurality of storage devices, not
in the form of a real data block, and

wherein the first and second storage-control communica-

tion devices are interchangeable and the first and second
storage devices are mterchangeable.

9. The first storage-control communication device accord-
ing to claim 8, wherein each statistical value associated with
cach data block includes at least one of a last referenced time
of each data block, a count of total times that each preloaded
data block was referenced, and a frequency of events that each
data block 1s referenced during a given length of time.

10. The first storage-control communication device
according to claim 8, wherein the preloaded-block selection
section comprises a sub-section configured to select each of at
least one of the data blocks which has the statistical value that
has met a predetermined condition, as the preloaded data

block.

11. The first storage-control communication device
according to claim 8, further comprising a recovery section
configured, when the real data block onginating from the
preloaded data block 1s lost, to recover the lost real data block,
wherein the recovery section includes:

a sub-section configured to transmit a recovery request for
recovering the lost real data block, to the second storage-
control communication device that transmitted the pre-
loaded data block to the first storage-control communi-
cation device; and

a sub-section configured, upon reception of the recovery
request from the second storage-control communication
device, to retrieve the real data block from the first stor-
age device and transmit the retrieved real data block to
the second storage-control communication device.

12. The first storage-control communication device
according to claim 8, further comprising a deletion section
configured to delete partially a plurality of preloaded data
blocks that have been stored 1n the first storage device,

wherein the deletion section includes a sub-section config-
ured to delete at least one of the plurality of preloaded
data blocks which has met a predetermined deletion
condition, to thereby prevent a maximum amount of
preloaded data blocks stored in the first storage device,
from exceeding a set value.

13. The first storage-control communication device
according to claim 12, wherein the deletion condition relates
to at least one of a count of total times that each preloaded data
block was referenced, a last referenced time of each pre-
loaded data block, and a frequency of events that each pre-
loaded data block was referenced during a given length of
time.

14. The first storage-control communication device
according to claim 8, wherein each of the plurality of storage-
control communication devices 1s in the form of a network
switch device, to which the plurality of storage devices and a
host device are attached.

15. A computer-readable non-transitory storage medium
having stored therein a program, when executed by a com-
puter, to implement a method of controlling a first storage-
control communication device for data backup, which 1s asso-
ciated with a first storage device, controls the first storage
device, and 1s communicable with a second storage-control
communication device via a network,
the method comprising:

a first step of controlling the first storage-control commu-

nication device for data backup using a de-duplication
technique, the first step including:
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a sub-step of dividing a new file that 1s to be stored 1n the
first storage device, mto a plurality of new data
blocks: and

a sub-step of storing the new data blocks 1n the first
storage device, such that, when each of at least one of 5
the new data blocks 1s duplicate to a separate data
block, one of the each new data block and the separate
data block 1s selected as a first data block and the other
1s selected as a second data block, such that the first
data block 1s stored 1n the first storage device 1n the 10
form of areal data block, and such that the second data
block 1s stored 1n the first storage device in the form of
a pointer pointing to the real data block stored in the

first storage device, not 1in the form of a real data

block, wherein the separate data block 1s located ina 15

file already stored in the first storage device or the new

file;

a second step of controlling the first storage-control com-
munication device to define and update a statistical value
representative ol a history of reference to each data 20
block within previous files loaded 1nto the first storage-
control communication device, and to transmit the sta-
tistical value to the second storage-control communica-
tion device;

a third step of controlling the first storage-control commu- 25
nication device, upon reception of the statistical value
from the first storage-control communication device, to
select a preloaded data block, based on the received
statistical value, and to transmit from the first storage-
control communication device to the second storage-

24

control communication device a copying request for
making a copy of a real data block stored in a second
storage device associated with the second storage-con-
trol communication device, wherein the real data block
to be copied 1s 1dentical to the preloaded data block;

a Tourth step of controlling the first storage-control com-

munication device, upon reception of the copying
request from the second storage-control commumnication
device, to make the copy and to transmit the copy to the
second storage-control communication device; and

a fifth step of controlling the first storage-control commu-

nication device, upon reception of the copy from the first
storage-control communication device, to store the copy
as the preloaded data block 1n the second storage device,

wherein the first step further includes a sub-step of control-

ling the first storage-control communication device,
when a new data block to be newly stored in one of the
plurality of storage devices 1s 1dentical to the preloaded
data block already stored 1n one of the plurality of stor-
age devices, to convert the preloaded data block 1nto a
real data block, and to store the new data block 1n one of
the plurality of storage devices 1n the form of a pointer
pointing to the real block data stored in one of the plu-
rality of storage devices not in the form of a real data

block, and

wherein the first and second storage-control communica-

tion devices are interchangeable and the first and second
storage devices are interchangeable.
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