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SYSTEM AND METHOD FOR FILTERING
ELECTRONIC MESSAGES USING BUSINESS
HEURISTICS

CROSS-REFERENCE TO RELAT
APPLICATION

s
w

The present application 1s a Divisional Application of, and
thus claims priority to, application Ser. No. 10/832,407, filed
Apr. 26, 2004 now U.S. Pat. No. 7,647,321, the entire con-
tents which are incorporated herein in its entirety, for all
purposes.

TECHNICAL FIELD

Disclosed embodiments herein relate generally to the fil-
tering of electronic messages (e-mail), and more particularly
to systems and method for filtering electronic messages using,
business heuristics.

BACKGROUND

E-mail management 1s commonly handled by ISPs that
have user/subscribers, or by company servers located at
facilities where the e-mail users are employed. A part of
¢-mail management comprises filtering for spam or virus
control, but when such e-mail management 1s performed at
the ISP or at the company server location, valuable commu-
nication bandwidth and computing resources are expended
on routing, analyzing, and other handling of spurious e-mail
traffic. Present e-mail management systems are further char-
acterized by a lack of real-time monitoring, feedback, and
updating of rules regarding e-mail tratfic or SMTP connec-
tion situations. Thus, management and monitoring of e-mail
traffic situations 1s commonly handled through human inter-
vention.

Even 11 these concerns are addressed in modern e-mail
management systems, the techniques typically employed to
filter out unwanted spam messages 1s relatively inetlective as
a whole. Specifically, as conventional techniques developed,
s0 too did techniques employed by the senders of spam mes-
sages to circumvent many of even the most aggressive
approaches. Making matters worse, even 1n situations where
filtering technmiques are successtul 1 preventing unwanted
messages from reaching their intended recipients, many oth-
erwise valid messages are also blocked from delivery. Among
the problems plaguing conventional systems employed for
blocking unwanted messages 1s the phenomenon “spoofing’™
e-mail addresses to trick filtering system into believing the
message 1s being sent by a valid sender. As a result, even
filtering systems that employ “approved senders” configured
by users are still inetlective against such attacks. Moreover, as
mentioned above, 1 conventional systems are upgraded with
available tools to assist in preventing such attacks, the end
result typically 1s that many valid messages are prevented
from reaching the user, which results in losses 1 both time
and costs.

BRIEF SUMMARY

Disclosed are systems and methods for use in filtering
clectronic messages using business heuristics. As used
herein, the term “business’ 1s not intended to be limited to a
business organization or to any one capitalist endeavor, but
rather includes any and all organizations and any and all
endeavors 1ncluding professional, industrial, service-ori-
ented, charitable, self-serving, etc. In one aspect, a method
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2

includes determining whether the electronic message 1s asso-
ciated with a desirable business, and adjusting the likelihood
of delivering the electronic message to an intended recipient
of the message 11 the electronic message 1s determined to be
associated with the desirable business. In a more specific
embodiment, the method further includes assigning a spam-
score to the electronic message based on a likelihood that the
clectronic message 1s not unwanted by the intended recipient,
blocking delivery of the electronic message to the intended
recipient when the spam-score does not cross an overall
threshold, and delivering the electronic message to the
intended recipient based on the adjusted likelihood when the
clectronic message 1s determined to be associated with the
desirable business.

In another aspect, a related system for filtering an elec-
tronic message using business heuristics 1s also disclosed. In
one embodiment, the system includes a message handler
configured to recerve the electronic message, and a heuristics
module associated with the message handler and configured
to determine whether the electronic message 1s associated
with a desirable business. In such an embodiment, the mes-
sage handler 1s further configured to adjust the likelihood that
the electronic message will be delivered to the intended
recipient 1f the electronic message 1s determined to be asso-
ciated with the desirable business. In a more specific embodi-
ment, such a system also includes a software module associ-
ated with the message handler and configured to assign a
spam-score to the electronic message based on a likelihood
that the electronic message 1s not unwanted by an intended
recipient of the electronic message, where the message han-
dler 1s further configured to block delivery of the electronic
message to the intended recipient when the spam-score does
not cross an overall threshold.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference 1s now made to the following detailed descrip-
tion of the preferred embodiments, taken 1n conjunction with
the accompanying drawings. It 1s emphasized that various
features may not be drawn to scale. In fact, the dimensions of
various features may be arbitrarily increased or reduced for
clarity of discussion. Reference 1s now made to the following
descriptions taken in conjunction with the accompanying
drawings, 1n which:

FIG. 1 1llustrates one embodiment of a prior art system for
the delivery of e-mail messages through the Internet or other
computer network;

FIG. 2 illustrates a block diagram of an embodiment 1n
which an active Electronic Message Management System 1s
provided between the Internet and receiving mail server;

FIG. 3 illustrates a more detailed diagram including a block
diagram of the EMS shown in FIG. 2;

FIG. 4 1llustrates one embodiment of a screen shot for
setting multiple thresholds for filtering unwanted e-mail mes-
sages;

FIG. S 1llustrates a more detailed view of the block diagram
of the EMS discussed with reference to FIG. 3;

FIG. 6 illustrates one embodiment of a screen shot for

setting business-specific thresholds, 1n addition to the base
thresholds described above, 1n accordance with the disclosed
principles;

FIG. 7 illustrates a flow diagram of an exemplary process
for the disclosed business heuristics-based filtering tech-
nique.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Referring mitially to FIG. 1, illustrated 1s one embodiment
of a prior art system 100 for the delivery of e-mail messages
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through the Internet 101 or other computer network. Sending,
mail servers 102a, 1026 (having associated source Internet
protocol (IP) addresses) and recerving mail servers 102c,
1024 (having associated destination IP addresses), or other
message gateways, allow electronic messages, such as elec-
tronic mails (or “e-mails™) to be delivered to and from send-
ing client machines 104a-104d to recerving client machines
104¢-104/, or other devices such as cell phones, pagers,
and/or hand-held computers. In accordance with conven-
tional systems, the transmission direction of the e-mails may
also be reversed, where the sending machines and servers
become the recerving machines and servers and vice versa.

E-mail messages are typically composed by an application
running on a client machine 104. When composition of the
message 1s completed, the user uploads the completed mes-
sage to amail server 102. The mail server 102 1n one embodi-
ment 1s owned by an Internet Service Provider (ISP) or by a
private corporation for whom the user works. The user client
machine 104 connects to the mail server 102 via dial-up,
digital subscriber loop (DSL), cable Internet, or by other
appropriate means. One standard for e-mail formats 1is
described by RFC 822 obsoleted by RFC2822, which are a
standard and a proposed standard, respectively, promulgated
by Internet Engineering Task Force (“IETFEF”). The protocol
by which e-mail messages are transmitted from sending mail
server 102 to recerving mail server 102 are described by
RFC821, obsoleted by RFC 2821, which are also a standard
and a proposed standard, respectively, of the IETF. These
standards can be found at <www.1etl.org>. The present dis-
closure hereby incorporates by reference the subject matter of
the RFC 821 and RFC 822 standards and the RFC 2821 and
RFC2822 proposed standards. I1 the proposed standards are
updated from the versions published 1 April 2001, it 1s the
subject matter of the April 2001 versions of these proposed
standards that 1s hereby incorporated by reference. The RFC
821 and RFC 2821 documents describe a Stmple Mail Trans-
port Protocol (“SMTP”"), which i1s the protocol by which
e¢-mail messages have typically been transported over the
Internet.

SMTP servers and SMTP clients (SMTP clients are net-
work computers, not to be confused with the client machines
104) provide a mail transport service, and therefore act as
Mail Transier Agents (“MTAs”). Mail User Agents (“MUASs”
or “UAs”) are normally thought of as the sources and targets
of mail. At the source, an MUA might be the source mail
server 102a, 1025 that collects mail to be transmaitted from a
user and hands 1t off to an MTA within the network 101. The
final (“delivery”) MTA would be thought of as handing the
mail off to an MUA, which might be the destination mail
server 102¢, 1024 that holds a user’s mail 1n the user’s inbox.

The SMTP mail transport protocol uses domain names to
route messages from a sender to a recerver of e-mail. A
distributed database of TCP/IP addresses corresponding to
particular domain names 1s maintained across the Internet
101 1n Domain Name Servers (“DNSs”) 108. Thus, to route
an e-mail to 1ts destination, the source mail servers 102a,
1026 would generally take the address specified by the send-
ing user and inquire of a DNS server 108 the IP address to be
assigned to the particular addressed domain name. As used 1n
this specification, an “address” 1s a character string that iden-
tifies a user to whom mail will be sent, a user or source that 1s
sending mail, or a location 1into which mail will be deposited.
The term “mailbox” refers to that depository. The two terms
are typically used interchangeably unless the distinction
between the location in which mail 1s placed (the mailbox)
and a reference to 1t (the address) 1s important. An address
normally consists of user and domain specifications; how-
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4

ever, addresses may have different forms depending on usage
and type of address. The standard mailbox naming conven-
tion 1s defined to be “local-part@domain™; contemporary
usage permits a much broader set of applications than simple
“user names”’. The local part of the address 1s typically inter-
preted and assigned semantics only by the host specified in
the domain part of the address. In contrast, the standard IP
address 1s typically a specific string of numbers 1dentiiying a
source or destination server.

Once the source mail server 102a, 1025 lexically identifies
a domain to which email will be delivered for processing, a
DNS lookup, through a DNS server 108, 1s performed to
resolve the domain name. The email 110 1s then sent {from the
source mail server 102a, 10256 via the Internet 101 to the
identified domain.

Turning now to FIG. 2, illustrated 1s a block diagram 200 of
an embodiment 1n which an active Electronic Message (e.g.,
E-Mail) Management System (EMS) 203 1s provided
between Internet 101 and recerving mail server 202. The EMS
203 of the present invention 1s “active” and automated since 1t
1s constantly managing attempted transmissions of electronic
messages without the need for human intervention at various
steps of the management process. In this sense, an EMS 203
according to the principles disclosed herein 1s automated, and
configured to manage message delivery in real-time.

The EMS 203 1s able to interpret conditions, analyze pat-
terns, and manage the delivery of data to the receiving server
202 by performing processing steps as each of the SMTP
connection between the sender and recipient are processed.
Traditional e-mail servers will typically accept the message
data and write the message to disk prior to performing analy-
s1s. The EMS 203 1s able to perform management steps at
cach stage of the SMTP transaction 1n order to minimize
impact on the destination server 202, while providing security
and management. So that mail intended for the mail server
202, and thus the receiving client’s terminal 204, is routed
through the EMS 203, the numerical IP address in the DNS
108 that 1s associated with the domain name of the targeted
mail server 202 1s updated to reflect the numerical address of
the EMS 203. For example, suppose the domain name of the
mail server 202 1s “anywhere.com”™ and the numerical IP
addresses for the mail server 202 and EMS 203 were
“1234.5678.9876.5432” and  “9876.5432.1234.5768,”
respectively. Then the records 1n the distributed DNS data-
base 108 for <anywhere.com> would be updated to reflect the
EMS’s numerical address “9876.5432.1234.5768,” rather
than “1234.5678.9876.5432”

Although this figure shows the EMS 203 as being physi-
cally adjacent to the mail server 202, such placement is only
for illustration purposes. The EMS 203 can be located any-
where on the Internet 101. It can also be located either outside
or within the mail server’s 202 associated firewall 210, as
shown by the optional positioning of the 20 firewall 210 at
position “A” (outside the firewall) or at position “B” (inside
the firewall). Alternatively, the EMS 203 could possibly run
on the same physical machine as the mail server 202.

Looking now at FIG. 3, i1llustrated 1s a more detailed dia-
gram 1ncluding a block diagram 300 of the EMS 203 shown 1n
FIG. 2. An admimstrative console (not illustrated) may be
located on the same particular server machine as the actual
EMS system 203 for providing an administrative access tool
to assist in configuring how the EMS 203 processes incoming
clectronic messages. The connections between the EMS 203
and the mail servers 102a, 102¢ may be made through Inter-
net or SMTP connections. As previously mentioned, the EMS
203 could exist inside or outside a particular firewall with or
without one of the mail servers 102a, 102c¢.
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Generally, the system shown 1n FIG. 3 handles e-mail from
a “sending” mail server 102a. The designation of one mail
server as a “sender” and the other as a “recetver’” 1s arbitrary.
Practically speaking, both mail servers 102a, 102¢ will gen-
erally act as both sender and receiver of electronic messages 5
from and to the mail servers” 102a, 102¢ sending and receiv-
ing clients 104a, 104e. In the embodiment shown, at least one
of the mail servers’ 102a, 102¢ domain names will be asso-
ciated with the EMS 203 1n the DNS distributed database and
its servers 108. In embodiments employing the admimstrative 10
console, the console receives information from the EMS 203
regarding the types of electronic messages which are coming,
in for particular users or groups of users, such as information
regarding the suspected viruses and spam e-mails, directory
harvest attacks, or unwanted content or delivery attempts that 15
have been sent to the user or users.

The EMS 203 1s shown 1 FIG. 3 as including several
interconnected message handling software modules for pro-
cessing electronic messages. For a more detailed discussion,
reference 1s made to co-pending patent application Ser. No. 20
10/370,118, filed Feb. 19, 2003, and entitled “E-Mail Man-
agement Services”, which 1s commonly assigned with the
present disclosure and incorporated herein by reference 1n its
entirety for all purposes. The layout of these various software
modules 1s not indicative of any particular physical structure 25
in the machine runming these software modules. One module
illustrated 1s a connection management module, or simply a
connection manager 322. The connection manager 322 1is
responsible for setting up and monitoring incoming SMTP
connections from UAs/mail servers 102a (or Mail Transfer 30
Agents). The connection manager 322 1s the entry point to the
EMS 203, and it monitors the incoming SMTP connection
attempts and e-mail messages. Specialized processes found,
for example, 1 soltware daemons, 1nteract with data col-
lected from the incoming messages and/or connection 35
attempts to recognize patterns of messages within the traflic
of messages that can be acted upon. More specifically, the
connection manager 322, an e-mail handler 326, plug-in
applications 332, and a delivery management module (or
simply a delivery manager 324), are all employed to process 40
incoming electronic messages.

The e-mail handler 326 takes an incoming e-mail message
and can “scrape’ or extract information from the message as
it 1s going by, 1.e., without imposing a delay on the delivery of
the message. The e-mail handler 326 1s also able to condi- 45
tionally deliver messages via the delivery manager 324, either
on its own accord or according to instructions. The e-mail
handler 326 1s conceptually connected to a Multipurpose
Internet Mail Extensions (MIME) decoder 328 and to an
application interface 330. The application interface 330 pro- 50
vides an interface between the e-mail handler 326 and the
plug-1n applications 332 mentioned above. Following a con-
figuration established by rules stored, for example, 1n an
associated database, patterns in the data may be determined
so that message processing information, typically in the form 55
of disposition instructions, may be created. If one of the
applications 332, such as a spam detection application,
returns a value for a message (1.€., a “spam score”) based on
the likelihood that the message 1s not spam, the e-mail handler
326 can configure the delivery of the message to route 1t to a 60
quarantine website.

The decisions on which electronic messages are passed,
diverted, deferred, etc. are made 1n part based on the metadata
generated from the universe of incoming messages, and based
on the way the EMS 203 has been configured and the appli- 65
cations 332 selected for processing the messages. Depending
on the condition preventing transmaission of the message to
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the mtended recipient, even 1f a connection by the connection
manager 322 1s accepted, the delivery manager 324 may be
instructed to dispose of the message approprately.

Turning briefly now to FIG. 4, illustrated 1s one embodi-
ment of a screen shot 400 for setting multiple thresholds for
filtering unwanted e-mail message. More specifically, the
screen shot 400 illustrates the opportunity to adjust the set-
tings on an overall threshold for incoming e-mails: “Bulk
E-mail”. In addition, the screen 400 allows for adjusting the
settings 1n base thresholds based on specific categories:
“Sexually Explicit”, “Get Rich Quick”, “Special Offers”, and
“Racially Insensitive”. Once a user has made his desired
selections and adjustments, the changes may be saved by
clicking the “Save Changes” button on the screen. In addition,
if the adjustments are not to be kept, the user may simply
cancel the changes by clicking the illustrated “Cancel” but-
ton.

The overall threshold, “Bulk E-mail”, 1s employed for
establishing an overall tolerance for filtering incoming e-mail
messages. Specifically, e-mail filtering processes typically
assign a spam score to all incoming e-mails that indicates the
likelihood that the e-mail 1s not spam (i.e., that the e-mail 1s
not necessarily unwanted by the intended recipient). Of
course, the process may alternatively be configured where the
spam score 1s based on the likelthood that the e-mail 1s spam.
The basis for assigning such spam scores differs for each
specific filtering process based on the criternia each process 1s
configured to examine. For example, a spam score may be
alfected by a source IP address of the e-mail (e.g., a known
“spammer”’) or 11 1t 15 determined to be part of a mass e-mail-
ing attempt, such as a directory harvest attack. As a result, 1f
the spam score assigned to an incoming e¢-mail does not
exceed the preset overall tolerance setting, then the e-mail
will be filtered and not reach the intended recipient. As illus-
trated, the level of tolerance for such filtering may be adjusted
using on-screen selection within a range from “Lenient” to
“Aggoressive”. As may be expected, as this overall setting 1s
increased towards the “Aggressive” side, more mmcoming
e-mail messages are likely to be filtered out. However, as the
number of filtered messages increases with the change in
tolerance, so too does the chance for “false positives™ in the
screening process, where valid and desirable e-mail messages
are improperly 1dentified as spam and filtered. As a result,
cach user of the filtering process may adjust his individual
overall threshold.

Also capable of being adjusted are the four base thresholds
identified above. However, where the “Bulk E-mail” thresh-
old 1s typically applied against incoming messages based on
source or destination IP addresses, the remaining four base
thresholds typically employ content-based {iltering pro-
cesses. Such content-based filtering processes may be
embodied 1n the application modules 332 discussed with
reference to FIG. 3. As belore, users may individually adjust
the tolerance 1n each of these four base thresholds depending
on their personal tolerance for receiving unwanted e-mail that
should have been filtered, or, alternatively, the improper fil-
tering of e-mail that should have been allowed to pass through
to the intended recipient’s mmbox. Furthermore, these base
thresholds also provide the option of shutting off each par-
ticular filter threshold, as 1llustrated in the screen shot 400.

Referring now to FIG. 5, 1llustrated 1s a more detailed view
of the block diagram 300 of the EMS discussed with reference
to FIG. 3. As before, the EMS still includes the connection
manager 322, which 1s responsible for setting up and moni-
toring mcoming SMTP connections from mail servers and
monitoring mcoming SMTP connection attempts and e-mail
messages. The EMS still also includes the e-mail handler 326,
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the MIME decoder, the delivery manager 324, and the plug-in
applications 332, which communicate with the e-mail han-
dler 326 via the application interface 330.

In the 1llustrated embodiment, an incoming electronic mes-
sage 1s first received by the connection manager 322. The
connection manager 322 1s typically configured to work 1n
conjunction with the e-mail handler 326 to determine the
source IP address of the sender of the message. Once the
source IP address of the sender has been determined, a busi-
ness heuristics-based (heremafter, simply heuristics) module
in the form of a business heuristics-based source IP address
module 3324 assists in processing the message. The heuris-
tics source IP module 3324 may be included in the EMS as
one of several software application plug-ins. More specifi-
cally, the heuristics source IP module 332a 1s configured to
access a source IP address database 334 in order to compare
the previously determined source IP address of the incoming
message to those stored in the database 334. Of course, the
heuristics source IP module 332aq may also be configured to
compare the destination IP address of an outgoing message to
those stored in the database 334. Thus, as used herein, the
“source IP address™ includes both the IP address of a sender of
the message 1nto the EMS system, as well as the IP address of
a user of the EMS system who 1s sending the message. Once
compared, 11 the source IP address of the message 1s deter-
mined to be related to the pre-selected field or type of business
(c.g., the legal industry), then an overall message filtering
threshold established by the user (or perhaps the administra-
tor of the message filtering system) may be adjusted to
increase the likelihood that the message will be delivered to
the intended recipient, rather than being filtered out as
unwanted spam. Such a threshold adjustment i1s discussed in
greater detail below.

Also 1n this embodiment, another business heuristics mod-
ule, 1n the form of a heuristics-based content module 33254,
has also been added among the multiple applications 332
associated with the EMS. As also discussed in greater detail
below, the heuristics content module 3325 may be comprised
of software configured to analyze the content of incoming (or
outgoing) electronic messages to determine the presence of
content related to predetermined industries. For example, as a
message 1s recerved by the EMS, the heuristics content mod-
ule 33256 works with the e-mail handler 326 to search/extract
content within the message based on instruction code pro-
vided by the heuristics content module 33256. As with heuris-
tics filtering based on the IP address of the message, 11 content
related to the pre-selected business 1s detected, then an overall
message filtering threshold established by the user (and/or the
administrator) may be adjusted to increase the likelihood that
the message will be delivered to the intended recipient rather
than being filtered out. Thus, both the heuristics IP address
module 332q and the heuristics content module 3325 may be
employed to determine 11 the message 1s somehow associated
with a desirable business.

As used herein, being “associated with a business™ means
determining that any part of the message, including the source
or destination IP address, the subject line, the message text, or
any attachments, 1s 1n some way related to that business or to
a job within that business. For example, the source or desti-
nation IP address on the message belongs to a company or
other organization known to be 1n or related to that business,
or a part of the message may include content that 1s typically
employed by companies or other organizations known to be
in or related to that business, regardless if the sender or
intended recipient 1s actually employed or volunteers in that
line of business. As such, the disclosed heuristics process may
apply to messages between two persons that are not associ-
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ated with a specific business or profession, but the message
includes content (or an IP address) that 1s determined to be
associated with a designated type or field of business. Another
example of being “associated with an business’™ includes con-
tent found to be associated with professional associations of
proiessions related to the business. For instance, a lawyer
working at a financial company may still employ and benefit
from legal-based heuristics filtering even though he 1s work-
ing at a financial company or other non-legal entity, and not
strictly 1n the legal industry.

In one specific embodiment, the adjustment to the overall
threshold may vary based on the amount of business-based
content detected 1n the mcoming message, as well as the
threshold setting for the heuristics content module 3326 made
by either the intended recipient, the administrator, or even
both. Of course, the heuristics content module 33254 and the
heuristics source IP module 332q are not limited to the exact
embodiments and connections illustrated in FIG. 5. As such,
persons who are ordinarily skilled in the pertinent field of
technology/art will understand vanations that may be made to
those components and/or their corresponding connections to
other components, without departing from the scope of the
principles of filtering based on heuristics disclosed herein.
Adjustments made based on either module 3324, 3325H are
discussed 1n greater detail below.

Looking now at FIG. 6, 1llustrated 1s one embodiment of a
screen shot 600 for setting business-specific thresholds, 1n
accordance with the disclosed heuristics principles. Specifi-
cally, adjustment of two business-based thresholds: “Legal”
and “Financial,” are illustrated. Of course, any number and/or
type of business thresholds may be provided and employed
with the disclosed filtering process. Also as before, once any
adjustments have been made, the changes may be saved by
clicking the “Save Changes” button or on the screen, or can-
celled by clicking the illustrated “Cancel” button.

The business-based thresholds are provided to influence
whether e-mail messages satisty the settings of the prior base
thresholds such that they are delivered to the intended recipi-
ent. More specifically, the business thresholds generally
allow e-mail messages that would normally be filtered out to
pass through to the intended recipient based on business
heuristics. The objective of this heuristics approach to e-mail
filtering 1s to eliminate the problem of false positives that can
become an 1ssue when using generalized spam-filtering tech-
nology. As such, the likelihood that e-mail messages will be
filtered out based on the settings of the base thresholds may be
reduced based on the settings of the business thresholds.
Moreover, 1n preferred embodiments, the screen shot 600
allowing the business threshold adjustments 1s only available
to administrators of the e-mail filtering service. In such
embodiments, a user interface may be provided to intended
recipients of the messages that simply allows the user to turn
heuristics filtering of messages on or oif. Of course, 1n other
embodiments the intended recipients of the incoming mes-
sages are provided access to the threshold adjustment bars.

Also illustrated 1n FIG. 6 1s the vaniability of the tolerance
of the business thresholds. In the 1llustrated embodiment, as
the tolerance adjustment moves from “No Extra Importance”™
to “Extra Importance™, the likelithood that a filtered e-mail
message will be allowed to pass through to the intended
recipient increases. Of course, other titles for the variable
range of threshold settings may also be employed. By adjust-
ing such threshold settings, an “effective threshold” 1s gener-
ated based on the settings of the original base thresholds, as
modified by the settings of the business thresholds. Equation
(1) sets forth an example of this relationship:
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THeﬁ:THbase.THind (1)

where TH_.1s the resulting ettective threshold calculated by
multiplying TH, ___, which 1s the cumulative base threshold,
and TH, ., which 1s the business threshold. Stated another
way, as the oniginal overall threshold i1s adjusted using the

setting of one of the base thresholds, the result 1s a base
threshold TH Then, the business threshold TH,, ., based

-“bhase®
on 1ts setting(s), adjusts the base threshold TH, __ to make 1t

more lenient 1n certain business-based situations, thus
increasing the likelihood of allowing a message through to the
intended recipient that would previously have been filtered
out. In some embodiments, the business threshold TH,, ,may
be adjusted to an extreme setting, which would virtually be
determinative of the passage of an mmcoming message that
would otherwise have been blocked from reaching the
intended recipient. Determining the effective threshold 1s dis-
cussed 1n greater detail below.

Turning now to FIG. 7, with continued reference to the
screen shot 400 of FIG. 4 and the screen shot 600 of FIG. 6,
illustrated 1s a tlow diagram of an exemplary process for the
disclosed business heuristics-based filtering technique. To
more clearly understand the function of the disclosed
approach, the exemplary process of FIG. 7 will be described
with reference to a specific example. It should be understood,
however, that this description should not be interpreted as a
limitation to the implementation of the principles described
herein, including, but not limited to, the technique for assign-
ing values and scores to the various thresholds. The process of
FIG. 7 begins at a Start block 710, wherein the disclosed
¢-mail filtering process 1s mnitiated.

At block 720, an incoming electronic message (i.e., an
¢-mail) 1s 1mtercepted by the filtering process. The filtering
process (e.g., typically embodied 1n soiftware) may be at a
geographically distinct location from the intended recipient
of the e-mail, or it may be located within the recipient’s
on-site e-mail server. At block 730, a spam score 1s assigned
to the incoming e-mail message, as mentioned above. The
spam score given to the e-mail 1s typically based on several
different criteria, and 1s used to indicate a likelihood that the
message 1s not spam. For example, the source IP address
and/or domain of the sender may be considered, as well as the
domain of the destination IP addresses and the content of the
subject line and/or body of the e-mail. Also, characteristics
associated with the message may also be considered, such as
whether the message 1s part of a mass mailing, whether the
message 1s part of a directory harvest attack, whether the
sender of the message 1s linked with prior spam mailings, etc.
A detailed discussion of this part of the process 1s found 1n the
co-pending patent application cross-referenced above. In this
specific example, the spam score ranges from O or 100, where
0 indicates a certainty that the e-mail 1s spam, while a score of
100 1indicates a certainty that the e-mail 1s not spam. In addi-
tion, the spam score assigned to each message passing there-
through 1s typically not changed throughout the filtering pro-
cess, and 1s 1nstead simply compared to various thresholds to
determine whether the spam score falls below the threshold
and should theretfore be filtered from delivery to the intended
recipient. Of course, other embodiments may also adjust the
spam score, either alone or with an adjustment of the thresh-
old.

On the other side of the process, at block 740, membership
in a particular category associated with the base thresholds 1s
determined. Looking back at FIG. 4, the subject line and/or
body (or any associated part) of the e-mail may be scanned to
look for indicators that the e-mail falls under one of the
content-driven base thresholds: Sexually Explicit, Get Rich
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Quick, Special Offers, or Racially Insensitive. Where the
assigned spam score 1s used to generally determine whether
the e-mail will be filtered out, membership in one of the
enumerated categories increases the likelithood that the e-mail
will be so filtered. In a specific embodiment, each of the
variable settings for these four categories may represent a
multiplier used to increase the chance that the spam score will
not surpass a new (adjusted) threshold, and therefore the
message be filtered out. For example, 11 the user has an origi-
nal overall threshold of 40, and an incoming e-mail includes
sexually explicit material but has only been assigned a spam
score of 50, without detecting membership 1n an offending,
category the e-mail will be passed through to the user since 1ts
spam score exceeds the threshold value. However, it the
user’s setting for a category into which the e-mail falls 1s high,
for example, a 10 multiplier, such a setting will cause the
user’s original overall tolerance to be increased by the mul-
tiplier 1f the e-mail 1s determined to contain the offending
content. Thus, where the spam score originally fell above the
overall threshold, the same spam score for this particular
¢-mail 1s now less than the newly adjusted threshold. There-
fore, the e-mail will be filtered from delivery.

In effect, the settings for the content-driven base thresh-
olds, which create multipliers as described above, indicate a
user’s tolerance for false positives 1n filtering e-mails when
the e-mails are determined to fall into the content-based (1.¢e.,
offending) categories. More specifically, 1n the example set
torth above, the user 1s essentially stating that he 1s willing to
tolerate 10 times the number of false positives (with the
exemplary multiplier of 10) 1f the content of the e-mail 1s
determined to contain sexually explicit material. To this end,
even 11 the e-mail receives a very high spam score, indicating
a virtual certainty that 1t 1s not spam, the e-mail may still be
filtered out based on 1its membership 1n the offending category
(1.e., having offending content), as influenced by a high level
set by the user for each category.

Moving on to block 7350, 1t 1s determined whether the
source 1P address of the message 1s associated with any of the
particular industries at 1ssue, typically by employing software
plug-ins, as described above. Such a list of “approved send-
ers”’ contains a list of specific source IP addresses of potential
message senders so that messages from those senders are
more likely to be delivered to the user’s 1nbox based on their
affihation with an “approved” source IP address. For
example, a database may be maintained that includes substan-
tially all of the known IP addresses for all law firms 1n the
United States. Thus, this database may be searched to deter-
mine 1 the source IP address for the mmcoming message cor-
responds to an address 1n this database. IT 1t 1s determined that
the source IP address 1s present 1in the database, then the user’s
thresholds will be adjusted on this basis, 1n a manner similar
to that discussed above with reference to block 740. Similar
embodiments are envisioned for source IP addresses found to
be associated with the financial business, such as from a bank
or even between a sender and recipient that are not associated
with the financial business but the content of the message 1s
still found to be associated with the financial business (e.g.,
through terminology or the like).

The database of source IP addresses 1s typically generated
and kept by the administrating organization that 1s adminis-
tering message liltering as disclosed herein, where that list 1s
typically kept hidden from the users and competitors alike.
However, filtering systems and processes as disclosed herein
are broad enough to encompass embodiments where the
intended recipient of the message may edit or even entirely
create the list. Additionally, the thresholds for filtering while
employing such a list may be variable at the adjustment of the
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administrator or the user. Of course, such thresholds may also
be adjusted to levels where an incoming message 1s almost
always delivered 1f the sender’s IP address 1s found to be
included on the database list.

Moreover, this adjustment to the user’s overall threshold 1s
typically made based on IP addresses, not on domain name as
found in conventional filtering techniques. Specifically,
domain name-based approaches typically include a list of
“approved senders”, and when the domain name for the mes-
sage sender matches a domain in the list, the message 1s
simply allowed to pass through to the itended recipient.
However, such approaches are not effective against senders of
unwanted messages that employ “spoofing” techniques to
send messages. In such situations, the unwanted message
would still include a domain name that has been “approved”
for sending messages. Instead, the disclosed technique
employs the source IP address (typically four multi-digit
numbers separated by periods) of message senders to help
determine whether the sent message should be filtered out.
One embodiment of such an approach may include the match-
ing of the source IP address with IP addresses of known valid
senders stored 1n a database, but the disclosed technique 1s not
so limited.

In some embodiments, more than a mere source IP address
“look-up” 1n the database takes place. In such embodiments,
other factors may be taken into account, such as the compari-
son of the sending IP address with that of the intended recipi-
ent to determine 11 both are members of the same business. If
it 1s so determined, than the likelihood that the message 1s
spam 1s less, and so the recipient’s overall threshold may be
adjusted (e.g., lowered) to reflect this likelihood. In these and
other embodiments, various comparisons may be made with
the source IP address using such business-based viewpoints
to determine whether the user’s overall threshold should be
adjusted to increase the likelihood that the message will be
allowed to pass through. For example, other determinations
may include viewing past message traific or connection
attempts by the sending IP address (with or without consid-
eration of any destination IP addresses) to determine if there
1s a pattern in such traffic/attempts that 1s typically associated
with senders of spam rather than valid message senders.
Other examples include comparing prior message trailic
between the source IP address and other intended recipients
within the business, or where the source IP address 1s assigned
as related to a particular business through an external verifi-
cation processes. Of course, a system and process as dis-
closed herein may include any such approaches, while
remaining within the scope of the present disclosure and any
claims 1ssuing therefrom.

Next, at block 760, 1t 1s determined whether content in the
¢-mail message 1s associated with specific predetermined
industries. More specifically, this determination 1s made con-
sidering the threshold adjustment based on whether there 1s
business content in the e-mail that corresponds to one of the
pre-selected industries. Plug-in applications (see FIG. 3) may
also be used to analyze the content of the e-mail looking for
key terms or phrases that are typically associated with the
industries. For example, 11 several instances of “legalese™ are
detected in the content of the e-mail and 1t 1s determined that
the e-mail 1s sulliciently associated with the legal business,
the user’s threshold may be adjusted for comparison with the
message’s assigned spam score to accomplish the disclosed
filtering process. As a result, 1f suificient business content 1s
detected 1n the message, the multiplier associated with the
specific threshold may be set low enough such that the mes-
sage 1s delivered to the intended recipient, even if the message
would have been filtered out based on its spam score (or for
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other reasons) had no business content been found. As with
the source IP addresses, a database may be used to store key
terms and phrases associated with the business to accomplish
the business content determination, and the disclosed tech-
nique 1s not limited to industries 1n which the intended recipi-
ent works. Moreover, a process conducted in accordance with
the principles disclosed herein may include blocks 750 and
760 1n any order, or may even be conducted simultaneously,
without departing from the scope of this disclosure.

If no business association 1s found in the e-mail content,
then the process moves on to block 780. At this block, filtering
of the e-mail 1s conducted based on a comparison of 1ts
assigned spam score to the current overall threshold value. If
at block 740 1t was determined that the content of the e-mail
did not warrant membership 1n any of the offending catego-
ries, then the filtering 1s done using the original overall thresh-
old. To this end, 11 the spam score does not exceed the original
threshold, then delivery of the e-mail to the intended recipient
1s blocked. However, 11 membership 1n one of the offending
categories was determined, then the filtering 1s based on a
comparison between the assigned spam score and the
adjusted overall thresholds. Specifically, as mentioned above,
category membership may result in the overall threshold
value being increased (depending on the setting established
by the user or system administrator), so as to decrease the
likelihood that the e-mail will be allowed to the reach the user.
Thus, 11 the spam score does not exceed the adjusted overall
threshold value, then delivery of the e-mail to the intended
recipient 1s blocked. Conversely, 1n either case, 1f the spam
score should exceed either the original or adjusted overall
thresholds, then the e-mail will be delivered to the user.

IT1t was determined at block 760 that there 1s an association
with any of the selected industries, whether based on the
business-related source IP address (block 750) and/or the
business-based content determination, the process instead
moves to block 790. At this block, the e-mail 1s filtered based
on a comparison of 1ts assigned spam score to the effective
threshold value, as adjusted 1n accordance with blocks 7350
and 760. The eflective threshold 1s determined as described
above, where the overall threshold 1s typically decreased
depending on the settings established by the user and/or the
system administrator. Like the base threshold values, the
business threshold values include multipliers of the original
overall threshold. However, where the base threshold values
were multipliers greater than 1 (1n order to increase the over-
all threshold and 1ncrease the chance of filtering out the mes-
sage 1n this embodiment), the multipliers for the business
threshold values may all be less than 1. Thus, 1n such embodi-
ments, multiplying the overall threshold value with such a
fractional multiplier decreases that overall threshold value,
which 1ncreases the chance that the message will be allowed
through the filtering process and be delivered to the intended
recipient.

The increase 1n the likelihood of passing through is true
regardless of whether the original overall threshold or an
adjusted overall threshold 1s used. This advantage of the dis-
closed approach 1s particularly beneficial when an e-mail has
been categorized into one of the offending categories, but yet
1s actually an important and desired e-mail for the intended
recipient to have. In a specific example, an e-mail that 1s
determined to include a number of racial slurs therein will
likely be categorized under the “Racially Insensitive” base
threshold. Moreover, since the recipient has set this base
threshold at the maximum, 1n this example, there 1s even a less
likely chance that the e-mail will reach the intended recipient.

However, 11 the e-mail actually includes legal documents
pertaining to a suit based on the use of those racial slurs, then




US 8,321,432 B2

13

the e-mail would be filtered out improperly. To prevent such
a Talse positive, the disclosed approach allows the threshold to
be adjusted based on the content of the e-mail (or perhaps the
source IP address), if associated with, for example, the legal
industry. In essence, the use of the business threshold multi-
pliers allows a user to essentially state that less false positives
will be tolerated 11 an association to the selected industries in
the business thresholds 1s determine to exist. Thus, it the
¢-mail did contain such legal content, then the overall thresh-
old will typically be decreased in this embodiment by the
multiplier corresponding to the setting established in the
“Legal” business threshold. As a result, the likelihood that the
c¢-mail will be allowed to reach the recipient 1s therefore
increased. Additionally, the amount of the multipher (and
thus the amount of adjustment to the overall threshold) may
be established, 1n one embodiment, by the intended recipient
by an adjustment 1n the settings for separate thresholds for
cach business.

A similar result may be attained if the source IP address or
domain 1s found to be associated with the legal industry. For
example, assuming that the domain used by a prestigious law
firm has been identified in the source (or destination) IP
address contained in the e-mail. In this example, while the
e¢-mail may contain racial slurs therein, the likelihood that a
prestigious law firm (whose source domain has been 1denti-
fied 1n the e-mail and matched to a database of approved
senders) 1s sending out (or being sent) racially insensitive
¢-mail as spam 1s very remote. Unfortunately, however, the
classification of the e-mail as “Racially Insensitive” based on
its content will greatly decrease the chance for the e-mail to
pass through the filtering process. By employing the dis-
closed technique, however, the overall threshold, although
adjusted due to category membership, may then be decreased
based on determined business association to create a more
lenient etfective threshold, and thus increase the chance that
this particular e-mail will reach the intended recipient. Of
course, 1n some embodiments, the process may simply be
configured to definitively deliver the incoming message to the
intended recipient 1f the source IP address of the message has
been determined to be associated with one of the predeter-
mined industries, although approval 1s based on association
with a predetermined business, 1n accordance with the dis-
closed principles.

While various embodiments of systems and methods for
filtering electronic messages according to the business heu-
ristics-based principles disclosed herein have been disclosed,
it should be understood that they have been presented by way
of example only, and not limitation. Thus, the breadth and
scope of the invention(s) should not be limited by any of the
above-described exemplary embodiments, but should be
defined only 1n accordance with the following claims and
their equivalents. Moreover, the above advantages and fea-
tures are effected in described embodiments, but shall not
limit the application of the claims to processes and structures
accomplishing any or all of the above advantages.

Additionally, the section headings herein are provided for
consistency with the suggestions under 37 CFR 1.77 or oth-
erwise to provide organizational cues. These headings shall
not limit or characterize the invention(s) set out 1n any claims
that may issue from this disclosure. Specifically and by way
of example, although the headings refer to a “Technical
Field,” the claims should not be limited by the language
chosen under this heading to describe the so-called technical
field. Further, a description of a technology 1n the “Back-
ground” 1s not to be construed as an admission that technol-
ogy 1s prior art to any invention(s) in this disclosure. Neither
1s the “Brief Summary” to be considered as a characterization
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of the invention(s) set forth 1n the claims found herein. Fur-
thermore, any reference 1n this disclosure to “invention” in
the singular should not be used to argue that there 1s only a
single point of novelty claimed 1n this disclosure. Multiple
inventions may be set forth according to the limitations of the
multiple claims associated with this disclosure, and the
claims accordingly define the invention(s), and their equiva-
lents, that are protected thereby. In all instances, the scope of
the claims shall be considered on their own merits in light of
the specification, but should not be constrained by the head-
ings set forth herein.

What 1s claimed 1s:

1. A system {for filtering an electronic message using busi-
ness heuristics, the system comprising:

a message management server installed on one or more
computing devices and connected to a communications
network for recerving the electronic message;

a message handler installed on the server and configured to
examine the electronic message for characteristics
indicative of 1ts desirability or undesirability to an
intended recipient of the electronic message, and to
establish a likelithood that delivery of the electronic mes-
sage to the intended recipient should be blocked; and

a heuristics module associated with the message handler
and configured to determine whether the electronic mes-
sage 1s associated with a desirable business, the message
handler further configured to automatically decrease the
likelihood that delivery of the electronic message to the
intended recipient should be blocked 1t the electronic
message 1s determined to be associated with the desir-
able business.

2. A system according to claim 1, further comprising a
soltware module associated with the message handler and
configured to assign a spam-score to the electronic message
based on the examination and representing the likelihood that
delivery of the electronic message should be blocked, the
message handler further configured to adjust the spam-score
when decreasing the likelihood that delivery of the electronic
message should be blocked, the message handler delivering
or blocking delivery of the electronic message based on a
comparison of the adjusted spam-score to an overall thresh-
old.

3. A system according to claim 2, wherein the message
handler 1s further configured to deliver or block delivery of
the electronic message to the mtended recipient when the
adjusted spam-score does not exceed the overall threshold.

4. A system according to claim 1, further comprising a
soltware module associated with the message handler and
configured to assign a spam-score to the electronic message
based on the examination and representing the likelihood that
delivery of the electronic message should be blocked, the
message handler further configured to adjust an overall
threshold when decreasing the likelihood that delivery of the
clectronic message should be blocked, the message handler
delivering or blocking delivery of the electronic message
based on a comparison of the spam-score to the overall
threshold.

5. A system according to claim 1, wherein the heuristics
module 1s configured to determine whether the source of the
clectronic message 1s associated with the desirable business,
the message handler configured to adjust the likelihood of that
delivery of the electronic message to the intended recipient
should be blocked 11 the source of the electronic message 1s
determined to be associated with the desirable business.

6. A system according to claim 5, wherein the message
handler 1s further configured to decrease the overall threshold
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to accomplish delivery of the electronic message 11 the source
of the electronic message 1s determined to be associated with
the desirable business.

7. A system according to claim 5, wherein the source com-
prises an Internet Protocol (IP) address of a sending server of
the electronic message.

8. A system according to claim 7, wherein the heuristics
module 1s further configured to determine whether the source
1s related to the desirable business by comparing one or more
ol the IP address of the source to at least one of an IP address
of the intended recipient, comparing prior connection
attempts by the source IP address to the imntended recipient,
comparing prior message traflic between the source IP
address and the intended recipient, comparing prior message
traffic between the source IP address and other intended
recipients within the business, or determiming 11 the source 1P
address 1s assigned to be related to a particular business
through external verification processes.

9. A system according to claim 1, wherein the heuristics
module 1s further configured to determine the presence of
business content in the electronic message likely to be used by
the desirable business, the message handler further config-
ured to decrease the likelihood that delivery of the electronic
message to the mtended recipient should be blocked 1t the
business content 1s determined to be present 1n the electronic
message.

10. A system according to claim 9, further comprising a
soltware module associated with the message handler and
configured to assign a spam-score to the electronic message
based on the examination and representing the likelihood that
delivery of the electronic message should be blocked,
wherein the heuristics module 1s further configured to create
an elfective threshold by adjusting an overall threshold based
on the presence of the business content, and the message
handler 1s further configured to block delivery of the elec-

tronic message to the intended recipient if the spam-score
does not cross the etffective threshold.
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11. A system according to claim 9, wherein the heuristics
module comprises a business threshold to govern the deter-
mining of the presence of business content.

12. A system according to claim 11, wherein the heuristics
module 1s further configured to create an effective threshold
by adjusting an overall threshold by an amount proportional
to an amount of the business threshold.

13. A system according to claim 11, wherein the amount of
the business threshold 1s established by an administrator of
the system.

14. A system according to claim 10, the system further
comprising a second soltware module configured to deter-
mine the presence of offending content in the electronic mes-
sage corresponding to at least one base threshold, and further
configured to adjust the overall threshold prior to the heuris-
tics module creating the effective threshold based on the
presence of the offending content.

15. A system according to claim 14, wherein the amount of
the at least one base threshold 1s established by the intended
recipient of the electronic message.

16. A system according to claim 14, wherein the at least one
base threshold 1s a content-based tolerance of electronic mes-
sages assoclated with categories selected from the group con-
sisting of sexually explicit content, get-rich-quick content,
special-offers content, and racially insensitive content.

17. A system according to claim 14, wherein the second
soltware module 1s further configured to adjust the overall
threshold by an amount proportional to an amount of the at
least one base threshold.

18. A system according to claim 10, wherein the overall
threshold 1s established by the intended recipient of the elec-
tronic message.

19. A system according to claim 1, wherein the desirable
business 1s selected from the group consisting of the legal
proiession and financial proiessions.

20. A system according to claim 1, wherein the intended
recipient 1s associated with the desirable business.
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