US008307436B2
a2y United States Patent (10) Patent No.: US 8.307.436 B2
Born 45) Date of Patent: Nov. 6, 2012
(54) TRANSFORMATIVE RENDERING OF (38) Field of Classification Search ..................... 726/22
INTERNET RESOURCES See application file for complete search history.
(75) Inventor: Frank H. Born, Westernville, NY (US) (56) References Cited
(73) Assignee: The United States of America as | US PATENT DOCUMENTS
represented by the Secretary of the Air 6038 170 BI1* 82005 Kraft of al 63
- 938, aftetal. ....................
Force, Washington, DC (US) 2006/0075241 Al*  4/2006 Deguillaume et al. ....... 713/176
( *) Notice: Subject to any disclaimer, the term of this * cited by examiner
patent 1s extended or adjusted under 35
U.S.C. 154(b) by 372 days. Primary Examiner — Longbit Chai
(74) Attorney, Agent, or Firm — Joseph A. Mancini
(21) Appl. No.: 12/802,458
_ (37) ABSTRACT
(22) Filed: May 13, 2010 o
Apparatus and method for transforming internet resources
(65) Prior Publication Data into safely rendered versions of the same. The invention pro-
US 2010/0319070 A1 Dec. 16, 2010 vides trans‘fo‘rmative rendeﬂng of i‘ntel:net resources .to
remove malicious code betfore displaying 1n a browser or its
Y associated application. Malicious code blockage 1s accom-
Related U.S. Application Data plished by re-writing all code that is to be transferred to the
(60) Provisional application No. 61/269,558, filed on Jun. client browser. Since malicious code is often disguised (or
15, 20009. obfuscated), the invention will not attempt to rewrite the
entire code set on the page but will still make available the
(51) Int. CL functionality of that code through frequent interaction
Gool 7/04 (2006.01) between the mvention’s rendering processor and the client
HO4L 9/32 (2006.01) browser.
(52) US.CL ... 726/22;726/23; 726/24; 726/25;

726/26; 713/187; 713/188; 713/189

9 Claims, 3 Drawing Sheets

[ — —
Client _
Computer Rendering Processor nterner
Processor 300 210

290



US 8,307,436 B2

Sheet 1 of 3

Nov. 6, 2012

U.S. Patent

| O 3m_n_

paJinbay uoIldy ON

087

G uaWnOop
JU3I|D 0} J3gsuen
‘'SPueWWOd SueLwIo4 1Upa ww_ﬂnou
PUE IXa83 a3 4O .Wu Aljiqe
UONeIIUBPI UC paseq | sap 2.nbay asn
JUBWNI0P dU) 9188.109Y m._t $30Q

OrT
091
ON
¢o3ed goam
Z 24n3814 B Uo passadoud
293G 10 pale|dsip aq

59A 0} e1ep aya s

0l1 OtT

JUai2 ayil 0}
a|l} padueydun Jajsuel|

<

{TET] s
0} J2jsues] ‘sadew
JO S21135 10 aZewl
Ue Ojul JUsIWNJ0op
2y} wJojsuel|

oPO02 SNOIDI|eL
umouy 3no 13y 4

00t

0L1
ON

¢ snoijew

Aljennuajod
Sa S1 eyl adAy

e JO Juawniop
ay} 5|

Otl

BlEp 2241N0SI
QoA Sulwodul 1d32491U|




7 2. :@L

US 8,307,436 B2

T 2.ngig $32.4N0S3J {eUOItppe
995 104 s3sonbal m..,Ew__u $$320.4
0S¢
¢r)
Sy
S
g
= papoauU se apod dew
L peals s,3usl|d Iyl ul
= 19U 3U1 UM 1193 19410 J0 syndino 1ajsuely agew ayl uo SIUdBWD|D
7 . . 0] 1U9l|2 2yl Y1im Joelalu| aded snonoouul AeluanQ
o
—
&
V-
>
=
z ¢ 9ded qom
J0Ysuaa.ads duisn 23ed aded gapn JO J0US 931N0Sa. e uo poassadrold
qam dew a8ew 23eal) uaals aunydey | QM QY3 Japuay 10 paAe|dsip

>9A 9 0] Biep ay] 3|

00¢
01¢ 0C1

061

U.S. Patent



q ¢ o._:m_n_

US 8,307,436 B2

0T¢€ 06¢
Joulalu| 00¢ Bmmwuen_
10553201 Suliopuay 193nCWo)
st

-~
ot
Cojny
-
ot
D
Qs
=
7
2( O 3M_L
08¢ ’
u 105532014 SuUllapuay
< 0LT 092
e }ouJaul 105532044
> J91ndwo)
7

IENTe!

U.S. Patent



US 8,307,436 B2

1

TRANSFORMATIVE RENDERING OF
INTERNET RESOURCES

PRIORITY CLAIM UNDER 35 U.S.C. §119(e)

This patent application claims the priority benefit of the
filing date of a provisional application Ser. No. 61/269,358,
filed 1n the United States Patent and Trademark Office on Jun.

15, 2009.

STAIEMENT OF GOVERNMENT INTEREST

The 1nvention described herein may be manufactured and
used by or for the Government for governmental purposes
without the payment of any royalty thereon.

BACKGROUND OF THE INVENTION

The World Wide Web provides an incredible wealth of
information but at the same time it also carries a vast amount
of malicious code (often termed “malware”). Web pages pro-
vide a platform from which attackers will try to infect per-
sonal computers with viruses, Trojan horses and other mali-
cious code. The vast majority ol personal computer infections
now come through Web based malware. Web browsers pro-
vide an avenue for direct compromise of the user’s machine.
In many cases all 1t takes 1s for the user to navigate to an
infected Web site and an exploit will automatically infect their
machine. To date there have been tens of millions to possibly
hundreds of millions of personal computers that have been
infected through Web borne exploits but there has been little
progress 1n developing defenses against previously unknown
attacks until the particular attack has been used, detected and
analyzed.

Many Web sites are created just for the purpose of hosting,
malware. These largely consist of pornographic sites, gam-
bling sites, or sites that capitalize on celebrity news or other
hot search topics. Users are often educated to stay away from
this type of site because of their likelithood to infect their
computer. The more insidious threat comes from legitimate
Web sites that have themselves been hacked and the attackers
have planted malicious code on the site. There 1s no way of
anticipating which of these sites have been hacked and there-
fore pose a security threat to visitors. News sites, on-line
stores, government sites even computer security sites have all
played the role of innocent host to the malicious code.

Malicious code 1s often obfuscated such that the malicious
purpose(s) of the code 1s disguised. Defense against mali-
cious code 1s often based on detection of known malicious
code signatures. This type of defense breaks down quickly for
two reasons; first, the signatures of malware are frequently
changed to evade detection and second, the signatures do not
yet exist for new attacks that have not been detected previ-
ously.

With the high likelihood of users being attacked via the
Web, and the shortcomings of the current means for detection
of mcoming attacks, there exists a great and urgent need to
insulate browsers from this malicious code without requiring
the signatures of every known (and as yet unknown) attack

type.

OBIJECTS AND SUMMARY OF TH.
INVENTION

L1

One objective of this present mvention 1s to provide a
method and apparatus to totally block all malicious code from
accompanying an internet web page that 1s downloaded from
the internet.
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Another objective of this effort 1s to provide a method and
apparatus to totally block all malicious code from accompa-
nying other types ol documents that are downloaded from the
internet.

Another object of the present invention i1s to provide a
method and apparatus for removing all malicious code from
the Web pages without having to understand the purposes of
cach portion of the code to determine whether 1t 1s malicious
or not.

Briefly stated, the present invention provides a method and
apparatus for the transformative rendering of internet
resources such that all malicious code will be removed from
those resources belfore displaying it in the browser or its
associated application. Complete malicious code blockage 1s
accomplished by re-writing all code that 1s to be passed on to
the client browser. Since malicious code 1s often disguised (or
obfuscated), the rendering processor will not attempt to
rewrite the entire code set on the page but will still make
available the functionality of that code through frequent inter-
action between the rendering processor and the client
browser.

The above, and other objects, features and advantages of
the present invention will become apparent from the follow-
ing description read 1in conjunction with the accompanying

drawings, in which like reference numerals designate the
same elements.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a tlow diagram that shows the steps for
transformative rendering of internet resources.

FIG. 2 continues the flow chart of FIG. 1 and depicts a flow
diagram that shows the steps for transformative rendering of
internet resources other than Web pages.

FIG. 3a depicts the relationship between client, the internet
and this invention in the case when the invention 1s accessed
through the internet.

FIG. 35 depicts the relationship between client, the internet
and this mvention 1n the case when the invention 1s 1n-line
between the client and the internet.

PR.

(L]
=]

ERRED

DETAILED DESCRIPTION OF THE
EMBODIMENT

The present invention safeguards web browsing and Inter-
net document retrieval by transforming the documents and
web pages retrieved through the Web browser. In particular,
the present invention removes malicious code from these
Internet based resources belfore they are displayed 1n the Web
browser or associated application.

The present invention provides a method and apparatus for
removing all malicious code from Internet based documents
betore they are recerved by a client browser. This 1s achieved
without having to parse the code on those documents to
determine which portions of the code are safe and which are
malicious. The preferred and typical embodiment of the
present invention utilizes a rendering processor that sits
between the client’s browser and the Internet resources that
they will access through the Web browser (or through the
browser’s associated applications). Requests to and
responses from the Internet pass through this rendering pro-
cessor. The rendering processor 1s capable of completely
reconstructing all portions of the Internet resource that are
passed on to the client’s Web browser such that none of the
original code from said resource 1s passed on to the client.
Interactivity within the original code that cannot be safely
reconstructed 1n the code that 1s passed to the client will
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largely be duplicated on the rendering server and passed to the
client browser 1n small portions as mouse events passed from
the client machine indicate the need for those elements.

The preferred method for re-writing web page code com-
prises having the rendering processor create a screen capture
or “screenshot” of each page and then utilize the screen cap-
ture as the background for an 1mage map on which other
clements of the page can be placed. Some functions of the
web page (1.e. JavaScript functions such as form validation)
are not passed to the client but are instead made accessible via
AJAX (Asynchronous Javascript and XML ) enabled interac-
tion between the client and the rendering processor. This
invention enumerates aspects such as the location and func-
tion of the rendering processor, methods for structuring the
transformed resources and interaction between the rendering
processor and the client. One method for transformation of
Web pages starts with having the rendering processor create a
tull size screenshot of the Web page. This screenshot 1s then
used to create an 1mage map on which many of the Web page
clements will be positioned or overlaid. For example, links
and form elements can be displayed on top of the 1mage map
either through the use of visible or invisible layers or through
absolute positioning of these elements at the correct location
within the 1mage map. Interactivity within the original code
of the Web resource may need to be duplicated on the render-
ing processor rather than passing on untrustworthy code to the
client browser. For example, form validation 1s typically
accomplished by JavaScript that runs 1n the client browser. In
the preferred embodiment of the present invention, such form
validation must occur i1n the rendering processor so that
potentially untrustworthy code (JavaScript) will not be
passed on to the client browser. AJAX code that 1s written by
the rendering processor 1s used to pass data from each form
field back to the rendering processor. The original JavaScript
code can be run on the rendering processor to validate the
form entries. Other examples of interactivity that may be
handled by the present invention include a calculation (i.e., a
mortgage calculator) or pop-ups that display after a mouse-
over event. In the case of the calculator, the inputs that are
provided by the user are passed on to the rendering processor
and the results, calculated by the original code on the render-
Ing processor, are passed automatically back to the client
browser. The mouse-over event can, for example, trigger
passing a certain display item 1n an overlay of the web page.

The Internet resource transformation referred to above
would typically be done on a standalone processor, perhaps
even a server, but 1t 1s not necessarily so limited. The render-
ing function (content transformation) may also be accom-
plished by the present invention on a separate partition on the
client machine or on some other location such as an Internet
proxy, gateway or router. The location of the rendering pro-
cessor 1s not a critical element 1n the present invention except
that the original code of the Internet resource cannot be run in
a location on the client machine where 1t could be used to
infect the client machine. One advantage of the use of a
rendering processor that 1s separate from the client computer
processor 1s that the utilization of the present invention would
not require any soitware installation on the client computer
Processor.

Browser access to the rendering processor 1s accomplished
in different ways depending on the location of the rendering
processor and the connection between the rendering proces-
sor and the client computer processor. Rendering processors
can be placed at the gateways to the Internet such as at Internet
Service Provider (ISP) or a corporate Internet gateway. In
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4

other cases the rendering processor can be accessible via the
Web through a secure Internet connection Web based Virtual
Private Network (VPN).

Depending on where the rendering processor 1s located 1n
relation to the client, there are differences in both the function
of the rendering processor and the client browsing experi-
ence.

In the cases where the rendering processor 1s located at the
ISP, Gateway, or proxy server, all clientrequests are automati-
cally passed through the rendering processor regardless of
where these Web based resources are drawn from. In this case
there 1s no need for the rendering processor to edit the
addresses 1n links to ensure that the resulting page will be
accessed through the rendering processor.

In the case where the rendering processor 1s made acces-
sible through the Web (rather than through a device that 1s
in-line between the client and the internet), there 1s a need for
the rendering processor to ensure that all future page requests
are re-routed back through the rendering processor.
Resources that bypass the rendering processor are transported
directly to the browser 1n their original (potentially danger-
ous) form. For this situation there 1s the need for a “browser 1n
a browser” functionality. This browser functionality 1s dupli-
cated at the top of a frame based web page with the trans-
formed web pages displaying in a main frame below. Func-
tions such as the address bar, history, favorites, back and
forward button and other toolbar links are duplicated 1n the
top frame so that the user does not access these functions
through the main browser window and therein have the page
they just requested bypass the rendering processor. This
frame that holds the browser functions remains visible to the
user throughout the session and provides access to these
important functions at all times.

In some respects the present invention involves a transier of
risk from the client machine to the rendering processor. While
this 1s true there are many benefits of the present invention to
offset that risk. It must be understood that the rendering
processor, typically a server, will be configured much difier-
ently than a client computer. While the client computer will
have many applications that 1t runs, the rendering processor
will have few applications and therefore presents less attack
vectors. Also, the rendering processor will likely be run on a
more secure operating system and 1t will be much easier to
keep this processor up to date with patches than 1t would be to
update the many clients that it will service. Another benefit of
this approach 1s that the processor can host some robust
malware filtering mechanisms and also 1t can be refreshed
regularly via a virtual machine structure.

With regard to how the present invention will handle Web
2.0 technologies or dynamic content, Web 2.0 indicates so far
that the content of the site 1s user contributed. The complexity
involved 1n this type of web site atfects the Web server rather
than the client computer. Therefore, Web 2.0 generally does
not present any additional challenges to the present invention.
Dynamic content such as that provided by AJAX (Asynchro-
nous JavaScript and XML) can present added ditficulty to the
implementation of the invention. Data receipt from the Web
server will continue over the entire time that the Web page 1s
open. This data must be passed to the client and integrated
into, or overlaid on top of the client version of the Web page.

FIG. 1 and FIG. 2 each contain a tlow chart of the present
invention process steps for transformative rendering of inter-
net resources. Referring to FIG. 1, the first action 100 1s to
intercept data that 1s being sent to the client’s Web browser.
This interception of data will be done by the rendering pro-
cessor. The rendering processor can take many physical
forms and can be placed at numerous locations in relation to
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the client browser. These varied locations fall into two distinct
categories: 1) in-line between the client and the internet and
2) external to the client-internet connection. The actions of
the rendering processor will differ slightly depending on
whether or not the rendering processor 1s in-line between the
client and the internet.

After the Web data 1s intercepted the rendering processor
should utilize existing technologies (such as anti-virus or
anti-spyware software programs) to filter out known mali-
cious content from the data 110. The purpose of this is to
mimmize the possibility that the rendering processor could
get hacked or corrupted. Other existing security measures
should also be in place to minimize the potential for the
rendering processor being successiully attacked.

Depending on whether the data that has been intercepted 1s
meant to be displayed 1n a Web page will affect the subse-
quent steps of this invention 120. Note that the primary task of
the present invention 1s to provide the safe transformation of
Web pages but there are also some novel considerations 1n the
safeguarding of users from malicious code 1n web based
documents. If the data intercepted by the rendering processor
comprises a document other than a Web page (1.e. PDF, MS
Word, PowerPoint, text file etc) then the rendering processor
will first determine 1f the document 1s of a type that can
potentially be malicious 130. If the document type cannot
contain malicious code then i1t will be transferred to the client
unchanged 170. Next, the present invention transforms the
document to an 1mage or series of 1mages and transfer to the
client 140. The present invention then determines 11 the user
requires other than a visual representation of the document
150. For example, does the user wish to copy text out of the
document or edit the document? If the answer 1s yes then the
image transiormation by itself 140 will not meet the user’s
needs. The document can be transformed using an alternate
method that re-creates the document based on an understand-
ing of the text and formatting commands contained in the
document 160. This re-created document is then transferred
on to the client 160.

FIG. 2 contains the continuation of the mvention process
steps that began in FIG. 1. This portion of the flow charts
shows the steps that are involved in the transformation of a
Web page (or of data that will be included 1n a Web page). For
the purposes of this invention the term Web page 1s defined as
a file that utilizes some form of Hypertext Markup Language
(HITML) and 1s displayed primarily 1n a browser. This would
include files with filename extensions such as html, htm, asp,
1sp, cim and many others. It should be noted that Web pages
are distinct from many other file types 1n that the content 1n a
single page can come from multiple network locations and
also can receive additions or updates to portions of the Web
page while the client 1s viewing said page. For this reason the
disclosure of the present invention often uses the term “data™
rather than “pages™ or “files”.

When a Web page 1s at the rendering processor, the code on
the page will be executed (rendered) in order to create the
intended representation of the page 190. Subsequent data that
1s to be added to the page at a later time will also be rendered
190. A screenshot of the rendered data will be taken 200 and
a new Web page (or portion of a Web page) will be created by
using the screenshot of the page as the background image in
an html image-map format 210. Elements from the Web page
that are innocuous (i.e. links and form elements) will be
overlaid on top of the image map 220. Other elements (1.e.
JavaScript elements) will not be passed on to the client but
will be executed on the rendering processor as necessary for
the client 230. The re-created web page will need to have
clements 1n 1t to enable continuing interaction between the
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6

rendering processor and the client browser. This interaction
will be required to ensure that the client can receive updates to
the page as they come from the internet and to allow the client
to recetve output from JavaScript or other functions that were
not transferred to the client.

The rendering processor will be required to 1nteract with
the internet 1n the client’s stead 240. This will involve main-
taining 1dentity with the original server for the Web page as i
the client were directly accessing the pages. Cookies (small
data files to uniquely 1dentity the customer) will be written by
the Web page on the rendering processor in a separate location
for each client that the rendering processor supports. In turn,
the rendering processor will have to maintain identity of each
client. This will also typically be done through the use of
cookies that will be written on the client computer.

Finally the rendering processor 1s responsible for process-
ing the client’s requests for additional internet resources 250.
When a new resource 1s recerved the process shown in FI1G. 1
and FIG. 2 will repeat.

FIG. 3a and FIG. 3b represent the two general categories of
placement for the rendering processor 1n relation to the client
and the mternet. F1G. 3a shows the rendering processor 280
(1n this case 1t 1s a Web server) 1n the cloud representing the
internet 270. Access to the rendering processor will be
through the client computer processor 260 browser address
bar or through setting the proxy location in the client browser
settings. This type of access would be available to anyone on
the internet without 1nstalling any software or hardware and
could be paid for by fee or advertisements. When the render-
ing processor 280 1s accessed through the internet 270 with-
out setting 1t up as a proxy it 1s necessary for the rendering
processor to ensure that the user does not bypass the rendering
processor by using the normal browser functions such as the
address bar, history, favorites, toolbars or navigation buttons.
For this reason the rendering processor will need to incorpo-
rate browser like functionality 1n the pages that it passes to the
client. This will allow the user to navigate without leaving the
protection of the rendering processor.

FIG. 3b shows the rendering processor 300 1n between the
client computer processor 290 and the internet 310. This
“in-line” connection assures that all tratfic between the inter-
net and the client browser will go through the rendering
processor. In this situation there 1s no need for the browser in
a browser functionality mentioned 1n the description of FIG.
3a. This situation 1s representative of the use of this invention
by Internet Service Providers (ISP) or corporate/government
internet gateways. The setup ensures that all tratfic will route
through the rendering processor.

What 1s claimed 1s:

1. An apparatus for transforming internet resources into

sately rendered versions of the same, comprising:

a computer;

a computer software program containing computer execut-
able instructions stored on a non-transitory medium,
which, when read by said computer to filter out known
malicious code, and when said internet resource 1s a Web
page, will render Web page contents of said internet
resources by

capturing a screen shot of said Web page;

creating an 1mage map of said Web page using said screen
shot:

overlaying mnocuous Web page elements on said image
mnap;

interacting with said client’s computer to transier outputs
of other code;

interacting with the internet in said client’s computer’s
stead; and

processing a client’s requests for additional Web resources.
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2. The apparatus of claim 1, wherein when said internet
resource 1s a document and when said client requires the
ability to copy or edit said document, then said computer
executable 1nstructions will

recreate said document based on an understanding of the

text and formatting commands; and

transfer said recreated said document to said client com-

puter;
otherwise, take no further action.
3. The apparatus of claim 1 wherein interactivity within the
code of said internet resource 1s duplicated on said computer.
4. The apparatus of claim 3, wherein said computer writes
Asynchronous Javascript and XML (AJAX) code for passing,
data back and forth between said computer and said client
computer.
5. A method for transforming internet resources into sately
rendered versions of the same, comprising the steps of:
coniliguring a client computer and a connection to the inter-
net;
when read by said computer to filter out known malicious
code, and when said internet resource 1s a Web page;
rendering said Web page contents of said internet
resources;
capturing a screen shot of said Web page;
creating an 1mage map of said Web page using said screen
shot:
overlaying mnnocuous Web page elements on said image
map;
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interacting with said client computer to transfer outputs of

other code;

interacting with the internet 1n said client computer’s stead;
and

processing client’s requests for additional 1nternet
resources.

6. The method of claim 5, wherein when said internet
resource 1s a document and when user requires the ability to
copy or edit said document, then said method further com-
prises the steps of:

recreating said document based on an understanding of the

text and formatting commands; and

transferring said recreated said document to said client

computer;

otherwise, said method further comprises the step of taking

no further action.

7. The method of claim 5, further comprising the step of
duplicating interactivity within the code of said internet
resource.

8. The method of claim 7, further comprising the step of
writing Asynchronous Javascript and XML (AJAX) code for
passing data to and from said client computer.

9. The method of claim 7, further comprising the step of
creating a browser within a browser functionality within a
recreated Web page.
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