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REAL-TIME TRANSPORT PROTOCOL
STREAM DETECTION SYSTEM AND
METHOD

FIELD OF THE INVENTION

The present invention relates to communications over a
network, such as the Internet, and more particularly to sys-
tems and methods for detecting real-time transport protocol
(RTP) streams within a network.

BACKGROUND

RTP provides end-to-end network transport functions suit-
able for applications transmitting real-time data, such as
audio, or video data, over multicast or unicast network ser-
vices. RTP 1s designed to be independent of the underlying
transport and network layers. Accordingly, RTP does not
address congestion control, resource reservation, and does
not guarantee quality of service for real-time services. RTP
simply provides functionality suited for carrying real-time
content, e.g., a timestamp and control mechanisms for syn-
chronizing different streams with timing properties. RTP can
be used over either connectionless networks, such as UDP/IP,
or connection-oriented networks, such as XTP, ST-1I, or ATM

(AAL3/4, AALS).

When RTP 1s used to transport real-time data over IP net-
works, the transmission of data between network endpoints
(source and destination) 1s accomplished by establishing RTP
stream(s) between the interested parties. An RTP stream can
be defined as a one-directional stream of data from a given
source to a given destination, characterized by source and
destination attributes: source IP address, source UDP port,
destination IP address, and destination UDP port. These
attributes uniquely 1dentity a particular RTP stream. An RTP
session can be made up of one or more RTP streams between
two or more participants.

The destination address/port pair may be the same for all
participants, as in the case of IP multicast, or may be different
for each participant, as 1n the case of individual unicast net-
work addresses. In a multimedia session, each type of media
1s carried 1n a separate RTP stream. The multiple RTP streams
can be distinguished by their ditfferent UDP port number pairs
and/or different multicast addresses.

RTP sessions can be dynamically established through the
signaling domain 1n the context of a running real-time appli-
cation, such as Voice over IP (VolP), IPTV, or gaming.
Through signaling, the attributes (source and destination IP-
addresses, and source and destination UDP-ports) of the RTP
streams are exchanged between source and destination end-
points.

For example, 1n a VoIP application with Session Initiation
Protocol (SIP) signaling, RTP stream attributes for an audio
stream between a caller and callee can be exchanged through
SIP signaling. Specifically, by the caller and callee informing
cach other of what IP address, and UDP port must be used for
the RTP stream.

Therefore, in accordance with the prior art, a third party
device trying to detect a given RTP stream 1n a network, must
have visibility into the application level signaling and extract
the RTP attributes. Without the RTP attributes, the third party
device cannot easily detect RTP packets belonging to a par-
ticular RTP stream from amongst other UDP packets 1n the
network. For this reason, typical prior art systems designed to
detect RTP streams in networks, parse the signaling domain
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2

to 1dentily attributes of the RTP streams on the network, and
then, based on the identified attributes search for the RTP

streams.

Identifying attributes of RTP sessions by monitoring appli-
cation signaling can be problematic and inefficient. First,
there 1s a race condition between the discovery of RIP
attributes (by monitoring the application signaling), and the
start of RTP streams. Typically, RTP streams start immedi-
ately after the application signaling occurs. It can be very
difficult to ensure that no RTP packets are missed, prior to the
detection of RTP streams. Second, 1n IP networks there can be
widespread deployments where signaling, and RTP streams
flow on different and separate paths within the network. In
such scenarios, visibility into both signaling sessions and
media streams (1.¢. RTP streams) may not be practical.

In the prior art, there are two methods to overcome those
challenges. The first method 1s to capture all UDP packets 1n
a network, and post-process them by using visibility into the
signaling of the application. This method avoids the race
condition, but fails to address the scenario 1n which visibility
may be impractical, because the signaling sessions and RTP
streams may be on different and separate paths within the
network. Furthermore, capturing all UDP packets 1n a given
network typically 1s impractical, due to CPU processing and
storage limitations.

The second method 1s a simple method that attempts to
detect RTP streams based on two constant fields within an
RTP header as defined by the RTP specification. An example
of such a prior art method 1s the Ethereal Open Source Project
(www.ethereal.org), which uses version number and payload
type RTP header fields of a RTP packet for identitying that
packetas part of an RTP stream. However, this second method
1s relatively 1naccurate for RTP stream detection, and 1s mar-
ginal at best.

Accordingly, 1t would be advantageous to provide a system
and method that can accurately detect RTP streams. It 1s an
object of the present invention to substantially overcome the
above-identified disadvantages and drawbacks of the prior
art.

SUMMARY OF THE INVENTION

The present invention, 1n one embodiment, provides a
method and system for identifying UDP packets on a UDP/IP
network that are candidates for characterization as a packet of
a RTP stream. The method includes identitying UDP packets
at a point on the UDP/IP network, and for each identified UDP
packet 1) determining if a version number 1n a static RTP
header field 1n the payload of the UDP packet equals a pre-
determined value, 2) determining 11 a packet length associ-
ated with the UDP packet 1s within a predetermined range,
and 3) determining 11 the payload type RTP header field, in the
payload of the UDP packet, 1s within a predetermined range.
If all the criteria are satisfied, then the 1dentified UDP packet
1s characterized as a candidate RTP packet that 1s part of a
RTP candidate stream.

In another embodiment, the present invention further pro-
vides that for each 1dentified candidate RTP packet charac-
terized as a part of a RTP candidate stream, determining from
a source IP address, a destination IP address, a source UDP
port, and a destination UDP port of the candidate RTP packet,
if the packet 1s associated with a previously identified RTP
candidate stream, or 1s associated with a newly identified RTP
candidate stream. For candidate RTP packets associated with
anewly identified RTP candidate stream, storing the synchro-
nization source (SSRC), sequence number, and timestamp

RTP header field values of the 1dentified UDP packets.
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In another embodiment, a method of the present invention
turther provides that for candidate RTP packets associated
with a previously identified RTP candidate stream, determin-
ing the SSRC, sequence number, and timestamp from the
RTP header fields 1n the payload of the identified UDP pack-
ets. Comparing the determined SSRC, sequence number and
timestamp with the stored SSRC, sequence number and
timestamp of a previously identified RTP candidate stream. IT
a predetermined number of RTP packets are received for a
candidate RTP stream, a signal 1s generated denoting that
candidate RTP stream 1s an actual RTP stream.

In another embodiment, the present invention provides a
method of detecting types of data streams on a network based
on the length of the packet. The method includes recerving a
plurality of packets of at least one data stream, accessing
application information associated with the received packets,
detecting size (length) of at least some of the received packets
based on the application information, and using the detected
s1ze to 1dentily the type of data stream.

In an embodiment, a method of the present invention fur-
ther includes detecting header field values (in the IP, UDP, and
RTP packet header fields) of the received packets and using
the header fields 1n combination with size to identity data
streams. The header fields can include at least one or more of
version number, payload type, source IP address, source UDP
port, destination IP address, destination UDP port, SSRC
number, sequence number, and timestamp.

In another embodiment, a method of the present invention
turther includes detecting packet spacing between the
received packets and using the packet spacing in combination
with size and header fields to 1dentify data streams.

In another embodiment, the present invention provides a
system of detecting types of data streams on a network based
on the length of the packet. The system includes a recerver
processor that receives a plurality of packets of at least one
data stream, a data processor that accesses application infor-
mation associated with the received packets, a detector pro-
cessor that detects size of at least some of the received packets
based on the application information, and an identifier pro-
cessor that uses the detected size to identify the type of data
stream.

In an embodiment of the present invention, a system further

includes a detector processor for detecting header field values
(in the IP, UDP, and RTP packet header fields) of the received
packets and using the header field values in combination with
s1ze to 1dentity data streams. The header fields can include at
least one or more of version number, payload type, source 1P
address, source UDP port, destination IP address, destination
UDP port, SSRC number, sequence number, and timestamp.

In another embodiment, the detector processor can also
detect packet spacing between the received packets, and uti-
lize the packet spacing 1n combination with size and header
field values to 1dentify data streams.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 illustrates the major components of a packet com-
munications system that employs a method and system in
accordance with principles of the present invention.

FI1G. 2 1s a flowchart that illustrates a method by which an
embodiment of the present mvention may i1dentity a RTP
stream.

FIG. 3 1illustrates key components and fields of an RTP
packet, UDP packet, and IP packet such as may be character-
1zed, and utilized by an embodiment of the present invention.
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FIG. 4 1llustrates the encapsulation of a RTP packet 1n a
UDP datagram inside an IP packet during transport in accor-
dance with principles of the present invention.

DESCRIPTION OF SPECIFIC EMBODIMENTS

The present mvention, 1n one embodiment, provides an
improved system and method for accurately identitying RTP
streams 1 an IP network. The present invention does not
utilize analysis of signaling associated with an RTP stream,
and can operate without knowledge of, or reliance on, the
application generating the RTP stream. Advantages of the
invention over the prior art are that 1t can achieve highly
accurate detection of RTP streams, and it avoids relatively
high CPU and storage costs. A commercial application of the
present invention can include live monitoring of RTP streams
for performance monitoring, network usage capture, or use-
behavior monitoring.

The block diagram of FIG. 1 depicts a packet communica-
tions system 100 that employs a system and method for 1den-
tifying RTP streams in accordance with the principles of the
present ivention. One or more data sources 102, 108 can
communicate with one or more data destinations 104, 110 by
sending packets of data through a network of routers 106.

The data packets from one or more data sources 102, 108
may be interleaved, and can include real-time media data,
such as video, or audio. In this 1llustrative example only five
routers A, B, C, D, and E, are shown. As 1s known 1n the art,
there may be hundreds of routers 1n a network and a packet
may traverse dozens of routers on 1ts way from a source to a
destination. Routers maintain routing tables that allow them
to pass packets from router to router and, eventually, to a
destination.

Each data packet contains a packet header that, depending,
on protocol, includes a plurality of fields that can be used 1n
routing and 1dentitying the data packets. Typically, RTP
transports real-time data, such as voice and video, across

networks. FIG. 3 illustrates 1) a RTP packet 300, 1ts corre-
sponding header fields, and 1ts payload (data) 319, 2) a UDP
packet 320, 1ts corresponding header fields, and 1ts payload/
data 328, and 3) an IP packet 330, its corresponding header
fields, and 1ts payload/data 336.

At the outset and with reference to FIG. 3 and FIG. 4, 1t
should be appreciated that during transport, a RTP packet
(header and payload) 300, 1s entirely encapsulated within the
payload 328 of a UDP packet 320. In turn, the UDP packet
320 1s entirely encapsulated within the payload 336 of an IP
packet 330. In accomplishing its objectives, the present
invention extracts and utilizes header field values from the
RTP packets 300, UDP packets 320, and the IP packets 330.

With reference to FIG. 2 and to FIG. 3, the present inven-
tion provides, 1n one embodiment, a method 200 of capturing
UDP packets at a point 1n the network, and utilizing a variety
of criteria to detect 11 the UDP packets contain RTP data that
belongs to an RTP stream. The criteria include assessing one
or more real-time intrapacket and interpacket characteristics,
in addition to examining two, three or more static header field
values. Specifically, 1n one embodiment, the criteria utilized
by the present invention can 1nclude the length 326 (size) of
UDP packets, and the temporal spacing between successive
captured UDP packets, as well as, two or more of a version
number 302, payload type 312, sequence number 314, times-
tamp 316, and synchronization source (SSRC) 318 values
from the RTP packet header 300, 1n the payload 328 of cap-
tured UDP packets 320. The present invention can assess
these criteria, in combinations to determine 11 any given cap-
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tured UDP packet 1s a candidate for characterization as a
packet of an RTP stream, and eventually identity the packets
which form an RTP stream.

In operation, the method 200, as a first step 202, captures
one or more UDP packets 320 at a particular point 1n a
network. Some or all UDP packets 320 can be captured and
evaluated in real-time. For example, in step 204 the header
fields of RTP packets 300 and UDP packets 320 are accessed
and examined. In the illustrated embodiment, 1n step 204, the
version number 302, packet length 326, and payload type 312
header fields are evaluated to determine 1f the values are
consistent with predetermined values or ranges of values for
RTP streams.

In the i1llustrated embodiment, the version number 302 1s a
value 1n a single bit field, for example 2 (since current RTP
specification version 1 1s obsolete and RTP version 2 1s not
backward compatible). However, 1t should be noted that in the
future this value may change due to updates in the RTP
specification. The payload type 312 1s a 7 bat field that 1den-
tifies the format of the RTP payload 319. A conventional
default static mapping of payload type codes can be used to
represent various payload formats.

The payload type 312 1s not necessarily static for a RTP
packet 300 because payload type codes can be defined
dynamically. Dynamic payload types are typically used to
map an RTP payload type to an audio, or video encoding for
the duration of a particular session. Different participants of a
session could use different mappings. Typically, dynamic
payload types are 1 a range 96 to 127. Those codes are
assigned outside of the RTP specification, including through
the use of Session Description Protocol (SDP) and signaling
such as SIP. For this reason, payload type 312 1s not relied
upon exclusively for determining whether a data packet 1s part
of an RTP stream.

The packet length 326 refers to the length (or size) of a
UDP packet 320, and i1s used 1n identifying candidate RTP
packets 300. The payload length for audio packets are typi-
cally less than 320 bytes, and for video packets are typically
in a limited range around 13500 bytes. UDP packets 320 hav-
ing lengths within such predetermined ranges, are candidates
tor identification as RTP packets 300 belonging to a particular
RTP stream.

Similarly, packet spacing between successive UDP packets
320 1s also used. UDP packet spacing for audio data 1s typi-
cally from about 10 ms to about 30 ms, and for video data 1s
under approximately 10 ms. UDP packets 320 having spacing
within such ranges are candidates for 1dentification as RTP
packets 300 belonging to a particular RTP stream.

In the exemplary embodiment of FIG. 2, 1f the values for
version number 302, packet length 326, and payload type 312
are 1ncorrect or not within predetermined ranges, the particu-
lar UDP packet 320 under test 1s rejected as a candidate for an
RTP stream (in step 206). The method 200 then restarts from
step 202 for the next captured UDP packet 320. However, 11
the values are correct, or within the predetermined ranges,
then the UDP packet 320 under test1s characterized as a likely
RTP packet 300. In step 208, for each identified candidate
RTP packet 300, session attributes (source IP address 332,
source UDP port 322, destination IP address 334, and desti-
nation UDP port 324) are extracted from the IP and UDP
packet headers 330, 320. The extracted session attributes are
then evaluated in step 210 to ascertain 1f the candidate RTP
packet 300 1s part of a previously identified RTP stream (11 it
has the same attributes), or part of a possible newly 1dentified
RTP stream (1f 1t has different attributes).

In step 212, a packet ascertained to be part of a possible
newly identified RTP stream 1s added into a data store, such as
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a lile, table, database, etc. Specifically, in this exemplary
embodiment. SSRC identifier 318, sequence number 314,
and timestamp 316 RTP header field values are recorded 1n
the data store for future reference and comparison to corre-
sponding fields of other candidate RTP packets 300. A sepa-
rate process 214 operates in the background to time out the
entries 1n the data store, and clear the data store of the timed
out stream information to reduce the storage/processing bur-
den posed by candidate RTP packets 300, which are never
determined to be part of an actual RTP stream. The time-out
clearance function 1s accomplished, for instance, by periodi-
cally comparing the timestamp 316 of the candidate RTP

packets 300 in the data store to the current time.
The SSRC 318 1s a 32 bit identifier carried in the header of

a RTP packet 300. For a true RTP packet 300, the SSRC
identifier 318 identifies to which RTP stream the particular
RTP packet 300 belongs. The SSRC 318 1dentifies a synchro-
nization source of a stream of RTP packets 300. For example,
the source of a stream of packets may be a signal source such
as a microphone or a camera, or an RTP mixer. The SSRC
identifier 318 can be a randomly chosen value meant to be
globally unique within a particular RTP session. In other
words, no two synchronization sources within the same RTP
session should have the same SSRC 318. If a participant
generates multiple data streams 1 one RTP session, for
instance from separate video cameras, each can be identified
as a different SSRC 318.

The sequence number 314 1s a 16 bit field that increments
by one for each packet sent in an RTP stream. The sequence
number 314 may be used by a receiver to detect packet loss
and to restore proper packet sequence. The initial value of the
sequence number 314 can be a random value.

The timestamp 316 1s a 32 bit field that reflects the sam-
pling instant of the first octet 1n a data packet of an RTP
stream. The timestamp 316 can be used to place the incoming,
audio or video packets in the correct timing order. The
sequence number 314 can be used to detect losses. Sequence
numbers 314 increase by one for each packet transmitted 1n an
RTP stream. The timestamp value 316 may be the same for
two or more successive packets, where the payload data for
those packets 1s associated with a common reference time.
For example, 1n video formats a video frame (referenced to a
simple “frame time”) may be split across several packets and
several packets would have the same timestamp value 316.
However, each RTP packet 300 would have a different
sequence number 314 so that a proper sequence for the pack-
ets can be determined at a receiver.

A candidate RTP packet 300 ascertained not to be part of a
new RTP stream, 1s processed as depicted 1n steps 216 and
218, by comparing the RTP packet header fields to previous
entries 1n the data store 212. Specifically, the packet header
fields SSRC 1dentifier 318, sequence number 314, and times-
tamp 316 of that candidate RTP packet 300 are compared to
previously stored SSRCs, sequence numbers, and timestamps
of previous candidate RTP packets 300, to determine whether
the current candidate RTP packet 300 1s part of a previously
identified RTP stream. If the SSRC 1dentifier 318 matches an
SSRC 1dentifier 318 of a previously recorded candidate RTP
packet 300, then both RTP packets 300 are determined to be
part of the same RTP stream. The sequence numbers 314 and
timestamps 316 are then compared to the previous entries to
determine whether the packet sequence 1s within sequence
number constraint parameters, and the packet arrival 1s timely
and within timeout constraint parameters. This feature is
implemented, for instance, as a state machine that detects out
of order, lost, and 1ncreasing sequence numbers in a sliding
window.
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In step 220, it the SSRC 1dentifier 318 does not match a
previously recorded SSRC 1dentifier 318 in the data store, or
if the sequence number 314 1s not within sequence number
window constraints, or 11 the timestamp 316 1s not within time
constraints, then the candidate RTP packet 300 1s rejected as
a candidate packet for an RTP stream. The method 200 then
restarts from step 202 for the next captured UDP packet 320.
However, 1f the SSRC identifier 318 do match and the

sequence number 314, and timestamp 316 are within the
sequence number constraint parameters and timeout con-
straints, then the candidate RTP packet 300 1s considered to
be a packet in an RTP stream, and in step 222, 1s further
processed as desired. The method 200 then repeats from step
202 for the next captured UDP packet 320.

It should be noted that the above sample embodiment 1s
only one example of the present invention. The present inven-
tion can be implemented 1n a variety of embodiments, and can
assess RTP candidacy based on parameters of the above cited
criteria, in any combination, to detect and 1dentify RTP ses-
$1011S.

To summarize, the method and criteria that an embodiment
of the present invention can utilize to 1dentify RTP streams
includes:

1. Examining the version number 302 header field of the
RTP packet 300.

2. Monitoring the length 326 header field of UDP packets
320.

3. Examiming the payload type 312 header field of the RTP
packet 300.

4. Examining sequence number 314 and timestamp 316
header fields of the RTP packet 300.

5. Monitoring packet spacing of UDP packets 320 on the

network.
6. Examining the SSRC 318 header field of the RTP packet

300.

The critenia are listed here 1n order of priority, and can be
used 1n various combinations to identify RTP streams. Vari-
ous combinations yield different levels of accuracy in RTP
stream detection. For example, embodiments of the present
invention that utilize the following combinations of the
above-cited criteria can expect to achieve the following
results in RTP stream detection.

Combination of 1, 2 yields over 90% accuracy in identifi-
cation of RTP streams.

Combination of 1, 2, 3 yields over 95% accuracy in 1den-
tification of RTP streams.

Combination of 1, 2, 3,4 vields over 99% accuracy in
identification of RTP streams.

Combination of 1, 2, 3, 4, 5 yields near 100% accuracy in
identification of RTP streams.

Combination of 1, 2, 3, 4, 5, 6 yields near 100% accuracy
in 1identification of RTP streams.

A software implementation of the above described
embodiment(s) may comprise a series of computer execut-
able 1nstructions either fixed on a tangible medium, such as a
computer readable medium, e.g. diskette, CD-ROM, ROM,
or fixed disc, or transmittable to a computer system, via a
modem or other interface device, such as communications
adapter connected to the network over a medium. The
medium can be either a tangible medium, 1including but not
limited to, optical or analog communications lines, or may be
implemented with wireless techmques, including but not lim-
ited to microwave, inirared or other transmission techniques.
The series of computer executable 1nstructions embodies all
or part of the functionality previously described herein with
respect to the mvention.
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Those skilled in the art will appreciate that such computer
executable 1nstructions can be written 1n a number of pro-
gramming languages for use with many computer architec-
tures, operating systems, or protocols. Further, such computer
executable instructions may be stored using any memory
technology, present or future, including, but not limited to,
semiconductor, magnetic, optical or other memory devices,
or transmitted using any communications technology, present
or future, including but not limited to optical, infrared, micro-
wave, or other transmission technologies. It 1s contemplated
that such a computer storage readable medium may be dis-
tributed as a removable media with accompanying printed or
clectronic documentation, e.g., shrink wrapped software, pre-
loaded with a computer system, e.g., on system ROM or fixed
disc, or distributed from a server or electronic bulletin board
over a network, e.g., the Internet or World Wide Web.

Although various exemplary embodiments o the mnvention
have been disclosed, 1t will be apparent to those skilled 1n the
art that various changes and modifications can be made which
will achieve some of the advantages of the invention without
departing from the spirit and scope of the invention. It will be
apparent to those reasonably skilled 1n the art that other com-
ponents performing the same functions may be suitably sub-
stituted. Further, the methods of the invention may be
achieved 1n eirther all software implementations, using the
appropriate object or processor instructions, or in hybnd
implementations that utilize a combination of hardware logic,
soltware logic and/or firmware to achieve the same results.

Processes illustrated through the use of tflow charts may not
be strictly linear processes and alternative flows may be
implemented within the scope of the imnvention. The specific
configuration of logic and/or instructions utilized to achieve a
particular function, as well as other modifications to the
inventive concept are mtended to be covered by the appended
claims.

The foregoing description of specific embodiments of the
invention has been presented for the purposes of illustration
and description. It 1s not intended to be exhaustive or to limait
the invention to the precise forms disclosed, and many modi-
fications and variations are possible 1n light of the above
teachings. The embodiments were chosen and described to
best explain the principles of the invention and its practical
application, and to thereby enable others skilled 1n the art to
best utilize the invention. The invention may be embodied in
other specific forms without departing from the spirit or
essential characteristics thereof. It 1s intended that the scope
of the mvention be limited only by the claims appended
hereto.

We claim:

1. A method for identitying UDP packets on an IP network
which are candidates for characterization as a RTP packet of
a Real Time Transport Protocol (RTP) stream, each of said
UDP packets having a UDP header and a payload, wherein
the payload potentially includes a RTP packet having a RTP
header and a RTP payload, comprising the steps of:

identitying UDP packets at a point on said IP network, and

for each 1dentified UDP packet performing the substeps
of:

1. determining if a version number value 1n said RTP
header located in the payload of said identified UDP
packet equals a predetermined value, and

1. determining 11 the packet length 1n said identified
UDP packet header 1s within a predetermined range,
and

11 said determining substeps are affirmative, then charac-

terizing said identified UDP packet as a candidate RTP

packet of an RTP stream,
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determining from said candidate RTP packet header: a
payload type, a SSRC, a sequence number, and a times-
tamp,

comparing said determined SSRC, sequence number, and
timestamp with a stored SSRC, a stored sequence num-
ber, and a stored timestamp of previously identified RTP
streams, and

comparing said determined payload type with a stored
payload type field of said previously identified RTP
streams and at least one dynamic payload type associ-
ated with said previously identified RTP streams, and

if there 1s a match 1n said comparison for one of said
previously i1dentified RTP streams, generating a signal
associated with said candidate RTP packet denoting that
said candidate RTP packet 1s a packet of said one previ-
ously 1dentified RTP stream without regard to applica-
tion level signaling associated with said one previously
identified RTP stream.

2. The method according to claim 1, wherein said 1denti-
tying step comprises the further substep of:

111. determiming 1f said payload type value 1in said RTP

header field located in the payload of said i1dentified
UDP packet 1s within a predetermined range.

3. The method according to claim 2 comprising the further
steps of:

for each candidate RTP packet, determinming from a source

IP address, a destination IP address, a source UDP port,
and a destination UDP port, associated with said identi-
fied UDP packet, 1f said candidate RTP packet 1s asso-
ciated with a previously identified RTP stream or is
associated with a newly i1dentified RTP stream, and

for each candidate RTP packet associated with a newly

identified RTP stream, storing said SSRC, sequence
number and timestamp of said candidate RTP packet in
association with said newly i1dentified RTP stream.

4. The method of claim 1, wherein the version number
value 1s utilized 1n

combination with the detected size to identify streams.

5. The method of claim 1, wherein the version number
value and the payload type value are utilized in combination
with the detected size to 1dentily streams.

6. The method of claim 1, wherein the version number
value, the payload type value, the sequence number, and
timestamp are utilized in combination with the detected size
to 1dentily streams.

7. The method of claim 1, comprising the further step of
detecting packet spacing between the received packets and
using the detected packet spacing in combination with the
detected size and the header fields to identily streams.

8. The method of claim 1, wherein version number, the
payload type, sequence number value, the timestamp value,
and the detected packet spacing are utilized 1n combination
with the detected size to 1dentily streams.

9. The method of claim 1, wherein the version number
value, the payload type value, the sequence number value, the
timestamp value, the detected packet spacing, and the SSRC
number value are utilized 1n combination with the detected
s1ze to 1dentily streams.

10. The method of claim 1, comprising the further step of:
for a detected stream, when the detected size of the packets 1s
less than approximately 320 bytes, characterizing said stream
as an audio data stream.

11. The method of claim 1, comprising the further step of:
for a detected stream, when the detected packets have a packet
spacing 1n the approximate range 10 ms to 50 ms, character-
1zing said stream as an audio stream.
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12. The method of claim 1, comprising the further step of:
for a detected stream, when the detected size of the packets 1s
about 1500 bytes, characterizing said stream as a video
stream.

13. The method of claim 1, comprising the further step of:
for a detected stream, when the detected packets have a packet

spacing less than approximately 10 ms, characterizing said
stream as a video stream.
14. The method of claim 1, further including the sub-step
of: determining the version number value.
15. The method according to claim 14, further including
the sub-step of: determining 11 the payload type value 1n said
packet header field 1s within a predetermined range.
16. The method according to claim 1, further including the
sub-step of: determining 11 the temporal spacing of said pack-
ets relative to a packet previously identified on said network 1s
within a predetermined range.
17. A system for identitying UDP packets on an IP network
which are candidates for characterization as a packet ofa Real
Time Transport Protocol (RTP) stream, each of said UDP
packets having a UDP header and a payload, wherein the
payload potentially includes a RTP packet having a RTP
header and a RTP payload, wherein each of said UDP packet
headers includes a field for packet length corresponding to the
s1ze of said UDP packet, the system comprising:
an 1dentification processor adapted to 1dentity UDP pack-
ets at a point on said IP network, including characteriza-
tion means operative on each identified UDP packet for:
1. determining if a version number value 1n said RTP
header located in the payload of said identified UDP
packet equals a predetermined value, and

1. determining 11 the packet length 1n said identified
UDP packet header 1s within a predetermined range,
and

11 said determining substeps are affirmative, then charac-
terizing said identified UDP packet as a candidate packet
of an RTP stream,

determine from said candidate RTP packet header: a pay-
load type, a SSRC, a sequence number and a timestamp,

compare said determined SSRC, sequence number and
timestamp with a stored SSRC, a stored sequence num-
ber, and a stored timestamp ol a previously identified
RTP stream,

compare said determined payload type with a stored pay-
load type field of said previously identified RTP stream
and at least one dynamic payload type associated with
said previously i1dentified RTP stream, and

i1 there 1s a match 1n said comparisons for one of said
previously i1dentified RTP streams, generate a signal
associated with said candidate RTP packet denoting that
said candidate RTP packet 1s a packet of said one previ-
ously 1dentified RTP stream without regard to applica-
tion level signaling associated with said one previously
identified RTP stream.

18. The system according to claim 17, wherein said 1den-
tification processor further comprises the means operative on
cach identified UDP packet for:

111. determining 1f the payload type value in said RTP
header located in the payload of said identified UDP
packet 1s within a predetermined range.

19. The system according to claim 18 wherein said identi-

fication processor 1s adapted to:

tor each candidate RTP packet, determine from a source IP
address, a destination IP address, a source UDP port, and
a destination UDP port of said identified UDP packet,
associated with said candidate RTP packet, 11 said can-
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didate RTP packet 1s associated with a previously 1den-
tified RTP stream or 1s associated with a newly identified
RTP stream, and

for each candidate RTP packet associated with a newly
identified RTP stream, store said SSRC, sequence num-
ber and timestamp of said candidate RTP packet 1n asso-
ciation with said newly identified RTP stream.

20. A non-transitory computer storage readable medium

comprising computer executable instructions for 1dentifying

c

UDP packets on an IP network which are candidates for
naracterization as a packet of a Real Time Transport Protocol

(R1TP) stream, each of said UDP packets having a UDP header
and a payload, wherein the payload potentially includes a
RTP packet having a RTP header and a RTP payload, the

computer storage readable medium comprising computer
executable 1nstructions for:

identifying UDP packets at a point on said IP network, and
for each 1dentified UDP packet performing the substeps
of:

1. determiming 1t a version number value 1n said RTP
header located in the payload of said identified UDP
packet equals a predetermined value, and

1. determiming 1f the packet length 1n said i1dentified
UDP packet header 1s within a predetermined range,
and

i said determining substeps are aiffirmative, then charac-
terizing said identified UDP packet as a candidate packet
of an RTP stream;

determining from said candidate RTP packet header: a
payload type, a SSRC, a sequence number, and a times-
tamp,

comparing said determined SSRC, sequence number, and
timestamp with a stored SSRC, a stored sequence num-
ber, and a stored timestamp of previously identified RTP

streams, and

5

10

15

20

25

30

12

comparing said determined payload type with a stored
payload type field of said previously identified RTP
streams and at least one dynamic payload type associ-
ated with said previously 1dentified RTP streams, and

if there 1s a match 1n said comparison for one of said
previously i1dentified RTP streams, generating a signal
associated with said candidate RTP packet denoting that
said candidate RTP packet 1s a packet of said one previ-
ously 1dentified RTP stream without regard to applica-
tion level signaling associated with said one previously

identified RTP stream.
21. The computer storage readable medium according to

claim 20, wherein said computer storage readable medium
further comprises computer executable instructions for:

111. determining 1f a payload type value in said RTP header
located 1n the payload of said identified UDP packet 1s
within a predetermined range.

22. The computer storage readable medium according to

claam 21 further comprising computer executable instruc-
tions for:

for each candidate RTP packet, determining from a source
IP address, a destination IP address, a source UDP port,
and a destination UDP port of said identified UDP
packet, associated with said candidate RTP packet, it
said candidate RTP packet 1s associated with a previ-
ously identified RTP stream or 1s associated with a newly
identified RTP stream, and

for each candidate RTP packet associated with a newly
identified RTP stream, storing said SSRC, sequence
number and timestamp of said candidate RTP packet in
association with said newly identified RTP stream.
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