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SYSTEMS AND METHODS FOR ALERTING
ADMINISTRATORS ABOUT SUSPECT
COMMUNICATIONS

FIELD

The present mvention generally relates to the fields of
networked computer systems, communication protocols for

computers connected in networks, and transferring docu-
ments between computers 1n networks. More particularly, the
present invention relates to systems, methods, and computer
program products for alerting computer administrators about
problems of computers systems or applications.

BACKGROUND

Ever since the first electronic mail document was transmit-
ted from one computer to another 1 1971, people have
increasingly adopted electronic mail as a convenient and rela-
tively quick means of communication. Today it 1s estimated
that over 60 billion electronic mail, or e-mail, documents are
transmitted between computers around the world each day.

Additionally, people today rely on computer networks to
transier other types of files, other than e-mail documents,
such as binary encoded executable files.

The computers that transfer e-mail and other electronic
documents, networks connecting the computers, and applica-
tions used to create, send, and receive the electronic docu-
ments have changed dramatically during this period of explo-
stve growth. In 1969, the Internet consisted of just four
interconnected host computer systems. Today, the Internet
has grown to tens of millions of iterconnected computer
systems. Farly e-mail documents consisted largely of text-
only characters entered at so-called dumb terminals that com-
municated with mainframe computers. Today most e-mails
are conveniently created by individuals using personal com-
puters, laptop computers, palm-type computer, personal
organizers, and even such devices as cellular telephones.
People transier various types of files using a variety of differ-
ent communication protocols. While much of the explosive
growth 1n e-mail usage has been positive, with more and more
people increasingly using e-mail, some of this growth has
been negative. To understand why some of the growth has
been negative, one needs to have a fundamental understand-
ing of how computers generally send electronic documents
from one computer to the next.

Each computer on the Internet 1s part of a network. Many
individuals connect to networks of local Internet Service Pro-
viders (ISPs) using modems in their homes. Businesses gen-
erally connect groups of computers together forming Local
Area Networks. Internet Service Providers and businesses
connect their networks to other networks and communica-
tions devices comprising various other larger networks and
Internet backbones, which are connected in some fashion.
Essentially, the Internet 1s a collection of interconnected net-
works. Special computers on the Internet, called routers,
receive commands conforming to differing protocols and
execute those commands, sending information between other
routers and computers running client and server applications.
For example, to send an e-mail document a person may create
a message using a computer program, called an e-mail client,
and send 1t to an e-mail recipient by sending the e-mail to a
computer on the Internet running an e-mail server applica-
tion. Based on the address information contained in or
attached to the e-mail, the server will work with other server
applications and usually transier the e-mail document to a
computer which temporarily stores the document until 1t 1s
retrieved by the recipient using another e-mail client applica-
tion.
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One powerlul feature of e-mail clients 1s that they have the
ability to send e-mail documents to more than one user. For
example, the person in the example above could create a
single message but send 1t to fifty friends. While this feature
may be convenient for most individuals, 1t has been the sub-

ject of abuse by certain individuals and companies. For

example, an unscrupulous person may want to sell a certain
product to as many people that he or she can contact. This
person may describe the 1tem 1n an e-mail and send copies of
the e-mail to hundreds and thousands of e-mail recipients.
Such unsolicited mail, often referred to as spam, cost busi-
nesses in the United States alone more than $10 billion dollars
and accounted for almost half of all U.S. internet e-mail traffic
in 2003, Additionally, handling these electronic documents
increases network communication loads, consumes server
storage space, and costs individuals time 1n having to read and
delete them. Today, most of this spam 1s undesirable and most
ISPs work hard to combat 1t from clogging their systems.

A method that ISPs and other network and system admin-
istrators have adopted to combat spam 1s called blacklisting.
Described 1n 1ts most simple form, various ISPs and organi-
zations maintain databases of computer systems, or servers,
that are suspected or known to be sources of active spam
generation. For mstance, when a spammer generates spam
¢-mail and sends 1t to e-mail recipients, the ISPs, organiza-
tions, and special detection routines running on e-mail serv-
ers, detect such usage, flag the server or computer source of
the e-mail, and add 1t to blacklist, block, or suspect databases.
In subsequent transters of e-mail, servers are programmed to
detect where e-mails originate and reject them 11 they orgi-
nate from or pass through a server or computer listed 1n one of
the databases.

While the practice of blacklisting has helped reduce spam,
it has unfortunate consequences. A major problem caused by
blacklisting 1s the blocking of legitimate e-mail. For example,
an e-mail server may be owned by an ISP and used to send
¢-mail for hundreds of subscribers of the ISP. A spammer may
exploit some security flaw 1n the server, gain control of 1t, and
use 1t to send out thousands of spam e-mail documents. Con-
sequently, such usage may get flagged and cause the server to
be added to one or more of the blacklist databases. Once
blacklisted, e-mail servers on the Internet start rejecting even
legitimate e-mail documents sent from the blacklisted serv-
ers. When servers reject e-mail from a blacklisted server, they
will often send aresponse message to the sender of the e-mail,
saying that the e-mail has been rejected. However, the sender
1s most often just a simple ISP subscriber, incapable or 1ll-
equipped to resolve the problem. The subscriber usually does
not know who to contact or how to remedy the problem.
Additionally, the sender may not even realize the e-mail was
rejected and be expecting a reply, leading to frustration, dis-
appointment, and maybe friction between the sender and the
intended recipient. Ultimately, an administrator of the ISP
must usually remedy the problem of the server and remedy
the blacklisting status of the server, not the subscriber.

There are currently only a few ways an e-mail sender may
remedy the situation. The sender may send the e-mail again
using a different server. The sender may contact the ISP of the
server and ask them to fix the problem causing the server to be
blacklisted. The sender may send the message using another
ISP having a different server. The sender may use a different
¢-mail address for the recipient, 11 they have one, causing the
¢-mail to be delivered using a different server which may not
use blacklisting or have the blacklisted server in 1ts database.
The sender may even resort to calling the recipient by phone
to convey the message.

(Given the current art, therefore, alternative methods, sys-
tems, and computer program products are needed to alert ISP
providers and system administrators about computer sys-

tems, servers, and other applications that are suspect. Such
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alternative methods, systems, and programs may help restore
the computer systems back to normal operation much sooner,
may reduce the quantity of rejected e-mail that 1s legitimate,
and may eliminate involving individuals incapable of resolv-
ing the problems.

SUMMARY

The problems 1dentified above are 1n large part addressed
by systems, methods, and computer program products for
alerting system administrators about the suspect status of
computer systems or applications. For example, some com-
puters may be flagged as suspect due to operating as an open
relay, being block, or being blacklisted. One embodiment
comprises a method of alerting an administrator of a com-
puter system about the computer being suspect. The method
generally mvolves recetving information related to an elec-
tronic document transmitted from the computer to another
computer, determining the computer 1s suspect, and transmiut-
ting a message based upon identified contact information.
One embodiment of the method includes comparing network
address information of the computer with one or more net-
work addresses 1 a blacklist database. Other variations
include 1identifying contact information by examining one or
more entries 1n a WHOIS database. Another variation of the
method generally includes notifying a user who initiated the
transmission of the electronic document that the document
was not delivered to one or more of the intended recipients.
One method embodiment comprises automatically address-
ing a problem that causes the computer to be suspect.

A Turther embodiment comprises a system for alerting an
administrator of a suspect computer. The system generally
comprises a document reception module to receive informa-
tion associated with the electronic document, a suspect deter-
mination module, a contact determination module, and a noti-
fication module. Variations of the system include a document
rejection module to prevent delivery of the electronic docu-
ment and an override module to override the document rejec-
tion module. One embodiment of the system 1s implemented
as an SM TP server.

A Tfurther embodiment comprises a computer program

product comprising a computer usable program for alerting
an administrator about the suspect status of a document send-
ing computer. When the computer program 1s executed, the
program generally causes a computer to receive information
of an electronic document, determine the sending computer 1s
suspect, and transmit a message to alert the administrator of
the sending computer about the sending computer being sus-
pect.

BRIEF DESCRIPTION OF THE DRAWINGS

Aspects of the invention will become apparent upon read-
ing the following detailed description and upon reference to
the accompanying drawings in which, like references may
indicate similar elements:

FI1G. 1 depicts a network of computer systems connected to
an Internet, wherein one of the computer systems may be
suspect;

FIG. 2 illustrates a system composed of three computers
that may determine the suspect status of a fourth computer
and alert an administrator for the fourth computer about the
suspect status:

FIG. 3 depicts an embodiment of a system having docu-
ment reception and distribution modules, as well as suspect
determination, contact determination, and notification mod-
ules for communicating a server blacklisted status to an
administrator of the server; and
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FIGS. 4A & B depict a flowchart of a method embodiment
to alert an administrator about a suspect status of a computer.

DETAILED DESCRIPTION OF EMBODIMENTS

The following 1s a detailed description of example embodi-
ments of the mvention depicted 1n the accompanying draw-

ings. The example embodiments are in such detail as to
clearly communicate the mnvention. However, the amount of
detail offered 1s not intended to limit the anticipated varia-
tions of embodiments; but, on the contrary, the intention 1s to
cover all modifications, equivalents, and alternatives falling
within the spirit and scope of the present invention as defined
by the appended claims. The detailed descriptions below are
designed to make such embodiments obvious to a person of
ordinary skill in the art.

Generally speaking, the present invention relates to sys-
tems, methods, and computer program products for alerting
system administrators about problems of computer systems
or applications. Embodiments comprise receving iforma-
tion related to a communication of an electronic document
from one computer system to another, determining if the
sending computer 1s suspect, and attempting to alert the
administrator or owner of the sending computer 11 it 1s 1den-
tified as suspect. In some embodiments, determining 1f the
sending computer 1s suspect comprises examining blacklisted
IP addresses and/or blacklisted domain names. Some
embodiments determine the 1dentity of the administrator by
examining WHOIS database information. In some embodi-
ments, alerting the administrator or owner comprises sending
them an e-mail.

While many portions of the following detailed discussion
describe “blacklisted” computers and other portions of the
discussion describe “suspect” computers, one should note
that such terms may often be substituted to describe distinct
alternative embodiments. For example, a computer identified
as suspect may mean the computer has been blacklisted due to
having sent a large quantity of SPAM e-mail. Alternatively,
the suspect status may indicate that the computer has another
problem, such as being identified as an open relay, 1n which
case another computer recewving an electronic document
from the suspect computer may respond differently to the
clectronic document transmission, such as rejecting or deliv-
ering the electronic document.

Additionally, while other portions of the following detailed
discussion describe actions occurring on a single or relatively
few computers, a person ol ordinary skill in the art will
appreciate that different combinations of single and multiple
computers may work independently and in conjunction to
accomplish the described tasks. For example, some embodi-
ments describe sending or recerving electronic documents by
single computer systems. Other embodiments may accom-
plish the same tasks using multiple computers instead of just
one. Similarly, while some tasks are described as being com-
pleted by multiple computer systems, the tasks may be com-
pleted by single computer systems.

Even further, some portions of the detailed discussion
describe computer systems while other portions describe
applications. In many 1nstances the terms are interchangeable
and still describe complimentary embodiments of the mven-
tion. For example, some discussions describe blacklisting a
server application while other discussions describe blacklist-
ing a computer system. A computer system described as being
blacklisted may generally be interpreted to refer to one or
more applications of the computer being blacklisted. One
should understand that a computer system described as being
blacklisted may have other applications and/or hardware
parts operating which are not blacklisted.

Similarly, many of the discussions use the terms “server”

and “client”. Generally, the term “server” may refer to a
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computer or device on a network that manages network
resources. For example, a file server may comprise a com-
puter and storage device dedicated to storing files. A user on
a network connected to the file server may use the file server
store and retrieve files on the server. Similarly, a database
server may comprise a computer system that processes data-
base queries. In different embodiments, servers may be dedi-
cated, meaning that they perform no other tasks besides their
designated server tasks. In other embodiments, however, a
single computer may execute several programs at once. A
server 1n this case may refer to the program that 1s managing
resources rather than the entire computer. Clients may gen-
crally be thought of as computer applications running on
computer systems that access the services provided by server
applications and dedicated server computers. Many of the
discussions refer to clients, client applications, servers, server
applications, and computer system. In many instances, these
terms are interchangeable. Accordingly, one should not con-
clude that a discussion that uses only “client” or “server”
terms, as opposed to using “computer” or “computer sys-
tems’” terms, 1s meant to limit the discussion to one term or the
other. One of ordinary skill in the art will recognize that such
variations may be substituted for the described methods and
systems, and employed 1n accordance with similar con-
straints, to perform substantially equivalent functions.

Turning to the drawings, FIG. 1 illustrates how a server
may alert an ISP about a suspect status of a Simple Mail
Transtier Protocol (SMTP) server. FIG. 1 shows a network of
computer systems 100 connected to an Internet 115. An Inter-
net Service Provider (ISP) 125 may provide Internet connec-
tivity and Internet services to a number of customers, such as
user 140 and user 165. Users 140 and 165 may use ISP 125 to
connect to the Internet 115 to send and receive e-mail and
other documents as well as use the Internet 115 to read web
logs, read news articles, and make merchandise purchases.

For the sake of discussion, suppose user 163 wants to send
some digital family pictures and an e-mail message to his
friend, user 195. User 165 may run an e-mail application on a
personal computer 160 to create the message and attach the
pictures, resulting 1n e-mail document 157. The personal
computer 160 may be connected to ISP 125 by way of a
communication link 155. Communication link 155 may com-
prise a cable or Digital Subscriber Line (DSL) modem, net-
work cables, routers, switches, and other network hardware to
facilitate communication between the personal computer 160
and networking systems of ISP 125.

While connected to the networking systems of ISP 125,
user 165 may send e-mail document 157 to ISP 125 over
communication link 155. ISP 125 may have a first Simple
Mail Transfer Protocol (SMTP) server 130 and a second
SMTP server 135 which 1t uses to send subscriber e-mail over
the Internet 115. In delivering the e-mail document, SMTP
server 135 may perform a series of preliminary steps. For
example, SMTP server 135 may receive the name of the
recipient and the name of the sender, receive any subject line,
and receive e-mail document 157 comprising the body of the
message and the attached pictures. SMTP server 135 may
format the names of the sender and recipient and append them
to the bottom or end of e-mail document 157. SMTP server
135 may also incorporate other types of information into
¢-mail document 157, such as the subject line and the time
and date that SMTP server 135 received e-mail document
157.

To deliver the e-mail message, SMTP server 135 may then
separate the address of the recipient into two parts: the name
of the recipient and the domain name. For example, the e-mail

address for user 195 may be “userC@ispl75.com™. SMTP
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server 135 may separate the e-mail name of the recipient,
“userC”, from the domain name, “i1sp175.com”™. SM'TP server
135 may then use commumnication link 120 to communicate
with one or more Domain Name Servers (DNS) on the Inter-
net to obtain the Internet Protocol (IP) address of

“1spl75.com”, which may correspond to SMTP server 180
for ISP 175.

Upon obtaiming the IP address for SMTP server 180,
SMTP server 135 may then communicate with SMTP server
180 via communication link 120, the Internet 115, and com-
municationlink 170. SMTP server 135 may send the recipient
and sender names, the subject line, the message, and the
encoded picture information of e-mail document 157. Upon
receipt, SMTP server 180 may incorporate other types of
information into e-mail document 157, such as the time and
date that SMTP server 180 recerved e-mail document 157 and
the domain name and IP address for SMTP server 135. SMTP
server 180 may be configured to temporarily i1gnore, or
bypass, any blacklist server routines. Assuming SMTP server
180 15 configured to temporarily 1gnore or bypass any server
blacklist verification routines, it may then transfer or send
¢-mail document 157, as modified, to another server program
of ISP 175 for storage until user 193 retrieves 1t. For example,
SMTP server 180 may then transfer e-mail document 157 to
a Post Office Protocol (POP) server or an Internet Mail Access
Protocol (IMAP) server. User 195 may then use an e-mail
client program on personal computer 190, establish a com-
munication link 185 with ISP 175, and retrieve a copy of
¢-mail document 157.

In an alternative scenario, SMTP server 180 may have one
or more server problem identification routines enabled. If
such routines are enabled, SMTP server 180 may handle
¢-mail document 157 differently based upon a suspect status

of SMTP server 135. As noted above, upon receiving e-mail
document 157 from SMTP server 135, SMTP 180 may make

note of the domain name and IP address for SMTP server 135.
Again, one should note that for this example SMTP 133 i1s the
server from which e-mail document 157 originated. SMTP
server 180 may compare the domain name and IP address of
SMTP server 135 with entries 1n a database containing the
domain names and IP addresses of suspect SMTP servers,
such as those that have been blacklisted or blocked. For
example, the database may contain information related to
SMTP servers that have been positively 1dentified as sources
of spam e-mail. Alternatively, the database may contain infor-
mation related to SMTP servers that have been noted as open

relays.

If SMTP server 180 determines that SMTP server 135 1s
listed 1n the suspect database, SM'TP server 180 may either
delete e-mail document 157 or temporarily store a copy of 1t.
SMTP server 180 may acknowledge to SMTP serverl35 that
SMTP server 180 has successtully received e-mail document
157, but that e-mail document 157 1s being rejected. Upon
receiving this rejection error, SMTP server 135 may tempo-
rarily store e-mail document 157 1n an e-mail message queue,
in hopes of delivering the message later.

SMTP server 180 may then send an informational report
via e-mail back to user 165. The informational report may
inform user 165 that SMTP server 180 rejected e-mail docu-
ment 157 due to SMTP server 135 being 1dentified as suspect.
The report may also inform user 165 that user 195 did not
receive a copy of e-mail document 157, send a copy back to
user 165, and describe actions that user 165 may take to
deliver e-mail document 157 to user 195. For example, SMTP
180 may tell user 165 to use a different sending SMTP server,
use a different ISP, or use a different e-mail address for user

195.
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SMTP server 180 may then determine an i1dentity of an
administrator for SMTP server 135. In this example, ISP 1235

administrates SMTP server 135. To determine that ISP 125 1s
the administrator for SMTP server 135, SMTP server 180
may consult a WHOIS database server 105 connected to the

Internet 115 via communication link 110. SMTP server 180
may send the IP address for SMTP server 135 to WHOIS
database server 105 and request the identity and contact infor-
mation for the administrator on record for SMTP server 135.

WHOIS database server 105 may respond to this request by
sending the name, address, telephone numbers, and e-mail

addresses of ISP 125 back to SMTP server 180. For example,
WHOIS database server 105 may return the “RTech” e-mail
address as “rtech@ispl125.com” and the “OrgTech” e-mail

address as “orgtech@isp.com”.

Using the e-mail addresses obtained from WHOIS data-
base server 105, SMTP server 180 may then send an e-mail to
an administrator for ISP 125. In the e-mail, SMTP server 180

may inform the administrator of the suspect status of SM'TP
server 135, the reason it 1s suspect, and that e-mail document
157 was denied delivery due to the suspect status. After send-
ing the e-mail to the administrator to alert ISP 125 to the
suspect status, SMTP server 180 may also send a separate
e-mail to user 163 providing details about what actions were
taken to alert ISP 125 about the problem.

After being informed of the suspect status of SMTP server
135, the administrator for ISP 125 may then take whatever
remedial actions are necessary to remove the suspect status of
SMTP server 135. For example, if SMTP server 135 was
blacklisted due to operating as an open relay, the administra-
tor may correct this problem. Additionally, the administrator
of ISP 125 may then send an e-mail to ISP 175, or the admin-
istrator of SMTP server 180, saying that the problem has been
resolved and that SMTP server 135 should no longer be listed
or 1dentified as suspect.

In an alternative embodiment, in addition to sending the
e-mail to the administrator for ISP 125, SMTP server 180
may also send a notification to SM'TP server 135 that 1t has
been listed as suspect. Depending on the nature of the prob-
lem, SMTP server 135 may automate the process of either
fixing or addressing the problem and transmit a message back
to SMTP server 135 to indicate the problem has been fixed or
addressed. Additionally, SMTP server 135 may send a request
for a release of the suspect status to the administrator of
WHOIS database server 105. Similar to automating the
repair, the WHOIS database server 105 may automatically
verily that the problem has been fixed and remove SM'TP
server 135 from the suspect database list. In an even further
embodiment, SMTP server 135 may attempt to resend e-mail
document 157 after SMTP server 135 fixed or addressed the
problem.

Upon receiving the request from the administrator of ISP
125 to remove the blacklisted status of SMTP server 135, the
administrator for ISP 175 may verity that the problems have
been rectified and remove SMTP server 135 from the data-
base containing the domain names and IP addresses of black-
listed SMTP servers. Alternatively, 11 ISP 173 does not main-
tain the database blacklisting SMTP server 135, the
administrator may temporarily override the suspect status of
SMTP server 135 and deliver any e-mail documents received
from SMTP server 135. For example, the administrator of ISP
175 may program SMTP server 180 to receive and deliver
messages from SMTP server 135 for a period of one week,
even though SMTP server 135 may be 1dentified as suspect.
Responding 1n this manner may allow SMTP server 135 to
deliver e-mail documents to users of ISP 175 by way of SM'TP
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server 180 while the administrator of ISP 1235 works with the
owner or administrator of the suspect database to remove
SMTP server 135 from 1it.

After removing the suspect status for SMTP server 135
from 1ts suspect server database, or temporarily overriding
the suspect status for entries 1n another database, the admin-
istrator of ISP 175 may notily the administrator of ISP 125
whereupon the ISP 125 administrator may have SMTP 135
resend e-mail document 157 to user 1935. Additionally, upon
receiving e-mail document 157 and delivering 1t to user 195,
SMTP server 180 may send a status update to user 165 saying,
that e-mail document 157 has been successiully delivered to
user 195.

One should note that the network of computer systems 100
in FI1G. 1 only 1llustrates a simple network and one example of
how an SMTP server may alert an ISP about a suspect SMTP
server. Other network arrangements, mvolving different
numbers of personal computers, SMTP servers, Internet Ser-
vice Providers, suspect databases, suspect database servers,
and WHOIS database servers. For example, 1n alternative
embodiments, ISP 175 may have multiple numbers of SMTP
servers, such as two, five, or ten SMTP servers, and so on.
Each of the receiving SMTP servers may individually recerve
e-mail documents, check the suspect status for the originating
servers, perform WHOIS queries for blacklisted SMTP serv-
ers, and alert the administrators and/or owners of the black-
listed servers.

In other alternative embodiments, the SMTP servers
receiving the e-mail documents from identified suspect
SMTP servers may respond in different ways. For example, 1n
some embodiments SMTP server 180 may alert the adminis-
trator of ISP 125 to the identified suspect status of SMTP 135
but not tell user 1635 that e-mail document 157 was not suc-
cessiully delivered to user 195. Alternatively, SMTP server
180 may tell user 165 that e-mail document 157 was not
successiully delivered but not give any reason for why the
delivery failed.

Additionally, in other alternative embodiments, SMTP
server 180 may recerve e-mail document 157, deliver it to user
190, but still alert ISP 123 as to the suspect status of SMTP
server 135. SMTP server 180 may, however, start counting,
the number of e-mail documents received from SMTP server
135. If the number of e-mails recerved from SMTP server 135
passes a threshold number, say ten for example, while STMP
server 135 remains 1dentified as suspect SMTP server 180
may then startrejecting e-mails and alerting the senders of the
failed deliveries. In even further embodiments, SMTP server
180 may deliver a certain number of e-mail documents from
blacklisted SMTP server 135 belore alerting its administrator.

While the foregoing discussion demonstrated that an
SMTP server may reject an e-mail document that a personal
computer transmitted and alert an associated system admin-
istrator, some embodiments may reject other types of docu-
ments transmitted from other devices. For example, FIG. 1
shows user 140 having a portable computing device 145. In
some embodiments, portable computing device 145 may
comprise a cellular telephone capable of sending and receiv-
ing e-mail documents or text messages. In other embodi-
ments, portable computing device 145 may comprise a wi-fi
capable personal organizer having an ability to send and
receive electronic documents and messages. Like user 165,
user 140 may also recerve Internet service from ISP 125. User
140 may connect to the Internet 115 using portable comput-
ing device 145 over commumnication link 150.

Communication link 150 may be a wireless communica-
tion session created at a wi-fi hot spot or with a wireless
access point created by a router 1n the home of user 140. User
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140 may create an electronic message 147, log 1n to ISP 125,
and connect to the Internet 115 by establishing an Internet
session over commumnication link 150. Once connected to the
Internet 1135, user 140 may attempt to send electronic mes-
sage 147 to user 195 by way of SMTP server 135. Similar to
the handling of e-mail document 157, SMTP server 180 may
receive electronic message 147 from SMTP server 135 and
determine whether SMTP server 135 1s blacklisted. If SMTP
server 135 1s blacklisted, SMTP server 180 may go through
the process of determining the identity of the administrator
for SM'TP server 135 and notifying the administrator of the
blacklisted status.

In handling electronic message 147, SMTP server 180 may
dispose of it 1n one of several ways. SMTP server 180 may
reject 1t, temporarily save it without delivering 1t, or even
deliver 1t to user 195. For example, from information con-
tained 1n electronic message 147, SMTP server 180 may
determine that electronic message 147 1s a different type of
document. In other words, electronic message 147 may be of
a character or type which has a low risk of being spam e-mail.
Accordingly, SMTP server 180 may permit electronic mes-
sage 147 to be delivered to user 195.

Worth pointing out 1s the potential for an SMTP server to
respond to different computer systems in a domain differ-
ently. For example, ISP 125 may have multiple servers 1n
addition to SMTP server 135, such as SMTP server 130. In

receiving electronic documents from SMTP server 130 and
SMTP server 135, SMTP server 180 may detect that SMTP

server 135 1s blacklisted while SMTP server 130 1s not. Con-

sequently, SMTP server 180 may deliver documents sent
from SMTP server 130 but reject those from SMTP server
135 and alert an administrator about the blacklisted status of

SMTP server 135. In alternative embodiments, SMTP server
180 may determine that the domain for ISP 125, such as
“ISP125.com”, 1s blacklisted. In such a case, SMTP server

180 may reject all electronic documents transmitted from
SMTP servers 130 and 135, and alert an ISP 125 admuinistra-

tor to the blacklisted status of the domain for ISP 125. Simi-
larly, SMTP server 180 may reject all electronic documents
transmitted from SMTP servers of ISP 125 within a certain

range of IP addresses. For example, all ISP 125 servers may
have IP addresses between 123.123.0.1 and 123.123.0.13
blacklisted. In corresponding embodiments, SMTP server
180 may reject any electronic documents transmitted from
any server having an IP address within that range and alert an
ISP 125 administrator to the blacklisted status of the range of
IP addresses.

Turning to FIG. 2, we see an alternative embodiment of a
system 200 that may be used to alert an administrator 205 of
a first computer 210 about computer 210 being blacklisted.
Computer 210 may be a personal computer, a dedicated
server machine, or any other type of computer connected to a
network 250 and used to transier an electronic document 220
to a second computer 235. Computers 210 and 235 may run
any type of operating system. For example, computer system
210 may run Unix®, Microsoit® Windows®, OS/2®,
Linux®, DOS, or Mac OS®.

Computer 210 may run a {irst application 213 to receive or
create electronic document 220. For example, application
215 may comprise a POP or IMAP program which receives
clectronic document 220 from a client computer system con-
nected to computer 210. In alternative embodiments, appli-
cation 2135 may comprise a word processor application used
to create a word processing document. In one such an alter-
native embodiment, computer 210 may belong to a single
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person, such as administrator 205, or to a small business
wherein computer 210 comprises a single computer system
connected to network 250.

Computer 210 may run a second application 223 used to
communicate or transier a copy of document 220 to computer
235 over network 250. For example, application 225 may
comprise an SMTP server application. Alternatively, applica-
tion 225 may comprise a web page server, a file transier
protocol (FTP) server, a gopher server, or a telnet server, as
examples. Application 225 may establish a communication
link or sessi1on with application 243 running on computer 235.
Application 245 may also be an SMTP server application, a
telnet server or client, and so on. Application 225 and appli-
cation 245 may communicate with each other one of a variety
of commumnication protocols. For example, applications 225
and 245 may use simple mail transter protocol, FTP, or Hyper
Text Transfer Protocol (HTTP).

After establishing the communication session with appli-
cation 245 using a communication protocol over network
250, application 225 may attempt to deliver or transfer a copy
of document 220 to application 245. Depending on the pro-
tocol, handshaking between applications 225 and 245, and
file type of document 220, application 225 may send some
preliminary information concerning the transfer of document
220 to application 245. For example, application 2235 may
inform application 245 that document 220 1s an American
Standard Code for Information Interchange (ASCII) encoded
text file or a binary encoded executable file. Application 225
may communicate this file type information so that applica-
tion 245 will know how to handle document 220 upon recep-
tion. Alternatively, the file type information, 1f communi-
cated, may actually be mserted into document 220, such as
into a header section of document 220.

Application 225 may transier a complete copy of docu-
ment 220 to application 245, whereupon application 223 or
application 245 may terminate the communication session.
Upon completion of the transfer, application 245 may tem-
porarily retain the copy of document 220 1n memory or in a
temporary file of a hard disk of computer 235. Application
245 may then establish another communication session with
another computer 255 via network 250. Application 245 may
communicate with application 260 running on computer 255.
Application 260 may comprise a blacklist server application.
Application 260 may work 1n conjunction with a database
265. Database 265 may comprise a list of IP addresses for
computer systems or machines connected to network 250 that
have been blacklisted or assigned a blacklist status. In alter-
native embodiments, database 265 may comprise a database
application that works to deliver IP addresses for blacklisted
computers to application 260. In further example embodi-
ments, database 265 may contain Uniform Resource Locator
(URL) addresses of blacklisted computers or domain names
of blacklisted computer systems.

Application 245 may ask 11 application 225 or computer
210 has been blacklisted. For example, in some embodiments
application 245 may copy one or more IP addresses, domain
names, or URL addresses {from document 220, such as from a
header section of document 220. In alternative embodiments,
application 245 may copy this 1dentifying information for
computer 210 or application 225 during its communication
session with application 225. Application 245 may send this
identifying information for application 225 or computer 210
to application 260, asking application 260 i1 the identifying
information matches any of the records 1n blacklist database
265. In other words, application 243 asks application 260 1f
computer 210 1s a blacklisted computer, 1s 1n a blacklisted
domain, or if application 225 1s a blacklisted application.
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Application 260 may query database 263 and find a matching,
record, indicating that application 2235 1s a blacklisted appli-
cation. Accordingly, application 260 may return a positive
response back to application 245. Based upon this exchange,
application 245 may determine that application 225 and/or
computer 210 1s blacklisted.

Upon determining that application 225 i1s blacklisted,
application 245 may attempt to alert administrator 205 to the
status of blacklisted application 225. To determine how to
inform administrator 205 of the blacklisted status, application
245 may establish another communication session with a
tourth computer 270. Computer 270 may run an application
275. Application 275 may comprise a WHOIS database
server. In other words, application 275 may respond to
requests of users and client applications dispatched through
network 250, providing contact information for the registered
owners or administrators of computers systems connected to
network 250. For example, network 250 may comprise a
section or portion of the Internet and application 275 may
provide the names, addresses, telephone numbers, and con-
tact e-mail addresses for the owners and administrators of
computers 210, 235, 255, and 270.

After establishing the communication session with appli-
cation 275, application 245 may request the contact informa-
tion for computer 210. For example, application 245 may
transmit the IP address for computer 210, which application
245 obtained during or after 1ts communication session with
application 225. Application 275 may receive the request
with the accompanying IP address, query database 280, and
provide the contact information for computer 210 back to
application 245. The contact information provided by appli-
cation 275 may contain an e-mail address for administrator
205. Application 245 may take the e-mail address and use 1t to
compose and send an e-mail message to administrator 205,
alerting administrator 203 to the status of blacklisted appli-
cation 225. Application 245 may send the e-mail message to
application 225. Upon reception of the e-mail message by
application 225, administrator 205 may retrieve and read the
message using application 2135. After reading the message
and being made aware of the blacklisting problem with appli-
cation 225, administrator 205 may take the necessary steps to
rectity the problem.

FIG. 3 shows another embodiment of a system 300 for
communicating a server suspect status to an administrator of
the server. System 300 has a document reception module 310
to recetve an electronic document transierred from the sus-
pect server. In some embodiments, document reception mod-
ule may receive an e-mail document transferred from the
suspect server. The e-mail document may comprise all ASCII
text characters, potentially including characters representing,
uuencoded data for binary files appended or attached to the
¢-mail document. For example, the attached files may repre-
sent digitally encoded picture files or executable applications.
In other embodiments, document reception module 310 may
receive other types of digitally encoded files, such as
encrypted files. Additionally, document reception module
310 may recerve other information, such as information
related to the file format, file transmission, file size, and the
transierring server IP address and domain name. This other
information may either precede or follow the transmission of
the electronic document, or 1t may be added to the electronic
document {ile itself. In some embodiments, document recep-
tion module 310 may receive only the electronic document. In
other embodiments, document reception module 310 may
receive only the other information. In even further embodi-
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ments, document reception module 310 may receive both the
file information and the electronic document, or sections of
either.

Document reception module 310 may communicate the
information 1t received to a suspect determination module
320. Suspect determination module 320 may parse the infor-
mation for the electronic document to determine the IP
address of the server which sent the electronic document.
Suspect determination module 320 may then consult one or
more databases containing the IP addresses of blacklisted
servers, or servers identified as having other problems, to
determine 11 the server that sent the electronic document to
document reception module 310 1s suspect. Suspect determi-
nation module 320 may transmit the electronic document to
document distribution module 330. I suspect determination
module 320 determines that the server 1s not suspect, docu-
ment distribution module 330 may transfer the document to
its final destination. For example, i1 the electronic document
1s an e-mail document, document distribution module 330
may deliver 1t to e-mail inboxes for addressed recipients of the
e-mail.

If suspect determination module 320 determines that the
server 15 suspect, suspect determination module 320 may
communicate this determination to document distribution
module 330. Upon recerving the blacklisted status determi-
nation, document distribution module 330 may erase or delete
the electronic document from a memory or storage device
without delivering 1t to an intended recipient.

Suspect determination module 320 may also communicate
the blacklisted status determination, along with the IP address
for the suspect server, to a contact determination module 340.
Upon receipt of the suspect server IP address, contact deter-
mination module 340 may determine the 1dentity and contact
information for an administrator of the suspect server. For
example, contact determination module 340 may determine
the registered owner of the suspect server, as well as the
¢-mail address of the registered owner. Contact determination
module 340 may determine the owner and associated e-mail
address by using SMTP exchange domain or MX Record
information.

Contact determination module 340 may transier the owner
and e-mail address information for the suspect server to a
notification module 350. Using the contact information, noti-
fication module 350 may send an e-mail to the owner, which
may also be the administrator, alerting the owner about the
suspect status of the server. In some embodiments, notifica-
tion module 350 may send an SMTP e-mail message to the
owner and/or administrator. In other embodiments, notifica-
tion module 350 may use a plurality of other protocols, such
as HI'TP or other custom protocol.

FIG. 4A and FIG. 4B depict a tlowchart 400 of a method
embodiment to alert an administrator about a blacklisted sta-
tus of a computer. An embodiment according to tlowchart 400
begins with communicating information for an electronic
document from a first computer (element 403). For example,
a server computer may run a soltware application, such as an
FTP server, and deliver various types of electronic documents
to client applications for computers that connect to the F1P
server and request the documents. The server computer may
be, as examples, a single personal computer connected to the
Internet via a DSL modem or a bank of server computer
systems 1n a complex network coupled to the Internet through
a gang of networking devices, such as routers, switches, and
hardware firewalls.

An embodiment of flowchart 400 continues by receiving
the information for the electronic document by a second
computer (element410). In some embodiments, recerving the
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information may comprise recerving all or parts the electronic
document. In other embodiments, recerving the information
may comprise recerving transier control protocol informa-
tion, used to exchange the information of the electronic docu-
ment between the first and second computers.

A method embodiment according to the embodiment of
FIG. 4A and FIG. 4B may proceed by comparing the inifor-
mation with a list of blacklisted computers (element 415).
The second computer may use all or part of the information
received (element 410) 1n comparing the information with the
list of blacklisted computers. For example, the second com-
puter may extract the IP address from a header section of the
clectronic document and send 1t to numerous servers which
maintain different lists of blacklisted servers. A match from
any of the servers may indicate that the first computer has
been blacklisted (element 420). If the first computer 1s not
blacklisted according to the responses receirved from the
blacklist servers, a method embodiment may conclude by
delivering the electronic document to a user of the second
computer (element 435).

If the first computer has been blacklisted (element 420), the
method of FIG. 4A and 4B may continue by aborting delivery
of the electronic document (element 4235) and informing a
user that dispatched the electronic document that delivery
was unsuccessiul (element 430). For example, the electronic
document may be an e-mail document. The second computer
may send the document back to the first computer and the
sender, telling the sender that the document delivery was
aborted due to the first computer being blacklisted. The sec-
ond computer may also describe alternative actions that the
sender may take to try and deliver the electronic document to
intended recipients.

Upon aborting the delivery and informing the sender or
user that dispatched the document (elements 4235 and 430) an
embodiment according to FIG. 4A and 4B may continue by
examining one or more databases of computer administrators
(clement 440). For example, the second computer may exam-
ine several databases contaiming lists of registered owners for
SMTP exchange domains. The second computer may exam-
ine the databases to determine the 1dentity and contact infor-
mation for an owner or administrator of the first computer
(clement 445). Upon determining the identity and contact
information for the administrator of the first computer (ele-
ment 445), a method embodiment according to FIG. 4A and
4B may conclude by alerting the administrator that the first
computer 1s blacklisted (450). In some embodiments, the
second computer may send an e-mail to the first computer
administrator in order to alert the administrator to blacklisted
status of the first computer administrator. In other embodi-
ments, the second computer may 1nitiate a telephone call to
one or more of the contact telephone numbers contained 1n the
SMTP exchange domain or MX Record. For example, the
second computer may cause one of the listed telephone num-
bers to be dialed, whereupon a pre-recorded message will
audibly inform the administrator about the blacklisted status
of the first computer.

Alternative embodiments similar to the embodiment
depicted 1n FIG. 4A and FIG. 4B may have fewer or more
clements. For example, an alternative embodiment may not
comprise mnforming a user that dispatched the electronic
document that delivery was unsuccessiul (element 430).
Instead, the second computer may only attempt to alert the
owner or administrator for the first computer system. As
noted other alternative embodiments may also mnclude addi-
tional elements. For example, other embodiments may
include elements of informing the sender of the electronic
document of the actions taken to resolve the problem, auto-
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matically or manually overriding the blacklisted status of the
first computer under one or more conditions, releasing the
blocking or blacklisting once the administrator remedies the
problem, and automatically resending the electronic docu-
ment once the problem has been resolved. In other alternative
embodiments, the computer may have been 1dentified as sus-
pect instead of having been blacklisted. For example, element
415 may compare the information obtained from the first
computer (element 410) with a list of suspect computers and
determine that the first computer 1s suspect at element 420.
Additionally, the second computer may alert the administra-
tor of the first computer that the first computer 1s suspect
(element 450).

Another embodiment of the invention 1s implemented as a
program product for use with a system to alert an owner of a
blacklisted server in accordance with, e.g., flowchart 400 as
shown 1n FIG. 4A and FIG. 4B. The program(s) of the pro-
gram product define functions of the embodiments (including
the methods described herein) and can be contained on a
variety of data-bearing media. Illustrative data-bearing media
include, but are not limited to: (1) mnformation permanently
stored on non-writable storage media (e.g., read-only
memory devices within a computer such as CD-ROM disks
readable by a CD-ROM drive); and (11) alterable information
stored on writable storage media (e.g., floppy disks within a
diskette drive or hard-disk drive). Such data-bearing media,
when carrying computer-readable instructions that direct the
functions of the present invention, represent embodiments of
the present invention.

In general, the routines executed to implement the embodi-
ments of the invention, may be part of an operating system or
a specific application, component, program, module, object,
or sequence ol instructions. The computer program of the
present invention typically 1s comprised of a multitude of
instructions that will be translated by a computer into a
machine-readable format and hence executable 1nstructions.
Also, programs are comprised ol variables and data structures
that either reside locally to the program or are found in
memory or on storage devices. In addition, various programs
described herematter may be 1dentified based upon the appli-
cation for which they are implemented 1n a specific embodi-
ment of the invention. However, 1t should be appreciated that
any particular program nomenclature that follows 1s used
merely for convenience, and thus the invention should not be
limited to use solely 1n any specific application 1dentified
and/or implied by such nomenclature.

It will be apparent to those skilled in the art having the
benellt of this disclosure that the present invention contem-
plates methods, systems, and program products for alerting
administrators of blacklisted servers and blacklisted com-
puter systems. It 1s understood that the form of the mnvention
shown and described in the detailed description and the draw-
ings are to be taken merely as examples. It 1s intended that the
following claims be interpreted broadly to embrace all the
variations of the example embodiments disclosed.

Although the present invention and some of 1ts advantages
have been described i1n detail for some embodiments, it
should be understood that various changes, substitutions and
alterations can be made herein without departing from the
spirit and scope of the invention as defined by the appended
claims. Further, embodiments may achieve multiple objec-
tives but not every embodiment falling within the scope of the
attached claims will achieve every objective. Moreover, the
scope of the present application 1s not intended to be limited
to the particular embodiments of the process, machine, manu-
facture, composition of matter, means, methods and steps
described 1n the specification. As one of ordinary skill 1n the
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art will readily appreciate from the disclosure of the present
invention, processes, machines, manufacture, compositions
ol matter, means, methods, or steps, presently existing or later
to be developed that perform substantially the same function
or achieve substantially the same result as the corresponding
embodiments described herein may be utilized according to
the present invention. Accordingly, the appended claims are
intended to include within their scope such processes,
machines, manufacture, compositions of matter, means,
methods, or steps.

What 1s claimed 1s:

1. A method to alert an administrator of a first computer, the

method comprising:

a second computer receiving information related to a com-
munication of an electronic document, the electronic
document being for delivery from the first computer to a
third computer;

the second computer identifying the first computer as an
open relay based upon the mnformation;

the second computer preventing delivery of the electronic
document to the third computer;

the second computer obtaining, via a stmple mail transport
protocol (SMTP) exchange domain or a mail exchanger
(MX) record, contact information for the first computer;

the second computer transmitting a message based upon
the contact information to indicate the first computer 1s
an open relay; and

the second computer sending an acknowledgement to the
first computer, the acknowledgment informing the first
computer that the second computer successiully
received the communication but the electronic docu-
ment 1s rejected, the acknowledgement causing the first
computer to store the electronic document.

2. The method of claim 1, further comprising;

the second computer Sendmg a second message addressed
to a user who 1itiated the communication of the elec-
tronic document, the second message indicating a deliv-
ery status of the electronic document, and the second
message describing actions that the user may take to
deliver the electronic document to an intended recipient.

3. The method of claim 1, further comprising;

after the second computer preventing delivery of the elec-
tronic document to the third computer, the second com-
puter recerving a second communication of the elec-
tronic document;

the second computer delivering the electronic document to
the third computer responsive to receiving the second
communication; and

the second computer notifying the first computer that the
delivering the electronic document to the third computer
was successiul.

4. The method of claim 3, further comprising;

the second computer indicating in the message a reason for
regarding the first computer as open relay;

the second computer informing a sender of the electronic
document at the first computer about an action taken
using the contact information;

the second computer recerving a request to remove an open
relay status of the first computer; and

the second computer, 1n response to recerving the request,
verilying that the first computer i1s not an open relay.

5. The method of claim 1, further comprising;

the second computer bypassing, for a period of time, an
open relay server routine of the second computer,
wherein the second computer preventing delivery of the
clectronic document to the third computer comprises the
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second computer preventing delivery of the electronic
document to the third computer atter the period of time.

6. The method of claim 1, wherein the second computer
identifving the first computer as an open relay comprises the
second computer comparing a network address of the first
computer with one or more network addresses listed 1n an
open relay database.

7. A computer system for alerting an administrator of a first
computer that the first computer 1s an open relay, the com-
puter system comprising:

one or more processors, one or more computer-readable

memories and one or more computer-readable tangible
storage devices;
program 1instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to receive information associated with a com-
munication of an electronic document from the first
computer;
program instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to determine, using the information, whether
the first computer 1s listed 1n an open relay database;

program nstructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to reject the electronic document 1n response
to determiming that the first computer 1s an open relay;

program 1nstructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to obtain contact information for the first
computer; and

program 1nstructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to transmit a message based upon the contact
information, wherein the message indicates that the first
computer 1s an open relay; and

program 1instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to send an acknowledgement to the first com-
puter, the acknowledgment informing the first computer
that the computer system successtully recerved the com-
munication but the electronic document is rejected, the
acknowledgement causing the first computer to store the
electronic document;

wherein the program instructions to reject the electronic

document in response to determining the first computer
1s an open relay prevent delivery of the electronic docu-
ment to a user of the computer system; and

wherein the program instructions to obtain contact infor-

mation for the first computer perform a WHOIS query of
a second computer.
8. The computer system of claim 7, further comprising:
program 1nstructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to count a number of documents transmitted
to the computer system from the first computer;

program 1nstructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to deliver the electronic document unless the
number exceeds a threshold:; and




US 8,301,703 B2

17

program 1instructions, stored on at least one of the one or
more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to send a second message addressed to a user
who 1nitiated the communication of the electronic docu-
ment, the second message indicating a delivery status of
the electronic document, and the second message
describing actions that the user may take to deliver the
clectronic document to an mtended recipient.

9. The computer system of claim 7, further comprising:

program 1instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to receive a resend of the electronic docu-
ment from the first computer;

program 1instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to deliver the electronic document to the user
responsive to receiving the resend; and

program 1instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to notify the first computer that the electronic
document was successiully delivered.

10. A computer program product for alerting an adminis-
trator of a sending computer about an open relay status of the
sending computer, the computer program product compris-
ng:

one or more computer-readable tangible storage devices;

program 1instructions, stored on at least one of the one or

more storage devices, to recerve information related to a
communication of an electronic document from the
sending computer;
program 1instructions, stored on at least one of the one or
more storage devices, to determine that the sending
computer 1s an open relay based upon the information;

program 1instructions, stored on at least one of the one or
more storage devices, to prevent delivery of the elec-
tronic document to a receiving computer so that a user of
the recerving computer does not receive the electronic
document;

program 1instructions, stored on at least one of the one or

more storage devices, to obtain, via a simple mail trans-
port protocol (SMTP) exchange domaimn or a mail
exchanger (MX) record, contact information of the
administrator;

program 1instructions, stored on at least one of the one or

more storage devices, to transmit a message to alert the
administrator that the sending computer is an openrelay;
and

program 1instructions, stored on at least one of the one or

more storage devices, to send an acknowledgement to
the sending computer, the acknowledgment informing
the sending computer that the communication was suc-
cessiully received from the sending computer but the
clectronic document 1s rejected, the acknowledgement
causing the sending computer to store the electronic
document.

11. The computer program product of claim 10, wherein
the program 1nstructions to obtain the contact information of
the administrator send a query to a server of the SMTP
exchange domain or the MX record.

12. The computer program product of claim 11, wherein
the program 1nstructions to obtain the contact information of
the administrator examine registered owners of the SMTP
exchange domain.
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13. The computer program product of claim 10, wherein
the message 1s a pre-recorded message, and wherein the pro-
gram 1nstructions to transmit the message to alert the admin-
1strator communicate the message via dialing a telephone and
play the message to audibly alert the administrator.

14. The computer program product of claim 10, wherein
the program instructions to receive mformation related to the
clectronic document communicated from the sending com-
puter receive header information of an e-mail document com-
municated from an SMTP server.

15. The computer program product of claim 10, wherein
the program instructions to determine that the sending com-
puter 1s an open relay based upon the information communi-
cate with a server that comprises a database of open relays.

16. The computer system of claim 7, further comprising:

program 1nstructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to override rejection of the electronic docu-
ment for a period of time.

17. The computer system of claim 7, further comprising:

program 1nstructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to indicate 1n the message a reason for regard-
ing the first computer as open relay;

program 1instructions, stored on at least one of the one or

more storage devices for execution by at least one of the
one or more processors via at least one of the one or more
memories, to inform a sender of the electronic document
at the first computer about an action taken using the
contact information.

18. The computer program product of claim 10, further
comprising;

program 1nstructions, stored on at least one of the one or

more storage devices, to send a second message
addressed to a user who 1nitiated the communication of
the electronic document, the second message indicating
a delivery status of the electronic document, and the
second message describing actions that the user who
initiated the communication may take to deliver the elec-
tronic document to user of the receiving computer.

19. The computer program product of claim 10, further
comprising:

program 1nstructions, stored on at least one of the one or

more storage devices, to receive a resend of the elec-
tronic document from the sending computer at a later
time;

program 1nstructions, stored on at least one of the one or

more storage devices, to deliver the electronic document
to the user of the receiving computer responsive to
receiving the resend; and

program nstructions, stored on at least one of the one or

more storage devices, to notily the sending computer
that the electronic document was successiully delivered.
20. The computer program product of claim 10, turther
comprising:
program 1nstructions, stored on at least one of the one or
more storage devices, to indicate 1n the message areason
for regarding the sending computer as open relay;

program instructions, stored on at least one of the one or
more storage devices, to inform a user who 1nitiated the
communication of the electronic document at the send-
ing computer about an action taken using the contact
information.
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