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F 1 G 2

KEY FOR INCREASE / DECREASE IN CAPACITY AND SELECTION OF REDUNDANCY
UPGRADE KEY [S GENERATED BY COMBINATION OF THE FOLLOWING BEFORE-CHANGE KEY

AND AFTER-CHANGE KEY.

BEFORE-CHANGE KEY AFTER-CHANGE KEY
10MB1+0 10MB1+0
20MB1+0 20MB1+0
40MB1+0 40MB1+0
80MB1+0 .. 80 0
100MB1+0 100MB1+0

156MB1+0 156MB1+0
{OMB1+1 EXANPLE 2 {OMB1 +1
2OMB1+1 20MB1+1
40MB1+1  4OMB1+1
80MB1+1 BOMB1+1
100MB1+1 100MB1 +1
156MB1+1 156MB1+1

EXAMPLE 1 : UPGRADE KEY IS "20MB1 + 0 TO 80MB1 + 0°
EXAMPLE 2 : UPGRADE KEY IS "40MB! + 0 TO 40MB1 + 1°

THERE ARE 132 UPGRADE KEYS FOR INCREASE / DECREASE IN CAPACITY AND SELECTION
OF REDUNDANCY IN TOTAL.
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F1G 6

INDEPENDENT CONTRACT
CUSTOMER PRODUCTIC
TERMINAL SECTION

WRELESS APPARATUS UPGRAOE KEY SUPPORT
e | PURCHASING CONTRAC A TR AEaRaTS
*;l;ﬁggﬂg,.@ APPARATUS SHIPPING

Am&ﬁas NOTIFY OF ID AND Pass word
LOG IN UPGRADE KEY SUPPORT CENTER Web l

SLECT \'ﬂRElESS APPARATUS T0 BE UPCRADED WTH REFERENCE 10 USI OF PURCHASED APPARATUSES

SELECT UPGRADE CON IENT

DESIGNATE WIRELESS APPARATUS PRODUCTION NUMBER TO REQUEST PURCHASE

GENERATE UPGRADE KEY

DOWNLOAD GENERATED UPGRADE KEY
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oM UPGRADE KEY SUPPORT
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1
UPGRADE SERVICE SYSTEM

This application 1s based upon and claims the benefit of
priority from Japanese patent application No. 2006-298188,
filed on Nov. 1, 2006, the disclosure of which 1s incorporated
herein 1n 1ts entirety by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a technique which man-
ages a user apparatus corresponding to a delivered upgrade
key.

2. Description of Related Art

A wireless apparatus corresponding to a delivered upgrade
key 1s not easily traced after shipping, and a management
service cannot be provided. More specifically, until now, 1n

changes of functions such as capacity, redundant configura-
tion, bit rate, LAN, and XPIC, CDs are independently manu-
factured for customers 1n accordance with contracts with the
customers and then shipped.

A wireless apparatus of this type 1s outrightly sold, and a
provision of a management service after shipping (delivered)
has not been considered. For this reason, there 1s no system
for managing information.

In this case, as a prior art, Japanese Patent Application
National Publication No. 2004-46320 (Patent Document 1)
discloses a technique enabling a provision of the following
peripheral device upgrade service system. That 1s, when a
user accesses a server of a sales system through a PC, periph-
cral device information detecting means serving as an appli-
cation program started in the PC of the user acquires PC
hardware information including a memory capacity of the
PC, types and the number of connectors, or peripheral device
information of peripheral devices connected to the PC, and
notifies the server of the sales system of the hardware 1nfor-
mation. On the server side of the sales system, a peripheral
device which can be mstalled by the user and can be upgraded
for the existing peripheral devices 1s listed from a database
based on the acquired hardware information. The server noti-
fies each user of the listed peripheral device through a home-
page, an e¢lectronic mail, or the like of the user to make it
possible to efliciently perform an upgrade service for the
peripheral devices of the user terminal.

Problems of the prior art will be described below.

A customer cannot purchase/acquire an upgrade key
through the Internet.

According to the apparatus of this type, in order to provide
an upgrade key, the upgrade key 1s manufactured and deliv-
ered 1n the form of a CD. A customer who purchases the CD
delivers the CD to a site (place where a wireless apparatus 1s
installed) and connects a PC to the apparatus, and writes data
to the apparatus through the CD.

Delivering of the upgrade key in the form of a CD requires
a conveyance procedure and a time for conveyance. So, long
time 1s required until the upgrade key 1s conveyed to a final
destination and 1installed in the wireless apparatus.

Moreover, for the form of a CD, the upgrade key cannot be
freely acquired at any time and from any location within a
short period of time.

Since a location where a wireless apparatus is installed 1s
generally unpeopled, a destination of the CD 1s generally
different from the location where the wireless apparatus 1s
installed. For this reason, the customer must receive the CD
and then resend the CD to the site or causes someone to carry
the CD to the site.
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Furthermore, a production number of the wireless appara-
tus which 1s required when the upgrade key 1s purchased

cannot be managed. Thus, a new upgrade key can be ordered
only after confirmation of the production number of the cor-
responding wireless apparatus and check of a state of a key
currently set.

In a management for each customer, only a single response
1s performed 1n contract or delivery, resulting in failing to
provide series and continuous management, so a close sup-
port service cannot be provided to each customer.

Moreover, managements cannot be performed such as esti-
mation, purchase, an installation operation, a test, an opera-
tion, maintenance, repair, a change, and disposal, over the life
cycle of a wireless apparatus.

SUMMARY OF THE INVENTION

An exemplary object of the invention 1s to provide a user
apparatus, a server, an upgrade service system, and a method
and a program or a computer-readable medium storing the
program thereon, which employ an upgrade key to make 1t
casy to manage a wireless apparatus which performs an
increase/decrease 1n capacity, selection of redundancy, a
change of functions, and the like.
|[Upgrade Service System]

An upgrade service system according to an exemplary
aspect ol the invention 1s characterized 1n that a user apparatus
downloads upgrade content information and an upgrade key
generated from a production number of the user apparatus
through a server to perform upgrading, and the server peri-
odically acquires apparatus information of the user apparatus
and collates the upgrade content information with an upgrade
key database in which the production number of the user
apparatus and the upgrade key are stored 1n association with
cach other to thereby monitor whether 1llegal upgrade 1s not
performed.
|User Apparatus]

A user apparatus according to an exemplary aspect of the
invention 1s characterized 1n that a server downloads upgrade
content information and an upgrade key generated from a
production number of the user apparatus to perform upgrad-
ing, and the server periodically acquires apparatus informa-
tion of the user apparatus and collates the upgrade content
information with an upgrade key database 1n which the pro-
duction number of the user apparatus and the upgrade key are
stored 1n association with each other so that whether illegal
upgrade 1s not performed 1s monitored.
|Server|

A server according to an exemplary aspect of the imnvention
1s characterized 1n that upgrade content information and an
upgrade key generated from a production number of a user
apparatus are downloaded on the user apparatus to perform
upgrading, apparatus information of the user apparatus 1s
periodically acquired, and the upgrade content information 1s
collated with an upgrade key database 1n which the produc-
tion number of the user apparatus and the upgrade key are
stored 1n association with each other to thereby monitor
whether illegal upgrade 1s not performed.

[Upgrade Service Method]

An upgrade service method according to an exemplary
aspect of the invention 1s characterized in that a user apparatus
downloads upgrade content information and an upgrade key
generated from a production number of the user apparatus
through a server to perform upgrading, and the server peri-
odically acquires apparatus information of the user apparatus
and collates the upgrade content information with an upgrade
key database in which the production number of the user
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apparatus and the upgrade key are stored 1n association with
cach other to thereby monitor whether 1llegal upgrade 1s not
performed.
| Program |

A program according to an exemplary aspect of the inven-
tion causes a computer to perform processes of downloading,
upgrade content information and an upgrade key generated
from a production number of a user apparatus to perform
upgrading, periodically acquiring apparatus information of
the user apparatus, and collating the upgrade content 1nfor-
mation with an upgrade key database 1n which the production
number of the user apparatus and the upgrade key are stored
in association with each other to thereby achieve the process-
ing for monitoring whether i1llegal upgrade 1s not performed.

BRIEF DESCRIPTION OF THE DRAWINGS

Features of the disclosed embodiments will be described
by way of the following detailed description with reference to
the accompanying drawings in which:

FIG. 1 1s a diagram showing a configuration of an upgrade
service system according to an embodiment of the present
invention;

FIG. 2 1s a diagram showing types of upgrade keys accord-
ing to the embodiment of the mvention;

FI1G. 3 1s a diagram showing types of upgrade keys accord-
ing to the embodiment of the invention;

FI1G. 4 1s a diagram showing a functional configuration of
an upgrade key support center apparatus according to the
embodiment of the invention;

FIG. 5 1s a functional block diagram including an NMS
according to the embodiment of the invention;

FIG. 6 1s a chart showing a flow of a case 1n which upgrade
keys are independently sold according to the embodiment of
the invention;

FIG. 7 1s a diagram showing a matrix according to the
embodiment of the invention;

FIG. 8 1s a chart showing a service flow m an frame-type
contract according to the embodiment of the invention; and

FI1G. 9 1s a chart showing a flow in which wireless appara-
tus 1s recerved from the NMS according to the embodiment of
the 1nvention.

DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Exemplary embodiments of the present invention will be
described below 1n detail with reference to the accompanying
drawings.

FI1G. 1 shows an entire configuration of an upgrade service
system according to an exemplary embodiment.

Reference numeral 1 denotes the Internet; 2 denotes an
upgrade key support center apparatus; 3 denotes a customer
terminal (PC) by which a customer accesses the Internet; 4
denotes a wireless apparatus monitoring apparatus (NMS); 5
denotes a tool which 1s directly connected to a wireless appa-
ratus operated by an Windows (tradename) PC to download
an upgrade key; and 6-1 to 6-6 denote wireless apparatuses
whose capacities and functions are set by the upgrade key.

Hereinbelow, a description will be given to an example of
providing sale of an upgrade key and an operation manage-
ment service for a wireless apparatus by use of the Internet.

There are four types of upgrade keys: 1) a key which
designates a capacity and a redundancy function; 2) a com-
munication capacity varying key which determines whether a
communication capacity 1s fixedly set or enabled to be freely
set; 3) a LAN key which determines whether a LAN interface
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4

1s made valid or invalid; and 4) an XPIC valid/invalid key
which determines whether an XPIC function 1s made valid or
invalid.

FIGS. 2 and 3 show the types of upgrade keys. The upgrade
key 1s a data file which 1s constituted by six types of param-
eters, 1.e., a type (any one of the above four types) of a key
designated by a key, a production number of a wireless appa-
ratus to which the key 1s mput, a serial number of the upgrade
key, mformation before change, whether the information
before change 1s mspected or not, and whether the apparatus
production number 1s checked or not. In the data file, infor-
mation 1s encoded, and an encoded code 1s written.

Up to four upgrade keys are downloaded on one apparatus.

An upgrade key 1s associated with a production number of
a specific wireless apparatus, and only the corresponding
specific wireless apparatus becomes valid. However, 1t 1s also
possible to generate a key which 1s not especially associated
with a production number.

The serial number of the upgrade key 1s a unique number
added 1n generation of the upgrade key. When the serial
number 1s 1llegally copied and used, the number 1s automati-
cally detected by an upgrade key serial number check tunc-
tion of the NMS.

FIG. 4 shows a functional configuration of an upgrade key
support center apparatus, and FIG. § shows a functional block
diagram including the NMS.

Referring to FIG. 4, reference numeral 2-1 denotes a Web
interface function which processes a Web interface with a
customer such that a customer ID and a password are checked
or amenu 1s displayed; 2-2 denotes a function which performs
an electronic mail service with the customer and which 1s
required 1n each scene of a support service; 2-3 denotes a
function which manages a delivered apparatus and upgrade
key information; 2-4 denotes a function which downloads an
upgrade key; 2-5 denotes a management function for a price
table and a contract type of each customer; 2-6 denotes an
acceptance/production designating function for an order of an
upgrade key; 2-7 denotes an inquiry response service func-
tion; 2-8 denotes a service function which keeps an upgrade
key until a customer receives the upgrade key by the Web; 7
denotes a section which manufactures a wireless apparatus; 8
denotes a section which generates an upgrade key; 9 denotes
a section which performs maintenance and repair; 4-1
denotes an electronic mail function to transmit wireless appa-
ratus information to the upgrade key support center appara-
tus; 4-2 denotes a wireless apparatus information collection/
management function which collects and manages wireless
apparatus information; and 4-3 denotes an upgrade key serial
number check function which checks a serial number of an
upgrade key.

An operation of the embodiment will be described below
with reference to the drawings.

As an assumption, there are two types ol upgrade key
selling methods, 1.e., sale by independent designation and
sale by an frame-type contract. An frame-type contract sets a
period as one year and determines the number and the type of
upgrade keys. As a result, four types of combinations are
obtained. More specifically, the combinations include: 1) lim-
ited number of upgrade keys and limited types of upgrade
keys; 2) limited number and free type; 3) free number and
limited type; and 4) free number and free type.

Embodiment 1
Independent Contract
Referring to a tlow in FI1G. 6 1n a case where an upgrade key

1s independently sold, a service providing procedure 1s as
follows.
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First, 1) auser ID code and a password to log in the upgrade
support key center apparatus are provided to a customer when

an upgrade-key-corresponding wireless apparatus 1s deliv-
ered for the first time.

Next, 2) the customer logs 1n a designated Web by using the
received ID code and password to receive various services.

Contents of main services nclude: 1. a list of purchased
wireless apparatuses 1s seen; 2. a price list of upgrade keys 1s
seen; 3. purchase 1s requested; 4. imnquiry about an unclear
point 1s made; 5, a purchased upgrade key i1s stored for a
certain period of time; and 6, a purchased upgrade key 1s
selected and downloaded.

In selection of an upgrade key (selection of a capacity and
a redundant configuration), as shown 1n FIG. 7, information
such as a necessary key, an interface card, and a price are
obtained by selecting an intersection point of a matrix,
wherein current key information and desired states after
change are displayed in a left column and an upper row,
respectively. By using the delivered apparatus information, a
matrix displays a button enabling selection of only a portion
of an upgrade key which 1s purchased by a customer to make
selection easy and to prevent erroneous purchase.

A purchase 1s made through a Web or, as usual, a contract
may also be made through a sales counter.

A reissue procedure 1s easily performed.

Embodiment 2
Service Provision 1in Frame-Type Contract

A service flow 1n frame-type contract 1s shown 1n FIG. 8.

2-1) A one-year frame-type contract 1n limited number and
limited type 1s made. In this contract, keys designated 1n
contact are downloaded from a Web up to the maximum
number designated in contract.

2-2) A one-year frame-type contract 1n limited number and
free type 1s made. In this contract, arbitrary keys are down-
loaded up to the maximum number designated 1n contract.

2-3) A one-year frame-type contract 1in free number and
free type 1s made. In this contract, keys designated in contract,
the number of which 1s not limited, are downloaded from a
Web.

2-4) A one-year frame-type contract in free number and
free type 1s made. In this contract, arbitrary keys (iree type),
the number of which 1s not limited (free number), are down-
loaded from a Web.

As Tor service provision integrated with the NMS, FIG. 5
shows a functional configuration, and FIG. 9 shows a tlow of
receiving wireless apparatus information from the NMS.

A wireless apparatus information collection function, a
wireless apparatus management function, and an electron
mail function for communication with the upgrade key sup-
port center apparatus which are included 1n the NMS are used
to acquire management information from the wireless appa-
ratus operated by a customer periodically, and to make 1t
possible to provide a total management service.

According to this embodiment, purchase of an upgrade key
and a download service of the upgrade key are provided
through a Web. A contract having a free form 1n which the
type of the upgrade key 1s not limited 1s made. A commercial
transaction 1s performed for each customer under an indepen-
dent condition. It 1s also possible to provide an equipment
management service of a customer purchased apparatus and
an upgrade key storage service.

Furthermore, the following effects are obtained.

1) It 1s possible to provide a management service of a
wireless apparatus corresponding to a delivered upgrade key.
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6

Conventionally, the wireless apparatus of this type 1s out-
rightly sold, and a management service aiter shipping (deliv-
ery) 1s not provided. However, a customer code, an apparatus
production number, and an upgrade key product code are
added to a shipping management DB and managed to make 1t
possible to provide a management service for the wireless
apparatus corresponding to the delivered upgrade key.

2) A customer can purchase/acquire an upgrade key
through the Internet. An upgrade key service center from
which an upgrade key 1s purchased/acquired 1s opened to
make 1t possible to freely purchase/acquire an upgrade key
anytime anywhere. A capacity and a redundancy of an
upgrade key are easily selected by using a matrix display,
which enables to simultaneously know module (interface
card, modem card, and the like) information and price infor-
mation which are necessary 1n association with each other.

3) A production number of a wireless apparatus required 1n
purchase of an upgrade key 1s easily specified by managing
delivered apparatus data 1n the shipping management DB.

4) A close support service 1s provided to each customer. An
upgrade key support center apparatus 1s constructed which
includes: (2-1) an upgrade key Web interface function; (2-2)
an electronic mail function; (2-3) a delivered apparatus
upgrade key information management function; (2-4) an
upgrade key download function; (2-5) a per-customer price
list and per-customer contract form management function;
(2-6) an order acceptance/production designating function;
(2-7) an mquiry corresponding service function; (2-8) an
upgrade key storage function. This upgrade key support cen-
ter apparatus enables provision of a close support service to a
customer. In cooperation with the NMS, site operation state
information 1s added to make 1t possible to provide a better
Service.

5) A production number of an apparatus required 1n pur-
chase of an upgrade key 1s managed. Providing an equipment
management service of a wireless apparatus corresponding to
a delivered upgrade key allows a customer to easily select a
production number of a purchased wireless apparatus and to
casily purchase an upgrade key of the wireless apparatus.

6) A capacity and redundancy upgrade key are easily
selected by using a matrix display screen by which before/
alter change 1s understood at a glance. Module (interface
card, modem card, and the like) information and price infor-
mation which are necessary 1n association with each other are
also provided.

7)A delivered list, a price list, a service level, and a contract
condition of each customer are displayed to enable provision
ol a close support service to each customer.

8) A life cycle management service for a wireless apparatus
1s provided. Managements are performed, such as estimation,
purchase, an installation operation, a test, an operation, main-
tenance, repatir, a change, and disposal, over a life cycle of the
wireless apparatus. Further, a detailed service 1s provided in
cooperation with the NMS.

The embodiments described above are preferred embodi-
ments of the present invention. Various changes of the
embodiments can be effected without departing from the
spirit and scope of the invention. For example, a program to
realize functions of a customer terminal, an upgrade key
support center, and an NMS may be loaded on each of appa-
ratuses and executed to perform a process of realizing the
functions of the apparatuses. Furthermore, the program may
be transmitted to other computer systems through a CD-ROM
or a magneto-optical disk serving as a computer readable
recording medium, through the Internet serving as a trans-
mission medium, or with a transmitted wave through a tele-
phone line.
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The present invention can be widely applied to a business
field which provides a sales/providing system for software,
firmware, document, and a license, by using a Web or a
service such as a sales/management service for pieces of
clectronic information which must be managed 1 unmits of
customers and which can be provided by a Web.

An example of the effects of the present invention includes
casy management of a wireless apparatus which can perform
an increase/decrease 1n capacity, selection of redundancy, a
change of functions, and the like by using an upgrade key.

While the invention has been particularly shown and
described with reference to exemplary embodiments thereof,
the invention 1s not limited to these embodiments. It will be
understood by those of ordinary skill 1n the art that various
changes 1n form and details may be made therein without
departing from the spirit and scope of the present invention as
defined by the claims.

What 1s claimed 1s:

1. An upgrade service method comprising:

downloading one or more upgrade keys including upgrade
key content information specilying one or more ol an
increasing or decreasing of a communication capacity
and a selection of communication redundancy, the
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upgrade key content information further specitying one
or more ol a selection of a first function determining,
whether the communication capacity 1s fixedly set or
permitted to be freely set, a selection of a second func-
tion determining whether a local-area network (LAN) 1s
valid or invalid, and a selection of a third function deter-
mining whether a cross-polarization interiference can-
cellation (XPIC) function 1s mvalid or valid the first,
second, and third functions being of or for a wireless
apparatus and regarding wireless communication for
upgrading one or more of the first, second, and third
functions of the wireless apparatus, the one or more
upgrade keys generated from a production number of a
wireless apparatus through a server to perform upgrad-
12,

acquiring apparatus information of the wireless apparatus;

and,

collating the one or more upgrade keys with an upgrade key

database in which the production number of the wireless
apparatus and the one or more upgrade keys are stored 1n
association with each other to thereby momtor whether
an 1llegal upgrade 1s performed or not.
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