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DYNAMICALLY EXTENSIBLE AND
AUTOMATICALLY CONFIGURABLE
BUILDING AUTOMATION SYSTEM AND
ARCHITECTURE

RELATED APPLICATIONS

This application 1s a divisional of U.S. patent application
Ser. No. 11/208,773, filed on Aug. 22, 2005 now U.S. Pat. No.
8,050, 801, entitled “Dynamically Extensible and Automati-
cally Configurable Building Automation System and Archi-
tecture,” the disclosure of which 1s hereby incorporated by
reference 1n 1ts entirety.

FIELD OF THE INVENTION

The present invention relates generally to building auto-

mation systems. More particularly, the present invention
relates to building automation system architectures, commu-
nications, and configurations.

BACKGROUND OF THE INVENTION

Building automation systems (BAS) are used to coordi-
nate, manage, and automate control of diverse environmental,
physical, and electrical building subsystems, particularly
HVAC and climate control but also including security, light-
ing, power, and the like. Typical existing BAS systems are
hardwired or use a proprietary communication standard or
protocol to link the various subsystems and provide system-
wide user access and control.

Hardwiring and manual programming of BAS systems can
create a robust fixed system customized for a particular instal-
lation. These systems, however, often require extensive cus-
tomization for each building or site. Particular manual pro-
gramming and other installation elements may not be
applicable to other systems, contributing to the costliness and
time-consuming installation associated with such systems.

Further, hardwired systems and those using proprietary
communication standards and protocols are difficult or
impossible to integrate with system components, panels, and
other elements from different vendors or generations. For
example, a campus of buildings 1n which an upgraded BAS 1s
being 1installed may have existing previous generation
(legacy) systems and systems from more than one vendor.
Installing a BAS and making 1t compatible with the existing
systems 1n such a situation 1s time-consuming, requiring
extensive manual service and programming to integrate the
existing devices and implement the custom BAS.

With the introduction of BACnet™, an ASHRAE (Amerti-

can Society of Heating, Refrigerating and Air-Conditioning
Engineers) and ANSI (American National Standards Insti-
tute) standard, and LonTalk™, an integration approach devel-
oped by Echelon, some uniformity of standards and commu-
nications has been achieved 1n the industry. BACnet™ was
intended to standardize HVAC interoperability and serve as a
solution to industry-wide 1ssues. In use, however, BACnet™
ex1sts in multiple versions and includes various non-standard
feature functions available to vendors. Many vendors dictate
a particular BACnet™ version that must be used in order to
achieve system compliance, forcing BAS users to update.
BACnet™ 15 therefore not completely interoperable across
versions and features.

Additionally, BAS 1nstallation and maintenance are still
generally labor-intensive custom tasks that vary with each
system implementation. Upgrading, expanding, and updating
or removing system components and services i particular are

10

15

20

25

30

35

40

45

50

55

60

65

2

also complex tasks, as the existing BAS may or may not
support new devices and must be manually reconfigured to
recognize and incorporate changes. In a common scenario, a
user managing a building site with two control units operating
in an existing BAS wants to add a third control unit 1n a newly
constructed wing of the building. The user must upgrade the
existing control units to the new version of the third control
unmt in order for the system to be compliant because the
system cannot accommodate multiple versions or integrate
the new control unit.

Existing BASs also do not offer the accessibility, customi-
zation, and management tools desired by system users. Cur-
rent BASs are difficult and communicatively cumbersome to
manage on a large scale, such as by a regional or nationwide
retailer or other organization. Further, while Internet-based
and accessible systems are presently available and in use,
these systems sufler from several drawbacks. Many current
Internet BASs were created as add-ons to existing BASs and
thus have integrated and proprietary designs. These systems
do not offer the adaptability and extensibility necessary to
interface with non-native systems and sub-systems, a particu-
lar 1ssue with respect to large-scale systems implemented 1n
existing structures. Existing system also do not provide
higher-level extensibility, configurability, and customization
tools. The Internet therefore presents a unique platform for
which an advanced BAS could be designed, implemented,
and managed.

Accordingly, a need remains for an intelligent BAS having
a flexible and dynamic architecture and providing increased
communication, management, and control options, particu-
larly from a user perspective.

SUMMARY OF THE INVENTION

The present invention substantially addresses the above-
identified needs by providing a dynamically extendible and
automatically configurable building automation system
(BAS). The BAS comprises, in one embodiment, an architec-
ture comprising a communication network and having a
dynamic extensibility capability and an automatic configura-
tion capability; an engine communicatively coupled to the
communication network:; and at least one control device com-
municatively coupled to the commumnication network, the
control device being known or unknown to the engine.

The engine of the BAS can be adapted to selectively imple-
ment the dynamic extensibility capability to establish com-
munications with and to control both known and unknown
control devices. The engine can be further adapted to selec-
tively implement the automatic configuration capability to
determine at least one characteristic of both known and
unknown control devices. The present invention also includes
a method of adding a control device to a BAS by dynamically
extending and automatically configuring an architecture of
the BAS. In one embodiment, the method comprises obtain-
ing anetwork address of a previously unknown control device
at a site. A discovery process 1s then implemented to establish
communications with and obtain metadata from the control
device, and the site 1s synchronized by evaluating at least one
characteristic of the metadata and storing the at least one
characteristic as a definition 1n a program of the architecture.
A status of the control device 1s altered from known to
unknown, and the architecture 1s dynamically extended and
automatically configured by executing the program without
recompilation.

The above summary of the mvention i1s not mntended to
describe each 1illustrated embodiment or every implementa-
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tion of the present invention. The figures and the detailed
description that follow more particularly exemplily these
embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may be more completely understood 1n con-
sideration of the following detailed description of various
embodiments of the imnvention in connection with the accom-
panying drawings, in which:

FI1G. 1 1s a building automation system (BAS) according to
one embodiment of the invention.

FIG. 2 1s an object diagram according to one embodiment
of the mvention.

FIG. 3 1s an object model diagram according to one
embodiment of the invention.

FIG. 4A 1s a data model block diagram according to one
embodiment of the invention.

FIG. 4B 15 a data model block diagram according to one

embodiment of the invention.

FIG. SA 1s a sitmplified BAS architecture layer block dia-
gram according to one embodiment of the invention.

FIG. 5B 1s a BAS architecture diagram according to one
embodiment of the invention.

FIG. 6A 1s a start-up process tlowchart according to one
embodiment of the invention.

FIG. 6B 1s a data management sub-process flowchart
according to one embodiment of the invention.

FIG. 7 1s a site discovery process tlowchart according to
one embodiment of the mnvention.

FI1G. 8 1s a dynamic protocol support diagram according to
one embodiment of the mvention.

FI1G. 9 1s a site synchronization process tlowchart accord-
ing to one embodiment of the invention.

FIG. 10A 1s a site synchromzation process flowchart
according to one embodiment of the invention.

FIG. 10B 1s a site synchronization sub-process flowchart
according to one embodiment of the invention.

FIG. 11 1s a site removal process flowchart according to
one embodiment of the invention.

While the mvention 1s amenable to various modifications
and alternative forms, specifics thereof have been shown by
way of example i the drawings and will be described in
detail. It should be understood, however, that the intention 1s
not to limit the invention to the particular embodiments
described. On the contrary, the intention 1s to cover all modi-
fications, equivalents, and alternatives falling within the spirit
and scope of the invention as defined by the appended claims.

DETAILED DESCRIPTION OF THE INVENTION

The building automation system and architecture of the
invention provide an intelligent control system via a dynami-
cally extensible and automatically configurable architecture.
The system can be implemented locally or widely, from a
space or building level to an enterprise level, encompassing
virtually any structure, cluster, campus, and area in between.
The invention can be more readily understood by reference to
FIGS. 1-11 and the following description. While the mven-
tion 1s not necessarily limited to the specifically depicted
application(s), the invention will be better appreciated using a
discussion of exemplary embodiments 1n specific contexts.

A BAS according to one embodiment of the present inven-
tion comprises a dynamically extensible and automatically
configurable architecture anchored by an enterprise server
engine (ESE). The BAS and ESE comprise a versatile and
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robust control system that operably supports the management
of HVAC and other subsystems 1n a building from a central
location.

The BAS 1s an automatically and intelligently scalable
object-oriented system in one embodiment, providing multi-
site management capabilities 1n a local or widely distributed
geographic area. The BAS 1s preferably networked for user
accessibility. In one embodiment, the BAS 1s user-accessible
via etther or both a computer system on an Intranet or the
Internet as a web-enabled application running on a web
server. The web and network applications provide operational
services for HVAC and other subsystems.

In one embodiment, the BAS 1s capable of supporting and
integrating legacy, current, and next generation components
and subsystems. The BAS 1s further able to support common
vendor or manufacturer systems as well as competitor sys-
tems by intelligently identifying the systems and/or sub-
systems and facilitating integration into the dynamically
extensible BAS architecture. This flexibility enables the BAS
architecture to support added applications and new control
panel and subsystem types and versions without recompila-
tion and reissue, and to extend, customize, and tailor the BAS
to specific needs 1n a particular implementation. Further,
dynamic extensibility enables a complex system to provide
enhanced versatility and usability.

Referring to FIG. 1, a BAS 10 according to one embodi-
ment of the invention comprises an ESE 20 preterably located
at a central location 12, such as a headquarters or control
station. ESE 20 comprises a single local device in one
embodiment. In another embodiment, ESE 20 comprises a
multiple server configuration operating 1n a local or distrib-
uted environment. “Central” location 12, as understood by
those skilled 1n the art, 1s not necessarily a geographic center
but rather a communicative or control-based location 1n one
embodiment from which 1t 1s convenient or feasible to man-
age BAS 10. For example, a user may manage one or more
BASs at locations nationwide or within a region from a single
headquarters location.

ESE 20 1s preferably locally networked at location 12 and
communicatively coupled to the Internet and/or Intranet 30
and therefore can provide access and management control
from virtually any location via a computer system, internal or
external to a user’s computer system. ESE 20 and BAS 10
need not be web-based or communicatively coupled to the
Internet as shown 1n FIG. 1, as other options known to those
skilled 1n the art exist. The Internet and/or Intranet Ethernet/
IP 30 or another local area network (LAN) or wide area
network (WAN) facilitate communications between ESE 20
and other system components and devices. Some or all com-
munications and connections may be either wired or wireless
within portions of BAS 10 as needed or desired.

Each implementation of system 10 can vary substantially
by size, composition of devices, and balance of present,
legacy, and future generation devices. System 10 can also
vary by vendor/manufacturer, type, physical layout of build-
ing and/or campus, user needs, and other characteristics.
Therefore, each implementation of system 10 and ESE 20 1n
particular 1s done on a site-by-site basis. ESE 20 can recog-
nize, communicate with, and control a variety of system
devices, including present generation and common manufac-
turer, legacy or previous generation, and competitor control-
lers and building automation panels. System 10, via ESE 20,
can also expand to integrate next-generation devices.

As depicted 1 FIG. 1, for example, a present generation
supervisory controller 41, such as a Building Control Unit
manufactured by TRANE®, or a panel 40, can be directly
communicatively coupled to the Internet 30 and/or Intranet
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32, while legacy unit(s) 42 can be directly communicatively
coupled to the Internet 30 and/or Intranet 32 or coupled via a
media converter 48. Media converter 48 1s preferably a simple
translator but may also comprise other more sophisticated
devices as needed. Media converter 48 1s preferably not but
may also be used with competitive product(s) 44 and/or future
product(s) 46 in various embodiments. Competitive products
44 are also preferably directly coupled to the Internet 30
and/or Intranet 32. ESE 20 1s further able to support future
product(s) 46, such as updated versions of current controllers,
newly developed products, and the like. ESE 20 1s also pret-
erably able to coexist and cooperate with other similar but
previous generation control and management systems, as will
be described 1n more detail below.

Each product, panel, device, or unit, including panel 40,
supervisory controller 41, legacy unit(s) 42, competitive
product(s) 44, and future product(s) 46, 1s modelled as and
generally referred to herein throughout as an object in the
context of system 10 of the ivention. In object-oriented
system 10 and ESE 20, efficiencies are achieved by modelling
common objects for recogmition and application to other
similar objects. An object, sitmply put, 1s an instance of a class,
or an encapsulation of descriptive behaviors and functionality
of a group. A general object can then be made specific based
upon rules applied to the object. Referring to system 10, an
object may encompass virtually any type or piece of equip-
ment, or any input or output point, in system 10, as well as any
application or data structure relevant to system 10. System 10
1s therefore able to reduce manual programming and integra-
tion of new devices by taking an object-oriented approach to
system devices and components. System 10 1s further able to
identify and call attention to objects and object-related events
that are not recognized such that manual service and attention
can be delivered. These aspects of the invention are described
in more detail below.

FI1G. 2 1s a diagram of an operating architecture of system
10 according to one embodiment. In dynamically extensible
and scalable system 10, objects exist 1n a hierarchical or class
structure. For example, data objects, site objects, and panel
objects are interrelated and can be relatively defined, with the
objects including or associated with respective object defini-
tions 58, such as type, version, vendor, and the like, that are
stored 1n a database 60 and interpreted by system 10 within an
application engine/framework 62 with ESE 20 to determine
how the particular object 1s to be handled by system 10.
Internal meta-object management 50, data object manage-
ment 52, site management 54, and panel and communications
management 56 representations interface application engine/
framework 62 with external sources and entities to manage
objects within system 10. A web server 64 then interfaces
system 10 via application engine/iframework 62 to an external
interface. In one preferred but non-exclusive embodiment,
the external interface comprises a graphical user interface
(GUI) presented via an Internet 30 or intranet 32 system using
a web browser 66. In another embodiment, the external inter-
face comprises ASP.NET applications 68.

The main objects and classifications used by system 10 in
one embodiment are shown 1n FIG. 3 with reference to FIG.
2. Data object management 52 includes a data manager web
engine 100 and object management 101. Data manager web
engine 100 includes a data request manager 102 and a data
request object 104. Data request manager 102 1s an object for
managing incoming XML requests, and for creating data
request objects 104, associated data objects 120, and the
associated URL and 1dentification for outside clients to use as
a reference. Data request manager 102 1s also a cache for data
request object 104 and data object 120 from the user interface
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and/or any client. Data request object 104 1s an object that
contains a collection of read requests. Object management
101 includes data object 120 and smart value 126. Data object
120 1s an object that encapsulates one or more objects that
ex1st 1n each panel, including both equipment and application
objects. Smart value 126 1s an object that encapsulates the
properties that exist in the data objects and 1s responsible for
encoding/decoding raw data mnto and out of any external
format and for performing conversions, 1f needed.

Site management 54 includes a site manager 108 and site
110. Site manager 108 1s an object responsible for managing
all sites 110, starting, adding, and operations that transcend
sites. Site 110 1s an object that 1s central for interacting with a
building, which includes at least one individual panel object
112. In one embodiment, a building 1s seen as a site 110 by
ESE 20. A particular site 110, however, can be an 1individual
building or a campus of more than one building. Conversely,
a single building can include more than one site 110.

Referring again to FIG. 1, for example, panel 40, supervi-
sory controller 41, legacy unit(s) 42, competitive product(s)
44, and future product(s) 46 together may comprise a single
site 110, or some or each of panel 40, supervisory controller
41, legacy umt(s) 42, competitive product(s) 44, and future
product(s) 46 may be located at more than one distinct site
110. ESE 20 1n system 10 can default to a single building,
single site view 1in one embodiment, which can then be cus-
tomized or altered according to a user preference or a system
characteristic or discovery data. In one particular example, a
manufacturing facility includes a first user- and system-de-
fined site 110 consisting of a front office area and a second
user- and system-defined site 110 consisting of the manufac-
turing floor. This plural site definition can make 1t more con-
venient and mtuitive from a facility perspective to manage
disparate spaces.

Meta-object management 30 includes a metadata manager
114, an objection definition 122, and a property definition
128. Metadata manager 114 1s an object for parsing in meta-
data XML files and managing metadata definitions and 1s
preferably cached by panel type, version, and object type in
one embodiment. Object definition 122 1s a metadata object
that defines the properties, services, and behaviours of data
object(s) 120. Property definition 128 1s a metadata object
that defines the attributes and behaviours for the properties of
an object.

Panel and communication management 56 includes com-
munication manager 116, panel 112, protocol stack 118 and
protocol data unit (PDU) 124. Communication manager 116
1s an object responsible for managing all the communication
ports, threads, and protocol stacks. Panel object 112 1s an
object that represents the physical panel(s) and manages the
version of metadata to use and services available for the
protocol stack. PDU 124 1s an object responsible for an
encoding/decoding algorithm for the properties over the com-
munication wire.

The main data enfities are depicted 1n FIG. 4A, and an
example data model according to one embodiment 1s depicted
in FIG. 4B. At a very basic level, each site 110 1s a collection
of one or more panels 112 (panel objects), and each panel 112
1s a collection of one or more objects, which may need exten-
s1ons 130 for system operabaility. Site 110 can be an individual
site, 1.€., building, or a list of sites managed by ESE 20. Site
110 also 1includes information for background tasks. Panel(s)
112 1s a single panel 112 or a list of panels known for site 110
and the mformation needed by ESE 20 to manage those
particular panels. This information can include panel type,
version, vendor, and i1gnore flags 1n one embodiment.
Object(s) 120 1s a list of objects that exist 1n each panel 112
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and 1s used for navigation, display, and management. Object
extension(s) 130 1s information kept on ESE 20 that 1s specific
for each object 120 as described by the metadata associated
with object 120. Object extensions 130 are used to drive auser
interface for determining things such as to which family a
specific object belongs when an object 1s 1n a different family
by the object configuration.

A data model similar to the data model of FIG. 4B exists for
cach individual site 110 1n one embodiment. When ESE 20
discovers site 110 1n this example, ESE 20 knows or can learn
that that site 110A 1s a collection of panels 112A, 112B, and
112C. Panel 112A 1includes object 120A. Panel 112B includes
objects 120B and 120C, and panel 112C includes objects
120D and 120E. Objects 120B and 120D require object
extensions 130A and 130B, respectively. More or fewer pan-
els 112, objects 120, and/or object extensions 130 can be used
in other embodiments, the model of FIG. 4B being only one
example.

ESE 20 operably reads and writes data in panels 40 and 41
and units 42, 44, and 46 (referring again generally to system
10 of FIG. 1) that support building automation standard pro-
tocols. In the context of FIG. 1 and herein, units 42, 44, and 46
can be panels but are distinguished by type in FIG. 1 to
illustrate possible configurations and compositions of system
10. For example, ESE 20 and BAS 10 as a whole are generally
compatible with the BACnet™ protocol and/or XML at a
mimmum, although physical or virtual media converters 48
may also be needed for particular devices 1n various embodi-
ments. While ESE 20 1s compatible with and/or configurable
for a wide variety of protocols and standards, particular
examples herein will refer to the BACnet™ protocol, Internet
30, and Intranet 32 systems where appropriate, 1n the context
of one non-limiting embodiment of the mvention.

ESE 20 1s structured, in one embodiment, to integrate
various implementations of BACnet™ and other protocols as
natively as possible. ESE 20 can operably and concurrently
support multiple versions and implementations, e.g., services
supported and proprietary information. This enables ESE 20
to integrate both “inside,” 1.e., common vendor/manufacturer
or platiorm, and “outside,” 1.e., other vendor or competitor,
devices without requiring manual programming of the object.
Contrast this with current methods of itegration of outside
objects 44 1n other systems, which require time- and labor-
intensive manual programming of the data and relationship
by field service technicians unique to each installation, add-
ing to the cost and complexity of these other systems and
reducing convenience.

ESE 20 operably provides an interface for system installa-
tion, setup, integration, and support. For example, ESE 20
provides an interface for device/object 40, 42, 44, and 46
setup parameters, including IP address, subnet mask, gate-
way, and name of server for each, where applicable. ESE 20
turther provides a methodology and/or utility to setup and
customize web pages, which can include both templates and
individual pages, and to serve and publish graphics to web
pages. System 10 and ESE 20 also allow user definition of
attributes for a given site for grouping purposes. In one
embodiment, at a minimum, each site 110 1s associated with
a geographical and a type attribute and a search function 1s
provided to allow users to search for sites or groups of sites.
ESE 20 further preferably accommodates the addition,
removal, and general management of entire sites 110 within
system 10.

Site management of ESE 20 1s an important aspect of
system 10 from an implementation perspective. Dynamic
extensions, enhancements, and changes are intended to be
natural, fundamental features of system 10. Further, ESE 20,
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as a core engine of system 10, 1s designed to be used as the
foundation for other systems and devices, including next-
generation developments. Each implementation of ESE 20
and system 10 1s designed to keep site and data management
services separate from a user interface and applications to
ensure that the core engine aspect 1s not compromised.

The core engine, or ESE 20 in the embodiment of FIG. 1,

forms a foundation or platform for system 10. Referring to
FIGS. SA and 5B, ESE 20 supports applications 150 and user
interface features and functions 160 within system 10. ESE
20 within system architecture 500 further defines and
describes the whole of the engine support. A proprietary
extensions layer 502 of architecture 500 includes vendor pro-
prietary extensions that may be implemented for a specifica-
tion communication protocol, for example a protocol of layer
510.

Layer 510 includes a plurality of supported and anticipated
protocols. While other BASs systems may be able to commu-
nicate with a plurality of vendor devices using a plurality of
protocols, the dynamic extensibility of ESE 20 1n system 10
ecnables ESE 20 to automatically determine a vendor and
appropriate protocol(s) or get support, even i a particular
vendor was not originally included, without requiring recom-
pilation and subsequent redistribution of the main program
and system, or system reengineering. Variations ol support
within a protocol for a particular vendor panel also do not
require recompilation. In one embodiment, support for such a
variation may be limited to a base standard protocol support.
BACnet™ 512, an implementation of the ASHRAFE standard
BACnet™ protocol, can include the 1998, 2001, and 2004
specifications in one embodiment, and can preferably also
implement other and future specifications. BACnet™ 512 1s
part of protocol stack 118 and PDU 124 (refer to FIG. 3) and

the implementation of panel and commumnications manage-
ment 56 (refer to FIGS. 2 and 3). LON 514 includes the

implementation of the industry standard LON protocol. LON
514 1s part of protocol stack 118 and PDU 124, as well as
panel and communications management 36. Protocol layers
516, 518, 520, 522, and 524 each can include implementa-
tions of various available, next-generation, proprietary, and/

or emerging protocols. In one preferred embodiment, proto-
col layers 516, 518, 520, 522, and 524 can include supported

proprietary protocols such as TRANE®’s COM4, COM3,
next generation TNG/XML, and BMN, although other com-
binations and protocols can also be implemented. For
example, one of protocol layers 516, 518, 520, 522, and 524
can include an implementation of an emerging protocol stan-
dard such as oBIX™, or Open Building Information
Exchange. The oBIX™ standard 1s an industry-driven proto-
col mitiative to define XML- and web-based systems and
mechanisms for building control systems. Protocol layers
516,518, 520, and 522 are part ol protocol stack 118 and PDU
124 and the implementation of panel and communications
management 56.

Kernel cache 526 1s a caching layer for centralizing the
management of mput and output to panels 112 (FIGS. 3 and
4 A; refer also, for example, to FIG. 4B), more particularly
panel 40 of FIG. 1, for example. Kernel cache 526 is part of
site manager 108 and site 110 and of site management 54.

A communications and communications extension man-
ager layer 530 1includes logic for managing and coordinating
the various communications protocols of layer 510 described
above. Communications and communications extension
manger layer 530 1s part of communication manager 116 and
the implementation of panel management 56.

A metadata management layer 532 manages metadata defi-
nitions, which include definitions and rules for managing the
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various objects and properties of system 10 and ESE 20.
Metadata management layer 532 includes metadata manager
114, objection definition 122, and property definition 128 and
1s part of the implementation of panel management 56.

An object management layer 534 manages in-memory
objects and properties maintained by kernel 540, which 1s
described below. Object management layer 534 includes data
object 120 and smart value 126 and corresponds to object
management 101 of FIG. 3.

A site management layer 536 manages all sites 110. As
previously described, sites 110 can include buildings, cam-
puses, structures, and other entities, such as individual HVAC
networks. Site management layer 536 corresponds to site
management 54 of FIGS. 2 and 3.

Direct communication interface 538 1s a thin layer that
provides direct access to lower-level communication services
for igher-level applications. Direct communication interface
538 1s part of site manager 108 and site 110 entities and 1s part
of the implementation of site management 54.

In general, FIG. 3 depicts the core of data manager kernel
layer 540. The kermnel of system 10 and ESE 20 relies on
object-oriented principles and functionality for a basic 1nter-
face and framework of operability. Referring again to FIG.
5B, a data manager kernel layer 340 1s used to describe and
define the whole of the site, communications, object, and
metadata components of system 10 and ESE 20. Kernel per-
sistence manager layer 542 is responsible for handling per-
sistence, or storage outside of memory, for the ESE 20 kernel.
Kernel SQL interface 544 handles an interface to an SQL
(structured query language) database for data manager kernel
540. A test manager 346 1s responsible for managing regis-
tration ol low-level kernel classes for testing purposes. While
an SQL database 1s preferred 1n one embodiment of the mven-
tion, other database applications can also be used in other
embodiments, such as MSDE (MICROSOFT® Data Engine)
and the like, as recognmized by those skilled in the art.

The ESE 20 kernel 1s designed to be extensible, and kernel
extension manager 550 1s responsible for managing, nitial-
1zing, and shutting down each extension. Various extensions
in one preferred embodiment of the invention include but are
not limited to site synchronization 5351, alarming 552, sched-
uling 553, data collection 554, kernel test harness 533, start-
up 5356, simulation 557, and graphical programming 558.

Site synchronization 551 1s an extension layer responsible
for services needed for site synchronization. Site synchroni-
zation 1s described in more detail below. Alarming 552 1s an
extension layer responsible for services needed for handling
alarms for ESE 20. Scheduling 353 1s an extension layer
responsible for services for managing schedules for ESE 20.
Data collection 553 i1s an extension layer responsible for
services needed for collecting data, including trended data,
tfor ESE 20. Kernel test harness 535 1s an extension layer
responsible for services needed for performing tests of the
ESE 20 kernel functionality. Start-up 536 1s an extension
layer responsible for services needed for on-line discovery of
an HVAC network for ESE 20. Simulation 557 1s an extension
layer responsible for services needed to run equipment simu-
lator applications for ESE 20. Graphical programming 558 1s
an extension layer responsible for running graphical pro-
gramming scripts for ESE 20.

Data manager web engine layer 562 brings ESE 20 to aweb
server to be used to support applications, such as HTML
pages, built to run on web server 64. Data manager web
engine layer 562 includes the implementation of data request
manager 102 and data request object 104. Data manager
persistence manager layer 563 manages persistence for appli-
cations built within data manager web engine 562 and 1s part
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of the implementation of application engine/framework 62.
Data manager cache layer 564 manages data, including
objects and properties, associated with web pages and 1s part
of the implementation of the application engine/framework
62. Server-side test harness layer 565 1s an extension layer
responsible for services needed to perform tests of ESE 20
data manager server functionality. Data manager SQL 1nter-
face layer 566 1s responsible for handling the interface to a
SQL database for the data manager of ESE 20. As previously
mentioned, other database applications may be used 1n other
embodiments of the mvention, an SQL database indicative
only of one embodiment of the invention. Accordingly, inter-
face layer 366 can interface to other databases in other
embodiments.

Web soltware framework layer 567 represents the frame-
work used for building web applications for ESE 20 and 1s
part of the implementation of application engine/framework
62. Applications layer 568 represents user interface 160 and
applications 150 that make up ESE 20, including status,
alarming, scheduling, data collection, security, administra-
tion, and the like. Client-side test harness layer 569 1s respon-
sible for performing client-side variation and verification of
available tests.

Workstation software framework layer 570 represents the
framework used for building non-web oriented applications
150. Workstation software persistence manager layer 572
manages persistence of applications 150 built as workstation
soltware. Workstation software SQL interface layer 574 1s
responsible for handling the interface to a SQL database for
workstation-based software. Similar to as mentioned above
with reference to interface layer 566, interface layer 574 can
also interface to other suitable database applications 1n other
embodiments of the invention.

Simulator manager layer 575 1s responsible for managing,
starting, and stopping the services implemented 1n stmulation
kernel extension 357. Simulator user interface layer 576 1s a
user mtertace 160 for the simulator.

Unait test harness layer 377 1s responsible for managing unit
tests for each class and component within the kernel of ESE
20. Unit test harness user interface layer 378 1s a user interface
for running, viewing, and veritying results of unit tests.

Workstation software user interface framework layer 579
represents the framework for building workstation-based
applications 150. Non-web applications layer 580 represents
thick-client applications 150 to be built. Web user interface
framework layer 381 1s a framework that enables applications
150 built on web software framework 570 to operate on a
single-user, 1.e., non-web server based, machine. Applica-
tions 582 are a workstation re-use of applications 568.

With system 10 of FIG. 1 and architecture 500 of FIG. 3B
as context, one preferred embodiment of ESE 20 1s designed
to be a self-moditying and self-adapting system integration
engine, providing dynamic extensibility and scalability. Site
management from the perspective of ESE 20 therefore
includes the following primary system processes: system
start-up; site discovery; site removal; site synchronization;
and system shutdown. Each of these system processes will be
described in more detail below.

Referring to FIG. 6 A, and recalling start-up extension 556
of FIG. 5B, an ESE start-up process 600 begins with starting
ESE 20 and trace logging services, local to ESE 20, at step
602. Next, a start-up parameters file 1s loaded at step 604, and
information from the start-up parameters file 1s used to locate
database 60 at step 606. Task logging services are started at
step 608, followed by managers 50, 52, 54, and 56 at step 610.
In one embodiment, referring also to FIG. 6B, starting man-
agers 50,52, 534, and 56 at step 610 includes locating metadata
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and a metadata server at step 610A (meta-object management
50); loading all sites at step 610B (site management 54);
starting communication ports at step 610C (panel and com-
munications management 356); and starting site state
machines at step 610D (site management 54 ), iterating over
all sites known by ESE 20.

Referring again to FIG. 6 A, step 612 includes iteration and
start-up of all applications using the start-up parameters.
Applications includes background task/service manager and
application logging services; trending services; site synchro-
nization services; site discovery services; alarming services,
including enablement of mncoming alarms; and scheduling
services. Next, the system 1s synchronized and held until
services are available at step 614. In one embodiment, ESE 20
start-up 1s held only until critical services, such as back-
ground task/service manager and application logging ser-
vices, site synchronization services, and site discovery ser-
vices, are available. In another embodiment, ESE 20 start-up
1s held at step 614 until all services are available. At step 616,
and based on start-up parameters, user interface 160 services
are started. After start-up, ESE 20 ready for normal opera-
tions and may execute other system processes.

In one embodiment, the aforementioned site 110 or object
120 mntegration into system 10 1s accomplished via a discov-
ery process. For example, a new panel 40 1s installed at a
location and 1s to be incorporated into system 10. ESE 20
operably executes one or more algorithms that discover the
new object 112 (panel 40) within system 10 and subsequently
analyze existing programming to first determine whether
panel object 112 1s 1n fact new, or whether panel object 112
was previously discovered within system 10. Upon determin-
ing that panel object 112 1s a new addition, ESE 20 subse-
quently obtains any relevant or necessary information, such
as vendor, version, and supported protocol(s), from and about
panel object 112 1n order for panel 40 to be integrated into
system 10 and performs on-going reconfiguration.

Newly discovered panel 40/panel object 112 1s also catego-
rized for future addressing and identification. Object data and
information, including categorization, 1s used to manage and
control individual objects, groups of objects, and the entire
system 1n use. In the discovery and categorization process,
system 10 preferably applies recognized standards and rules,
for example those promulgated by ASHRAE as previously
discussed, where applicable and available. Exceptions may
exist, however, 11 system 10 discovers a panel object 112 or
object 120 from a common vendor, 1.€., the same vendor or
manufacturer as system 10, or from an outside vendor. These
objects 112, 120 can be categorized and synchronized with
system 10 according to that vendor’s standards and rules,
which in many cases will be the same or similar to those 1n the
applicable industry, such as the aforementioned ASHRAE
standards and rules.

Inthe case of an outside vendor object 112, 120 discovered,
default metadata definitions for outside object 112,120 BAC-
net™ 1mplementation are used, including analogs, binaries,
devices, schedules, and trends, among others. If, 1n a particu-
lar system 10, a mix of inside and outside vendor objects 112,
120 1s found, site 110 in general 1s treated as an outside vendor
site because the inside vendor equipment 1s likely not the
main integration tool. In this situation, a panel 40 or supervi-
sory controller 41 1s used as the integration tool by ESE 20 to
interface to the outside vendor equipment. In general, ESE 20
can also assume unless otherwise programmed that an object
schedule mapped for ESE 20, whether inside or outside, will
manage whatever 1t 1s respectively responsible for.

If newly discovered panel object 112 cannot be categorized
or does not {it any existing category, panel object 112 can be
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automatically flagged or otherwise marked by system 10 for
manual attention. In one embodiment 1n which such a situa-
tion occurs, no dialog 1s established between new panel 40
and ESE 20 until panel 40 can be categorized and associated
definitions obtained, as panel 40 may be of a type that 1s not
supported by system 10. While the BACnet™ protocol 1s used
in some 1implementations and embodiments, LonTalk™ may
be used in other implementations or embodiments. Addition-
ally, both protocols, at different sites or at different system
levels, may also be used within a single system 10. Each
protocol preferably has its own separate virtual bus, but each
runs TCP/IP 1n one embodiment over the same wire to appear
as different networks. In other embodiments, MSTP (Master
Slave Token Passing), MODBUS, PTP (Point-to-Point), and
other BACnet™ and suitable protocols may also be used.

In one embodiment, panel objects 112 and objects 120 can
be 1identified using various standard BACnet™ services. As in
the 1mmitial discovery process, ESE 20 1s preferably not depen-
dent upon systems integration activities to program the spe-
cific configuration change data into system 10. If the data
structures adhere to the standard data expected and recog-
nized by ESE 20, the information 1s read from object 112,
120. Any specific context given to the mformation is also
provided through put to ESE 20 without having to recom-
pile and load another version of production code or field
program the logic 1n system 10. In the absence of information
for a specific panel 40 (panel object 112) for a manufacturer,
system 10 reverts to the BACnet™ standard for the descrip-
tion of information 1n object 112, 120 and operates with this
fundamental information 1n one embodiment.

For example, system 10 can identily an object 112, 120
according to a vendor 1n one embodiment. After vendor 1den-
tification associated with object 112,120 1s determined, sys-
tem 10 can obtain more specific information related to object
120, including product, version, and definitions of how to
communicate with that object 120. System 10 algorithm(s)
can then be altered and synchronized to remember how to
communicate with that object 112, 120 or other like objects
having similar discovered characteristics in the future.

System 10 can alternatively determine an object’s vendor
by systematically running through available permutations or
alternatively by assigning an Internet protocol (IP) address to
panel object 112. Multiple options are available because
response times may suiler while system 10 goes through each
number or line of information. In one embodiment, a general
description of the outside panel implementation of BACnet™
1s provided to ESE 20 with an input file, 1.¢., panel metadata.
ESE 20 can then discover a panel 40 at the described location,
for example by the panel’s IP address, and obtain any infor-
mation relevant to the ESE 20 application to perform its
operations, such as status and setpoints, data collection,
alarming, and scheduling, with the panel. If an object 112,
120 cannot be 1dentified according to the atorementioned and
other methods, object 112, 120 1s labelled an exception and
system 10 implements an algorithm with which to treat the
exception.

Retferring to FIG. 7, a site 110 discovery process 700
begins at step 702 with collecting site discovery information,
such as from user mput via a user interface or from a batch
input {ile. The discovery information can include a site name,
IP address/DNS name, port number to open, protocol to use,
and a device 1dentification (devicelD) to discover. The devi-
celD may be a system default in one embodiment. The dis-
covery information 1s then passed to a site management layer
536.

At step 704, a site license 1s validated and includes verity-
ing that a permitted number of site licenses will not be
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exceeded. If the site license cannot be validated at step 704 or
if the number of site licenses 1s not successtully verified, an
error message 1s returned at process 700 1s stopped. 1T step 704
1s successiully completed, communication ports are initial-
1zed at step 706. Step 706 includes requesting, from commu-
nication manager 36, a protocol stack for the port and proto-
col type. In one embodiment, ports are limited to one protocol
per port; accordingly, ESE 20 will only attempt to discover
one type of protocol 510 at a particular IP address. If the port
1s already used, ESE 20 determines whether the current port
was opened using the requested protocol. If not, an error
message 1s returned, discovery process 700 1s stopped, and a
protocol stack (if created) 1s deleted. If the port was opened
using the requested protocol, a new protocol stack 1s created
over the existing open socket and 1s mnitialized. Returning to
the 1mitial query, 1if ESE 20 determines that the port 1s not
already 1n use, a new socket 1s opened and a new protocol
stack 1s created and initialized. Based on the type of stack,
basic 1nitialization 1s then performed. If mitialization 1s not
successiul for any reason, an error message 1s returned, pro-
cess 700 1s stopped, and a protocol stack, 11 created, 1s deleted.

If immtialization was successiul, a new site object 110 1s
created 1n memory and 1n database 60 at step 708. The new
site object 110 1s tlagged as a “discovering” state, wherein no
user actions are yet allowed on site 110 as a site object does
not yet formally exist 1n system 10 outside of the site discov-
ery status process.

Next, at step 710, discovery metadata 1s wired to the site.
Discovery metadata 1s generic, with the protocol stack at this
point deferring to a temporary entity that specifies and/or
references the discovery metadata and the default set of ser-
vices to use. Working, or actual, metadata 1s discovered,
wired 1n, and set-up at step 712 alfter getting a list of one or
more panels 40 from the protocol stack. This step 1s depen-
dent 1n part upon the type of protocol 510 and the results of
previous steps and can vary according to 1nside vs. outside
panels 40, including previous discovery and an available
device list from a site layout object and a general broadcast
algorithm to request responses from objects 112, 120. Iterat-
ing for each device 40, low-level communications bindings/
tables are set up for panel 40, including IP address, MAC
address, devicelD, and the like. If a metadata version for
panel 40 1s found, appropriate metadata for panel 40 1s wired
in, a list of supported services 1s read from panel 40, and panel
object 112 1s created. Panel object creation also includes
setting all internal values and storing in database 60. If a
metadata version for panel 40 1s not found, the panel state 1s
set to “notavailable,” requiring user attention to resolve. Alter
iterating for each device found, a site state 1s set to an “okay
to synchronize” state.

At step 714, site 110, panels 40 (112), and metadata are
validated. Validation mitially includes verifying that support-
ing metadata for each panel 40 1s available to enable the
communication manager 56 and data management 32 ser-
vices to properly operate, and determining whether a suifi-
cient number of panels 40 are supported. In one embodiment,
this second aspect of validation 1s successiul if only one
working panel 40 1s found. In other embodiments, more
working panels 40 are required. If validation 1s not successiul,
discovery process 700 fails and a protocol stack, 11 created, 1s
deleted.

If validation 1s successtul, a transition decision occurs at
step 716, wherein 11 communications with at least one panel
40 at site 110 can be established at a high enough level,
discovery 700 continues. Transition decision 716 1s followed
by a first site synchronization at step 718. Upon successiul
completion of the first site synchronization, site 110 1s tran-
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sitioned to an operational state and incoming alarming and
trending notifications are allowed at upload transition site
step 720.

With respect to establishing communications with at least
one panel at a sufficient or high enough level, ESE 20 oper-
ably provides dynamic protocol support. Referring to FIG. 8,
a representative and example dynamic protocol support algo-
rithm table 800 illustrates various “levels” of i1dentification
and communication that can be established with a panel 40 or
other objectin system 10. For example, protocol support table
800 1ncludes at least one available protocol 804, or PROTO-
COLa/ 1 FIG. 8. PROTOCOLa/ may be a BACnet™ protocol
or another suitable protocol as previously described. PRO-
TOCOLa/ then more specifically includes at least one vendor
806. VENDORO0 may be a default vendor, VENDOR1 may be
ASHRAE, VENDOR2 may be TRANE®, and so on, these
particularly vendors used only for one example. At least one
product 808 may then be associated with each vendor 806,
and each product 808 may include at least one type or version
810. When establishing communications with a panel 40,
then, ESE 20 preferably obtains metadata to identify panel 40
as specifically as possible to establish higher level communi-
cations. It ESE 20 1s able to identity a first panel 40 to a vendor
level 806 and second panel 40 to atypelevel 810, for example,
ESE 20 will be able to establish higher level communications
with second panel 40 because ESE 20 will have more detailed
and specific information.

System 10 further operates, by way of example, as an
infinite state machine. Current embedded systems are state
machines with a finite number of operating states. An infinite
state machine, however, can provide so-called “plug-and-
play” operability by discovering a panel object 40, synchro-
nizing panel object 40, recompiling ESE 20 for integration or
re-integration, and changing state while running. For a system
integration platform as 1n system 10 having an infinite num-
ber of states, each state of system 10 must be discovered and
anticipated, in contrast to a danger/safe system 1n which the
system must know all possible states and potentially be
reengineered to recognize additional or updated states.

ESE 20 comprises a plurality of background administrative
state machines that keep ESE 20 operational and up-to-date.
These state machines, and each implementation of ESE 20
generally, vary from site to site. In one embodiment, ESE 20
provides an intuitive interface for device set-up parameters,
including but not limited to an IP address, subnet mask,
gateway, and server name, and provides means for setting up,
customizing, and publishing both template and individual
web pages. For etther templates or individual pages, ESE 20
can present dynamically generated content as the pages are
served. ESE 20 further provides an interface to make admin-
istrative Tunctions available through a web browser for con-
figuration of system 10 and applications. Functions and appli-
cations that may require administrative configuration include
site management, customization, user security, alarms,
scheduling, trending, and the like, and can vary according to
an object, panel, building, or other component or character-
1stic of system 10.

ESE 20 1s preferably not dependent upon systems integra-
tion activities to program specific data mto system 10, in
contrast with current methods of field programming. IT panel
40 data structures adhere to the applicable standard data rec-
ognized by ESE 20, the information can be automatically read
from panel 40. Applicable standards in various embodiments
include those defined in ASHRAE 135-2004 or future stan-
dard protocols such as OBIX™, as well as others. Any spe-
cific context given to the information, such as that created by
the panel vendor/manufacturer, can be provided through
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input to ESE 20. This eliminates the need to recompile and
load subsequent versions of production code or have a field
organization program the logic in system 10.

Additionally, ESE 20 can detect configuration changes
aiter iitial panel 40 discovery (700) and automatically adjust
to the detected changes. In one embodiment, this 1s accom-
plished by identifying all of the objects 120 on each panel 112
and then performing a synchronizing process periodically
after mitial discovery as previously described.

The synchronizing process preferably runs on a config-
urable timer 1n one embodiment. System 10 compares a ver-
s1on running with detected building or location activity. If any
synchronization 1s needed, system 10 next determines
whether the synchronization can be handled via an available
algornithm. IT yes, system 10 proceeds to execute the algo-
rithm. If no, system 10 can send a request for manual service.

Synchronization can be automatic, scheduled, or forced 1n
one embodiment. System 10 can automatically discover and
synchronize a new panel object 112, as described above.
System-wide synchromization can also be periodically sched-
uled, such as at midnight each day or at some other time or
interval. Synchromization can also be forced on-demand.
User imterface 160 can include a “synchronize now” feature
by which a user can selectively synchronize system 10 on
demand. This feature can be particularly useful 1n situations
in which service has been performed, such as in response to a
comiort complaint or for some other purpose, and system 10
can be subsequently synchronized close-in-time to quickly
incorporate the update(s).

Referring to FIG. 9, a site synchronization process 900 can
be triggered or initiated by several different events, including
a site addition, a recurring schedule, and a user-initiated “syn-
chronize now” event. Process 900 1s followed for each site
110 and begins at step 902 by veriiying that the IP address/
DNS name for site 110 has not changed. If the address or
name have changed, do not match, or otherwise contlict, site
110 1s flagged and logged.

Next, a list of all panels 40 known to ESE 20, and having
verified IP addresses and DNS names, 1s obtained at step 904
as a list of panels 40 to be synchronized. Panels 40 that have
already been synchronized or those that are not 1n a proper
operating state are identified and skipped in the subsequent
synchronization steps; remaining panels 40 are flagged as
unsynchronized and all associated objects are also flagged as
not synchronized at step 906. At step 908, a list of all panels
40 “on the wire” 1s obtained for site 110.

For each panel 40 on the wire, panel synchronization tasks
are then performed at step 910. Referring to FIG. 10A, step
1002 15 determining whether panel 40 1s new. 11 panel 40 1s
new, step 1004 1s determining whether panel 40 1s supported,
1.€., 1s metadata available. IT yes, sub-process 1001 1s imple-
mented: appropriate metadata for panel 40 1s wired 1n; the list
of supported services for panel 40 1s read; panel object 112 1s
created, and internal values are set and stored 1n the database;
and objects 120 are uploaded from panel 40 and appropriate
tables are updated. At step 1006, any unsynchronized objects
are deleted and the synchronized panel 1s labeled as such and
updated with the latest synchromization date/time at step
1008.

Returming to step 1004, 11 panel 40 1s not supported, the
panel state 1s set to “metadata not available” at step 1010 and
panel process 1000 returns to step 1006. Returning to step
1002, if panel 40 1s not new and, at step 1012, the vendor or
version of panel 40 has not changed, objects 120 are uploaded
from panel 40 and tables are updated at step 1014 before
returning to step 1006. I the panel 40 vendor or version 1s
found to have changed at step 1012, step 1016 determines
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whether panel 40 1s supported. If panel 40 1s not supported,
process 1000 advances to step 1010. I panel 40 1s supported,
panel process 1000 advances to step 1018, wherein existing
panel information (metadata) 1s replaced with new or updated
information. In one embodiment, this 1s accomplished by
making a copy ol a row 1n a panel table and any associated
rows 1n object and object extension tables. Panel Process
1000 subsequently advances to sub-process 1001. Process
1001 can include wiring 1n appropriate metadata for panel
112 at step 1001 A, reading the list of supported services from
panel at step 1001 B, creating the Panel Object, setting all
internal values, and storing 1n the database at step 1001C, and
uploading objects 120 from panel 112 and updating object
and object extension tables at step 1001D. Panel process 1000
can then, at step 1020, perform a panel “delta” comparison,
create a log entry, shut panel down and delete objects. In panel
process 1000 to determine whether a panel 1s new, has
changed, 1s supported, and the like, sub-processes similar to
discovery process 700, 1n particular steps 706-716, are gen-
crally used 1n communications between ESE 20 and panel(s)
40.

Object or panel removal from system 10 1s typically more
complex than object addition through discovery process 700
as previously described. For example, interdependencies
related to the object to be removed must be resolved or cor-
rected. Further, system 10 generally cannot automatically
recognize an object removal in the same way a new object can
be discovered because an object removal can appear to be a
fault or error related to the object, indistinguishable from a
legitimate removal. Accordingly, object removals may
require manual service or updating to accomplish.

Referring to FIG. 11, a site removal process 1100 begins
with flagging a site 110 as deleted at step 1102. Synchroni-
zation 1s interrupted if running at step 1104, and mncoming
alarms are shutdown at step 1106. Other site 110 tasks are
shut down at step 1108, and communications to site 110 are
subsequently shut down at step 1110. The site object 1s
deleted from memory at step 1112, and, at step 1114, site 110
1s deleted from database 50.

In use, ESE 20 and system 10 provide summary tables by
equipment type or some other attribute, per site. The sum-
mary tables are preferably based upon system- or user-de-
fined attributes, wherein user-defined attributes are the most
intuitive for management from a user perspective. Some
attributes, however, may be system-defined, such as a system
identifier, an object type, and the like. In one embodiment,
summary tables include site and object names or other 1den-
tifiers, space temperatures, setpoints, and diagnostic status.

Another aspect of one embodiment of ESE 20 and system
10 of the mvention 1s related to alarming. System 10 and
various objects therein will, by their very function and pur-
pose, occasionally or systematically generate alarms. The
alarms may be related to an operating state of the object, a
service need status, a detected object or system characteristic,
or some other indicator or condition. ESE 20 operably
receives alarms from objects and, according to the invention,
triages, manages, or otherwise appropriately handles the
alarms. ESE 20 can also store or archive alarms and display an
alarm log for a user.

In one embodiment, relevant to alarm triage, ESE 20 can
automatically analyze an alarm to notify and/or request ser-
vice or otherwise ensure that the alarm will recerve the atten-
tion 1t warrants. Alarm triage, sorting, and filtering can be
provided based upon an alarm and/or site attribute. By way of
example, 1t can be appreciated that an alarm related to a
particular area or object withun a facility can a much greater
significance than an alarm related to another area within the
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same facility. Similarly, one type of alarm may require a more
rapid response than another type of alarm. Therefore, ESE 20
can automatically assess an incoming alarm according to an
alarm type, source, and/or relevant object attribute and then
handle the alarm appropnately. For example, ESE 20 can
forward a higher priority alarm via email after ascertaining
the relative importance of the alarm indicator. Within system
10, alarm forwarding via email 1s set up through a web
browser user interface as an administrative function, enabling,
a user to specily to whom or what the notification should be
sent. ESE 20 can also simply catalog lower priority alarms for
later review by a user in a viewable alarm log. In larger
implementations of system 10, ESE 20 can maintain more
than one alarm log and can catalog or archive alarms 1n an
appropriate log. A user can then review the alarms and
acknowledge or delete the alarms as desired. ESE 20 can also
automatically and periodically purge the alarm log(s) as
needed or as defined by a user or administrator of system 10.

In one embodiment, alarms are preferably recerved and
handled by ESE 20 1n real time. In another embodiment, such
as one incorporating legacy panels and devices, ESE 20
optionally collects alarms from objects on a periodic basis,
such as hourly, daily, or more or less frequently. ESE 20 can
also determine a common source of multiple alarms or a
trigger of a repeated alarm. A single fault within or peripheral
to system 10 can trigger multiple alarms, and 1dentitying the
single fault first rather than attending to each individual alarm
1s a much more ellicient to clear system 10 and return to a
standard operating state.

In addition to automatically handling and triaging alarms,
system 10 and more particularly ESE 20 can trend alarms and
other data. Trending within system 10 1s an intuitive and
cificient management and diagnostic tool. In one embodi-
ment, trend data 1s collected by ESE 20 from one or more
objects 40,42, 44, and/or 46 at a maximum frequency of once
per minute or at another lower frequency or on a specific
scheduled basis as defined by a user or administrator. Trend
data can then be stored 1n a database and, 1n one embodiment,
1s available for sharing with network peers.

A further benefit provided by ESE 20 and system 10 of the
invention 1s an automatic maintenance application. The auto-
matic maintenance application may relate to updates,
upgrades, and other regular or semi-regular tasks. In general,
three types of updates will most frequently apply to system
10: simple updates; manageable updates; and complex
updates.

Simple updates include minor changes and/or module
additions to system 10. Simple updates can typically be
implemented “on-the-ly” without bringing down any other
applications or services provided and/or managed by system
10.

Manageable updates can include simple updates but may
also require a service to be paused or memory caches flushed
in order to apply the necessary or desired change. Unlike
simple updates, manageable updates generally require sys-
tem user notification because of the service mterruption. In
some circumstances, simple updates may become manage-
able updates, or even complex updates as described below,
because of consequential operations of the system and cir-
cumstances that develop during the update process.

Complex updates will generally require that servers and
systems be brought down to accomplish the update. Complex
updates may also or alternatively require that servers be
restarted upon installation of the update. Updates to ESE 20,
database changes, and other major updates are all included 1n
complex updates. Additionally, simple and manageable
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updates may become complex updates because of unintended
circumstances and events that occur during the update pro-
CEesS.
In one embodiment, there 1s no distinction between a man-
ageable update and a complex update from a user perspective,
as each 1s implemented 1n the same manner and requires that
servers and systems be brought down.
System 10 1s therefore an object-oriented system designed
with algorithms that work with self-describing panels 40 or
objects. System 10 algorithms communicate with objects to
determine whether the objects are operating with algorithms
by which they can be identified and integrated. If system 10
cannot determine whether an object 1s operating with an
algorithm, system 10 intelligently and automatically defines
the object as an exception. System 10 1s universally seli-
describing 1n that system 10 applies concepts and captures
algorithms based on object seli-descriptions. The algorithms
are then translated to accomplish associated mechanical
aspects of the objects and system 10.
The present invention further provides the ability to alter
definitions of objects 1n ESE 20 without having to recompile
the production code. This provides for ease of maintenance
and product support. Altered or updated definitions can then
be mput files to ESE 20, and complete or more complex
updates can be made separately. Contrast this update process
of the present invention with current methods, 1n which 1n
order to get an update to object definitions to the end user or
customer, production code needs to be rebuilt, tested, and
updated for an nstallation. This increases the amount of time
required by an on-site technician and the risk of failed 1nstal-
lations.
The mvention may be embodied in other specific forms
without departing from the spirit of the essential attributes
thereof; theretfore the 1llustrated embodiment should be con-
sidered 1n all respects as 1llustrative and not restrictive, refer-
ence being made to the appended claims rather than to the
foregoing description to indicate the scope of the invention.
What 1s claimed 1s:
1. A method of adding a control device to a building auto-
mation system (BAS) by dynamically extending and auto-
matically configuring an architecture of the BAS, the BAS
including a server coupled to a network that 1s coupled to a
plurality of different physical sites within the BAS, each site
including one or more control devices for monitoring and/or
controlling an environmental aspect of the site, the method
comprising the steps of:
obtaining a network address at the server of a previously
unknown control device at a site coupled to the network;

in response to the network address of the previously
unknown control device being obtained, causing the
server to 1mplement a discovery process to attempt to
automatically establish communications with and
obtain metadata from the control device utilizing the
network address, and further analyzing the metadata
from the control device to determine a communication
protocol compatible with the control device;

in response to metadata being obtained from the control

device, causing the server synchronize the site with the
architecture of the BAS by evaluating at least one char-
acteristic of the metadata and storing at the server the at
least one characteristic as a defimition utilized 1n a pro-
gram that characterizes at least a part of the architecture
of the BAS:;

altering a status of the control device from unknown to

known at the server; and

dynamically extending and automatically configuring the

architecture to include the control device as a known
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device that 1s a part of the architecture of the BAS by
executing the program without recompilation.

2. The method of claim 1, wherein the step of obtaining a
network address further comprises recerving a manually pro-
grammed network address of a previously unknown control
device.

3. The method of claim 1, further comprising the sever-
implemented steps of:

determining 11 a vendor characteristic of the communica-

tion protocol can be specified by the control device, and

if a vendor characteristic cannot be specified, selecting a

basic communication protocol;

if a vendor characteristic can be specified, determining 11 a

product characteristic of the communication protocol
can be specified by the control device, and

if a product characteristic cannot be specified, selecting a

communication protocol compatible with the vendor
characteristic;

if a product characteristic can be specified, determining 11

a control device type characteristic can be specified by
the control device, and

if a control device type characteristic cannot be specified

by the control device, selecting a communication proto-
col compatible with the vendor characteristic and prod-
uct characteristic; and

if a control device type characteristic can be specified,

selecting a communication protocol compatible with the
vendor characteristic, the product characteristic, and the
control device type characteristic.

4. The method of claim 1, further comprising the step of:
altering a site definition utilized 1n the program to include the
previously unknown control device.

5. The method of claim 4, further comprising the step of:
determining 1f a known control device definition utilized 1n
the program 1s aiffected by the previously unknown control
device; and

altering a definition of the known control device utilized in

the program if the known control device definition 1s
aifected by the previously unknown control device.

6. A building automation system (BAS), the BAS including
a plurality of different physical sites within the BAS, each site
including one or more control devices for monitoring and/or
controlling an environmental aspect of the site, the BAS com-
prising;:

a server coupled to a network, the server including:

means for obtaining a network address of a previously
unknown control device at a site coupled to the net-
work:

means for implementing at the server a discovery pro-
cess to attempt to automatically establish communi-
cations with and obtain metadata from the control
device utilizing the network address, and further ana-
lyzing the metadata from the control device to deter-
mine a communication protocol compatible with the
control device;

means for synchronizing the site with an architecture of
the BAS by evaluating at least one characteristic of the
metadata and storing the at least one characteristic as
a definition utilized 1n a program that characterizes at
least a part of the architecture;

means for altering a status at the server of the control
device from unknown to known; and

means for dynamically extending and automatically
configuring the architecture to include the control
device as a known control that 1s a part of the archi-
tecture of the BAS by executing the program without
recompilation.
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7. The BAS of claim 6, wherein the means for obtaining a
network address further comprises means for recewving a
manually programmed network address of a previously
unknown control device.

8. The BAS of claim 6, further comprising:;

means for determining 11 a vendor characteristic of the

communication protocol can be specified by the control
device;

means for selecting a basic communication protocol it a

vendor characteristic cannot be specified;
means for determining if a product characteristic of the
communication protocol can be specified by the control
device 11 a vendor characteristic can be specified;

means for selecting a communication protocol compatible
with the vendor characteristic 1f a product characteristic
cannot be specified;

means for determining 1f a control device type character-

1stic can be specified by the control device 1f a product
characteristic can be specified;

means for selecting a communication protocol compatible

with the vendor characteristic and product characteristic
if a control device type characteristic cannot be specified
by the control device; and

means for selecting a communication protocol compatible

with the vendor characteristic, the product characteris-
tic, and the control device type characteristic 1f a control
device type characteristic can be specified.

9. The BAS of claim 6, further comprising: means for
altering a site definition utilized 1n the program to include the
previously unknown control device.

10. The BAS of claim 9, further comprising:

means for determining if a known control device definition

utilized 1n the program 1s affected by the previously
unknown control device; and

means for altering a definition of the known control device

utilized 1n the program 11 the known control device defi-
nition 1s affected by the previously unknown control
device.

11. A method of adding a control device to a building
automation system (BAS) by dynamically extending and
automatically configuring an architecture of the BAS, the
BAS including a server coupled to a network that 1s coupled
to a plurality of different physical sites within the BAS, each
site 1cluding one or more control devices for momitoring
and/or controlling an environmental aspect of the site, the
method comprising the steps of:

obtaining a network address of a previously unknown con-

trol device at a site on a BAS network, the BAS network
coupled to a BAS server;

in response to the network address of the previously

unknown control device being obtained, causing the
server to 1mplement a discovery process to attempt to
automatically establish communications with and
obtain metadata from the control device utilizing the
network address, and further analyzing the metadata
from the control device to determine a communication
protocol compatible with the control device;
recognizing the control device as a portion of the BAS by
causing the server synchronize the site with the archi-
tecture ol the BAS by evaluating at least one character-
1stic of the metadata and storing the at least one charac-
teristic as a defimtion utilized 1 a program of the
architecture and dynamically extending and automati-
cally configuring the architecture of the BAS by execut-
ing the program without recompilation 1f communica-
tions can be established with the control device; and
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automatically requesting manual programming for the
control device 1f communications cannot be automati-
cally established with the control device;

manually creating a control device defimition utilized 1n the
program; and

recognizing the control device as a portion of the BAS after
the manual programming 1s entered.

12. The method of claim 11, further comprising the step of:

after manually creating the control device definition as part
of the step of requesting manual programming, recom-
piling the program and executing the recompiled pro-
gram.

13. The method of claim 11, further comprising the steps

determining if a vendor characteristic of the communica-

tion protocol can be specified by the control device, and
if a vendor characteristic cannot be specified, selecting a
basic communication protocol;
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11 a vendor characteristic can be specified, determining 11 a
product characteristic of the communication protocol
can be specified by the control device, and

11 a product characteristic cannot be specified, selecting a
communication protocol compatible with the vendor
characteristic;

11 a product characteristic can be specified, determining 11
a control device type characteristic can be specified by
the control device, and

11 a control device type characteristic cannot be specified
by the control device, selecting a communication proto-
col compatible with the vendor characteristic and prod-
uct characteristic; and

1 a control device type characteristic can be specified,
selecting a communication protocol compatible with the
vendor characteristic, the product characteristic, and the
control device type characteristic.
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