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METHOD AND SYSTEM FOR PROCESSING
DATA

FIELD OF THE INVENTION

The present invention relates to a method and a system for
real time data transmission between modules linked serially
to one another, especially between measuring unit modules.

BACKGROUND INFORMATION

Field buses or process networks are used for real time data
transmission between actuators and sensors, especially 1n the
field of automation technology. The data have to be transmiut-
ted via the field bus 1n ensured fashion within an established
time span, so that field buses make a high demand on the
latency for data transmission. The Ethernet 1s also increas-
ingly being used as a field bus, a broad use of data transmis-
s1on protocols from the TCP/IP protocol family being striven
tor. The Ethernet standard specifies various data transmission

speeds, such as Ethernet networks having data transmission
speeds of 10 Mbat per second, 100 Mbit per second and 1 Gbat

per second. Moreover, there are Ethernet networks in which
the data are transmitted in a wireless manner via radio. What
1s common to these Ethernet networks 1s the decoupling of the
physical data transmission and the protocol layer, which
states how the respective data packets are structured. The
physical data transmaission 1s implemented by semiconductor
IC’s and an appropriate wiring of the units or modules con-
nected to one another. The protocol layer 1s 1dentical for all
types of transmission. In the case of the Ethernet, the protocol
layer, 1n turn, includes an abundance of various data trans-
mission protocols, such as TCP/IP, F'TP, HI'TP. Usually, a
microprocessor combines the data packets corresponding to
the desired data protocol, and sends them to the physical data
transmission unit. In the field of real time transmission, par-
ticularly in measured data recording in the industrial field, for
controlling machines or systems, 1n which the predictability
ol the data transmission 1s important, the Ethernet has not yet
been widely used as the transporting medium. Because of the
use of switches and the TCP/IP or UDP protocol with regard
to a real time capability, the Ethernet s little deterministic and
has a greater jitter than usual field bus systems.

FIG. 1 shows a conventional Ethernet topology. In this
instance, several measuring umts MG are connected to a data
processing unit, such as a PC, via an Ethernet switch. The
Ethernet switch represents a multiplexer which analyzes the
data on the Fthernet and routes them on appropnately. If
several measuring units simultaneously send data 1in the direc-
tion towards the PC, collisions take place which the Ethernet
switch 1s only partially able to balance out. It cannot be
ensured, 1n this context, that measured data which are trans-
mitted by measuring unit MG to the Ethernet switch arrive at
the PC even inresponse to the first data transmission attempt.
When a collision does occur, the data are sent again by mea-
suring unit MG. In the course of that, there comes about an
unknown delay time between the creation of the data in the
measuring unit MG and the arrival of the data at the PC. This
unknown delay time depends on how many measuring units
MG are connected to the Ethernet switch and what data vol-
ume the mdividual measuring units MG have at the various
points 1n time. Since renewed sending of the data by measur-
ing umt MG 1s required under certain circumstances, the
measured data further have to be temporarily stored. The
star-shaped topology shown 1n FIG. 1 also has the disadvan-
tage that the wiring expenditure 1s relatively large.
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In the usual Ethernet data transmission systems for trans-
mitting real time data, collisions are avoided by the PC
requesting the real time data or the measured data from the
individual measuring units MG 1n a so-called handshake
method. For this purpose, an appropriate data memory and an
appropriate data management are provided in the various

measuring units MG. However, the disadvantage of a data
transmission after a handshake method 1s that the bandwidth
provided by the Ethernet 1s not able to be fully utilized, since
either data are sent from the PC to a measuring umit MG or
conversely data from a measuring unit MG to the PC. Con-
sequently, the data are transmitted 1n a half duplex operation.
The result 1s that the data transmission times or transport
times 1n such usual Ethernet field bus systems are not mini-
mal, and are strongly dependent on the number of 1ntercon-
nected measuring units MG. Real time requirements, such as
particularly the predictability of the data transmission times
and short latency times, are therefore not satisfied 1n such
usual Ethernet systems.

SUMMARY

Example embodiments of the present invention provide a
method and a system for real time transmission which has
minimum latency times in the data transmission.

Example embodiments of the present invention provide a
method for transmitting data between modules that are seri-
ally connected to one another, the useful data of a module
being in each case embedded 1n a data packet (frame) recerved
by a preconnected module, which has a unique data packet
number (frame number), 1if a comparison value formed as a
function of the data packet number (frame number) agrees
with an 1dentification number (frame ID) provided in the
module.

One advantage of the method is that the wiring expenditure
1s minimized compared to the star topology shown 1n FIG. 1.

An additional advantage of the method 1s that the predict-
ability of the data transmission, that 1s, the jitter of the latency
times occurring in response to the data transmission 15 mini-
mal.

Consequently, the method has a deterministic response
having predictable latency times, the jitter being minimal and
preferably being less than 10 microseconds.

In an example embodiment of the method according to the
present invention, the comparison value 1s formed by alogical
linkage of the data packet number (frame number) to a con-
figurable masking value (frame mask).

This has the advantage that the periodicity of the data
transmitted by a module 1s able to be set by a suitable selec-
tion of the masking value ({frame mask) and the identification
number (frame ID).

In an example embodiment of the method according to the
present mnvention, the data packet number (frame number) 1s
logically AND-linked with the masking value (frame mask).

According to an alternative example embodiment of the
method according to the present invention, the comparison
value 1s formed by the data packet number of the received data
packet itself.

In st1ll another example embodiment of the method accord-
ing to the present invention, in each case at least one 1denti-
fication number 1s stored 1n the modules.

In st1ll another example embodiment of the method accord-
ing to the present invention, 1n each case at least one masking
value (frame mask) 1s stored in the modules.
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In an example embodiment of the method according to the
present invention, the useful data of the module are embedded
as useful data of a datagram, especially an XCP datagram, 1n
the received data packet.

In another example embodiment of the method according
to the present invention, the useful data are embedded by the
module 1n each case in the recerved data packet, for the
generation of an extended data packet, to the extent that useful
data are available in the module.

In st1ll another example embodiment of the method accord-
ing to the present invention, the usetul data are embedded by
the module in each case 1n the recerved data packet, for
generating the extended data packet, only 1f an 1dentification
flag or 1dentification bit included in the recerved data packet
has been set.

In an example embodiment of the method according to the
present mvention, the extended data packet 1s sent to a like
module postconnected to the module.

In an example of the method according to the present
invention, the useful data are formed by measured data.

In an example embodiment of the method according to the
present mvention, the modules serially connected to one
another form a module chain which 1s connected to a data
processing unit, such as a PC, which processes the data trans-
mitted 1in the data packets.

In still another example embodiment of the method accord-
ing to the present invention, the module of the module chain,
that 1s farthest away from the data processing unit, has a data
packet generator which periodically generates empty data
packets that include no useful data.

The frequency 1. at which the data packet generator of the
last module generates the empty data packets, in this context,
1s set 1n such a way that this frequency 1s greater than, or equal
to a maximum measured data rate of all modules of the
respective module chain.

In another example embodiment of the method according
to the present invention, the data packets generated by the
data packet generator 1n each case have management data
(header data) having a unique data packet number of the data
packet.

In this context, the data packet generator, preferably con-
tinuously, numbers the generated empty data packets.

In yet another example embodiment of the method accord-
ing to the present invention, the modules of the module chain
are synchronized with one another.

In yet another example embodiment of the method accord-
ing to the present ivention, the data packets are transmitted
in full duplex mode via a transmission medium.

In an example embodiment of the method according to the
present invention, the data processing unit transmits data
packets, which include output data or actuating data, as usetul
data to the modules of the module chain.

In another example embodiment of the method according
to the present mvention, each module of the module chain
recognizes the data packets respectively destined for the mod-
ule, with the aid of the management data of the data packets
received by the data processing unit through the module, and
decouples the useful data contained 1n the data packet.

In an example embodiment of the method according to the
present invention, the transmitted data packets are formed by
Ethernet data packets.

In an example embodiment of the method according to the
present 1nvention, the transmission medium 1s formed by a
100 MB Ethernet cable.

Example embodiments of the present ivention further
provide a real time data transmission system for transmitting,
data between modules that are serially connected to one
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another, each module embedding its useful data in a data
packet ({frame) recerved by a preconnected module, which has
a data packet number (frame number), 1f a comparison value
formed as a function of the data packet number agrees with an
identification number (frame ID) provided 1n the module.

Example embodiments of the present invention further
provide a module for the real time data transmaission, the
module embedding 1ts usetul data in a data packet (frame)
received by a preconnected module, which has a data packet
number (frame number), if a comparison value formed as a
function of the data packet number (frame number) agrees
with an i1dentification number (frame ID) provided in the
module.

In an example embodiment of the module for real time data
transmission according to the present invention, the module
has a first transceiver for connecting to a preconnected mod-
ule, and a second transcetver for connecting to a postcon-
nected module, as well as an FPGA unit (field programmable
gate array).

The FPGA unit of the module preferably has a logic unit, 1n
this context, which logically links the data packet number
(frame number) of a recerved data packet to a configured
masking value (frame mask) to generate a comparison value.

In another example embodiment of the module for real
time data transmission according to the present invention, the
FPGA unit of the module has a first register for storing an
associated configurable masking value (frame mask) and a
second register for storing an associated configurable 1denti-
fication number (frame ID). In an example embodiment of the
module for real time data transmission according to the
present invention, the logic unit provided 1n the FPGA umit
links the stored masking value (frame mask) to the data
packet number (frame number) of the receirved data packet
bit-wise, to generate a comparison value logical AND.

In yet another example embodiment of the module for real
time data transmission according to the present invention, the
FPGA unit has a comparison unit which compares the com-
parison value generated by the logic unit to the stored 1den-
tification number (frame ID).

In an example embodiment of the module according to the
present invention, the FPGA unit has a computing unit which
1s connected to a first transcerver via a first media access
controller (MAC) and to a second transceiver via a second
media access controller (MAC).

Example embodiments of the method according to the
present invention and of the real time data transmission sys-
tem according to the present imvention, as well as of the
module for real time data transmission according to the
present invention, are described below, with reference to the

attached figures, to explain the features of example embodi-
ments of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 a conventional Ethernet field bus system:;

FIG. 2 a block diagram of an example embodiment of the
real time data transmission system according to the present
invention, having a plurality of modules linked serially to one
another:;

FIG. 3 a block diagram of a possible implementation of a
module for real time data processing according to the present
invention;

FIG. 4 a block diagram for explaining the functioning of
the real time data processing system according to the present
invention;
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FI1G. § data diagrams for explaining the Ethernet data pack-
ets for transmitting measured data to a data processing unit

used 1n an example embodiment of the method according to
the present invention;

FIG. 6 a data diagram for explaiming the time slot method
for real time data transmission according to the present inven-
tion;

FIG. 7 a flow chart of an example embodiment of the
method according to the present invention for data transmis-
sion between modules that are serially connected to one
another:;

FIGS. 8a, 85, 8c examples for clarifying an allocation of
time slots 1n the method for real time data transmission
according to the present invention;

FIG. 9 an example of a possible time slice allocation
according to the method according to the present invention,
for five-bit wide masking values; and

FI1G. 10 a selection of the masking values shown in FIG. 9
for clarifying the setting of a periodicity in the time slice
allocation according to the method for real time data trans-
mission according to the present invention.

DETAILED DESCRIPTION

As may be seen 1 FIG. 2, a real time data transmission
system 1 includes at least one data processing unit 2, to which
a module chain 4 made up of modules 3 i1s able to be con-
nected. Module chain 4 includes N modules 3 that are serially
connected to one another. Modules 3 are any module or mea-
suring units which supply real time measured data. Modules
3 are linked to one another via a cable 5, first module 3-1 of
module chain 4 being connected via a cable 5-1 to data pro-
cessing unit 2. The data transmission medium or cable 5-i 1s
any data transmission cable. In an alternative example
embodiment, the data transmission between the modules
takes place 1 a wireless manner. In the specific embodiment
shown 1n FIG. 2, each module 3 includes two transceivers
PHY {for data transmission. Furthermore, each module
includes one FPGA unit (FPGA: field programmable gate
array).

Transceivers PHY are preferably transceivers for transmit-
ting Ethernet data packets. One of the two Ethernet transceiv-
ers 1s connected to an adjacent module of module chain 4, 1n
the direction towards data processing unit 2. An additional
module for the extension of module chain 4 may be connected
to the other FEthernet transceirver. Module chain 4 may be
extended at will. Furthermore, module chain 4 may be incor-
porated 1n, or mterconnected to any network topologies.

Data processing unit 2 1s normally a PC. Data processing,
unit 2, or rather, the master unit has access to the unit com-
posite made up of modules 3, which, as seen from master unit
2, 1s represented as an Ethernet unit having an MAC address.
The data packets are transmitted between modules 3 and
between module chain 4 and data processing unit 2 in a full
duplex mode, that 1s, in two communication directions that
are dependent on each other. The last module 3-N of module
chain 4 cyclically generates empty data packets. For this
purpose, the FPGA unit of last module 3-N includes a data
packet generator, which periodically generates empty data
packets which contain no useful data. The data packets
include only management data (header data) having in each
case a unique data packet number of the data packet. In an
example embodiment, the time slices or the data packets are
numbered through continuously on the data packet, so that, in
the case of a 16 bit-wide data packet number, data packet
numbers between 0 to 65.535 are yielded. The frequency with
which the data packet generator generates data packet num-
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bers 1s preferably adjustable. In this context, the frequency
t... at which the empty data packets will be generated by the
data packet generator of last module 3-N, 1s set in such a way
that 1t 1s equal to, or higher than the highest occurring mea-
sured data rate 1n modules 3 of module chain 4. An empty
Ethernet data packet without usetul data 1s generated per time
slice by the data packet generator.

The generated data packet 1s transmitted by last module
3-N of module chain 4 1n the direction towards data process-
ing unit 2, via the next module 3-(N-1) of the same kind. The
transmitted data packet has a unique data packet number
(frame number). As a function of the data packet number, the
next module forms a comparison value, and checks whether
the comparison value formed agrees with an i1dentification
number ({frame ID) that1s also provided in module 3-(N-1). IT
this 1s the case, the real time data available 1n the respective
module are embedded in the received data packet to generate
an extended data packet, while the latter 1s transmaitted to the
subsequent module. Module chain 4 transmits autonomously
the extended data packets thus formed outwards, which are
received, for mstance, by a PC 2, without module chain 4
having to recerve control commands from the PC 2. From the
point of view of module chain 4, the data reception signal path
1s completely independent of the data transmission signal
path, and 1s thus available with 1ts complete bandwidth, for
instance, for transmitting actuating control signals to appro-
priate modules 3 of module chain 4. Since modules 3 send the
real time data that are to be transmitted on their own, without
request to data processing unit 2, 1n modules 3-7 1n each case
no data memory 1s necessary, and also no memory manage-
ment. The logic present 1n each of modules 3 1s preferably
implemented by an FPGA unit (field programmable gate
array ). Minimal latencies for the data transport are achieved
thereby. Each module 3 of module chain 4 1s made up at least
of one first and second transceiver 3A, 3B as well as an FPGA
umt 3C.

FIG. 3 shows a preferred implementation of an FPGA unit
3C within a module 3 according to the present mvention.
Module 3-i has a terminal 6 for connection to a postconnected
module 3i-1, and a second terminal 7 for connection to a
preconnected module 3i+1.

The two terminals 6 and 7 are connected to the two Ether-
net transceivers 3A, 3B provided in module 3, via transform-
ers 8, 9. Transceiver 3A 1s connected via terminal 6 1n the
direction towards data processing unit 2, while transceiver 3B
1s connected via terminal 7 to additional preconnected mod-
ules 3 of module chain 4. In FPGA unit 3C of module 3 two
media access controllers (MAC) 10, 11 are provided. Media
access controllers 10, 11 control the access to the transmais-
sion medium. For this purpose, the two media access control-
lers 10, 11 are each connected respectively to the two Ethernet
transcervers 3A, 3B. A data decoupling unit 12, for decou-
pling useful data, and a data embedding unit 13, for inserting
uselul data are provided between the two media controllers
10, 11. The data packets coming from media access controller
10 are passed through, by data decoupling unit 12, unchanged
to media access controller 11. In data decoupling unit 12 there
1s a FIFO data memory that may be used for temporarily
storing the data packets arriving from media access controller
10. A frame parser (XCP) in data decoupling unit 12 analyzes
the data packets recerved and takes from 1t useful data des-
tined for module 3. For example, the XCP frame parser
decouples XCP datagrams that are embedded 1n the Ethernet
packets recerved, and stores them in an output temporary
memory 14. The criteria or parameters that state which XCP
datagrams are assigned to which module 3 are communicated
to data decoupling unit 12 by a microprocessor 19 of FPGA
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unit 3C, via an mternal interface INT. Microprocessor 19 may
be a NIOSII processor of the firm of Altera, for example. This
NIOSII processor 19 assumes all the essential configuration
tasks, in this context. The useful data decoupled by data
decoupling unit 12 are temporarily stored in output temporary
storage 14, and are subsequently output via a data output
interface of module 3.

A data embedding unit 13 1s also provided between media
access controller 10 and media access controller 11. Data
packets that are supplied by media access controller 11 to data
embedding unit 13 are analyzed by a frame parser (XCP)
within data embedding unit 13. as long as useful data or

measured data are present and additional criteria are satistied,
the usetul data are embedded by data embedding unit 13 in the
data packets recerved, or appended to them. Module 3i
embeds 1ts usetul data 1n a data packet or data frame recerved
by preconnected module 3i+1 1f a comparison value formed
as a function of the data packet number (frame number)
agrees with an 1identification number (frame ID) provided 1n
module 3i. The usetul data mnput via a data interface 16 are
temporarily stored in a useful data memory 17 and, upon
agreement of the comparison value with the data packet num-
ber, are appended to the respective data packet or embedded
in 1t.

FPGA umt 3C also includes a data packet generator 18,
which 1s able to be connected to media access controller 11 as
an alternative to transceiver 3B via a multiplexer contained 1n
it. Only 1n last module 3-N of module chain 4 1s data packet
generator 18 switched 1n, that 1s, the multiplexer shown 1n
FIG. 3 within data packet generator 18 1s switched over.
Media access controller 11 of last module 3-N of module
chain 4 therefore no longer receives data packets from the
outside via terminal 7, but receives data packets that are
generated by data packet generator 18 of last module 3-N.
Data packet generator 18 generates empty data packets which
contain no usetful data. The data packets each include only
management data or header data and are generated at an
adjustable frequency by data packet generator 18 of last mod-
ule 3-N. The management data included 1n the empty data
packets include a unique data packet number which 1s pret-
erably numbered through continuously. Data packet genera-
tor 18 1s preferably configured by NIOS-II processor 19. In
the process, data packet generator 18 preferably generates
cyclically complete UDP-IP-Ethernet frames which 1nclude
no useful data.

Besides NIOS-II microprocessor 19, module 3 includes a
memory control 20 for connecting a data memory 21. In one
preferred specific embodiment, for synchronization, syn-
chronization units 22 and 23, as well as a synchronization
control 24 are connectable to a timer module 235. Micropro-
cessor 19 1s connected via mternal interfaces INT to the two
media access controllers 10, 11 of data decoupling unit 12 as
well as data embedding unit 13.

FIG. 4 shows schematically the essential components of
the real time data transmission system according to the
present invention. Each of modules 3 has respectively a data
decoupling unit 12 and a data embedding unit 13. Data packet
generator 18-N 1s activated only 1n last module 3-N of module
chain 4. Data packet generator 18-N generates empty data
packets without useful data cyclically, at a specified fre-
quency.

FI1G. 5 shows the structure of UPD/IP Ethernet data packets
in an example embodiment of the method according to the
present invention at various locations 1n module chain 4, as
they are shown 1n FI1G. 4. The numbers given 1n the respective
little boxes state the bit width of the respective data bat field.
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As shown 1 FIG. SA, data packet generator 18-N gener-
ates the UDP/IP data packet shown there without useful data
content. Such a data packet or data frame 1s made up of
Ethernet information (Pre, SOF, DA, SA, Type and CRC), an
IP header or IP management data and a UDP header or UDP
management data. The structure of the Ethernet data packet 1s
given, for instance, inthe Standard IEEE802.3 or RFC 791 for
IP and RFC 768 for UDP at www.ric.net. The IP management
data include a data packet number (frame 1D) which includes
16 bits. The data packet number 1s incremented by one, for
instance, at each newly generated data packet by data packet
generator 18-N.

The data packet numbers are thereby continuously num-
bered, the number of different data packets being so large that
the data packet number 1s 1ssued uniquely 1n each case. The
frequency at which data packet generator 18-N generates the
empty data packets 1s preferably able to be set by processor 19
of the module, and amounts to 10 kilohertz, for example. The
frequency 1. at which data packet generator 18-N generates
the empty data packets at least as great as the highest mea-
sured data rate within module chain 4. The set frequency 1,
gives the distance in time between two data packets or frames.
The quantity of useful data which 1s able to be appended by
modules 3 within module chain 4 to a data packet or embed-
ded 1n 1t 1s a function of the selection, or rather, this frequency
{~.. The distance 1n time between two data packets, or their
periodicity, 1s calculated from:

1

TrRAME = f}v_c

During this time, at 100 Mbit Ethernet having a bit duration
of 10 nanoseconds per bit, the following number of bits 1s at
a maximum able to be transmitted, inclusive of the IP/UDP

header:

TFRAME
10 ns/bit

Bits Per Frame,,,, =

An empty data packet, as generated by data packet genera-
tor 18-N, 1s made up of 328 bits, inclusive of gap IFG (inter-
frame gap) that 1s to be provided between two data packets. In
order to transmit individual data packets that are not time-
controlled, time 1s reserved between two data packets, or
frames, for the transmission of 1000 bits, for instance. This
yields a maximum number of useful data bits that are able to
be appended to a frame or a data packet:

Usetul bits,, _=bits per frame,, _—528-1000

This means that, 11 one adds together the number of bits of
all appended or embedded usetul data or XPC datagrams,
which are appended by modules 3 of module chain 4 to the
generated data packet, this sum may not exceed the above
given value usetul bits,_ . This 1s ensured 1n the data trans-
mission system according to the present invention by a suit-
able selection of masking values and 1dentification numbers
in modules 3. In an example embodiment of the method
according to the present invention, the useful data are embed-
ded by a module 3 1n each case 1n a recerved data packet, for
generating an extended data packet, only 1f an 1dentification
flag has been set in the received data packet. This 1dentifica-
tion flag 1s preferably formed by a bit in the TOS field of the
IP header. This bit may be, for instance, the so-called delay bat
in the TOS field of the IP header. With the aid of the 1dent-
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fication flag or the set delay bit, data embedding units 13 of
the postconnected module 3 distinguish whether the recerved
data packets are data packets for accommodating measured
data or other Ethernet data packets, such as Ethernet data
packets that are generated by a microprocessor 19. With each
generated data packet, data packet generator 18-N increases a
value 1 ID fields 1, and automatically calculates check sum
data fields head CS and CRC. On their way to data processing
unit 2, the data packets thus generated run through all data
embedding units 13-; of modules 3 provided in module chain
4.

FIG. 5 makes clear the embedding and the appending of
uselul data 1n a recerved data packet. Each data embedding,
unit 13 includes a first register for storing a configurable
masking value (frame mask) and a second register for storing
a configurable 1dentification number (frame ID). Preferably,
both values have a bit width of 16 bats.

In an example embodiment of the method according to the
present invention, measured data for a received data packet
are embedded or appended by a module 3 if the following
three conditions are satisfied:

It1s first checked by data embedding unit 13 whether usetul
data or network data are available or present at module 3.

Data embedding unit 13 then checks whether the 1dentifi-
cation flag has been set within the recerved data packet. To do
this, for instance, the data embedding unit checks whether the
delay bit1s setin the TOS field of the IP header of the recerved
data packet.

Subsequently, the data embedding unit carries out a logical
linking ofthe data packet number (frame number), received 1n
the recetved data packet, with the stored masking value, in
order to generate a comparison value. The data packet number
(frame number) 1s preferably linked with alogical AND to the
masking value (frame mask), to form a comparison value,

(frame Mask)AND(frame Number)=frame ID'

The comparison value frame ID' thus formed 1s then com-
pared to 1dentification number (frame ID) stored 1n the mod-
ule, and 1t 1s checked whether the two values agree. It the
logically generated comparison value (frame ID') and the
identification number (frame ID) stored in the module agree,
the available usetul data of module 3 are appended to the data
packet to be received or embedded in 1t to produce an
extended data packet.

As shown 1n FIG. 55, the useful data are preferably embed-
ded as a complete XCP data packet in the Ethernet data
packet. The XCP datagram 1s made up of fields LEN, CTR;
PID, FILL, DAQ and the useful data. Data embedding umit 13
further calculates, 1n real time, the values for the fields total
LEN, Head Cs 1n the IP header as well as length 1n UDP
header and 1n Ethernet CRC. In the configuration of 1dentifi-
cation number (frame ID) and masking value (frame mask) 1in
data embedding unit 13, for each module 3 space may be
reserved for measured data and useful data in the Ethernet
data packets. From the selection of the masking values and the
identification number (frame ID), various possibilities come
about for reserving the available bandwidth in the data pack-
ets.

The appending and embedding of data takes place succes-
stvely 1n each module 3 of module chain 4.

FIG. 6 schematically shows a reservation of time slots in
the method according to the present mnvention for real time
data transmission. Data packet generator 18-N of last module
3-N of module chain 4 cyclically or periodically generates
empty UDP/IP Ethernet data packets, the period being set 1n
such a way that all modules 3 of module chain 4 are 1 a
position of embedding measured data or useful data 1n a
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suificient volume 1n a recerved Ethernet data packet. By the
selection of the masking values and the identification number
(frame ID), a different bandwidth may be reserved for the
different modules 3. The bandwidth 1s reserved, for example,
as a Tunction of the importance or the priority of the useful
data made available. In the example shown in FIG. 6, the
volume of the useful data appended by modules M1 and M2
1s greater than the volume of the useful data of modules M3,
M4 and M3S. Since each Ethernet data packet has aunique data
packet number, the logical linking with the configured mask-
ing value (frame mask) changes 1n response to each recerved
data packet. By the suitable selection of the masking values
(frame mask) and i1dentification number (frame ID), a vari-
able time slot scheme may be implemented. The time basis for
clock pulsing of the measured data recording 1s preferably
generated 1n the measuring units or modules 3-i. The method
according to the present imnvention does not assume that mod-
ules 3-i are synchronized with one another 1n time, that 1s, that
the local time basis runs exactly the same for all modules 3.
However, a synchronization of the respective local time bases
1s preferably provided so that measured data from different
modules 3 are able to associated with one another 1n time. A
synchronization ensures that the local time bases of modules
3 do not run apart from one another over the operating time.
The maximum absolute difference of the local time bases
preferably amounts to less than one microsecond.

FIG. 7 shows a simple tlow chart to explain the functioning,
of the method according to the present mvention, for the
transmission of data between modules 3 that are serially
connected to one another. FIG. 7 shows the embedding or
appending of useful data by a module 3-i of module chain 4.
It a module 3-i receives a data packet 1n step S-0, 1n step S1 1t
1s first checked by data embedding unit 13 whether an 1den-
tification flag has been set, that 1s provided 1n the management
data of the data packet, that indicates that data may be embed-
ded 1n the data packet. If this 1s so, data embedding unit 13
subsequently checks 1n step S2 whether a logical comparison
value, formed as a function of the data packet number, agrees
with an 1dentification number (frame ID) configured 1n the
module. For this, the data packet number 1s preferably linked
logically AND with a configured masking value to form a
comparison value, and 1s subsequently compared to the 1den-
tification number. If the comparison value 1s 1dentical to the
identification number, data embedding unit 13 subsequently
checks 1n step 3 whether measured data are present or avail-
able in module 3. If this 1s also the case, 1n a step S4, measured
data or usetul data are preferably embedded 1n or appended to
the received Ethernet data packet as an XCP datagram. The
process end in step S5.

As one may see 1n FIG. 7, the measured data or useful data
are only added to the recerved data packets 11 three conditions
are satisfied, which are tested in steps S1, S2, S3. The
sequence ol the checking of the various conditions 1s arbi-
trary, and thus one may check first whether measured data are
present, and only then check the other two conditions.

Data embedding unit 13 embeds useful data 1n data packets
which are transmitted starting from last module 3-N of mod-
ule chain 4 to data processing unit 2. In the opposite direction,
data decoupling unit 12 decouples data which are transmatted
by data processing unit 2 1n the direction towards last module
3-N of module chain 4. With the aid of the management data
or header data of the data packet transmitted by data process-
ing unit 2 to module 3, the data packets destined for the
respective module 3 are recogmized and the useful data
included in them are decoupled by data decoupling unit 12.

FIGS. 8a, 8b, 8¢ show various examples to explain the
functioning of the method according to the present invention




US 8,289,959 B2

11

for real time data transmission. In FIGS. 8a, 85, 8¢ the time
axi1s 1s plotted from top to bottom. The numbering to the left
of the axis indicates the data packet number of the data pack-
ets, which 1s generated by data packet generator 18-N of the
last module 3-N. The frame frequency or data packet fre-
quency 1n the given example amounts to 10 kilohertz. At a
data transmission of over 100 megabits Ethernet, this means
that each successive Ethernet data packet 1s able to contain
10,000 bits, including the inter-frame gap. In the diagrams of
FIGS. 8a, 8b, 8¢, going from left to right, the time duration, or
rather, the length of an Ethernet data packet 1s plotted 1n bits.
Each Ethernet data packet includes an empty data packet not
having useful data generated by the data packet generator.
This empty data packet includes about 500 bits. This propor-
tion 1s present 1in every Ethernet data packet. In addition,
about 2,000 bits are provided as interframe gap or gap
between two successive measured data frames. These tempo-
ral gaps of about 2,000 bits are provided for fitting other
Ethernet data packets into the data tlow which are sent by the
a microprocessor of module 3 to data processing unit 2. The
multiplexing of the measured data-data packets and of the
other Ethernet data packets generated by the microprocessor
takes place automatically in the media access controllers of
modules 3. Each Ethernet data packet 1s thus still able to be
character-filled 1n the given examples with approximately
7,500 bits of usetul data.

In the example shown 1n FIGS. 8a to 8¢, 90 modules 3-i are
provided which each have eight measuring channels.

Ten first modules 3 have a data recording rate of 10 kilo-
hertz. The length of an appended XCP datagram 1s calculated
as:

64 bit [XCP overhead]+32 bit [time stamp|+(8*16
bit)[measured data]=224 bit

Twenty additional modules 3 have a recording rate of 1
kilohertz, in the example given. The XCP datagram length
also amounts to 224 bits per module. The remaiming modules
3 have arecording rate of 10 Hertz. The XCP datagram length
also amounts to 224 bits per module.

In the given example, the bandwidth for the first ten mod-
ules 3 1s reserved which each have a data recording rate of 10
kilohertz. The measured data frequency of these modules 3
corresponds to the frequency at which data packet generator
18-N generates the empty data packets. That 1s why 1n each
Ethernet data packet that 1s generated by data packet genera-
tor 18-N, space for usetul data of these modules has to be
reserved. Data embedding units 13 of all these first ten mod-
ules 3 are therefore configured using the following values:

masking value(frame mask)=identification number
(frame I1D)=00000000 00000000(binary)

The logical linkage:
(frame mask)AND(frame number)=frame ID

1s therefore fulfilled 1n these modules for each data packet
number. The data packets shown 1n FIG. 8a are composed of
the 500 bits of an empty data packet and of useful data which
are distributed uniformly over all the data packets.

FIG. 8b shows the situation 1n which space for useful data
1s reserved for the additional 20 modules 3, which each have
a data recording rate of 1 kilohertz. For this, space in every
cighth data packet 1s reserved for the accommodation of
usetul data, in the example given. The logical linkage:

(00000000 00000111)AND(Frame-Number)=
(00000000 00000001)

1s satisfied for each data packet having data packet number 1,
9, 17, etc.
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The hatched bars 1n FIG. 85 retlect the bandwidth reserved
for the 20 additional modules 3.

FIG. 8¢ shows the situation after space for the further 60
modules 3 has subsequently been reserved which work at a
data recording frequency of 10 Hz.

In data frame having number 1, there 1s only space for three
more modules. These three further modules 3 receive the

tollowing configuration values:

Frame 1D=00000000 00000001
FrameMask=00000001 11111111

FrameMask AND frame Number=tramelD)

1s then satisfied for data packets having data packet numbers
1,513, 1023, etc.

Of the remaining 57 modules 3, which work ata 10 Hz data
recording frequency, space or bandwidth 1s reserved 1n the
data packets having data packet numbers 2, 514, 1026, etc.

For this purpose, these modules 3 are provided with the
tollowing configuration values:

FrameID=00000000 00000010, frame-
Mask=00000001 11111111

The usetful data of 23 of the 57 modules fit into the second
data packet, that 1s, having data packet numbers 2, 514, 1026.
The next 23 of the 57 modules 3 {it into the third data packet,
and are fitted 1nto the data packets having data packet num-
bers 3, 515, 1027. These modules 3 recetve the following
configuration values:

FramelD=00000000 00000011,

FrameMask=00000001 11111111

Finally, of the 60 modules, 11 modules are still left over
(57-23-23=11). For these modules 3, space 1s reserved in the
data packets having data packet numbers 4, 516, 1028, etc.

The diagrams in FIGS. 8a, 85, 8c show bars which only
indicate the reservation of the corresponding bandwidth. The
position of individual XCP datagrams of modules 3 within the
data packets may be arbitrary, and depends on the position of
the corresponding module 3 within module chain 4.

The assignment of the bandwidth for the various modules
3 takes place using a respectively configured masking value
(frameMask) and using an identification number (framelD).

The periodicity with regard to the data packet number for
reserving space and bandwidth 1s set by a suitable selection of
these two values. In an example embodiment of the method
according to the present invention, the value range for the
configurable masking value (frameMask) 1s restricted 1n such
a way that the value has a rnight-aligned group of one’s within
a binary value including 16 bits (0000000000000001,
0000000000000011, 0000000000000111, etc.). This corre-
sponds to masking values 1,3,7,15, 31, as shown 1n FIG. 10.
To make 1t simple, a scheme having S-bit wide values 1s given
there. As may be seen 1in FIG. 10, the periosicity may be
established by the selection of the masking value (frame-
Mask). For instance, for frameMask=1, space for usetul data
1s reserved 1n every second data packet. For frameMask=2,
space for useful data is reserved 1n every fourth data packet.
For frameMask=7, space for useful data 1s reserved 1in every
eighth data packet, etc. Thus, because of the time slots, data
packet separation distances of 2" are able to be implemented,
n being the bit width of the right-aligned group of one’s of a
masking value (frameMask) in binary representation. As may
be seen 1n FIG. 10, the value of the identification number
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(frame ID) shiits the time scheme by a number of frames or
data packets which corresponds to the value of the 1dentifi-
cation number.
FIG. 9, for instance, shows the situation for all masking,
values (frameMask) having a bit width of 5 bits. IT all values
of the marking values and the idenfification number
(framelD) are admissible, different possibilities come about
for distributing time slots to the different modules 3.
The method according to the present invention for trans-
mitting data does not assume that the Ethernet will be used as
the physical transmission medium. Moreover, the method
according to the present invention 1s also not restricted to
XCP as the usetul data protocol. In principle, the data trans-
mission method according to the present invention may be
used on every physical transmission medium on which full
duplex operation 1s possible.
In an example embodiment, the comparison value 1s
formed by a logical linking of the data packet number (frame
number) included in the received data packet with a masking,
value (frameMask) configured in module 3.
In an alternative example embodiment, the comparison
value 1s formed by the data packet number itself. In this
specific embodiment, a list of numbers 1s stored 1n module 3.
The data packet number of the arriving data packet 1s com-
pared by module 3 with all entries 1n this list. In response to
agreement of the data packet number with one of the stored
numbers, useiul data are appended to the received data packet
or embedded 1n 1t by module 3, for generating an extended
data packet.
What 1s claimed 1s:
1. A method for transmitting data between electronic pro-
cessing modules that are serially connected to one another,
comprising;
transmitting a data packet having a unique data packet
number from a first module to a second module;

forming, using a processor 1n the second module, a com-
parison value as a function of the unique data packet
number; and
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embedding, using a processor of the second module, usetul
data of the second module 1n the data packet recerved by
the second module, 11 the comparison value formed as a
function of the unique data packet number agrees with
an 1dentification number provided in the second module;
wherein the modules that are serially connected to one
another form a module chain which 1s connected to a
data processing unit, which processes the data transmit-
ted in the data packets, and wherein the module of the
module chain that 1s farthest removed from the data
processing unit has a data packet generator which peri-

odically generates empty data packets that contain no
usetul data.

2. The method according to claim 1, wherein a frequency,
at which the data packet generator of the last module gener-
ates the empty data packets, 1s set so that 1t 1s equal to or
greater than a highest measured data rate occurring 1n the
modules of the module chain.

3. The method according to claim 1, wherein the data
packets generated by the data packet generator have 1n each
case management data having a respective unique data packet
number of the data packet.

4. The method according to claim 1, wherein the data
packet generator continuously numbers through the gener-
ated empty data packets.

5. The method according to claim 1, wherein the data
processing unit transmits data packets, which include output
data and actuating data as usetul data, to the modules of the
module chain.

6. The method according to claim 5, wherein each module
of the module chain recognizes the data packets respectively
destined for the module with the aid of the management data
of the data packets transmitted by the data processing unit to
the module, and decouples the usetul data contained in them.
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