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METHOD AND APPARATUS TO DETECT
UNAUTHORIZED INFORMATION
DISCLOSURE VIA CONTENT ANOMALY
DETECTION

RELATED APPLICATION

This application 1s based on and claims priority and benefit

of provisional U.S. Patent Application Ser. No. 60/449,464,
filed Feb. 25, 2003.

FIELD OF THE INVENTION

The present invention relates generally to auditing infor-
mation access on computing devices, and more particularly,
to an apparatus and method to monitor and detect anomalies
of information content flows.

BACKGROUND OF THE INVENTION

The 1mvention 1s based on the experience that within an
organization, the content information flows, especially
involving critical, day-to-day, work-related information, has
certain “‘stickiness” properties. Stickiness comes from:

1. Content with time—critical information (or at least its
marker) does not change frequently, and should have
high correlation with time.

2. Content with user—users consume and communication
information content related to their “domain™ expertise
and role within the organization. The domain expertise
and role within the organization does not change fre-
quently, and as such content should be strongly corre-
lated with the user.

The property of content stickiness can be characterized and
trended for specific organizations and communities of users,
content, and networks. We believe that trending can lead to a
development of a “prototypical” or “normal” behavioral
model of content communication. We further believe that any
anomalies within this model point to potential information
security problems. For instance, an anomaly can point to an
instance of unauthorized disclosure of critical information.
Additionally, certain types of anomalies can be rare content
events, which can point to “critical” information that must be
strongly secured.

The current invention captures the above 1dea via a content
monitoring, analysis, and anomaly detection system. The sys-
tem as described here 1s a software-based appliance, which
can filter network traific, re-constitute content messages, and
carry out analysis and anomaly detection. Without loss of
generality, the key intellectual property within this appliance
1s the 1dea of correlating content, users, time, and space, and
developing trends and detecting anomalies at the information
layer. This intellectual property 1s equally applicable i dii-
ferent implementations; such as to detect anomalies 1n data-
base retrievals, or for software-based anomaly detection
within specific applications such as for content scanming
email systems, or alternatively for software-based anomaly
detection for stored data content on PCs and laptops etc. A
reasonable practitioner in the field of security and software
should be able to construct these implementations based on
the information provided in this document.

SUMMARY OF THE INVENTION

We describe the mvention of a new method and apparatus
to monitor and detect anomalies of information content flows.
The invention can be applied to momtor flow of information
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2

content across any network or within any application. The
invention 1s unique in two respects—

1. Technology: Monitoring and analysis 1s based on trend-
ing and anomaly detection at the information or content-
level. There have been earlier applications of anomaly
detection, but for lower-level activities such as intrusion
detection (network-layer or system-layer), or for spe-
cific application activity monitoring such as transaction
monitoring (credit cards). Information content layer
activities are much broader and complex than network-
layer or system-layer activities.

2. Application: The current invention has several unique
risk assessment applications 1n the information content
security arena.

a. Unauthorized Information Disclosure: The invention
can detect anomalies based on correlation of informa-
tion flow, users, and time. These anomalies can be
used to discover “unauthorized information disclo-
sures’ from confidential information repositories,
without requiring to know the specific type of infor-
mation being disclosed.

b. Content Usage Analysis: The mvention can analyze
content usage and classily content based on rare 1nfor-
mation exchanges versus common and widely shared
information exchanges. This can lead to discovery of
“critical” information assets within the organization.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1llustrates the basic architecture of Content Moni-
toring and Anomaly Detection invention (CMAD).

FI1G. 2 illustrates the high-level schema of CSTU Database.

FIG. 3 1llustrates sample content distribution vector (CDV)
for content.

FIG. 4 1llustrates User Content Signature Frequency Dis-
tribution table

FIG. § 1llustrates User Content Signature Time Distribu-
tion table

FIG. 6 1llustrates User Content Signature Location Distri-
bution table

FIG. 7 illustrates Content Signature Frequence Process

DETAILED DESCRIPTION OF THE INVENTION

We describe the invention of a new method and apparatus
to monitor and detect anomalies of information content flows.
The 1nvention can be applied to momitor flow of information
content across any network or within any application. The
invention 1s unique in two respects—

1. Technology: Monitoring and analysis 1s based on trend-
ing and anomaly detection at the information or content-
level. There have been earlier applications of anomaly
detection, but for lower-level activities such as intrusion
detection (network-layer or system-layer), or for spe-
cific application activity monitoring such as transaction
monitoring (credit cards). Information content layer
activities are much broader and complex than network-
layer or system-layer activities.

2. Application: The current mvention has several unique
risk assessment applications in the information content
security arena.

a. Unauthorized Information Disclosure: The invention
can detect anomalies based on correlation of informa-
tion flow, users, and time. These anomalies can be
used to discover “unauthorized information disclo-
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sures”’ from confidential information repositories,
without requiring to know the specific type of mifor-
mation being disclosed.

b. Content Usage Analysis: The invention can analyze
content usage and classily content based on rare infor-
mation exchanges versus common and widely shared
information exchanges. This can lead to discovery of
“critical” information assets within the organization.

Next, we describe the details of the invention. We believe
that these details are adequate for a practitioner, skilled 1n the
art, to develop an information assessment apparatus.

Prior Art

Classically, intrusion detection has been approached by
classiiying mis-use (via attack signatures)[Escamilla, Lipp-
man et al] or via anomaly detection. [LaPadula] provides a
good summary of various intrusion detection techniques 1n
the literature. Various techniques used for anomaly detection
include using strings|[Forrest et al.], logic-based[Ko et al.], or
rule-based [ Anderson et al.].

A classical statistical anomaly detection system proposed
to address network and system-level intrusion detection 1s
presented 1n IDES/NIDES[Javitz, Jou]. In general, statistical
techniques overcome the problems with the declarative prob-
lems logic or rule-based anomaly detection techniques.

Traditional use of anomaly detection of accesses 1s based
on comparing sequence ol accesses to historical “learnt”
sequences. Significant deviations in similarity from normal
learnt sequences can be classified as anomalies. Typical simi-
larity measures are based on threshold-based comparators
(such as the ones used in [Lane97, Lane]), non-parametric
clustering classification techniques such as Parzen windows

| Fukunaga90], or Hidden Markov models [Rabiner90].

Our problem of content-based anomaly detection has a
unique challenge 1n that the content set itself can changes with
time, thus reducing the effectiveness of such similarity-based
learning approaches. Instead we propose the use of higher-
level behavioral models (e.g., memory) to classily between
anomalies and legitimate access to information.

Invention Description
The basic architecture of the invention 1s indicated 1n FIG.

1. For brevity, we will refer to the invention as CMAD (Con-
tent Monitoring and Anomaly Detection). The CMAD as
described 1s a software-based appliance installed on a net-
work.

We will describe each module separately—

1. PDU Filtering—The PDU Filtering module 10 mspects
cach packet on the network in a promiscuous mode.
CMAAD 1s assumed to be installed as a tap on the
network. The packets are filtered based on a variety of
layer 2 through layer 7 protocols. Only meaningful
packets representing “information content” are retained.
Packets representing information content are indicated
by protocols and applications of 1nterest, such as docu-
ment application (e.g., Notes, Documentum, Word,
etc.), data-base access protocol (e.g., SQL—both que-
ries and retrievals), application protocols (e.g., smtp,
telnet, 1tp, rcp, http, etc.), and certain file systems pro-
tocols. Packets that do not meet with these criternia are
discarded.

2. Content and Message Decoding—The content and mes-
sage decoding module 12 1n FIG. 1 decodes the packets
based on knowledge and semantics of the specific appli-
cation or protocol, and the type of encoding used by the
application. For instance, 11 this document were to be
accessed across the network by a Word Application, the
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4

module would be able to decode the “text” words within
this document as 1t was loaded across the network where
the invention was installed.

Alternatively, 1f this document were to be emailed to an
email client within the enterprise, the module would be able
to decode the “text” words within world document, as part of
an attachment to an SMTP message. Further, the module
notes the delineation of new message boundaries, so that
decoded content text words can be classified into their respec-
tive messages.

3. Content Analysis and Signature Computation—The
content analysis and signature computation module 14
in FIG. 1 first achieves real-time mapping of message
words 1nto a content distribution vector (called CDV).
The CDV 1s a quantitative representation of the content
message that seeks to retain the information theoretic
value of the content. One candidate method for dertving
CDV 1s based on creating a frequency-based distribution
of the key text words in the message. The module further
derives a compact statistical signature from the content
distribution vector, called a Content Signature. The con-
tent signature summarizes the content using numeric
values. The key advantages of deriving a content signa-
ture 1s that profiling and anomaly detection can be done
on the basis of statistical analysis of content signatures.

4. CSTU Association and Storage—The CSTU association
and storage module 16 1n FIG. 1 stores the content, along,
with the user 1dentity from the message payload, time,
and location (source and destination IP addresses of the
PDU) nto a database called the CSTU Database. (CSTU
stands for the associated combination of content, space,
time, and user). The complete content object as stored
internally 1s made up of three types of sub-fields—Con-
tent Handle, Content Distribution Vector, Content Sig-
nature and additional content attributes. The high-level
schema of the CSTU database 1s shown i FIG. 2.

Examples of content handle 26 in FIG. 2 can include the
specific file name of the content, or the request query
string that will result 1n the actual content as a response
in a database transaction. The content distribution vector
28 1n FIG. 2 and the content signatures 30 1n FIG. 2 have
already been described above. The content object can
also include additional content attributes 32 in FIG. 2,
which can be used for anomaly processing and addi-
tional reporting purposes. These attributes can include
the content type (e.g., excel document vs. word docu-
ment), content length (bytes for example), content hash
(unique representation of the content), content encoding,
information, content properties (including ownership 1f
relevant, time of creation, read/write/execute permis-
sions, and encryption, password protection status).

5. CSTU Mining—The CSTU Mining module 18 in FIG. 1
periodically examines CSTU database and derives the
“prototypical” model of content, users, and time. The
specific technique used for CSTU Mining 1s based on
statistical clustering, filtering, and distance-based met-
rics. Alternative machine learning techniques can also
be used for CSTU Mining, such as neural networks or
rule-based expert systems. The CSTU table information
1s periodically deleted (aged) from the database as con-
figured by the administrator. The aging period 1s also
called “averaging interval” and typically 1s on the order
of several days depending on the nature of the mining
algorithm, the organization, type of information being
monitored, users, etc.

6. Anomaly Detection—The Anomaly Detection module
20 1n FIG. 1 detects “strong” deviations from the proto-
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typical model established by the CSTU Mining module.
Strong deviations are characterized by anomaly detec-
tion rules on various combinations of user, content, loca-
tion, time entities. Any anomalies are diverted to
Anomaly Processing module for further filtering and
processing.

7. Anomaly Processing—The objective of the Anomaly
Processing module 20 in FIG. 1 1s to filter the anomalies
so as to mimmize “false alarms™ and increase the “pre-
cision” of anomalies. The Anomaly Processing achieves
this using a variety of techniques including:

a. Positive correlation with past security violation events
b. Negative correlation with past false alarms or non-
events

The output of the Anomaly Processing modules 1s a report
listing the anomalies, their corresponding content sig-
natures, content handles, user 1ds, access time and loca-
tion. This report should be comprehensive enough for
security administrators to investigate the root cause
behind the content anomalies. Consistent anomalies that
are detected close to 100% with low false alarms can be
eventually classified by “pattern” of misuse. Such
anomalies can be detected in real-time, leading to a
variety of responses, including real-time alerts, request
of additional validation, or denial of access.

Content Analysis and Signature Computation

Our content analysis method first mvolves mapping the

content into a Content Distribution Vector (CDV). The CDV
represents the frequency of each word 1n the content. Each
word 1n the CDV occupies a location corresponding to its
lexicographic location within the vocabulary of the enter-
prise. F1G. 3 1llustrates a sample CDV of content.

The next step 1s to represent the CDV and the content with

a compact content signature. A content signature should have
the following properties:

1. unmiqueness—content signatures should be able to
umquely represent a certain content

2. clustering property—content signatures should be able
to “aggregate” similar content

3. ordering property—content signatures should allow
simple “distance” or “ordering’” operations

4. computational property—content signatures should

aiford easy real-time computation
Our approach of anomaly detection for unauthorized dis-
closures does not 1tself depend on the choice of the content
signatures, so we will simply outline a set of candidate con-
tent signatures. Depending on the application, the choice of
one versus the other may be more appropriate. One candidate
1s based on moment statistics: content signatures could be
simply the n-dimensional moment statistic of the CDV. Thus,
a 2-dimensional content signature would consist of the mean
of the CDV, and the standard deviation of the CDV. Another
candidate 1s simply the use of “hash’ to convert content into
a number. (Hash may offer semi-uniqueness, but does not
offer ordering or clustering required in the list above). Alter-
native candidates are the use of document clustering tech-
niques (such as described 1n [Stemnbech et al.], including
K-means based clustering and agglomerative hierarchical
clustering) where all the documents that classily into one
cluster share the same (or very similar) content signatures. In
general, the 1dea behind content signatures 1s to permit clus-
tering of documents based on their content.
CSTU Mining

The CSTU Mining framework 1s based on establishing a
relationship between various entities including content, user,
location, and time. In this invention, we use a statistical
approach to develop relationship between these entities. We
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6

assume that these entities are stored 1n a relational form 1n the
CSTU database. The CSTU Mining algorithm examines the

CSTU database by analyzing the relationships and creating a
statistical profile of the entities 1n three derived tables.
6.1 User Content Signature Frequency Distribution Table

(UCSFD)
FIG. 4 illustrates the UCSFD, and should be selif-explana-
tory. The UCSFD can help construct a frequency view of all

the content signatures accessed by a user.
6.2 User Content Signature Time Distribution Table (UC-
STD)

FIG. S 1illustrates the UCSTD, and indicates how it can help
construct a time distribution of all the content accesses by a
user.

6.3 User Content Signature Location Distribution Table (UC-
SLD)

FIG. 6 illustrates the UCSLD, and shows how 1t can help
construct the location distribution all the content accesses by
a user.

CSTU Anomaly Detection

The CSTU Anomaly Detection framework expresses
anomalies 1n terms of the behavioral relationships of entities
such as content, users, time, and location. To devise these
relationships, we will define four deviation conditions that are
helptul to detect anomalies. The four deviation conditions are
as following:

1. Memory Deviation Condition:

Usually, authorized access of confidential information
revolves around a small set of contentrelevant to a user’s
role within an organization. As organizational roles
change, projects change, leading to change 1n activities
and subsequently a change in their corresponding con-
tent signatures. However, even in cases with these
changes, 1t 1s expected that a legitimate (authorized)
information access by users will have some correlation
with time. This correlation 1s also referred to as memory.

The memory deviation condition seeks to capture informa-
tion access that does not exhibit “expected” level of
memory. Such deviants are also referred to as content
transients.

A memory deviation condition 1s captured by determining
for every user, and for each piece of content, the time
evolution of the variable representing the frequency of
content signature across each averaging interval. This
evolution 1s referred to as the Content Signature Fre-
quency process, CSFE(t), in FIG. 7. A transient in this
variable represents a memory deviation condition. FIG.
7 shows a transient.

Algorithmically, a transient can be captured by determin-
ing the second derivative (or equivalent discrete compu-
tation) of the variable representing the frequency of con-
tent signature. If the second derivative is an outlier', that
1s exceeds a certain memory deviation threshold MDT, a

transient 1s declared.

'Our approach of identifying outliers is based on distance-based thresh-
olding. Threshold can be accomplished i any number of commonly
known techniques—an example 1s setting threshold at mean +K.o,
where mean is the sample mean of the measurements, ¢ is the sample
standard deviation, and K 1s an integer threshold parameter designed
around the distribution of the measurement. Outlier conditions can be
identified on a level-basis (1.e. crossing the threshold), or on a smoothing
majority window-basis (1.e. crossing level X out of Y times in a

sequence), or other alternative formulations.
Rule: If for content CS’,
at time t=t2, d*CSF’(t)dt*>MDT,
then a memory deviation 1s said to occur at time t2.
2. Rare Content Condition:
Usually, the authorized access of confidential information
revolves around frequent access of a small set of content
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relevant to a user’s role within an organization. Thus,
any mformation content that 1s rarely accessed (espe-
cially combined with other deviation conditions) can be
a good candidate to lead to a potential unauthorized
disclosure activity.

A rare content condition 1s captured by examining the User
Content Signature Frequency Distribution Table for
cach user. A rare occurrence within this table 1s a rare
content condition. FIG. 4 shows a rare content condition
as marked by the alphabet R.

Algorithmically, a rare content condition can be captured
by 11 the frequency of any content signatures falls below
expected threshold of access frequency AFT over the
averaging interval.

Rule: I for user 1, and content j,
UCSFDY<AFT,
then the user 1’s access of content 1 qualifies as a rare
content condition.

3. Time Deviation Condition:

We expect usual authorized access of confidential informa-
tion to be around fairly predictable times of access,
specific to a user, and users’ role within the organization
Any strong deviation from the historical time of access
can be a good candidate to lead to a potential unautho-
rized disclosure activity.

A time deviation condition 1s detected by examining the
user content time access distribution for each user. Any
outliers on this distribution point to time deviations.
Standard statistical metrics can be used to quantify out-
liers. FIG. 5 1llustrates an example of a time deviation
condition.

Rule: I for user 1,

UCSTDY is an outlier, the user i’s access of content ]
qualifies as a time deviation condition.

4. Location Deviation Condition:

We expect usual authorized access of confidential informa-
tion to be around fairly predictable” locations of access,
specific to a user, and users’ role within the organization.
Location can be quantified by the combination of source
and destination protocol addresses (such as IP
addresses) contained within the content messages. Any
strong deviation from the historical addresses of access
can be a good candidate to lead to a potential unautho-

rized disclosure activity.

2 The assumption is that even with dynamic IP address protocols such as
DHCEP, the typical IP addresses of desktops remain fairly static. If this 1s
not the case, additional mechanisms such as cookies can be used to detect

persistence of a specific user machine.

A location deviation condition 1s detected by examining
the user content location access distribution for each
user. Any outliers on this distribution point to location
deviations. Standard statistical metrics can be used to
quantity outliers. FIG. 6 illustrates an example of a
location deviation condition.

Rule: I for user 1,

UCSLDY is an outlier, the user i’s access of content j
qualifies as a location deviation condition.

The foregoing merely illustrates the principles of the

present invention. Those skilled 1in the art will be able to
device various modifications, which although not explicitly
described or shown herein, embody the principles of the
invention and are thus within its spirit and scope.

The above mentioned mnvention has been implemented 1n a
specific embodiment. One nstance of definition of criticality
information 72 on the IAM 1s by means of a graphical user
interface, as shown 1n FIG. 4. The TAA 1s implemented on
user computers and generates results that are uploaded to the
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IAM. FIG. 5 shows one embodiment of the results when
uploaded to the IAM and viewed by the graphical user inter-
face on the JAM.

FIG. 5(a) 74 shows the color coded organization level
critical information, 5(b) 76 shows the distribution of critical
information, 5(c) 78 shows the distribution of critical infor-
mation at a computer level, and 5(d) 80 shows the details of

critical information collected from a specific IAA.
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What 1s claimed 1s:
1. A method of performing an application layer semantic

analysis to detect information access anomalies, comprising:

a) capturing data packets;

b) filtering the captured data packets to detect information
content,

) processing packets based on semantics of an application
or protocol;

d) generating a quantitative representation;
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¢) deriving a content signature from the quantitative repre-
sentation;

1) dertving a prototypical model that includes a frequency
view of a set of content signatures accessed by a given
user, where the set of content signatures are indicative of
content that 1s changing over time; and

g) detecting an application layer information access
anomaly by using a semantic analysis to detect a given
deviation from the prototypical model.

2. The method, according to claim 1, where the prototypi-
cal model also includes a time distribution of a set of content
accesses by the given user.

3. The method, according to claim 1, where the prototypi-
cal model also includes a location distribution of a set of
content accesses by the given user.

4. The method, according to claim 1, where the quantitative
representation 1s captured as a content distribution vector that
captures a frequency based distribution of key words 1n the
message.

5. The method, according to claim 1, where the content
signature 1s computed based on a moment statistic.

6. The method, according to claim 1, where the content
signature 1s computed as a hash of the information content.

7. The method, according to claim 1, where the content
signature 1s computed via a document clustering technique
where documents that share content signatures are classified
together.

8. The method, according to claim 1, further including
storing the information content, the content signature, and
one or more attributes, where the attributes include one of:
user 1dentity, location of access, time of access, content type,
content length, content hash, content encoding, and one or
more content properties.

9. The method, according to claim 1, where mining 1s based
on statistical clustering and distance based metrics.

10. The method, according to claim 9, where a statistical
metric includes frequency of all content signatures accessed
by a user.

11. The method, according to claim 9, where a statistical
metric includes time of all content signatures accessed by a
user.

12. The method, according to claim 9, where a statistical
metric includes location of all content signatures accessed by
a user.

13. The method, according to claim 1, where the prototypi-
cal model 1s dertved by mining a content database.

14. The method, according to claim 1, where mining may
be augmented by content aging, where information 1s peri-
odically deleted from the content database.

15. The method, according to claim 14, where content
aging 1s a function of a mimng algorithm and a type of
information being monitored.

16. The method, according to claim 1, where the informa-
tion access anomaly 1s based on a given user accessing given
content from a given location at a given time.

17. The method, according to claim 16, where the infor-
mation access anomaly 1s detected by a memory-based devia-
tion where the given content accessed by the given user shows
a deviation over normal content accessed.

18. The method, according to claim 16, where the infor-
mation access anomaly 1s detected by a rare content condi-
tion, where the given user accesses given content that 1s rarely
accessed by the given user.

19. The method, according to claim 16, where the infor-
mation access anomaly 1s detected by a time deviation where
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the given user accesses the given content at a time different
from historical access by the given user.

20. The method, according to claim 16, where the infor-
mation access anomaly 1s detected by a location deviation
where the given user accesses the given content from a loca-
tion different from historical access by the given user.

21. The method, according to claim 1, further including
processing the information access anomaly.

22. The method, according to claim 21, where processing,
the information access anomaly processing includes one of:
positive correlation with at least one past security violation
event, and negative correlation with a past false alarm or
non-event.

23. The method, according to claim 1, where a set of
consistent anomalies are classified into a pattern of misuse.

24. The method, according to claim 1, where the informa-
tion access anomaly 1s detected 1n real-time.

25. The method, according to claim 1, where information
access anomaly detection 1s used for real-time protection of
information.

26. The method, according to claim 25, where real-time
anomaly detection 1s used for protection via real-time alerts.

277. The method, according to claim 25, where real-time
anomaly detection 1s used for real-time protection via denial
of access.

28. The method, according to claim 25, where real-time
anomaly detection 1s used for real-time protection via addi-
tional user validation.

29. The method as described 1n claim 1, where the data
packets are associated with access to a confidential informa-
tion repository.

30. The method of claim 1 wherein the application layer
semantic analysis examines an entirety of an application layer
without any application-specific limits.

31. Apparatus, comprising:

a processor; and

a computer memory storing program instructions that

when executed by the processor perform a method of

detecting an information access anomaly, the method

comprising:

monitoring data packets indicative of changing content
over time;

generating a prototypical model; and

performing a semantic analysis against the prototypical
model to identily an application level information
access anomaly.

32. The apparatus as described 1n claim 31 wherein the
detecting method examines an entirely of an application layer
without any application-specific limits.

33. The apparatus of claim 31, implemented on a comput-
ing device and connected on a network as a passive tap.

34. The apparatus of claim 31, implemented as a network
appliance that derives information transparently.

35. The apparatus of claim 31, implemented on an end-user
computing device.

36. The apparatus of claim 31, implemented as a shim on an
application server.

37. The apparatus of claim 31, connected to an access
control system to enable real-time monitoring of anomalous
information access.

38. The apparatus of claim 31, configured to implement
one or more compliance policies.
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