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SYSTEM AND METHOD FOR CARRYING
OUT SECURE TRANSACTIONS

This application claims priority to U.S. provisional appli-
cation 61/080,229, filed Jul. 12, 2009, the contents of which
are hereby incorporated by reference.

FIELD

The present mvention relates generally to a system and
method for carrying out secure transactions, and 1n particular

to a smart card having multiple layers of security to deter theft
and fraudulent use.

BACKGROUND

Typical debit cards utilize real-time online network sys-
tems which link a card user’s debit card to a prepaid account,
such as a checking account. Payment terminals are wired
through a network connection to a server. All card user funds
are on-account and stored 1n the server. When a transaction

occurs, the payment terminal sends the card data (1.e., account

number and personal identification number) to the server for
validation. The server validates the account and checks the
account balance for adequate funds to pay for the transaction.
I1 funds are available, the transaction 1s approved. If funds are
not available the transaction 1s demed. The total transaction
time canrange from 5 to 30 seconds. In these installations, all
terminals are typically hard-wired to the network, requiring
an extensive and complex network which must be expanded
or modified with each new terminal addition or terminal
relocation. Should the network fail, the payment terminals
connected thereto are rendered 1moperable. In addition, all
data (including personal identity information) on the network
1s vulnerable to intrusion by unauthorized personnel. Further-
more, debit cards typically include data stored upon a mag-
netic stripe, which can be easily scanned by unauthorized
personnel, allowing the account number to be copied and the
card duplicated. Consequently, the card holder’s account may
be accessed by a thief and depleted betore they are even aware
ol the breach.

One solution to the aforementioned problems 1s portable
clectronic devices capable of storing cash value electroni-
cally. The portable electronic device 1s used 1n place of hard
currency (1.e., cash or coins) to perform financial transactions
such as purchasing goods and services. A typical portable
clectronic device used for purchasing goods and services is a
stand-alone card (commonly referred to as a “smart card”)
having embedded electronic circuitry to store and process
clectronic cash value information for performing financial
transactions. Because hard currency 1s represented 1n elec-
tronic form and transactions are performed electronically, the
smart card allows a user to carry less hard currency and reduce
the need for exact change.

For example, to purchase goods or services at a business
such as a gasoline station or supermarket a user may insert a
contact-type of smart card into a card reader, whereupon the
card reader makes contact with the smart card. After making
contact with the card reader the smart card exchanges elec-
tronic cash value information with the card reader to perform
the transaction. Alternatively, a user may place a contact-less
type of smart card proximate a smart card reader, whereupon
the smart card exchanges electronic cash value information
with the smart card reader by means of radio frequency (RF)
signals to perform the transaction. If the appropriate elec-
tronic cash value information i1s exchanged, the smart card
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reader and the smart card perform the transaction for the
purchase of goods or services.

However, 1f a smart card lacking security features 1s lost, an
unauthorized user may easily access the funds stored thereon.
A typical security feature for a smart card 1s the use of a
password or personal 1dentification number (*“PIN”") 1n con-
junction with a transaction. When conducting a transaction a
user mputs a password or PIN that must be authenticated in
order for the user to complete the transaction. One disadvan-
tage of a password or PIN security feature 1s that the password
or PIN may be easily copied or retrieved by an unauthorized
user. Another disadvantage of using the password or PIN
security feature 1s that, even 11 the correct password or PIN 1s
provided 1n the course of a transaction, there 1s no assurance
that 1t 1s the authorized user who 1s actually using the smart
card.

A more sophisticated security feature for a smart card 1s the
use of biometrics such as verbal verification, dynamic hand-
written signature recognition, fingerprints, hand geometry
and retinal scans to verily that an authorized user 1s using the
smart card. Although such biometrics ensures that only an
authorized user 1s using the smart card, such features require
sophisticated hardware and extensive computing power,
which increases a business’ overhead cost to implement and
maintain. From the consumer’s perspective another disad-
vantage of using biometrics 1s that 1t increases the complexity
of using the smart card to perform a transaction.

Another shortcoming associated with a smart card 1s recov-
ering information stored in the smart card when 1t becomes
lost, damaged, or destroyed. For example, the password or
PIN security feature and the biometrics security features do
not address the problem of recovering electronic cash value
information stored 1n the smart card in the event that the smart
card 1s lost, damaged, or destroyed. Without a way to recover
clectronic cash value mnformation in a smart card a user
thereof will be wary of relying upon the smart card to any
significant extent. There 1s a need for a system that addresses
the aforementioned drawbacks.

SUMMARY

A multi-function stored-value debit card system 1s dis-
closed according to an embodiment of the present invention.
The system comprises one or more smart cards that can be
carried by a user, as well as associated hardware, software, all
of which are joinable by communications networks config-
ured to allow a user of the system to carry out secure trans-
actions. Smart cards are distributed (1.e., sold or given) to
patrons by a business desiring the patrons to use them to carry
out commercial transactions while visiting the points of sale
of the business. The cards may be printed with the logo or
other i1mages representative of the business, 1 desired.
Patrons use the cards as stored-value debit cards and for other
optional applications unique to the business. Monetary values
are physically carried on the card, unlike bank debit cards,
where values are carried on account and stored at a remote
SErver.

In operation, a patron pre-deposits monies directly with the
business prior to visiting the business, using a credit/debit
card balance transfer process through a network such as the
internet. Funds are transferred from a credit or debit bank
account held by the patron to an account maintained on the
patron’s behalf by the business (hereaiter “deposit account™).
Alternatively, the patron may effect transier of the funds from
a credit or debit bank account to a deposit account imn-person
while visiting the business. The patron may also present cash
to the business for transier to the patron’s deposit account.
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Upon arrnival at the business the patron presents the card,
whereupon the funds 1n the deposit account are transierred to
the card.

Thereafter, the patron may utilize the smart card in the
same manner as currency. For example, if the patron transfers
$20 to a smart card and subsequently completes a transaction
in the amount of $5.25 at a point of sale terminal of the
business, the amount of the transaction 1s debited from the
$20.00 beginning balance on the card and a $14.75 ending
balance 1s written 1nto the memory of the smart card. This 1s
an electronic equivalent of the patron receiving $14.75
change in currency when presenting $20.00 in currency. As
can be seen, the available funds are always physically 1n the
possession of the patron.

In one embodiment of the present invention all point of sale
terminals and deposit terminals are standalone devices, oper-
able oft-line, which record transactions with a real-time date/
time stamp and store the transactions in an internal memory

portion. The system 1s supported by a control comprising a
back-end transaction reconciliation computer program resid-
ing on a network server, preferably of a wireless variety. By
utilizing real-time offline devices 1n conjunction with stored-
value technology, point of sale terminals and deposit termi-
nals are more reliable than systems requiring constant net-
work access, providing more utility to the card 1ssuer. In
addition, smart card balances are protected from potential
hacking by unauthorized personnel. The standalone point of
sale terminals and deposit terminals are periodically polled
over the network by the control, which collects all transaction
and deposit data and downloads a “hot list” of compromised
cards (1.e., lost, stolen or damaged cards) to the standalone
devices. Since all transactions are recorded and later col-
lected, a transaction history is kept for each card 1n a database
associated with the control. As a result, the ending balance of
any compromised card can be determined, the card invali-
dated, and a replacement card reissued with the same ending
balance. The point of sale terminals and deposit terminals
may also prohibit further use of the invalidated card by “flag-
oging’ (1.e., rendering 1t useless) 1t a subsequent attempt 1s
made to use it.

An embodiment of the present invention 1s a system for
carrying out secure transactions. The system comprises a
transaction card having a card memory portion, a non-visu-
ally perceivable card identification number, an encryption
key associating the card to the system, a predetermined site
code, and a visually perceivable card code. A deposit terminal
1s utilized to encode the transaction card with deposit data
relating to a predetermined monetary value and to generate
and store within the deposit terminal deposit transaction
information relating to the monetary value. A control con-
nectable to a network 1s provided, as well as a database
accessible by the control. A point of sale terminal 1s connect-
able to the network for conducting commercial transactions,
the point of sale terminal updating the card memory portion to
reflect commercial transactions and storing information relat-
ing to the transaction card and commercial transactions 1n a
terminal memory portion. The control 1s configured to gen-
erate an account number associated with the transaction card
when connected to the point of sale terminal and database via
the network. The control periodically polls the deposit termi-
nal to obtain the deposit transaction information, the deposit
transaction information being stored in the database. The
control also periodically polls the point of sale terminal to
obtain mnformation relating to the commercial transactions,
the commercial transaction information being stored in the
database, and adjust the balance of the deposit transaction
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information stored in the database in the amount correspond-
ing to the commercial transaction information.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features of the present imvention will become
apparent to those skilled in the art to which the present mnven-
tion relates from reading the following specification with
reference to the accompanying drawings, 1n which:

FIG. 1A 1s a view 1n section of a smart card according to an
embodiment of the present invention;

FIG. 1B 1s a top plan view of the smart card of FIG. 1A;

FIG. 2 1s a flow diagram of a method for carrying out secure
transactions according to an embodiment of the present
imnvention;

FIG. 3 1s a block diagram of a system for carrying out
secure transactions according to an embodiment of the
present invention;

FIG. 4 1s a flow diagram of a method for carrying out secure
transactions according to another embodiment of the present
imnvention;

FIGS. 5A through 5E show an example application for the
present invention; and

FIGS. 6 through 135 describe various aspects of another
embodiment of the present invention.

DETAILED DESCRIPTION

The general arrangement of a system and method 100 for
carrying out secure transactions 1s shown with reference to
FIGS. 1A, 1B, 2 and 3 according to an embodiment of the
present invention. At step s10 of method 100 transaction or
“smart” card 102 1s manufactured, printed and provided to a
select business. A microprocessor chip 104 on each card 102
contains, stored in a memory portion 106, transaction criteria
comprising a unique card identification (ID) number 108
assigned by the card manufacturer, an encryption key 110
associating the card to system and method 100, and a site code
112 umique to the business. Memory portion 106 also includes
a data storage portion 113. In addition, the transaction criteria
of card 102 includes a unique bar card code 114 or other
visually perceivable card code with a corresponding human-
readable number 1s printed on (or labeled to) the face of each
card. It should be noted that ID number 108 and bar code 114
are not the same number. If card 102 1s a contactless-type
card, chip 104 may further include a filament 116 configured
to function as an antenna, facilitating RF-based communica-
tions to and from the card.

At step s12 cards 102 are distributed to patrons of the
sponsoring business, €.g., an amusement or theme park. Dis-
tribution may be accomplished 1n several ways. For example,
a card 102 may be provided to a patron upon the patron’s
arrival at the business. Alternatively, card 102 may be pro-
vided to the patron at any point during the patron’s visit, such
as by means of an automated terminal or a customer service
center. Card 102 may also be mailed to the patron.

Belfore using a select card 102 to purchase goods and
services offered by the business the patron must first present
to the business funds to be deposited to (1.e., “written to” or
“encoded upon”) the card. In an embodiment of the present
invention any of one or more automated deposit terminals 118
may be employed for this purpose. If card 102 1s new (1.¢.,
funds have never been deposited thereon), the patron may be
asked at step sl4 to provide, using deposit terminal 118,
additional transaction card criteria comprising user-speciiic
secret information known only to the patron such as, for
example, a select z1p code, partial social security information,
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a personal 1dentification number, and so on. The user-specific
secret information 1s used to associate the patron with card
102. It should be noted that the secret information need not be
personally 1dentifiable patron information.

At step s16, the secret information of step s14, ID number
108, bar code number 114 of card 102, and the fund deposit
amount are analyzed by deposit terminal 118 and a deposit
transaction record associated therewith 1s generated and
recorded 1 a memory portion of the deposit terminal. A
control 120 may periodically poll deposit terminal 118, via a
network 122, for the purpose of downloading deposit account
information such as deposit transaction records and associ-
ated fund deposit amounts. Upon receipt of the deposit
account information control 120, using a predetermined algo-
rithm, generates a unique card account (number) for card 102.
Control 120 may store the deposit account information and
the associated card account (number) in a database 124.

At step s18 the patron may present card 102 to a deposit
terminal 118 for the purpose of depositing funds onto the
card. The patron also presents to depositterminal 118 a PIN or
other predetermined secret information of step s14. Deposit
terminal 118 analyzes card ID number 108, bar code number
114 and the PIN and generates a deposit transaction record.
The patron follows prompts displayed upon deposit terminal
118 to present funds (1.e., cash, debit card account informa-
tion or credit card account information) to the deposit termi-
nal. In response the deposit terminal 118 writes the deposit
amount (and, optionally site code 112) to card 102, as well as
record the deposit transaction record and the amount of the
associated deposit 1n a memory portion of the deposit termi-
nal. The patron may optionally be provided with a receipt
evidencing the transaction. Control 120 may periodically poll
deposit terminal 118, via network 122, for deposit account
information associated with card 102. Upon receipt of deposit
account information control 120 may store the information 1n
database 124.

Once card 102 1s encoded 1t may be used at step s20 to
purchase goods and services at any of one or more point of
sale terminals 126 located at the sponsoring business. The
patron may utilize card 102 in the same manner as currency.
For example, if the patron transfers $20 to card 102 and
subsequently completes a transaction in the amount of $5.25
at a point of sale terminal 126, the amount of the transaction
is debited from the $20.00 beginning balance on the card and
a $14.75 ending balance is written into data storage 113 of
memory 106 ofthe card. This 1s an electronic equivalent of the
patron receiving $14.75 change in currency when presenting
$20.00 in currency. As can be seen, the available funds are
always physically in the possession of the patron.

Purchase information 1s periodically transferred from point
of sale terminal 126 to control 120 when the point of sale
terminal 1s polled by the control. To accomplish this, control
120 may periodically poll point of sale terminal 126, via
network 122, for sales information associated with card 102.
Upon receipt of sales information control 120 may store the
information in database 124. Control 120 may further debait
the deposit account 1n the amount of the sales information.

In some embodiments of the present invention a patron
may transier funds to a card 102 using an internet web site
maintained by the business and a system via method 200,
described below with reference to FIGS. 1A, 1B, 3 and 4. At
step s30 a patron accesses the business” web site and selects a
predetermined “deposit funds™ 1con.

If the patron does not already have a card 102 the patron
may be asked at step s32 to provide, using the web site, secret
information known only to the patron such as, for example, a
select zip code, partial social security information, a personal

10

15

20

25

30

35

40

45

50

55

60

65

6

identification number, and so on. The secret information 1s
used to associate the patron with card 102. It should be noted
that the secret information need not be personally 1dentifiable
patron information.

At step s34 the patron provides, using the web site, debit
card account mnformation or credit card account information
and the amount of funds to be deposited on card 102. The
secret information and funds information 1s forwarded to
control 120 for storage in database 124 (FIG. 3). The patron 1s
provided with a printable receipt, which may include bar
coded information relating to the transaction.

Upon entering the business the patron presents the receipt
to the business at step s36, either at a deposit terminal 118 at
a kiosk or at a customer service center 128 (FIG. 3). The bar
code on the receipt 1s electronically scanned to retrieve the
deposit information and, using the predetermined algorithm,
a unique deposit account number associated therewith 1s gen-
erated and recorded 1n a memory portion of the deposit ter-
minal. Control 120 may periodically poll deposit terminal
118, vianetwork 122, for deposit account information such as
generated account numbers and associated fund deposit
amounts. Upon receipt of deposit account information con-
trol 120 may store the information in database 124.

At step s38 a select card 102 1s programmed with the
appropriate encryption key 110, site code 112 (optionally)
and bar code 114 associated with the generated deposit
account. Card 102 may then be 1ssued to the patron by an
employee of the business, or may be vended automatically by
a deposit terminal 118.

If a patron has a card 102 but has not yet used 1t, the patron
generally follows steps $32-s36, described above. Then, at
step s40 the patron presents the card 102 to the business. The
card 1s programmed with the appropriate encryption key 110,
site code 112 (optionally) and bar code 114 associated with
the generated deposit account. Card 102 may be 1ssued to the
patron by an employee of the business, or may be vended
automatically by a deposit terminal 118.

Once card 102 1s encoded, 1t may be used at step s42 to
purchase goods and services at any of one or more point of
sale terminals 126 located at the business. The patron may
utilize card 102 1n the same manner as currency. For example,
if the patron transfers $20 to card 102 and subsequently
completes a transaction in the amount of $5.25 at a point of
sale terminal 126, the amount of the transaction 1s debited
from the $20.00 beginning balance on the card and a $14.75
ending balance 1s written into data storage 113 of memory
106 of the card. This 1s an electronic equivalent of the patron
recetving $14.75 change in currency when presenting $20.00
in currency. As can be seen, the available funds are always
physically 1n the possession of the patron.

Purchase information 1s periodically transferred from point
of sale terminal 126 to control 120 when the point of sale
terminal 1s polled by the control. To accomplish this, control
120 may periodically poll point of sale terminal 126, via
network 122, for sales information associated with card 102.
Upon receipt of sales information control 120 may store the
information 1n database 124. Control 120 may further debat
the deposit account 1n the amount of the sales information.

As can be seen from the foregoing, the present invention
utilizes point of sale terminals 126 that function ofthne, 1.¢.,
as standalone devices independent of network 122. Instead,
transaction data 1s stored 1n memory portion 106 of card 102.
During a transaction, the point of sale terminal 126 reads the
current balance on the patron’s card 102, deducts the trans-
action amount from the balance, and writes the new balance
into the card’s memory 106, 113. In some embodiments the
total transaction time may be on the order of about 1.2 sec-
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onds. If the beginning card balance 1s 1nsuificient, point of
sale terminal 126 will deny the transaction. Since network

122 1s not required for operation of point of sale terminal 126,
cach point of sale terminal 1s a standalone device that is
independent of all other devices and thus 1s not atfected by
network failures, slowdowns or outages. Furthermore,
deposit terminals 118 and point of sale terminals 126 may be
removed, relocated, and/or added at any time. Deposit termi-
nals 118 and point of sale terminals 126 are periodically
polled by control 120 by means of network 122, transierring
transaction data (1.e., date, time, transaction amount, card 1D
number 108, terminal i1dentification information, terminal
physical location information, and ending card balance) 1s
downloaded to database 124.

The offline nature of the present mvention also shields it
from 1ntrusion from unauthorized personnel. As can be seen
from the foregoing discussion, no personal 1dentity informa-
tion 1s required to accomplish either sales transactions or the
storage of data 1n database 124, reducing the risk of patron
identity theit. Furthermore, only limited personal or secret
information 1s required to deposit funds onto card 102. In
short, the personal 1dentity and/or any personal information
about the cardholder are not maintained within the present
invention. The patron may optionally add a layer of security
by requiring a PIN for each transaction. In addition, the
patron’s funds are physically present on card 102 at all times.
Thus, all unspent funds remain in the physical possession of
the patron, just like cash, unless card 102 1s lost or stolen.
Unlike cash, however, it card 102 1s lost or stolen 1t can be
locked out (1.e., rendered unusable) by control 120 1n con-
junction with terminals 118, 126 and a new card 1ssued with
the old card’s balance, using the information stored in deposit
terminal 118, point of sale terminal 126 and database 124.
The patron’s personal 1dentity and their money remain secure
throughout the process.

If a patron has a card 102 that has been previously used, a
deposit account for that card may be maintained 1n database
124. Accordingly, the patron may add funds to card 102
generally using step s18 of FIG. 2 when present at the busi-
ness, or generally steps s34 and s40 of FIG. 4 when adding
funds via the mternet.

Depositterminal 118 and/or point of sale terminal 126 may
also be configured to “cash out” or refund to the patron
unused funds deposited to card 102. However, some patrons
may prefer to carry the balance on their card 102 for future
visits to the business. The carrying cost to the business for
doing so 1s minimal, since there are no carrying costs beyond
the cost to implement the systems and methods disclosed
herein.

[,

Example Embodiments

The following examples are for illustrative purposes only
and are not intended to limit the scope of the present invention
In any way.

The present invention may be utilized by a wide variety of
businesses. For example, the business may be an amusement/
theme park that issues site-specific cards 102 to visitor
patrons. In such an embodiment patrons may utilize cards 102
to pay for admission to the park as well as paying for the
various goods and services oflered by the park. Card 102
allows a visitor to bypass the typical lines for admission, and
provides security to the visitor 1n the event that the card 1s lost
or stolen.

Similarly, the present invention may be utilized as a device
for scheduling admission to certain rides and events. In this
embodiment a patron presents card 102 to an appropriate
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point of sale terminal 126, pays any applicable charges asso-
ciated with the transaction, and receives information regard-
ing a date/time reservation for the purchased ride or event.

In some embodiments of the present invention site code
112 (FIG. 1B) may be utilized 1n conjunction with the meth-
ods 100, 200. For example, 11 site code 112 1s utilized, control
120 (FIG. 3) may use the code to track demographic infor-
mation, such as identifying which of a plurality of business
locations card 102 1s being used by patrons, traflic counting,
and so on. Site code 112 may also be used to restrict the use of
card 102 to the specific business, and/or to certain other,
additional locations associated with the business.

Card 102 may be modified in form and shape within the
scope of the invention. As non-limiting examples micropro-
cessor 104 and filament 116 of card 102 (FIGS. 1A and 1B)
may be incorporated into a wrist band, ankle band, bracelet,
necklace, apparel, accessories such as hats, and key fobs.
Card 102 may also be secured to the patron in any conven-
tional manner, such as with a lanyard, pins, snaps, fasteners,
grips, ties and the like.

In some embodiments deposit terminal 118 (FIG. 3) may
be used to limit expenditures of funds deposited to card 102.
This may be useful, for example, for situations wherein a
parent has obtained a card for use by a child and wishes to
limit the amount of any single transaction and/or the accumu-
lative amount of expenditures 1n a given time frame.

The present invention may also be utilized as a child locator
device, for example, at an amusement park. In this embodi-
ment a child 1s fitted with a card 102 1n any convenient form
including, without limitation, a wrist band. In the event that
the child becomes separated from his or her guardians the
child may be escorted to a point of sale terminal 126 by an
employee of the park. The employee scans card 102. The
location of the child 1s provided to control 120 by means of
network 122. Subsequently, the child’s guardians may make
inquiry as to the location of the child, likewise using a point of
sale terminal 126. The guardians may receive 1n response to
their inquiry the location of the child on a map display, the
location being determined based upon the known physical
location of the particular point of sale terminal 126 where the
chuld’s card 102 was scanned.

A business employing the present mmvention may offer
price discounts and other incentives to participating patrons.
Since the processes of depositing funds to card 102 and mak-
ing purchases with the card may be accomplished by the
patron without aid from the business, overhead costs for the
business (such as the number of customer service employees)
may be reduced.

Card 102 may also be utilized as a medium for advertising.
For example, an amusement park may place on the card
advertising for a certain beverage available for purchase at the
park. The manufacturer of the beverage will pay for such
advertising with the expectation that the advertising will help
to raise awareness ol 1ts product and, in turn, increase sales of
the product at the park.

FIG. § illustrates the present invention embodied as a
means of improving the tlow of passenger trailic through an
airport, while at the same time increasing the security of the
airport.

Still another embodiment of the present vention 1s
described below, with general reference to FIGS. 6-13
together.

In a stored-value debit card system the value of the card 1s
written 1into the card’s memory after each transaction (deposit
or payment). This enables the system to be totally offline
rather than linked to a network server database via areal-time
online network. There are several advantages to an oftline




US 8,276,814 Bl

9

stored-value system. First, the value of the card resides on the
card and 1s thus in the possession of the card holder at all
times. Second, the transaction terminals (both deposit and
payment) can be standalone terminals totally independent of
cach other. Third, by being offline, the pitfalls of typical
online networked systems (1.e. system-wide network failure,
vulnerability to hacking, and card holder identity theit risks)
can be avoided. Fourth, ofiline systems can effectively per-
form the debit card function 1n locations where online net-
worked systems are either impossible or impractical.

A drawback, however, 1s that i1t has been difficult to link a
stored-value card to 1ts righttul owner 1n offline systems with-
out tying each card to 1ts owner via a networked database of
card holders, thus negating the offline advantages listed
above. The 1nability to verily ownership makes 1t impossible
to recover the funds for the righttul owner of a lost, stolen, or
damaged card.

The following embodiment of the present ivention 1s
designed to link the i1dentity of the card holder (in a stored-
value oftline card system using smart cards or contactless
smart cards) to his/her individual card for purposes of veri-
tying the card’s ownership. This methodology enables one to
identily and verity the rightful ownership of the card without
having personal data on file which divulges the personal
identity of the cardholder.

The present invention also enables the cardholder to add
funds to his/her card or access the card balance over the
internet. To add value to a stored-value card, the card must be
presented to a card terminal which then must physically write
the value 1into a secured memory location on the card. This 1s
accomplished by requiring the card holder to deposit bills into
a bill acceptor or carry out a credit/debit card balance transfer
at a card add-value station or kiosk. Until now, the cardholder
has had to wait until they were physically on-site at the
add-value kiosk to carry-out the entire add-value process.
This embodiment of the present invention allows the card
holder to deposit funds via the internet and then later have the
tfunds physically written to the card at an on-site add-value
kiosk.

Further, the present invention provides the ability to

recover, for the oniginal card holder, the value of a card that
has been lost, stolen, or damaged. Stored-value cards store the
monetary value of the card 1n a secured memory location on
the card. All transactions are completed oflline at a transac-
tion terminal. In the case of smart cards and contactless smart
cards, the value 1s written to and stored 1n memory on the
card’s secured memory chip. Since this 1s the only formal
record of the card value 1n an ofthine system, 11 the card 1s lost,
stolen, or damaged, the value 1s lost and unrecoverable by the
original card holder (much like losing cash). In addition, there
has traditionally been no way to authenticate the 1dentity of
the authorized card holder 1n a true ofiline system since offline
transactions do not reference a card database for card authen-
tication and balance verification before the transaction 1s
carried out. The present invention allows one to determine the
identity of the original card holder as well as the value of a
lost, stolen, or damaged card without the need to link the card
and cardholder to a real-time online network database.
During the manufacture of smart cards and contact-less
smart cards, the card manufacturer may embed a unique card
ID number 1nto the secured memory of each card. This card
ID number can only be read by a compatible card reader and
1s not visible to the cardholder. The card holder, theretfore, has
no way of knowing what this number 1s and cannot reference
it as their card number. In addition, the card memory 1s pro-
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grammed with proprietary embedded encryption keys and
site codes to ensure card authentication and authorized use of
the card.

During the printing and personalization of the stored-value
smart card and/or contactless smart card, a unique card num-
ber, 1n the form of a human readable number with correspond-
ing bar code, 1s printed on the face of the card. This readable
number serves as a visual card identifier for the cardholder.
The corresponding bar code (representing the readable num-
ber) can be scanned by an electronic bar code scanner. Note:
The human readable/bar coded number 1s different from the
unmique card ID number embedded 1n the memory of the card
by the manufacturer. Each card will therefore possess two
unique number identifiers, one internal (embedded/hidden)
and one external (printed/visible).

Although card security 1s enhanced with encryption keys,
the actual embedded card ID number 1s not encrypted and
therefore cannot serve as the sole means by which to safe-
guard funds and identity (i.e., authenticate) the authorized
card holder. In addition, due to the ease of duplication and
relative msecurity of bar code numbers, the barcode alone 1s
also not sufficient to secure funds on the card; nor will it
suifice as the only tool needed to 1dentity the cardholder.

A particular problem addressed with the present invention
1s the verification of the authorized cardholder. There 1s a need
to maintain an offline system that (1) allows one to 1dentify
the original card holder; (2) avoids the potential for system-
wide catastrophic network failure; (3) 1s sate from the threats
of hackers and unauthorized intrusion; (4) protects the per-
sonal 1dentity of the cardholder (by not requiring the card-
holder to provide detailed information that would potentially
lead to personal i1dentity theft 1ssues); (5) allows the card-
holder to use the internet to procure a card and/or deposit
funds to a card; and (6) guarantees the recovery of funds for
the cardholder when their card 1s lost, stolen, or damaged.

The present invention creates a third, umique card number
identifier “card account number” using an encryption algo-
rithm consisting of: (1) the embedded card ID number; (2) the
card’s human-readable bar code number; and (3) secret infor-
mation (e.g., the last four digits of the user’s social security
number, a ZIP code, the user’s mother’s maiden name, a
select personal i1dentification number (PIN), and so on) that
must be provided by the cardholder before the card can be
activated.

In this embodiment new cards are inactive until the card-
holder executes the first deposit to the card. The card holder
must complete the add-value process (the deposit value must
be physically written to the card) before they can use their
card. The card holder enters their secret data and makes their
deposit either over the internet (by credit/debit card, PayPal,
etc.) or on-site at an add-value kiosk (by cash deposit, credit/
debit card). The card holder then presents their still “inactive™
card at the add-value station or kiosk (which 1s equipped with
a smart card or contactless smart card reader and a bar code
scanner) where the embedded card ID number and the bar
coded number are simultaneously read and scanned. These
two numbers become parts of the transaction record which 1s
then stored 1n the add-value station/kiosk memory. The trans-
action record includes the embedded card 1D number, the bar
code number, the card holder’s secret information (if 1t had
not been previously provided over the internet), and the trans-
action data (e.g., date, time, card holder PIN, terminal ID,
beginning card balance, transaction amount, ending card bal-
ance). The smart card reader then writes the deposited value
into the card’s memory. The card 1s activated only after the
deposit value 1s physically written to the card.
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The transaction record 1s stored 1n the add-value kiosk. The
add-value kiosk 1s periodically polled by a server which
downloads the transaction record. At the server, a “card
account number” 1s created for newly activated cards using
the encrypted algorithm by combining the embedded card 1D
number and bar code number with the secret information
supplied by the cardholder. The transaction record becomes a
single record 1n the card’s individual “card account” transac-
tion history. For a card that has been previously activated and
for which a “card account number” has already been created,
only the embedded card ID number, bar code number, and
transaction data are downloaded to the server where the trans-
action record 1s added to the corresponding “card account.”

During a payment transaction, the point-of-sale (POS)
payment transaction terminal reads the card balance as well
as the embedded card ID number, the customer PIN (if appli-
cable), and the encryption keys and site codes to authenticate
the card. If the card 1s not authenticated, the card 1s rejected.
I1 the card balance 1s msuificient to pay for the purchase, the
transaction 1s denied by the terminal. If the balance 1s sudlfi-
cient, the payment terminal debits the transaction amount
from the beginning card balance and writes the ending card
balance 1nto the card’s memory. After a successiully trans-
acted payment, the terminal records the embedded card 1D
number and the transaction data (e.g., date, time, card holder
PIN, terminal ID, beginning card balance, transaction
amount, ending card balance) and stores it as a transaction
record 1n the terminal memory. Multiple transactions can be
stored 1n the terminal’s memory. Periodically, the server polls
cach transaction terminal in the system and downloads all
transaction data. Fach transaction record becomes a single
record 1n the card’s individual “card account” transaction
history.

Once the “card account number” 1s created and stored in
the server database, the “card account” can be accessed. For
example, a cardholder can view their account transaction
history and “card account balance” over the internet. The card
holder accesses the card issuer’s web site and enters the
human readable number from their card and their secret infor-
mation. Once the card holder 1s verified, the card information
can be displayed.

When a card 1s lost, stolen, or damaged, a cardholder can
recover the funds that were on the card by reporting the fact to
a card administrator. The cardholder presents the card admin-
istrator with the secret information that they originally pro-
vided when the card was 1nitially activated. This information
1s a part of the encrypted “card account number” stored in the
server. Through a series of steps carried out at an administra-
tive PC terminal connected to the server, a card administrator
can determine the identity of the card holder’s “card account
number” from which the card’s embedded card ID number
can be deciphered. Once the individual 1s verified as the
original cardholder, they can be 1ssued a new card or their
money refunded. In the meantime, the embedded card 1D
number of the card that was lost, stolen, or damaged 1s
“flagged” and uploaded to a current hot list of unauthorized
cards stored in each device 1n the system. The card 1s denied
turther access to the system and thus rendered useless.

The present invention 1s relevant 1n any stored-value card
system using cards that carry an embedded card number that
can be read by a compatible card reader device.

In this embodiment of the present invention, card holder
identity 1s achieved without the need for intrusive personal
information from the card holder. The i1dentity of the card
holder cannot be determined 1n any part of the process with-
out direct cooperation from the card holder. Some applica-
tions, however, may wish to take additional security measures
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to 1dentily the righttul card holder. In such applications, bio-
metrics can be used to 1dentily the card’s original owner. An
individual’s fingerprint can be scanned and the fingerprint
record stored 1n the card memory. This affords the card holder
(the biometric owner) the opportunity to manage the physical
possession of the card holding their biometric information.
The individual’s biometric can be captured by a reader and
passed to the smart card for matching, rather than passing the
stored biometric information to the reader for matching. The
individual’s biometric information would never leave the
card, preventing virtually any possibility of compromise.

As can be appreciated by one skilled 1n the art, the term
“number” as used herein may include any suitable combina-
tion of 1indicia such as numeric and alphabetic characters, as
well as the previously-discussed card code. Examples of
these are shown 1n FIGS. 7-14. A “number” may also com-
prise non-symbolic information, such as the biometric infor-
mation discussed above.

From the above description of the mnvention, those skilled
in the art will percerve improvements, changes, and modifi-
cations 1n the mvention. Such improvements, changes, and
modifications within the skill of the art are intended to be
covered.

What 1s claimed 1s:

1. A system for carrying out secure transactions, compris-

ng:

a transaction card including;:

a card memory portion;

transaction card criteria comprising a fixed, unique, non-
visually percervable, machine-read card identifica-
tion number, the card idenftification number being
stored 1n the memory portion, and

a visually perceivable, machine-readable card code, the
visually perceivable card code differing from the non-
visually percervable card i1dentification number and
being placed on a surface of the transaction card;

a deposit terminal to recerve the transaction card, obtain the
transaction card criteria from the transaction card, ana-
lyze the transaction card criteria and, when the transac-
tion card has not been previously utilized, associate the
transaction card with a specific user and create a trans-
action record corresponding to the transaction card and
the user, the transaction record being stored within the
deposit terminal, the deposit terminal further being con-
figured to encode the card memory portion with deposit
data relating to a predetermined monetary value and to
further store the deposit data 1n the transaction record;

a payment terminal for conducting offline commercial
transactions based solely upon the transaction card cri-
teria and the monetary value stored upon the transaction
card, the payment terminal receiving the transaction
card, obtaining the transaction card criteria and stored
monetary value from the transaction card and updating
the monetary value stored in the card memory portion to
reflect commercial transactions, the payment terminal
further storing information relating to the transaction
card and the commercial transactions conducted using,
the transaction card; and

a database, the database receiving the non-visually per-
ceivable card 1identification number and the visually per-
ceivable card code, the database further recerving secret
information ifrom a rightful user of the transaction card,

the database utilizing the non-visually perceivable card
identification number, the visually perceivable card code
and the secret information as inputs to an algorithm, the
algorithm generating a unique card account number,
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the unique card account number being associated with an
individual card account, the individual card account
storing transaction history information relating to the
transaction card and the validity status of the transaction
card,

the validity status of the transaction card being periodically

provided to the deposit and payment terminals.

2. The system of claim 1 wherein the transaction card 1s a
contactless-type card configured to transmit and receive data
by means of radio frequency communications.

3. The system of claim 1, further including;:

a control connectable to a network, the deposit terminal

and the payment terminal likewise being connectable to

the network; and
the database being accessible by the control;
the control being configured to:
periodically poll the deposit terminal to obtain the
deposit data, the deposit data being stored 1n the data-
base,
periodically poll the point of sale terminal to obtain the
information relating to the commercial transactions,
the commercial transaction information being stored
in the database, and

adjust the balance of the deposit transaction information

stored 1n the database 1n the amount corresponding to
the commercial transaction information.

4. The system of claim 3 wherein the network 1s a wireless
network.

5. The system of claim 1 wherein the transaction card
criteria does not include personally-identifiable data.

6. The system of claim 1 wheremn the transaction card
criteria further includes secret information supplied by the
specific user.

7. The system of claim 1 wherein the transaction card
criteria further includes an encryption key associating the
transaction card to the system.

8. The system of claim 1 wherein the transaction card
criteria further includes a predetermined site code.

9. A method for carrying out secure transactions, compris-
ing the steps of:

providing a transaction card having a card memory portion

and further including transaction card criteria compris-
ing a fixed, umique, non-visually perceivable, machine-
read card identification number, the card i1dentification
number being stored 1n the memory portion, and a visu-
ally perceivable, machine-readable card code, the visu-
ally perceivable card code differing from the non-visu-
ally perceivable card identification number and being
placed on a surface of the transaction card;
providing a deposit terminal to receive the transaction card,
obtain the transaction card criteria from the transaction
card, analyze the transaction card criteria and, when the
transaction card has not been previously utilized, asso-
ciate the transaction card with a specific user and create

a transaction record corresponding to the transaction

card and the user, the transaction record being stored

within the deposit terminal, the deposit terminal further
being configured to encode the card memory portion
with deposit data relating to a predetermined monetary
value and to further store the deposit data in the trans-
action record;

providing a payment terminal for conducting oitline com-
mercial transactions based solely upon the transaction
card criteria and the monetary value stored upon the
transaction card, the payment terminal recerving the
transaction card, obtaining the transaction card criteria
and stored monetary value from the transaction card and
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updating the monetary value stored in the card memory
portion to reflect commercial transactions, the payment
terminal further storing information relating to the trans-
action card and the commercial transactions conducted
using the transaction card; and

providing a database, the database recerving the non-visu-
ally perceivable card identification number and the visu-
ally percetvable card code, the database further recerv-
ing secret mformation from a rightful user of the
transaction card,

the database utilizing the non-visually perceivable card
identification number, the visually perceivable card code
and the secret information as inputs to an algorithm, the
algorithm generating a unique card account number,

the unique card account number being associated with an
individual card account, the individual card account
storing transaction history information relating to the
transaction card and the validity status of the transaction
card,

the validity status of the transaction card being periodically
provided to the deposit and payment terminals.

10. The method of claim 9, further including the step of
transferring funds to the transaction card by means of an
internet web site.

11. The method of claim 10, further including the step of
transferring funds to the transaction record by means of a
kiosk.

12. The method of claim 10, further including the step of
transierring funds to the transaction record by means of a
customer service center.

13. The method of claim 9, further including the step of
recording, in the transaction record, a predetermined indica-
tion, thereby rendering the transaction card unusable.

14. The method of claim 9, further including the step of
storing, at a remote site, information relating to the transac-
tion card, deposit account, deposit information and commer-
cial transaction.

15. A payment terminal for securely conducting offline
commercial transactions comprising;

a card reader configured to sense a plurality of transaction
card criteria associated with a transaction card having a
memory portion, at least one transaction card criterion
being visually perceivable and at least one transaction
card criterion being non-visually perceivable, the card
reader further being configured to retrieve and modily
available funds data stored upon the transaction card,

the at least one non-visually perceivable card criterion
comprising a fixed, unique, machine-read first card 1den-
tification number, the first card i1dentification number
being stored 1n the memory portion,

the at least one visually perceivable card criterion compris-
ing a fixed, unique, second card identification number,
the second card identification number differing from the
first card 1dentification number and being placed on a
surface of the transaction card in two forms, one of
which 1s human readable and one of which 1s machine-
read but not stored in the memory portion,

the payment terminal being configured to retrieve available
funds data from a select transaction card, debit an
amount ol a commercial transaction from the available
funds data of the select transaction card, and modify the
available funds data stored upon the transaction card to
reflect the commercial transaction, and

the payment terminal conducting the commercial transac-
tion based solely upon the transaction card criteria and
the available funds data.
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16. The payment terminal of claim 15 wherein the payment
terminal further stores information relating to the transaction
card and the commercial transactions 1n a terminal memory
portion.

17. The payment terminal of claim 15, further comprising
a processor, the processor recerving the sensed transaction
card criteria and incorporating them into a predetermined
algorithm to generate a unique card account number for use 1n
generating a secure transaction.

18. The payment terminal of claim 17 wherein:

the processor 1s remotely located from the payment termi-

nal; and

the processor periodically polls the payment terminal to

obtain transaction data.

19. A deposit terminal for securely conducting oftline com-
mercial transactions comprising:

a card reader configured to sense a plurality of transaction

card criteria associated with a transaction card having a

memory portion, at least one transaction card criterion
being visually percervable and at least one transaction

16

card criterion being non-visually perceivable, the card

reader further being configured to retrieve and modity

available funds data stored upon the transaction card,
the at least one non-visually perceivable card criterion

5 comprising a fixed, unique, machine-read first card 1den-
tification number, the first card identification number
being stored 1n the memory portion,

the at least one visually perceivable card criterion compris-
ing a fixed, unique, second card identification number,

10 the second card 1dentification number differing from the
first card 1dentification number and being placed on a
surface of the transaction card in two forms, one of
which 1s human readable and one of which 1s machine-
read but not stored in the memory portion,

15 the deposit terminal being configured to encode the trans-
action card with deposit data relating to a predetermined
monetary value and to generate and store within the
deposit terminal deposit transaction information relat-
ing to the transaction card and the monetary value.
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