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DATA BLOCK FREQUENCY MAP
DEPENDENT CACHING

FIELD OF THE PRESENT INVENTION

The present invention relates to computer cache memory
systems with data de-duplication technology, and 1n particu-
lar to caching systems that use a data block frequency and
least recently used information for cache page eviction deci-
S101S.

BACKGROUND

Computers tend to access program and data memory non-
evenly, where some memory addresses are accessed more
frequently than others. Some types of memory can be
accessed more rapidly than other types, thus keeping the
computer waiting at idle less during access. Fast memory
devices, like those used for cache memory, are expensive and
not practical to be used for the whole memory and data space.
Disk storage 1s much slower to access, but 1s very attractive
because 1ts cost per byte of storage 1s low as compared to other
memory systems. The best balance between performance and
system cost generally means using a combination of cache
memory, main random access memory (RAM), and disk stor-
age. System performance will thus be least adversely
impacted 1f the program and data that need to be accessed the
most frequently are kept available in the cache memory.

Determining what to put in the cache can be difficult. Many
different algorithms and schemes have been tried. The prob-
lem generally boils down to which policies to use for popu-
lating the cache store and for page eviction. The primary
objective 1s to have a page of memory already fetched to the
cache betfore 1t’s needed, and flushed out of the cache back to
main memory when other pages need the room and will be
needed sooner or more often. A number of algorithms exist
that define the policies that are employed for both pre-fetch
and eviction. One assumption oiten employed, 1s pages that
have been recently used will be needed again soon. Another
assumption 1s the next page following a page recently
accessed will probably be accessed again 1n the future.

Conventional least recently used (LRU) techmques have
been included 1n the cache components of storage controllers
and tape servers to control which pages to evict and when to
evict a page. LRU techniques usually manage, control, and
access metadata describing which data 1n cache memory has
not yet been written back into main storage, so-called dirty
data, and how long the data has been dirty. Improving pertor-
mance by assigning weights, e.g., time to fetch the object,
object sizes, etc., to the LRU for cache replacement 1s con-
ventional and existing prior-art.

Data de-duplication, a relatively new technology
employed 1n storage and tape servers, reduces storage needs
by eliminating redundant data. Only one instance of each
unique data 1s retained on a storage device such as disk or
tape. Redundant data 1s replaced with a pointer to the unique
data. For example, a typical email system may have one
hundred instances of the same one megabyte file attachment.
If the email platform 1s backed up or archived, then all one
hundred instance will be saved, requiring 100 MB storage
space. With data de-duplication, the one hundred instances
are reduced to one unique instance of the attachment, and that
one 1s the entirety of what actually needs to be stored. Fach
duplicate instance 1s referenced back to the one saved copy. In
such example, a need for 100 MB of storage could be reduced
to approximately 1 MB.
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Data de-duplication, or “single instance storage™ technol-
ogy, scans incoming data for similarities, and creates and

stores an 1ndex of duplicate blocks for data retrieval. It com-
pares the mcoming data with the most similar in a storage
unit. If the incoming data i1s determined to be new, the new
data 1s compressed and stored while also updating an index
metric with knowledge of the new data. In the process of data
reduction or commonality factoring, a table or index 1s con-
structed and maintained that maps duplicate objects to a
single copy of the object. Later, when a request for the dupli-
cated object comes 1n, the object mapping 1s used to index to
the single copy of the object.

Data de-duplication offers other benefits. Lower storage
space requirements may reduce disk expenditure costs. The
more ellicient use of disk space also allows for longer disk
retention periods, which provides better recovery time objec-
tives (RTO) for a longer time and reduces the need for tape
backups. Data de-duplication also reduces the data that must
be sent across a WAN for remote backups, replication, and
disaster recovery.

Data de-duplication can generally operate at the file, block,
and even the bit level. File de-duplication eliminates dupli-
cate files (as 1n the example above), but this 1s not an efficient
means of de-duplication. Block and bit de-duplication looks
within a file and saves unique 1terations of each block or bit.
Each chunk of data 1s processed using a hash algorithm such
as MD3 or SHA-1. This process generates a unique number
for each piece which i1s then stored in an index. I a file 1s
updated, only the changed data 1s saved. That 1s, 1f only a few
bytes of a document or presentation are changed, only the
changed blocks or bytes are saved, the changes don’t consti-
tute an entirely new file. This behavior makes block and bit
de-duplication far more eflicient. However, block and bit
de-duplication take more processing power and uses a much
larger index to track the individual pieces.

Hash collisions are a potential problem with de-duplica-
tion. When a piece of data recerves a hash number, that num-
ber 1s then compared with the index of other existing hash
numbers. If that hash number 1s already 1n the index, the piece
of data 1s considered a duplicate and does not need to be
stored again. Otherwise the new hash number 1s added to the
index and the new data 1s stored. In rare cases, the hash
algorithm may produce the same hash number for two differ-
ent chunks of data. When a hash collision occurs, the system
won’t store the new data because 1t sees that 1ts hash number
already exists 1n the index. This 1s called a false positive, and
can result 1n data loss. Some vendors combine hash algo-
rithms to reduce the possibility of a hash collision. Some
vendors are also examining metadata to identity data and
prevent collisions.

In actual practice, data de-duplication 1s often used 1n
conjunction with other forms of data reduction such as con-
ventional compression and delta differencing. Taken
together, these three techniques can be very effective at opti-
mizing the use of storage space.

SUMMARY OF THE PRESENT INVENTION

A cache system embodiment of the mvention includes a
caching algorithm that depends 1n part on a data block de-
duplication frequency map for page prefetching, and 1ts page
eviction policy. Data items that have lesser frequencies of use
are evicted before those with higher frequencies even though
they may not have been the least recently used. Single
instance storage 1s used for data de-duplication that inciden-
tally provides an object frequency index map. When a request
comes 1n for a page not already 1n cache, a least recently used
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algorithm employs the object frequency index map to select
data objects for eviction with lesser frequencies.

A method 1s provided that improves cache performance by
leveraging the object frequency map as a hint to the cache
performance for eflicient page pre-fetch and page eviction
policy. The invention also includes a caching methodology
that keeps data blocks in cache memory that are used more
often 1n systems employing data-duplication technology.
Also provided 1s a cache system that significantly improves
system performance over conventional least recently used
algorithms.

The above summary of the invention 1s not mtended to
represent each disclosed embodiment, or every aspect, of the
invention. Other aspects and example embodiments are pro-
vided 1n the figures and the detailed description that follow.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be more completely understood
in consideration of the following detailed description of vari-
ous embodiments of the mvention 1n connection with the
accompanying drawings, in which:

FIG. 1 1s a functional block diagram of a cache system
embodiment of the invention showing how a data de-dupli-
cator provides data block frequency information that 1s com-
bined with LRU decisions to select which data blocks to
pre-fetch and evict from cache;

FIG. 2 1s a flowchart diagram of a cache method embodi-
ment of the invention showing how a data de-duplicator pro-
cess provides frequency information that 1s used by a LRU
process to select which data blocks to pre-fetch and evict from
cache;

FI1G. 3 1s a diagram representing how a cache memory with
data-duplication 1s transformed 1nto a single mstance with a
frequency map for a cache system embodiment of the mven-
tion; and

FIG. 4 1s an example showing how the proposed method
would re-order a straight LRU would based on a data-dupli-
cation frequency map as in FIG. 3, 1n a cache system embodi-
ment of the mvention.

While the mvention 1s amenable to various modifications
and alternative forms, specifics thereof have been shown by
way of example i the drawings and will be described in
detail. It should be understood, however, that the intention 1s
not to limit the invention to the particular embodiments
described. On the contrary, the intention 1s to cover all modi-
fications, equivalents, and alternatives falling within the spirit
and scope of the invention as defined by the appended claims.

DETAILED DESCRIPTION

In the following detailed description of the preferred
embodiments, reference 1s made to the accompanying draw-
ings, which form a part hereof; and within which are shown
by way of 1llustration specific embodiments by which the
invention may be practiced. It 1s to be understood that other
embodiments may be utilized and structural changes may be
made without departing from the scope of the invention.

FI1G. 1 represents a cache system embodiment of the inven-
tion, and referred to herein by the general reference numeral
100. Cache system 100 accepts write data 102 from hosts, or
something similar, that 1t then decides to place 1n a cache
memory 104. A data de-duplication engine 106 tests the write
data for duplication 1n the cache memory 104 and writes an
index and frequency for such 1n a data frequency index map
108. The result 1s a single instance of duplicate data, with an
index 110. A read data 112 access request, e.g., {from the
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central processing unit (CPU), activates a least recently used
(LRU) algorithm 114. If there 1s a cache hit 116, a read cycle
118 1s supported from the cache memory 104. Otherwise, 1n
case of a cache miss 120, the system starts a read cycle from
a slower data storage device.

But before any new data can be read into the system cache,
existing data from system cache has to be evicted to make
space for new data to be stored 1n system cache. An object
frequency index map may be used to decide which data block
to evict from the system cache. An eviction controller 122
consults the respective frequencies 124 form the data fre-
quency 1index map 108 and an LRU list 126 from the LRU
algorithm 114. It selects the data object with the lowest fre-
quency and least recently used. A “dirty” marker 128 1s sent to
the cache memory 104 to indicate which data object 1s to be
replaced 1n the consequential write data 102 that follows.

Data objects or blocks with lower frequencies than others
will be evicted first, and data objects less recently used than
others with the same frequencies will be evicted first.

FIG. 2 represents one embodiment, and 1s referred to
herein by the general reference numeral 200. Cache method
200 has two operators, one that de-duplicates data being
stored 1n cache memory, and another that uses a data object
frequency map generated during de-duplication to prioritize
data objects for cache eviction. A store 1n cache operation 202
begins with a de-duplication 204 to eliminate duplicated data
objects from cache memory. An index and frequency 206 are
used 1n an update frequency map process 208. A read data
operation 210 causes a check hit/miss 212 to see it the
requested data object 1s 1n cache memory. IT 1t 1s, a read from
cache cycle 214 proceeds. Otherwise, a cache miss means the
data block needs to be brought into cache from the main
memory. €.g., a storage device. A method 216 decides which
ex1isting data object should be replaced, or evicted, based on
an LRU algorithm and a frequency 218 provided by the fre-
quency map. Essentially, the first data objects to evict if space
1s needed in the cache are those that have the lowest data
duplication frequency, and then the least recently used within
a single category of data duplication frequency. In other
words, all data objects with a data duplication frequency of
“1” will be evicted before any others with a data duplication
frequency of “2” or greater. A process 218 executes the evic-
tion, e.g., by marking the data object in the cache as “dirty”.
A process 220 proceeds to read the requested data object into
the cache memory.

Other cache eviction and write policies could be used, and
the mvention 1s not limited to those incidental methods
described herein. Embodiments could use a data de-duplica-
tion process to generate a data object frequency table. LRU
operation of the cache memory 1s then controlled by the data
object frequency table.

The example 300 1n FIG. 3 represents a cache memory 302
with sample data objects A, B C, D, E, A, B, and A. The
system cache with such contents could benefit from de-du-
plication because the last three slots duplicate data object A
twice, and data object B once. After de-duplication, a dupli-
cation mdex 1s built and the frequency of each data object 1s
constructed and maintained. A cache memory 304, the same
s1ze as cache memory 302 can now store in this example three
more data objects, e.g., F, G, and H. A frequency table 306
tallies how many times the de-duplicator was able to reduce
duplication for each corresponding data object, A-H.

FIG. 4 represents a method 400 for reordering which data
blocks to evict from a cache memory first, and follows the
examples of FIGS. 1-3. A least recently used order 402 would
be the conventional way to do 1t. But the LRU+{ order 404
shows how LRU order 402 1s reshuitled according to the data
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frequency (1) from frequency table 306. Data objects with
frequencies of “1” are less costly 1n cache misses than those
with frequencies of “2”. Data object A has a frequency of <37,
and 1s therefore retained 1n the cache longer than data object
B which has a lesser frequency of “2”, enough though A was
less recently used than B.

Variations on the LRU ordering of data objects with fre-
quencies higher than “1” can be tried. For example, the LRU
order may retlect the LRU value of the oldest member, the
youngest member, or the average cache residence term. What
1s meant by this 1s diagrammed 1n FIG. 3 as cache memory
302. Each of the three mnstances of A will have their own
access histories. A cache hit on any one of the mstances of A
could be used to move the LRU order of data object A toward
the last to evict. Or 1t could be required that all instances of
data object A being accessed are averaged for LRU ordering
PUrposes.

If the copy of the object exists 1n cache, then cache will just
serve the object and update the entry of that object 1n its own
table based on LRU scheme. If the copy of the object does not
exi1st 1n cache and cache 1s full, then cache needs to evict an
object to bring the object from the store to cache.

In general, LRU information is coupled with the index map
generated by data-de-duplication to generate significant per-
formance gains and better cache management. A cache com-
ponent added to the LRU information 1s employed for evic-
tion of blocks from cache to also include the data block
frequency index map in the page eviction algorithm. This
index map or metric maintained and managed by data-de-
duplication, 1s defined as the frequency of the object 1n the
data store. The higher the frequency of an object1n data Store,
the higher the access frequency. Such frequency can be cal-
culated from the table or index generated by the data de-
duplication.

In another example, consider two data objects 1 and 2,
having four blocks each, and block 1 in data object 1 and
block 7 1n data object 2 have same contents, as do block 2 1n
data object 1, and block 8 1n data object 2:

Object 1:
Block Hash
1 a
2 b
3 C
4 d
Object 2:
Block Hash
5 e
6 T
7 a
8 b
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When this stream of data objects 1s fed into the system, the
data de-duplication constructs a object frequency index map

having the frequency as:

Block Frequency Count Value

2
2
1
1
1
1

= 0 B G O &

Consider a cache size of four blocks, and a state of: 1(a)

2(b)3(c)4(d). Suppose a request comes from a host or likes to
read block 5 which has state “e”. We assert that to furnish this
read request, mstead of evicting block 2 (as would have done
by legacy LRU technique) which has state “b”, the caching
system should evict block 3 which has state “c”. From object
frequency index map, since the frequency for data block “b”
1s 2 which 1s greater than that of block 3, the probability to
read block 2 and block 8 each having state “b” 1s more than
justreading block 3. Such method of incorporating frequency
weights generated by data de-duplication method with the
LRU can provide significant measurable performance ben-
cfits an otherwise conventional system.

While the invention has been described with reference to
several particular example embodiments, those skilled 1n the
art will recognize that many changes may be made thereto
without departing from the spirit and scope of the mvention,
which 1s set forth 1n the following claims.

The invention claimed 1s:

1. A method for increasing cache memory performance and
utilization, comprising;:

combining a data block frequency map generated by a data

de-duplication mechanism with a page prefetching and
eviction process;

using said data block frequency map to provide weights

that are directly proportional to a corresponding ire-
quency count of a data block 1n a dataset;

creating a set of de-duplicated data blocks in the cache

memory with the data de-duplication mechanism;
ordering the set of de-duplicated data blocks in the cache
memory according to the corresponding frequency
count for each of the de-duplicated data blocks;
ordering de-duplicated data blocks having a same {fre-
quency count 1n the cache memory into a least recently
used order according to an average value of a cache
residence term for each de-duplicated data block;
influencing a caching algorithm controlling said page
prefetching and eviction process with said weights;
evicting the data block from the cache memory when the
frequency count for the data block 1s greater than zero;
and

evicting all data blocks having a same frequency count that

1s less than or equal to the frequency count of other data
blocks from the cache memory, with data blocks having
a same frequency count evicted in the least recently used
order according to an average value of a cache residence
term, before evicting any data block with a higher fre-
quency count.

2. The method of claim 1, wherein cache memory perfor-
mance and utilization are substantially improved by includ-
ing said weight of blocks 1n the frequency map and its eviction
status with said caching algorithm.
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3. A device for increasing cache memory performance and
utilization, comprising;:

a cache memory;

a data de-duplication engine 1n data communication with
said cache memory:; d

a data block frequency map for recerving a frequency count
for a data block from said data de-duplication engine;
and

an eviction controller 1n data communication with said

cache memory and adapted to recerve frequency counts
from said data frequency map and further adapted to
select a next data block to be deleted from said cache
memory from among a group of data blocks having a
same Irequency count and arranged within said group 1n
a least recently used order according to an average value
of a cache residence term for each data block,

wherein, said data block frequency map provides weights

that are directly proportional to a corresponding ire-
quency count of a block 1n a dataset, a data block having >
a nonzero frequency count 1s deletable, said weights are
used to mfluence a caching algorithm controlling said
page prefetching and eviction process, and, during
operation, all data blocks that have a lesser frequency
count 1n said dataset are evicted 1n said least recently 25
used order according to said average value of said cache
residence term before any others with higher frequen-
cies, even though such may not have been a first block
for page eviction decided by said caching algorithm.

4. The device of claim 3, wherein cache memory perfor- 30
mance and utilization are substantially improved by includ-
ing said weight of blocks 1n the frequency map and its eviction
status with said caching algorithm.

5. The method of claim 3, wherein said caching algorithm
embodies a least recently used (LRU) policy. 35

6. A cache memory system, comprising:

a data de-duplicator for eliminating duplicate data objects

in a cache memory and for building a data object fre-
quency map comprising a frequency of duplicate data
objects; and 40
a least recently used (LRU) cache manager for arranging,
data objects mto groups 1n said cache memory, each of
said groups comprising data objects having a same value
of said frequency, and data objects 1n each of said groups
ordered 1nto a least recently used order according to an 45
average value of a cache residence term for each data
object, and for evicting data objects from said cache
memory from a group of data objects having a lowest
frequency greater than zero indicated by a correspond-
ing value 1n said data object frequency map, and for 50
evicting data objects 1in each of said groups 1n a least
recently used order according to an average value of a
cache residence term for each data object.
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7. The cache memory system of claim 6, further compris-

ng:

a data frequency index map device for storing and provid-
ing access to said data object frequency map.
8. The cache memory system of claim 6, further compris-

ng:

an LRU device which implements a least recently used
algorithm and which tracks cache access hits and misses.
9. The cache memory system of claim 6, further compris-

ng:

a data frequency index map device for storing and provid-
ing access to said data object frequency map;

an LRU device which implements a least recently used
algorithm and which tracks cache access hits and
misses:; and

an eviction device connected to be able to read said data
object frequency map, and read the LRU device, and
providing for a selection of which data objects to evict
from said cache memory.

10. The cache memory system of claim 6, wherein caching

memory depends on a data block frequency map for page
prefetching, and a page eviction policy, and data 1tems that
have lesser frequencies of use are evicted before those with
higher frequencies, even though they may not have been the
least recently used.

11. A computer program product, comprising:

a non-transitory computer-readable medium;

means, provided on the computer-readable medium, for
forming a table comprising a frequency of duplicate data
objects 1n a cache memory;

means, provided on the computer-readable medium, for
ordering the data objects in the cache memory according
to their corresponding frequencies from the table;

means, provided on the computer-readable medium, for
forming groups of data objects, each group comprising,
data objects with a same frequency, and within each
group, ordering the data objects 1n a least recently used
order according to an average value of a cache residence
term for each data object;

means, provided on the computer-readable medium, for
evicting from the cache memory a data object selected

from a group of data objects having a least value of

frequency, and from among the group of data objects
comprising a least value of frequency, for evicting the
least recently used data object according to the average
value of the cache residence term for each data object;
and

means, provided on the computer-readable medium, for
evicting all data objects from a group of data objects
having a least value of frequency before ejecting a data
object from a group of data objects having a higher value
of frequency.
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