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Capturing image information representative of an image that includes
images of textual characters. 110

Recognizing the textual characters . 120

ldentifying the layout of the image. 130

Performing an image layout analysis to provide image layout analysis
results. 140

Finding textual characters of interest in response to the image layout
analysis results. 150

Applying at least one de-identification process on the textual characters of

interest to provide de-identification process results. 160

Generating modified image information representative of a modified image
that comprises images of the de-identification process results instead
images of the textual characters of interest. 170

Transmitting the modified image
information to one or target
devices 180

Receiving a response of a user

to the modified image. 190

Figure 1
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Capturing image information representative of an image that includes
images of textual characters. 110

Recognizing the textual characters. 125

Finding textual characters of interest. 135

Applying multiple de-identification processes on the textual characters
of interest. 145

Generating modified image information representative of a modified
image that comprises images of the de-identification process results
instead images of the textual characters of interest. 150

Transmitting the modified Receiving a response of a

image information to one or user to the modified image.
target devices 160 170

Figure 2



US 8,270,718 B2

Sheet 3 of 6

Sep. 18, 2012

U.S. Patent

¢ ainbi4

86€ 96¢ 14312 C6t 06¢ 88E 98¢ 14°1% ¢St

oupoora | wuioponxop [W] e w3 wnane

NoPDuurns | SBELLIGLI0 | UOWON | SAVEZQMWGO 2281 W | oBN | emeN | esiov

_izzvane | ooy orssooo@]_vowen | onv woon oze | W [evopuiod | uwen | szione

ewpussu]  ewo | wnuououd]  Mp| ssewpe] 6| owsuysel oweursw prosmo
0EE

0GE 0¥t

m L= O- 1661 mj.N.)X@#ii#i#t

12-.0-G661 SN'IYBD) 44 xns

00GGC0L-LLY

9829111181

L1-01-8661

sge|ddy uo e 3P0 ealy Jewlo 4
CIVELTT 9Al1aSald

wppugy |epo1 yse olQUIEIOS o|qUEIDS JIM 90e|ds 9|qE
=0 | Ajwopuey 0Z€

—— 1 — 1
———

= = ——— =
iosoiser | enmotnanrn | wasirss | vowon | onvooenbrizsss | w | foven | weow | veouss
vz | srapiowa | owszscaa | vowon | svwweacor | w| _uoion | souer | zvaes

S| ewe | wnwououa] o] sseione| 6] swew e swsurea] prens
8LE SLE bLE ¢lE OLE 80¢ 90¢ 0t AN




U.S. Patent Sep. 18, 2012 Sheet 4 of 6 US 8,270,718 B2
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capture module

420 410

Processor 430 Storage unit 450

Modified image Interface 470

generator 440
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Figure 4
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MANIPULATING AN IMAGE BY APPLYING A
DE-IDENTIFICATION PROCESS

FIELD OF THE INVENTION

The present invention relates to methods, systems and
computer program products for manipulating an 1image by
applying a de-1dentification process.

BACKGROUND OF THE INVENTION

Organizations are facing many situations where they need
to share data, internally or externally. This need 1s becoming
more Irequent with the increase 1n partnerships, cooperation,
off-shoring and outsourcing. On the other hand, companies
recognize the need to sateguard sensitive data and privacy of
individuals, and to comply with emerging regulations and
policies that are set out by governments and organizations to
ensure that safety. Accordingly, data should be shared while
preventing liabilities and indemnifications for data security
breaches and ensuring compliance with the relevant regula-
tions.

Data sharing can include sending images (for example,
screens) to a remote user. For example, a service provider
representative can see a screen that 1s originally generated by
a remote site.

Different communication protocols can be used for com-
municating data, many user interface types and many regula-
tions, and tailoring a data filtering (masking) process to each
of these protocols can be time consuming and cumbersome.

There 1s a growing need to prevent unwanted exposure of
information while facilitating remote execution of soitware
applications.

SUMMARY OF THE PRESENT INVENTION

A method for manipulating an 1image, the method includes:
capturing image information representative of an image that
includes images of textual characters; recognizing the textual
characters by applying Optical Character Recognition; 1den-
tifying the layout of the image; and applying at least one
de-1dentification process on textual characters of interest to
provide de-1dentification process results.

The applying can include applying context based rules.

The method can 1include 1dentifying associations between
textual character strings.

The method can include applying a masking process on at
least one textual character of interest and applying another
de-1dentification process on at least one other textual charac-
ter of interest.

The other de-identification process can be: repeatable
scrambling; randomly replacing textual characters; scram-
bling textual characters; scrambling textual characters while
preserving a format of textual character strings; scrambling at
least one textual character of a textual character string while
maintaining at least one textual character of the textual char-
acter string; and applying a random function.

The method can include applying a masking process on at
least one textual character of interest, applying another de-
identification process on at least one other textual character of
interest, and applying a further de-1dentification process on at
least one textual character of interest.

The 1image can be a synthetic 1mage that 1s generated by
application software.

The method can include executing the stages of capturing,
identifying and applying in real time; generating modified
image information representative of a modified 1mage that
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comprises 1mages ol the de-identification process results
instead of 1mages of the textual characters of interest and
transmitting the modified image to at least one target system.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood and appreciated
more fully from the following detailed description taken in
conjunction with the drawings 1n which:

FIG. 1 1llustrates a method according to an embodiment of
the invention;

FIG. 2 illustrates a method according to an embodiment of
the invention;

FIG. 3 illustrates multiple textual characters that undergo

various de-1dentification stages, according to an embodiment
of the invention;

FIG. 4 illustrates a system according to an embodiment of
the invention;

FIG. S1llustrates a system and its environment according to
an embodiment of the invention; and

FIG. 6 illustrates multiple textual characters that undergo
various de-1dentification stages, according to an embodiment
of the ivention.

DETAILED DESCRIPTION OF THE DRAWINGS

A method, system and a computer program product are
provided. They manipulate an 1image by applying one or more
de-1dentification processes.

FIG. 1 illustrates method 100 for manipulating an 1image
according to an embodiment of the invention.

Method 100 starts by stage 110 of capturing image infor-
mation representative ol an image that includes 1mages of
textual characters. The capturing can include obtaining pixel
information, retrieving bitmaps, snooping or otherwise moni-
toring exchange of information that represent at least a por-
tion of an 1mage of a page, a form or another object that
includes textual characters.

The 1image information can represent an image of one or
more portions of a page, a form or another entity. These one or
more portions can reflect a difference between a current
image and a previous 1mage.

Image information can be generated by or transmitted in a
differential manner by a source system or by a delivery plat-
form. Alternatively, a system that receives image information
that represents an entire page, form or other entity, can deter-
mine the difference between a current image and a previous
image.

This difference, and especially images of textual characters
includes in this difference can be recognized using OCR
technology and the processed.

The 1image 1s convenmiently a synthetic image that 1s gener-
ated by application software such as a text editor, CRP appli-
cation, form generation software, a service supporting appli-
cation and the like. The synthetic image includes one or more
pixels that are can be generated by application software. For
example, a synthetic image should not include only unproc-
essed pixel information obtained by a camera.

The 1image can also be generated by scanning a tangible

document such as a check, a medical image, a paper file, and
the like.

Stage 110 can involve mtercepting image information that
1s sent to one or more target systems by one or more source
systems. The one or more target system can interact with the
one or more source system via a gateway that modifies the
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image. Stage 110 can include intercepting image information
that represents a difference between a previous 1image and a
current image.

Stage 110 1s followed by stage 120 of recognizing the
textual characters by applying Optical Character Recogni-
tion. If stage 120 1s applied only on textual characters that
represent a difference between images then the time and
resources required for completing this stage can be reduced
and even dramatically reduced.

Stage 120 1s followed by stage 130 of identiiying the layout
of the image. Stage 130 can include 1dentilying associations
between textual character strings. Stage 130 can 1nvolve per-
forming an act that 1s analogues to reverse engineering GUI
constructs like ‘table’, ‘label of a text area’ etc.

Stage 130 can include, for example, determining that a
certain textual character string 1s a title of a row of a table,
based upon the arrangement of various textual character
strings and the location of that title 1n relation to other textual
character strings.

Stage 130 1s Tollowed by stage 150 of applying at least one
de-1dentification process on textual characters of interest to
provide de-1dentification process results.

It 1s noted that each textual characters of interest can be
subjected to one or more de-1dentification process.

Stage 150 can include applying context-based rules, con-
tent-based rules or a combination thereof. For example, a
textual character of interest can be a social security number
that can be masked 11 1t 1s belongs to a column that 1s titled
“social security number”, “SSN” or an equivalent phrase.

Yet for another example, stage 150 can include masking a
certain cell of a table or masking a textual characters of
interest based upon an association between textual character
strings.

Stage 150 can include applying a masking process on at
least one textual character of interest and applying another
de-1dentification process on at least one other textual charac-
ter of interest. The other de-identification process can be
either one of: (1) repeatable scrambling; (1) randomly replac-
ing textual characters; (111) scrambling textual characters; (1v)
scrambling textual characters while preserving a format of
textual character strings; (v) scrambling at least one textual
character of a textual character string while maintaining at
least one textual character of the textual character string; and
(v1) applying a random function.

Stage 150 can also include applying more than two differ-
ent de-identification processes. For example, applying a
masking process on a first group of textual characters of
interest, applying another de-identification process on a sec-
ond group of textual characters of interest, and applying a
turther de-1dentification process on a third group of textual
characters of interest.

Stage 150 1s followed by stage 170 of generating modified
image information representative of a modified 1mage that
includes 1mages of the de-identification process results
instead of 1images of the textual characters of interest.

Stage 170 can include generating pixel information that
when provided to a target system will cause the target system
to display the modified image.

Stage 170 can be followed by at least one stage out of stage
180 of transmitting the modified image information to one or
more target devices, and stage 190 of recerving a response of
a user to the modified image. The response 1s sent to a source
system. Accordingly, stages 180 and 190 can facilitate an
interaction of a user with the modified image.

Method 100 can be executed in real time or near real time.
It can facilitate a selective execution of applications by de-
identifying sensitive information and allowing users or one or
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more target systems to execute applications. When method
100 1s applied on 1mage information that represents a differ-
ence between a previous image and a current 1mage that
amount of processed information can be decreased and even
dramatically decreased and the speed of execution of method
100 can be reduced.

When method 100 1s applied the users of one or more target
systems can be unaware to the changes or otherwise not
distracted by masked fields or sub-fields.

FIG. 2 illustrates method 200 for manipulating an 1image
according to an embodiment of the invention.

Method 200 starts by stage 110 of capturing image infor-
mation representative of an image that includes images of
textual characters.

Stage 110 1s followed by stage 125 of recognizing the
textual characters.

Stage 125 1s followed by stage 135 of finding textual char-
acters of interest. Stage 135 can include executing stage 130
of method 100.

Stage 135 1s followed by stage 145 of applying multiple
de-1dentification processes on the textual characters of inter-
est. Stage 145 can include applying one de-identification
process on one or more textual characters of interest and
applying another de-identification process on other one or
more textual characters. Stage 145 can also include applying
multiple de-1dentification processes on the same textual char-
acters of interest.

Stage 145 1s followed by stage 170 of generating modified
image information representative of a modified 1mage that
includes i1mages of the de-identification process results
instead 1mages of the textual characters of interest.

Stage 170 can include generating pixel information that
when provided to a target system will cause the target system
to display the modified image.

Stage 170 can be followed by at least one stage out of stage
180 of transmitting the modified image information to one or
more target devices, and stage 180 of recerving a response of
a user to the modified image. The response 1s sent to a target
system. Accordingly, stages 180 and 190 can facilitate an
interaction of a user with the modified image.

Performing layout analysis, and additionally or alterna-
tively applying more than a single de-identification process
can support a wide span of needs and requirements and can
provide an easily configurable solution to multiple different
soltware applications and different masking or de-1dentifica-
tion requirements. When non-masking de-identification pro-
cesses are applied, the users of the target systems can be
unaware to the change or otherwise not distracted by masked
fields or sub-fields.

FIG. 3 illustrates multiple textual characters that are
arranged 1n columns 302, 304, 306, 308, 310, 312, 314, 316
and 318 undergo various de-identification stages 320, 330,
340, 350, 360 and 370 to provide de-identification process
results 382,384,386, 388,390,392, 394, 396 and 398 accord-
ing to an embodiment of the invention.

Image information representative of an 1image of a table 1s
obtained by an OCR module. It includes customer 1dentifica-
tion (“‘customer 1d”) column 302, first name column 304, last
name column 306, gender column (“g”) 308, address column
310, city column 312, phone number column 314 (*“phone
num”), email column 316, and nsert date column 318.

A repeatable scrambling operation 320 1s applied on cus-
tomer 1dentification column 302 to provide modified cus-
tomer 1dentification column 382. A random replacement with
real names function 1s applied on first name column 304 and
on last name column 306 to provide modified first name
column 384 and modified last name column 386.
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A scrambling operation that preserves format operation
340 1s applied on address column 310 to provide modified
address column 390. A scrambling operation that preserves
area code operation 350 1s applied on phone number column
314 to provide modified phone number column 394. A partial
masking operation (on local partonly) 360 1s applied on email
column 316 to provide modified email column 396. A random
function 1s applied on insert date column 318 to provide
modified msert date column 398.

All modified columns include modified textual characters
that form de-1dentification process results.

A modified 1image generator can generate an 1mage that
includes 1mages of these modified textual characters.

FIG. 6 1illustrates multiple textual characters that are
arranged 1n columns 602, 604, 606, 608, 610, 612 and 614
undergo various de-1dentification stages 620, 630, 640, 650
and 660 to provide de-1dentification process results 682, 684,
686, 688, 690, 692 and 694 according to an embodiment of
the 1nvention.

Image information representative of an image of a table 1s
obtained by an OCR module. It includes account identifica-
tion (“account 1d””) column 602, customer 1dentifier column
(“cust. 1d”) 604, card type column 606, credit card number
column 608, credit limit column 610, 1ssue date column 612
and balance 614.

A repeatable scrambling operation 620 1s applied on
account 1dentification column 602 to provide modified
account 1dentification column 682. A transformation that
maintains the referential integrity 630 1s applied on customer
identifier column 604 and to provide modified customer 1den-
tifier column 684.

A CCN scrambling operation that preserves format opera-
tion 630 1s applied on credit card column 608 to provide
modified credit card column 688. An adding random noise
operation 630 1s applied on credit limit column 610 to provide
modified credit liming column 690. A random operation that
has a uniform distribution 1s applied on balance column 614
to provide modified balance 694.

All modified columns include modified textual characters
that form de-1dentification process results.

FIG. 4 illustrates system 400 according to an embodiment
of the mvention.

System 400 includes 1mage information capture module
410, optical character recognition module 420, processor
430, modified 1mage generator 440, storage unit 450 and
input/output modules 460.

Image mformation capture module 410 1s adapted to cap-
ture 1mage information representative of an i1mage that
includes 1mages of textual characters. The capturing can
include obtaining pixel information, retrieving bitmaps,
snooping or otherwise monitoring exchange of information
that represent an image of a page, a form or another object that
includes textual characters.

Optical character recognition (OCR) module 420 1s
adapted to recognize the textual characters.

OCR module 420 can be any prior art OCR module. It can
be any of the following products or any other commercially
available OCR modules: Expervision, TypeReader & RTK,
ABBY, FineReader OCR, OmniPage, Readiris, PrimeOCR,
Clara OCR, ReadSoft, Simple OCR, TextBridge, Stream-
Text, and the like.

OCR module 420 can locate text areas (such as titles,
labels, etc) and text fields. Shapes can be 1dentified by a shape
locating module.

Processor 430 1s adapted to determine an image layout and
apply a de-identification process on textual characters of
interest to provide de-1dentification process results.
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Additionally or alternatively, processor 430 1s adapted to
apply a masking process on at least one textual character of
interest and apply at least one other de-1dentification process
on at least one other textual character of interest to provide
de-1dentification process results.

Processor 430 can apply at least one of the following de-
identification processes: (1) masking, (i1) repeatable scram-
bling; (111) randomly replacing textual characters; (1v) scram-
bling textual characters; (v) scrambling textual characters
while preserving a format of textual character strings; (vi)
scrambling at least one textual character of a textual character
string while maintaining at least one textual character of the
textual character string; and (vi1) apply a random function. It
1s noted that the applying of randomly replacing textual char-
acters or applying a random function can be referred to as
applying a random operation.

Modified image generator 440 1s adapted to generate modi-
fied 1mage information that represents a modified image that
includes i1mages of the de-identification process results
instead of 1images of the textual characters of interest.

Storage unit 450 can store at least one of the following: (1)
image information, (1) modified image information, (111) con-
text based rule that 1s used to apply a de-1dentification process
on textual characters of interest (that may include sensitive
information), (iv) content based rule that 1s used to apply a
de-1dentification process on textual characters of interest (that
may include sensitive information), and the like.

System 400 1s not dependent on the application software
that generates the screens, nor on the delivery mechanisms,
and can thus practically work on all screen displays and User
Interface applications.

System 400 can be implemented near the source systems,
near the target system and can be located far away from both
target systems and source systems.

FIG. 3 illustrates system 400 and 1ts environment, accord-
ing to an embodiment of the invention.

System 400 1s connected between target systems such as
service provider computer 530 and delivery platform 520 that
1s connected to a source system 510 that executes software
application 512.

Application software 512 1s executed on source system 510
and 1t can exchange information, using delivery platiorm 520,
with service provider computer 3530. The information
includes 1mage information that 1s modified by system 400.
System 400 can extend the delivery platform. It captures
image mformation from source system 310, process i1t and
modity 1t.

Service provider computers 330 can be manned by cus-
tomer service representatives that recetve modified 1images
and acting upon them, while application software can be
executed 1n a remote site.

System 400 can include a differential image unit adapted to
identity the difference between 1image information of a pre-
viously received image and of a current image. The difference
can be then sent to OCR module 480. Alternatively, differen-
t1al image information can be sent to system by source system
510 and, additionally or alternatively, by delivery platform
520.

The 1image iformation can represent an 1image of one or
more portions of a page, a form or another entity. These one or
more portions can reflect a difference between a current
image and a previous 1image.

Image information can be generated by or transmitted in a
differential manner by a source system or by a delivery plat-
form. Alternatively, a system that recerves image information
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that represents an entire page, form or other entity, can deter-
mine the difference between a current image and a previous
1mage.

Furthermore, the invention can take the form of a computer
program product accessible from a tangible computer-usable
or computer-readable medium providing program code for
use by or 1n connection with a computer or any instruction
execution system. For the purposes of this description, a
computer-usable or computer readable medium can be any
apparatus that can contain or store the program for use by or
in connection with the struction execution system, appara-
tus, or device.

The tangible medium can be read by applying electronic,
magnetic, optical, electromagnetic, infrared techniques, and
can be a semiconductor system (or apparatus or device).
Examples of a tangible computer-readable medium include a
semiconductor or solid-state memory, magnetic tape, a
removable computer diskette, a random access memory
(RAM), a read-only memory (ROM), a ngid magnetic disk
and an optical disk. Current examples of optical disks include
compact disk-read only memory (CD-ROM), compact disk-
read/write (CD-R/W) and DVD.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1I/0O control-
lers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
cable modem and Ethernet cards are just a few of the currently
available types of network adapters.

A computer program product 1s provided. It includes a
tangible computer usable medium including a computer read-
able program, wherein the computer readable program when
executed on a computer (such as, but not limited to, the
storage controller) causes the computer to: capture 1image
information representative of an image that includes images
of textual characters; recognize the textual characters by
applying Optical Character Recognition; identifying the lay-
out of the image and apply at least one de-identification
process on textual characters of interest to provide de-1denti-
fication process results.

The tangible computer usable medium 1includes a computer
readable program, wherein the computer readable program
when executed on a computer (such as but not limited to the
storage controller) causes the computer to execute any stage
of method 100 and any combination thereof.

A computer program product 1s provided. It includes a
tangible computer readable medium including a computer
readable program, wherein the computer readable program
when executed on a computer causes the computer to: capture
image mformation representative of an image that comprises
images ol textual characters; recognize the textual characters;
find textual characters of interest; apply multiple de-1dentifi-
cation processes on the textual characters of interest; and
generate modified 1mage information representative of a
modified 1image that includes 1mages of the de-identification
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process results instead 1mages of the textual characters of
interest. At least one de-identification process can include
performing a random operation.

Vanations, modifications, and other implementations of
what 1s described herein will occur to those of ordinary skall
in the art without departing from the spirit and the scope of the
invention as claimed.

Accordingly, the mmvention 1s to be defined not by the
preceding illustrative description but instead by the spirit and
scope of the following claims.

We claim:

1. A method for manipulating an 1mage, the method com-
prising;:

capturing 1image information by interception thereof dur-

ing transmission by a source system to a target system,
the image information being representative of an 1image
that includes 1mages of textual characters;
recognizing the textual characters by applying Optical
Character Recognition;

using a computer processor to automatically analyze the
image to 1identify a layout of the image by i1dentifying
associations among strings of the textual characters with
graphical features, the features including tables, table
rows and labels of text areas, and to identily textual
characters of interest from the associations, wherein
identifying associations comprises applying context-
based rules and content-based rules to the strings;

applying at least one de-identification process on the tex-
tual characters of interest by replacing at least a portion
of the textual characters of interest with different textual
characters to provide de-identification process results;
and

transmitting the de-identification process results for dis-

play on a screen of the target system.

2. The method according to claim 1 comprising applying a
masking process on at least one textual character of interest
and applying another de-identification process on at least one
other textual character of interest.

3. The method according to claim 2 wherein the other
de-1dentification process 1s selected from: repeatable scram-
bling;

randomly replacing textual characters;

scrambling textual characters;

scrambling textual characters while preserving a format of

textual character strings;

scrambling at least one textual character of a textual char-

acter string while maintaining at least one textual char-
acter of the textual character string; and

applying a random function.

4. The method according to claim 3 comprising applying a
masking process on at least one textual character of interest,
applying another de-identification process on at least one
other textual character of interest, and applying a further
de-1dentification process on at least one textual character of
interest.

5. The method according to claim 2 wherein the 1image 1s a
synthetic image that 1s generated by application software.

6. The method according to claim 1 comprising executing
the stages of capturing, identifying recognizing, analyzing,
applying and transmitting in real time;

wherein the 1mage information represents a difference

between a previous 1mage and a current 1image;

generating modified image information representative of a

modified 1mage that comprises images of the de-1denti-
fication process results mstead of 1mages of the textual
characters of interest; and
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transmitting the modified 1image as the de-identification
process results.

7. A system having image manipulating capabilities, the

system comprising;:

an 1mage mnformation capture module adapted to capture
image mformation by interception thereof during trans-
mission by a source system to a target system, the image
information being representative of an 1mage that com-
prises 1mages of textual characters;

an optical character recognition module, adapted to recog-
nize the textual characters;

a processor, adapted to automatically analyze the image to
determine an 1mage layout by 1dentifying associations
among strings ol the textual characters with graphical
features, the features including tables, table rows and
labels of text areas, and to 1dentity textual characters of
interest from the associations, wherein identifying asso-
clations comprises applying context-based rules and
content-based rules to the strings, the processor opera-
tive to apply at least one deidentification process on the
textual characters of interest by replacing at least a por-
tion of the textual characters of interest with different
textual characters to provide de-identification process
results; and

a modified image generator, adapted to generate modified
image information that represents a modified image that
comprises 1mages of the de-identification process
results instead of 1mages of the textual characters of
interest, wherein the processor 1s operative to transmit
the de-identification process results for display on a
screen of the target system.

8. The system according to claim 7 wherein the processor
1s adapted to apply a masking process on at least one textual
character of interest and apply another de-identification pro-
cess on at least one other textual character of 1nterest.

9. The system according to claim 8 wherein the other
de-1dentification process 1s selected from: repeatable scram-
bling;

randomly replacing textual characters;

scrambling textual characters;

scrambling textual characters while preserving a format of
textual character strings;

scrambling at least one textual character of a textual char-
acter string while maintaining at least one textual char-
acter of the textual character string; and

applying a random function.

10. The system according to claim 8 wherein the processor
1s adapted to apply a masking process on at least one textual
character of interest, apply another de-identification process
on at least one other textual character of interest, and apply a
turther de-1dentification process on at least one textual char-
acter of interest.

11. The system according to claim 7 wherein the image 1s
a synthetic 1image that 1s generated by application software.

12. The system according to claim 7 wherein the optical
character recognition module 1s adapted to recognize 1n real
time the textual characters;

the processor 1s adapted to determine 1n real time the image
layout, and apply in real time at least one de-1dentifica-
tion process on textual characters of interest to provide
de-1dentification process results; and

the modified 1image generator 1s adapted to generate 1n real
time the modified 1mage information and wherein the
system 1s adapted to transmit the modified image infor-
mation to at least one target system.
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13. A computer program product comprising a non-transi-
tory computer usable medium including a computer readable
program, wherein the computer readable program when
executed on a computer causes the computer to perform the
steps of:

capturing image imformation by interception thereof dur-

ing transmission by a source system to a target system,
the image information being representative of an 1image
that includes 1mages of textual characters;
recognizing the textual characters by applying Optical
Character Recognition;

automatically analyzing the image to identity a layout of
the image by identifying associations among strings of
the textual characters with graphical features, the fea-
tures including tables, table rows and labels of text areas,
and to identily textual characters of interest from the
associations, wheremn 1dentifying associations com-
prises applying context-based rules and content-based
rules to the strings;

applying at least one de-1dentification process on the tex-

tual characters of interest by replacing at least a portion
of the textual characters of interest with different textual
characters to provide de-identification process results;
and

transmitting the de-identification process results for dis-

play on a screen of the target system.

14. The computer program product according to claim 13,
wherein the computer readable program further causes the
computer to apply a masking process on at least one textual
character of interest and applying another de-identification
process on at least one other textual character of interest.

15. The computer program product according to claim 14,
wherein the other de-identification process 1s selected from:

repeatable scrambling;

randomly replacing textual characters;

scrambling textual characters;

scrambling textual characters while preserving a format of

textual character strings;

scrambling at least one textual character of a textual char-

acter string while maintaining at least one textual char-
acter of the textual character string; and

applying a random function.

16. The computer program product according to claim 13,
wherein the computer readable program further causes the
computer to apply a masking process on at least one textual
character of 1nterest, applying another de-1dentification pro-
cess on at least one other textual character of interest, and
apply a further de-1dentification process on at least one textual
character of interest.

17. The computer program product according to claim 14
wherein the 1mage 1s a synthetic 1image that 1s generated by
application software.

18. The computer program product according to claim 13
comprising executing the stages of capturing, recognizing,
analyzing and applying and transmitting in real time;

wherein the image information represents a difference

between a previous 1mage and a current 1mage;

generating modified image information representative of a

modified image that comprises images of the de-1denti-
fication process results mstead of 1mages of the textual
characters of interest; and

transmitting the modified image as the de-identification

process results.
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