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SYSTEM AND METHOD FOR DISTRIBUTING
PROCESSING OF A SINGLE-PROCESS
APPLICATION HAVING FIRST AND SECOND

OBJECTS IN A NETWORK HAVING LOCAL
AND REMOTE PROCESSES

FIELD OF THE INVENTION

The 1invention relates to the field of processing of objects
within a distributive computer system. More particularly, the
present invention relates to the migration and processing of
objects within a distributive computer system to enhance
load-balancing and system throughput in the face of routine
maintenance or other service disruptions.

BACKGROUND OF THE INVENTION

An object-oriented computer program contains interacting
objects that carry out specific program logic. Single process
programming techniques assume that all objects reside within
the same process hosted on a single computer system. Dis-
tributed programming systems, on the other hand, are
designed to support objects across multiple processes, usu-
ally hosted on separate computers. For distributed systems,
typically only certain objects explicitly—declared and pro-
grammed as “remote” objects by the programmer—can be
remotely accessed by other objects. From the perspective of
any given object, only remote objects can be nvoked
remotely, and only local objects can be invoked locally, with
the distinction between local and remote objects being fixed
by the application code. Thus, changing a local object to a
remote object requires reprogramming.

One problem with legacy applications not written for a
distributed computing environment is that the applications
must be modified to execute across multiple processes. Simi-
larly, current object-oriented distributed computing infra-
structures require programmatic specification of which
objects can be remotely accessed by classitying the objects
into remote objects and local objects. Such classification
requires expertise 1n distributed programming techniques as
well as a priorit knowledge of the program flow. Legacy appli-
cations that were built to run 1n a single process on a single
host often require extensive reprogramming to execute 1n a
distributed environment. Such modifications can be costly,
and also require extensive knowledge of program flow and
distributed programming expertise, for example, to avoid
errors arising from the differing semantics used for remote
and local object mvocations. Such errors can be extremely
time-consuming and difficult to 1dentity and debug.

Another problem with previously-known distributed sys-
tems 1s that invocation of a remote object often uses different
semantics than are used to invoke a local object. Specifically,
when an object invokes a local object, all parameters are
passed according to the semantics defined by the program-
ming language. In Java, for example, all parameter objects
and return values are effectively passed by reference, 1.e., by
passing an object reference 1n the parameter list. When an
object invokes a remote object, the local objects 1n the param-
cter list are passed by copy, while the remote objects 1n the
parameter list are passed by reference. Duplication of the
local objects requires that those objects be specially tagged
and special code 1s sometimes required to ensure correct
copies are made. In Common Object Request Broker Archi-
tecture (“CORBA™) applications, all of the passed object
types must be properly defined 1n the interface definition
language for any object types that are 1n the method signature
of a remote object. Web services, including .NE'T, require the
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definition using the web service description language. All of
this special coding presents an additional error-prone burden

for the programmer. The different invocation semantics also
are complicated because, depending on what kind of object 1s
invoked, local or remote, either a reference to a parameter
object 1s passed or a reference to a copy of the object 1s
passed—olten leading to numerous programming errors that
are difficult to solve.

The ability to migrate objects between processes 1s useful
when executing a program whose objects are spread across
multiple hosts. This capability supports dynamic processor
and network load balancing. In addition, 1t facilitates system
maintenance because objects can be migrated off of a host
requiring upgrades or repair. In many distributed systems, the
mapping of objects to processes and hosts must remain fixed
throughout a given execution of the program. Even for those
programs that support migration, only the remote objects can
be migrated. This can be limiting, however, as the number of
remote objects 1s usually much smaller than the number of
local objects, and thus constrains the degree of load balancing
that can be achieved.

Another short-coming of many previously-known distrib-
uted systems 1s that the mapping of objects to a process 1s
static, 1.e., the mapping cannot be reconfigured while the
application 1s running to optimize processor or network load.
Even those systems that support migration of objects between
processes are limited in their potential mappings because
only remote objects can be migrated. In addition, there are
typically many more local objects than remote objects, thus
adversely impacting the ability of a system administrator to
balance network loads.

Yet another problem with static mapping 1s the 1nability to
perform system maintenance during runtime. When all
objects cannot be migrated, then 1t 1s not possible to shutdown
a host involved 1n executing a distributed application, e.g., for
system upgrade or routine maintenance, without terminating,
the execution of the application. This planned downtime and
resulting service disruption 1s undesirable for systems requir-
ing high availability.

While most systems do not use dynamic code modification,
some techniques are known for supporting the distributed
execution of applications. One such system developed by
Michiaki Tatsubori of the University of Tsukuba, Japan, and
called Addistant, uses code modification to support automatic
distributed execution of legacy Java soltware. At class defi-
nition load time, that 1s, class file loading in Java terms, the
system modifies the bytecode of the Java class, so that objects
based on the modified classes can execute within a process
distinct from the main process of the application. A number of
modification techniques are used to achieve this effect. How-
ever, Addistant does not support dynamic migration of
objects, and the mapping of objects to processes and hosts 1s
explicit and static. Thus, the administrator must define a
runtime policy file that indicates which objects, which may be
grouped by class, run on which processes. Consequently, the
static mapping precludes dynamic processor and network
load balancing, as there 1s no way to move all objects off of a
host for system maintenance purposes without halting and
restarting the application.

It would therefore be desirable to provide a system and
methods that overcome these and other disadvantages of pre-
viously-known systems.

SUMMARY OF THE INVENTION

The present invention overcomes the shortcomings of pre-
viously-known systems and methods of adapting single-pro-
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cess legacy systems and distributed applications by modity-
ing object classes during load time. The systems and methods
ol the present invention therefore provide a computer method
for distributive processing ol an object on a plurality of pro-
CEeSSes.

In accordance with another aspect of the present invention,
a computer method and system are provided for moditying
object classes during load time and generating object inter-
faces that permit coordination with processes resident on
remote hosts of a distributed system. The modified object
classes of the present invention therefore enable migration of
objects, and improve network load-balancing in a distributed
processing environment and system utilization during
planned system outages or other service disruptions.

In accordance with one aspect of the present invention, a
computer system and method are provided for making modi-
fications to runtime coding of object-oriented software that
enables distributed execution. The method automatically
modifies object class definitions as the objects are loaded 1nto
the executing process. More particularly, the code modifica-
tions cause instances of the classes to interact with a distrib-

uted runtime system that allows all objects to be migrated
between processes. Because the class definitions are modified
at runtime, a programmer does not need to add any code for
application distribution. Thus, no programmer expertise 1n
distributed systems 1s necessary, nor any a priort knowledge
of the program flow. Moreover, no modification to the source
code 1s required, thus obviating the need to reprogram legacy
applications. Instead, the distributed execution capability 1s
transparently and automatically added to the application.
Because all objects can now be migrated, processor and net-
work load balancing 1s more flexible, allowing for more
refined adjustments. All objects can be migrated off of any
host, allowing the administrator to take hosts oftline for sys-
tem maintenance without terminating execution of the appli-
cation.

In accordance with the invention, the method supports
local and remote invocations on an object using identical
invocation semantics, thereby allowing all objects to be
migrated at any time. Migration of objects between processes
1s handled by the system, so that invocations on an object
migrate the object between processes.

The system and method of the present invention comprise
a class modifier routine and a runtime system that operate
within the process of an executing object-oriented computer
program. The class modifier alters class definitions when the
class definitions are loaded 1nto the executing process, so that
objects interact with the runtime system when created or
invoked. Interprocess invocations between objects are auto-
matically handled by the runtime system, thus preserving
original local mnvocation semantics. All of the class modifi-
cations are performed transparently so no extra programming
or expertise 1s required to execute applications with distrib-
uted systems or migrated objects. And because the method
runs during runtime, no source code modifications are
required to execute legacy applications on a distributed sys-
tem.

These and other advantages will become more apparent
from the following detailed description of the preferred
embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a tlow diagram schematically 1llustrating opera-
tion the class modifier routine during the application loading,
process.
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FIG. 2 1s a flow diagram depicting operation of the runtime
system to resolve object ivocations 1n a distributed object

Process.
FIG. 3 1s a schematic diagram further illustrating the inter-
action of an instantiation of an object and the runtime system.
FIGS. 4A and 4B schematically illustrate the process of
object migration.

FIGS. 5A through 5C schematically illustrate a process of
using an object proxy to invoke an object that has been
migrated to a remote host.

FIGS. 6 A through 6C schematically illustrate a process of
passing an object by reference 1n a distributed processing
system.

FIGS. 7A through 7C schematically 1llustrate a process of
coordinating updates to an objectrepresented by a local proxy
object.

DETAILED DESCRIPTION

Referring to FIGS. 1 through 3, an overview of the system
and methods of the present invention i1s provided, which
enable previously-known single process legacy applications
to be executed with distributed processes and objects. The
inventive system supplements the runtime systems of previ-
ously-known computer systems by using dynamic aspect-
oriented techniques to modily programs at runtime, thereby
enabling distributed object execution, including interprocess
object migration, with no modification of the original appli-
cation source code or a prior1 knowledge of the process tlow.
Any object can be migrated in the inventive system to enhance
load balancing. External utilities may be used to monitor
program execution and to migrate objects between processes
as needed, thereby facilitating system maintenance without
service disruption.

The method and system of the present invention 1s
designed for use with previously-known object-oriented
applications. An application can have one or more classes,
wherein each class 1s defined by a class defimition, which in
turn defines one or more functions and data used by those
functions. The class definitions are loaded from a definition
source, such as a file system or web site. The application
includes one or more instantiations of each class called
objects, with functions and data of the objects defined by class
definitions of the application. Multiple objects can be created
from the same class definition. During execution of the appli-
cation, the definition of a class referenced by the application
1s loaded.

In accordance with one aspect of the present 1nvention,
object class definitions are modified prior to object instantia-
tion so that a distinction 1s no longer made between remote
and local objects. In the inventive system, any object can be
remotely accessed and any object can be migrated between
processes, while preserving the invocation semantics as
defined by the programming language. Thus, a program
developer may write a traditional single process program that
1s automatically converted by the inventive system and
method to a distributed application at runtime.

The inventive system and method include two parts, a class
modifier routine and a runtime system. The class modifier
routine alters program class definitions as they are loaded into
the application. These modifications cause the classes to
invoke the runtime system at the start and end of each method
defined for the object, including the object’s 1nitialization
method typically known as the “constructor.”” The runtime
system 1s responsible for determining the actual location of an
object for invocation purposes and for implementing requests
for object migration.
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Referring to FIG. 1, the various components of process 10
utilizing the features of the present invention 1s described,
within which both class modifier routine 20 and runtime
system 30 are embedded. As will be apparent to one of ordi-
nary skill, the details of embedding class modifier routine 20 53
into the class loading mechanism of the application will
depend on the specific language and application runtime sys-
tem. For example, for Java applications, the standard instru-
mentation and tool imterface may be used for the Java virtual
machine. The runtime system 1s loaded via the dynamic load- 10
ing mechamsm of the process when the class modifier refer-
ences it.

In previously-known object-oriented systems, class defini-
tion 11 typically 1s loaded by process class loader 12 into a set
of class definitions used by the application to create object 15
instances 15. Thus, for example, 1n the context of Java Virtual
Machine (JVM) applications, the class definitions are in the
form of Java byte code files loaded from a class definition
source such as a file system or network.

In accordance with the present invention, however, class 20
modifier routine 20 causes class loader 12 to pass any class
definition 11 loaded by the process to the class modifier
routine. Class modifier routine 20 then modifies class defini-
tions 11 to generate modified class definitions 13, which
coordinate method 1nvocations with runtime system 30. The 25
modified class definitions 13 are added to the set of class
definitions 14 used by the application. Accordingly, whenever
an instance 15 of an object 1s created, it incorporates the
modified class definitions 14.

More particularly, class modifier routine 20 modifies the 30
class definition, so that when an object of the class and within
the application executes, the application will interact with
runtime system 30 to coordinate distributed execution of the
objects on a plurality of processors. As described below, class
modifier routine 20 modifies the start and end of each function 35
of the class definition so that when objects of the class 1n the
application execute, each will invoke the runtime system at
the start and end of each object function. The modification
also modifies the object creation function to invoke the runt-
ime system when any object of the class 1s created. In the 40
IVM, for example, the class definitions are modified by add-
ing Java Bytecodes to the start and end of each function of a
class. The additional Java Bytecodes cause the object to
invoke the runtime system indicating the entry and exit of
cach object executed function. The additional Java Bytecodes 45
inserted at the start of the object imitialization function,
known as the object constructor, indicates to the runtime
system that a new object has been created.

The modified class definitions 13 for an application are
collected 1nto set 14 using known methods for collecting and 50
tracking loaded class definitions within an object-oriented
system. Set 14 of modified class definitions 13 are used when
creating an object of that class. When an instance of an object
of that class must be created, the application incorporates the
corresponding set 14 of modified class definitions. 55

Referring now also to FIG. 3, 1n a preferred embodiment,
class modifier routine 20 makes at least the following two
changes to class definition 13: First, class modifier routine 20
adds to the end of each constructor 16—the class method
invoked to 1nitialize a new instance of the object—a call 17 to 60
runtime system 30 to indicate the creation of the new object
instance. This call by constructor 16 allows runtime system
30 to create an entry for that object instance and begin track-
ing 1t. Second, class modifier routine 20 modifies each class
definition 11 to add code to the start and end of each method 65
18. As further described with respect to FIG. 2, the code

inserted at the start of each method 18 makes an mitiating call

6

19 to runtime system 30 when that method 1s invoked, and an
exit call 21 when the method 1s completed.

As further depicted 1n FIG. 2, when a method within object
15 1s invoked, illustratively method 18, mitiating call 19 1s
made to runtime system 30. Non-exclusive lock 22 1s placed
on the object referenced while runtime system 30 determines
the location of the referenced object at step 23. Non-exclusive
lock 22 ensures coordination with runtime system 30, which
must obtain an exclusive lock on the object prior to migrating
it to another host. Other invocations, from other threads of
control, can occur concurrently under the non-exclusive lock.
This coordination ensures that invocations on the methods
contained within the object will not occur during migration of
the object. If the referenced object 1s determined to reside on
the local host, execution of the method continues at step 24

referred to as “local execution™). At the completion of local

execution, code mserted by class modifier routine 20 at the
end of method 18 1s run that directs runtime system 30, via
exit call 21 to release the non-exclusive lock at step 25. Once
a return from the method 1s completed at step 26, execution of
succeeding methods of object 15 continues.

I1 the object referenced by method 18 of object 15 1s deter-
mined by runtime system 30 to reside on a remote host, then
the local object 1s deemed an object proxy and the invocation
lock 1s released at step 27. Runtime system 30 on the local
host then delegates completion of the method to the runtime
system residing on the remote host, indicated at step 28. Upon
completion of that method on the remote host, via execution
of steps 22-25 of the runtime system on the remote host (and
corresponding interaction with the remotely located object),
results are returned from the remote host at step 29. A return
from method 18 1s completed at step 26, and execution of
succeeding methods of object 135 then continues. In this man-
ner, the local proxy of the referenced object causes the runt-
ime system on the local host to delegate the invocation to the
process on which the actual object resides.

Referring again to FIG. 3, interaction between an instan-
tiation of object 15 and runtime system 30 interaction 1s
further described. When a new 1instance of an object is cre-
ated, code 31 1s inserted by the class modifier routine at the
end of constructor 16, which invokes runtime system 30
residing on that host to indicate that new object 15 was cre-
ated. IT an object proxy 1s being created, constructor 16 1s not
executed. As described above, when method 18 of object 15 1s
invoked, code 32 inserted at the start of method 18 by class
modifier routine 20 1s executed to generate initiating call 19 to
runtime system 30. Responsive to imitiating call 19, runtime
system 30 determines 1 the referenced object 1s an object
proxy resident on a remote host or an actual object residing on
the local host. Following execution of the coordination logic
(shown within box 34 of FIG. 2, the method 1s executed either
on that host using the actual referenced object or delegated to
the runtime system on the remote host where the actual object
resides (shown by dotted line 35 of FIG. 2). Inthe case of local
execution of method 18, upon completion of the method, code
36 mnserted by class modifier routine 20 1s executed to release
the non-exclusive lock on the object, and the locally gener-
ated results are then returned to the caller. Where the refer-
enced object 1s located on a remote host and the local object
1s an object proxy, runtime system 30 releases the non-exclu-
stve lock and the execution 1s completed remotely, after

which the results received from the remote invocation are
returned to the local caller.

Referring to FIGS. 4A and 4B, one embodiment of the
systems and methods of the present invention for migrating
an object from a local host to a remote host 1s now described,
wherein the runtime system migrates an object between two
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processes, local process pl and remote process p2. Each of
local process pl and remote process p2 has an initial state
depicted in FIG. 4 A and a final state depicted 1n F1G. 4B, such
that the transformation between the respective mitial and final
states reflects steps mvolved 1n the object migration process.

As will be apparent, the ability to transparently migrate
objects between processes and hosts offers the system admin-
istrator additional flexibility for load balancing or system
maintenance purposes. When an object, B, migrates from
process pl to process p2, the original representation of the
object on process pl becomes an object proxy B' for the new
representation of the object, B, on process p2. FIGS. 4A and
4B 1llustrate migration of object B from process p1 to process
p2.InFIG. 4A, object B on process pl 1s chosen for migration
to process p2 via a call to runtime system 40A. As depicted in
FIG. 4B, runtime system 40A on process pl then extracts the
state of object B and transforms 1t 1nto object proxy B'. The
state of object B 1s transierred by runtime system 40A on
process pl to runtime system 40B on process p2 using known
data transier mechanisms. If no object proxy of B was previ-
ously created on process p2, then runtime system 40B on
process p2 creates object B using the transierred state
received from process pl. If an object proxy already exists for
object B on process p2, then runtime system 40B updates the
object proxy B with the migrated state and 1t 1s deemed the
actual representation of object B.

More specifically, FIG. 4A shows object B residing on
process pl, with no corresponding object on process p2.
When a migration request, which includes the migration des-
tination, 1s recerved by runtime system 40A, e.g., from an
external utility (not shown), runtime system 40A obtains an
exclusive lock on object B on process pl. This 1s required to
ensure that there are no current locks on object B, either
exclusively or nonexclusively. Once the exclusive lock 1s
obtained, the migration of object B to remote process p2
commences.

At step 41, runtime system 40A takes the state of object B
as an iput and creates a serialized form of object B that
captures the current state of object B. Any non-primitive data
in object B, such as pointers or references to other objects, 1s
specially sernialized by runtime system 40A to include a glo-
bally unique 1dentifier of the referenced object and the name
of the class definition of the referenced object. The output of
step 41 1s a serialized form of the state of object B suitable for
transmission over a network to remote process p2. In the
IVM, the serialization of an object cannot use conventional
IVM object senalization because JVM does not properly
encode object references for the object migration process.
Instead, runtime system 40A 1nvokes a special encoder, not
shown, that replaces each object reference in the state of the
migrating object B with data indicating a globally unique
identifier of the referenced object and the class definition
name of the object.

In step 42, runtime system 40A of process pl transmits the
serialized form of the migrating object B to the runtime sys-
tem 40B on remote process p2. Object B resident on the
process pl becomes object proxy W for object B on remote
process p2. In a preferred JVM 1mplementation, a socket 1s
maintained between process pl and process p2, with the data
for the state of the transmitted object B transmitted using
known socket communications techniques.

In step 43, runtime system 40B on remote process p2
creates object B using the state transmitted from process pl.
The state of object B on remote process p2 1s 1dentical to the
state of that object B at the acquisition of the exclusive lock on
object B by runtime system 40A, discussed above. When
created, object B on process p2 1s considered the actual
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instance of the object B and may be used by invocations to
object B on process p2, while object proxy il remains on
process pl.

Referring now to FIGS. 5A through 5C, use of object
proxies to execute object method 1vocations 1s described.
Generally, the proxy technique allows the runtime system
associated with a process to preserve local invocation seman-
tics even 11 the mvoked object 1s relatively remote. This tech-
nique also provides low overhead on an invocation when the
invoked object 1s co-located on the same process. As depicted
in FIG. 5A, when two objects, A and B, are located on the
same process, an mvocation between those objects 1s direct
(shown by arrow 50), without any intermediate between the
two objects. In FIG. 5B, object B later 1s migrated to process
p2 using steps 41, 42 and 43, as described above with respect
to FIGS. 4 A and 4B, so that object proxy W resides on process
pl and actual object B resides on process p2.

Upon the next invocation of A on B, depicted at 52 1n FIG.
5C, object A invokes object proxy B', which was actual object
B prior to 1ts migration to process p2. From the perspective of
object A, nothing has changed regarding 1ts invocation of
object B, as 1t appears to be mvoking the same object as
betore. However, because the object 1s now object proxy B',
the invocation 1s handled differently. In this case, object proxy
B' invokes runtime system 40A on process pl, as shown at53,
indicating the invoked object, the method, and the method
parameters. Runtime system 40A then sends all of that infor-
mation, indicated at 54 to runtime system 40B on process p2,
where actual object B resides. As with object migration, any
known networking mechamism may be employed to transier
the invocation data from process pl to process p2. Runtime
system 40B on process p2 then invokes actual object B, as
shown at 35, on behalf of object A on process pl. The results
returned from the invoked method then are passed back along
the reverse route of the imvocation to process pl.

More specifically with respect to FIGS. 2 and 5A, when
object A on process pl invokes a function of object B also
resident on the process pl, the mvocation 1s executed on
process pl by object B, corresponding to steps 23 and 24 in
FIG. 2. In FIG. 5B, object B subsequently migrates from
process pl to remote process p2, as described above with
respect to FIGS. 4A and 4B. Next, with respect to FIG. 5C,
object A resident on process pl invokes a function on object
proxy B' on process pl. Because object B now resides on
remote process p2, runtime system 40A 1s caused to forward
the 1nvocation to process p2, corresponding to steps 27 to 29
in FIG. 2.

In particular, the object proxy B' delegates the function
invocation to the runtime system 40A on the process pl, 1n
which the global identifier of object B, the invoked function
and the function parameters ol object B to invoke are pro-
vided to runtime system 40A as input data. Runtime system
40A then transmits this data to runtime system 40B on remote
process p2 over a network. In the JVM, the conventional
means of transmitting data 1s user dependent. However, as
with the state transier of objects during object migration, the
standard Java Sernalization mechanism cannot be used
because any references to objects 1n the function parameters
must be modified using the special encoder that replaces
object references 1n the function parameters with data indi-
cating the globally unique identifier of the referenced object
and the named class definitions of the objects being commu-
nicated.

Runtime system 40B on remote process p2 then invokes the
specified function on object B and the function results from
object B are returned to runtime system 40B for transmission
through runtime system 40A to object proxy B' on process p1.
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As such, object A mvoked object B that was migrated to
remote process p2 for execution of a function of the object B
with the function results being returned to object proxy B'. In
this manner runtime systems 40A and 40B coordinate to
transparently provide migration of object B from process pl
to process p2, without disrupting execution of the methods of
object A on process pl.

Referring now to FIGS. 6A to 6C, an overview 1s provided
of how object references are passed between objects such that
local call semantics are preserved. In FIG. 6 A, 1nitial states of
processes pl and p2 are shown, in which objects A and C, and
proxy B', reside on process pl, while object B resides on
process p2. In FIG. 6B, object A mvokes object B using a
reference to object C as a parameter. This nvocation 1s
directed to object proxy B', which at step 61 i1nvokes the
runtime system of process pl that determines that the refer-
ence must be passed to object B resident on process p2. At
step 62, the runtime system on process pl transmits the mvo-
cation information to the runtime system on process p2.
Because the information contains a reference to object C and
no object proxy C' exists on process p2, the runtime system on
process p2 creates object proxy C' at step 63. The runtime
system on process p2 then invokes object B substituting a
reference to object C' for object C in the parameter list. IT
subsequently, as shown 1n FIG. 6C, object B uses the refer-
ence to 1nvoke object C at step 65, object B actually will
invoke object C', which in turn will delegate that call at step 66
to the runtime system on process p2. At step 67, that call 1s
transmitted back to process pl, where the runtime system on
process pl then invokes object C on behalf of object B at step
68.

More particularly, the system and methods of the present
invention enable object references to be passed through
remote function calls 1n a reference passing process. The
reference passing process enables the distributed runtime sys-
tem to coordinate receipt of an object reference for an object
for which a local object proxy does not exist on the local
process. Referring still to FIG. 6A, 1in the imitial states of
processes pl and p2, object A, object C, and object proxy B'
reside on process pl while object B resides on process p2,
having been previously migrated from process pl to process
p2. No object C orobject proxy C' exist on process p2. During
the reference passing process, object A and object C execute
on process pl with the object proxy B' that also resides on
process pl, whereas object B executes on the process p2.

FIG. 6B depicts an intermediate of processes pl and p2, in
which object A mvokes a function on object B resident on
process p2. One of the parameters to the function 1s a refer-
ence to object C on the process pl. This 1s handled on process
pl by object proxy B', which at step 61 delegates a call to the
runtime system on process pl. At step 62, the runtime system
on process pl passes the reference over a network to the
runtime system of the process p2, similar to the action of
object A 1n passing the function and function parameters to
object B, but with the distinction that the reference to object C
1s part of the function parameters passed to the runtime sys-
tem on process p2. An object proxy C' 1s created by the
runtime system on process p2 resulting from the presence of
the reference to object C 1n the function parameters passed
from process pl to process p2, with the reference to object C
in the function parameters replaced with the local reference to
object proxy C'. This local reference to object proxy C' causes
any 1nvocations of functions on object C from object B on
process p2 to be delegated through object proxy C'. At step 64,
after the object proxy C' is created 1n process p2, the runtime
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system delegates the Tunction invocation by object A on pro-
cess pl to object B on process p2, passing to object B the
reference to object proxy C'.

With respect to FIG. 6C, invocation of object C by object B
on process p2 behaves exactly as 1n steps 52-54 of FIG. 5C,
but with object B invoking the function and object C being
invoked by object B. In particular, at step 65, object B resident
on process p2 mvokes a function on object proxy C' on pro-
cessp2. Because object Cresides on process pl, and 1s remote
relative to object B, the runtime system on process p2 deter-
mines that the function must be executed on process pl. This
1s determined at step 66 when object proxy C' delegates the
function invocation to the runtime system on process p2.
Using the globally unique identifier of object C, at step 67 the
runtime system on process p2 mvokes the function of object
C and passes the function parameters to the runtime system of
process pl as input data. At step 86, the runtime processor on
process pl 1nvokes the specified function on object C. The
function of the object C to be mvoked, and the function
parameters for function mnvocation come from the transmitted
data from the runtime system on process p2 from step 67. The
function results from object C are returned to the runtime
system on process pl, transmitted over the network to the
runtime system on process p2, and to the object B for com-
pleting the execution of object B executing a call to object C
using a passed reference to object C.

As will be apparent from the foregoing discussion, objects
may be migrated between local and remote processes as in
steps 41 through 43, objects can be remotely invoked by other
objects as 1n steps 52 through 54, and remote objects can be
remotely mvoked calling up other remote objects as 1n steps
61 through 68. The ability to migrate and invoke requires
locking and unlocking of the object so that no object 1s con-
currently invoked or migrated to enable exclusive execution
of object distributed about various processes. It also should be
understood that the system and methods of the present inven-
tion enable all objects to be migrated from a local process to
remote processes so that the local process can be shut down
for maintenance while the objects are being executed on the
remote processes.

Turning now to FIGS. 7A to 7C, operation of the method of
the present invention 1s described wherein object C of FIG.
6 A subsequently 1s migrated to process p2. In this scenario,
object C 1s migrated from process pl to process p2 using steps
71 to 73, which are similar to steps 41 to 43 described above
with respect to FIGS. 4A and 4B. In this case, the state of
object C 1s transferred at step 73 into the object proxy C'.
Accordingly, object C on process pl becomes object proxy C'
and object proxy C' on process p2 1s changed into the actual
object C. These transformations ensure that the reference
from B remains valid. As depicted in FI1G. 7B, object B’s next
invocation on object C, at step 74, 1s a local call because
object B and object C now are co-located on process p2.

As turther depicted 1n FIG. 7C, a further reference, at step
75, from object A on process p1l to object C remains valid, but
now object A references object proxy C', which in turn
invokes the runtime system on process pl at step 76. Runtime
system on process pl passes the invocation to the runtime
system on process p2 at step 76, which then invokes object C
on process p2 at step 77. In this manner, any invocation from
object A to object C results in a remote invocation of object C
through coordination of the runtime systems on processes pl
and p2.

In accordance with another aspect of the present invention,
systems and methods are provided for removing stale refer-
ences so that the runtime systems can accurately track the
correct states of migrated objects. Illustratively, consider an
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embodiment of the present invention having processes, pl,
p2, and p3, in which object proxy B' residing on process pl
references object B residing on process p2. Object B then
migrates to process p3, leaving proxy B" on process p2. In this
case, object proxy B' has a stale reference, because object B
no longer references object B, but instead references object
proxy B". In one embodiment, the runtime systems on pro-
cesses pl, p2 and p3 could be actively and immediately
updated to remove the stale reference, 1.e., so that object
proxy B' references object B on process p3.

Alternatively, because an active update process might lead
to unnecessary interprocess communication overhead, it may
be preferable instead for the runtime systems on processes
pl-p3 to use a “lazy” update system. In this configuration, the
next invocation on object proxy B' will be forwarded to object
proxy B" but because object proxy B" 1s a proxy, the runtime
system on process pl will respond to the invocation of object
proxy B" with an exception indicating the new location of
object B on process p3. Object proxy B' then updates 1ts
internal state with that information and retries the invocation
on object B on process p3. Even if object proxy B" 1s stale by
the time object proxy B' invokes, e.g., because object B on
process p3 has migrated again, the object proxy will reply to
a remote mvocation with an exception message indicating
where the actual object 1s located based on the most recent
state of the information contained within that invoked proxy
object, and eventually the actual object will be invoked.

In accordance with the principles of the present invention,
the ability to migrate and remotely 1invoke objects 1s enabled
using class definition modifications at load time, so that,
during the creation of objects, the objects contain data that 1s
used by runtime systems resident on the processes for pro-
viding exclusive invocations and migrations. Advanta-
geously, the original class definition code may be used, and 1s
automatically modified at runtime for distributed processing.
Legacy applications thus may be automatically distributed
across hosts without reprogramming. Further, any object can
be migrated in enhanced systems, so load balancing can be
performed on a fine scale using external utilities to monitor
program execution and migrate objects between processes as
needed. System maintenance 1s facilitated because all objects
can be migrated off of a local host process onto a remote host
pProcess.

The runtime system of the present invention may be imple-
mented for Java programming language and Java Virtual
Machines of JDK 1.5 or higher. Other implementations could
be created for high-level languages such as Python and Ruby
without much difficulty. Implementation for C++ applica-
tions also 1s possible, although such C++ mmplementations
may require different versions for different operating sys-
tems. Those skilled 1n the art can make enhancements,
improvements, and modifications to the mvention, and these
enhancements, improvements, and modifications may none-
theless fall within the spirit and scope of the following claims.

What 1s claimed:
1. A method for distributing processing of a single-process
application in a network having local and remote processes,
the single-process application comprising at least first and
second objects, each of the first and second objects having
pre-existing class definitions, the method comprising the
steps of:
initiating a runtime system on each of the local and remote
Processes;

upon loading the single-process application, modifying the
pre-existing class defimitions to generate modified class
definitions such that the runtime system 1s invoked when
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an object of that class 1s instantiated and at the start and
end of each object function;
instantiating istances of the first and second objects on the
local process using the modified class definitions;

responsive to an mnvocation, coordinating the runtime sys-
tems on the local and remote processes to migrate the
second object instance to the remote process while trans-
forming the second object mstance on the local process
into an object proxy;

executing the first object mstance including 1invoking the

second object mstance on the remote process via the
object proxy, invocation of the second object nstance
being mediated by the runtime systems on the local and
remote processes;

coordinating the runtime systems on the local and remote

processes to migrate the first object instance to the
remote process while generating an object proxy for the
first object instance on the local process; and

alter migrating the first object instance to the remote pro-

cess, shutting down the local process without disrupting
execution of the application.

2. The method of claim 1, wherein the modified class
definitions of each of the first and second object instances
includes a call to the runtime system to identify and 1nitiate
tracking of the first and second object istances.

3. The method of claim 1, wherein the modified class
definitions of each of the first and second object instances
includes a call to the runtime system for each function that
invokes another object instance during execution.

4. The method of claim 1, wherein the runtime systems of
the local and remote processes apply a lock to the second
object mstance during invocation by the first object instance.

5. The method of claim 1, wherein executing the first object
instance including mvoking the second object instance com-
prises calling the runtime system on the local process to
determine the location of the second object instance.

6. The method of claim 1, wherein executing the first object
instance including mvoking the second object instance com-
Prises:

executing the first object instance to invoke the object

proxy on the local process;

executing a call by the object proxy to the runtime system

on the local process;
transferring information required to invoke the second
object mstance from the runtime system on the local
process to the runtime system on the remote process; and

executing the second object mstance on the remote pro-
CeSS.

7. The method of claim 1, further comprising:

communicating a result from execution of the second

object instance on the remote process to the object proxy
via the runtime systems on the remote and local pro-
cesses; and

returning the result from the object proxy to the first object

instance.

8. The method claim 1, wherein the migrating the second
object mstance to the remote process further comprises bal-
ancing processor loads between the local and remote pro-
CEeSSes.

9. The method of claim 1, wherein the local process 1s shut
down for maintenance.

10. A computer system that enables distributed processing
of a single-process application, the single-process application
comprising at least first and second objects using first and
second processes, each of the first and second objects having
pre-existing class definitions, the computer system compris-
ng:
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a runtime system;

a class modifier routine programmed to modily the pre-
existing class definitions to generate modified class defi-
nitions upon loading the single-process application such
that the runtime system 1s invoked when an object of that
class 1s instantiated and at the start and end of each object

function; and

at least one processor configured to execute the single-
process application, the class modifier routine, and the
first and second processes, and to instantiate the first and
second objects using the modified class definitions,

the runtime system being programmed to identily and track

at least the second object instance, to migrate the second
object instance from the first process to the second pro-
cess, and to transtform the second object instance on the
first process 1to an object proxy responsive to an 1vo-
cation,

the processor being configured to execute mstances of the

runtime system associated with each of the first and
second processes and to execute the first object instance
including invoking the second object instance on the
second process via the object proxy, the invocation of the
second object mstance being mediated by instances of
the runtime system associated with each of the first and
second processes, and

the processor further being configured to coordinate the

instances of the runtime system associated with the first
and second processes to migrate the first object imnstance
to the second process while generating an object proxy
for the first object instance on the first process and, after
migrating the first object instance to the second process,
to shut down the first process without disrupting execu-
tion of the application.

11. The computer system of claim 10, wherein the proces-
sor 1s configured to execute the class modifier routine so that
the modified class defimitions of each of the first and second
object instances includes a call to the runtime system to
identily and 1nitiate tracking of the first and second object
instances.

12. The computer system of claim 10, wherein the proces-
sor 1s configured to execute the class modifier routine so that
the modified class definitions of each of the first and second
object instances includes a call to the runtime system for each
function that invokes another object instance during execu-
tion.

13. The computer system of claim 10, wherein the proces-
sor 15 configured to execute the runtime system associated
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with each of the first and second processes to apply a lock to
the second object instance during invocation by the first
object 1nstance.

14. The computer system of claim 10, wherein the proces-
sor 1s configured to execute the first object instance including
invoking the second object instance by calling the runtime
system on the first process to determine the location of the
second object 1nstance.

15. The computer system of claim 10, wherein the proces-
sor 1s configured to execute the first object instance including

invoking the second object instance by:

executing the first object mstance to invoke the object

proxy on the first process;

executing a call by the object proxy to the runtime system

on the first process;

transierring nformation required to imvoke the second

object instance from the runtime system associated with
the first process to the runtime system associated with
the second process; and

executing the second object 1mstance on the second pro-

CeSS.

16. The computer system of claim 10, wherein the proces-
sor further 1s configured to execute the first object instance
including invoking the second object instance by:

communicating a result from execution of the second

objectinstance on the second process to the object proxy
via the runtime systems associated with the first and
second processes; and

returning the result from the object proxy to the first object

instance.

17. The computer system of claim 10, wherein the proces-
sor 1s configured to migrate the second object instance to the
second process, thereby enabling balancing of loads between
the first and second processes.

18. The computer system of claim 10, wherein the proces-
sor Turther 1s configured to coordinate execution of the runt-
ime systems associated with the first and second processes to
migrate the first object instance to the second process while
generating an object proxy for the first object instance on the
first process.

19. The computer system of claim 10, wherein the com-
puter system further comprises a second processor, the sec-
ond processor configured to enable migration of the first and
second object instances to the second processor.

20. The computer system of claim 10, wherein the proces-
sor 1s configured to shut down the first process for mainte-
nance.
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