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CONTENT DISTRIBUTING SYSTEM WITH
DYNAMIC ENCRYPTION KEYS

BACKGROUND OF THE INVENTION

The present invention relates to a content distributing sys-
tem, an encrypting apparatus, a content offering apparatus, a
content reproducing apparatus, a license information offering
apparatus, an encrypting method, a content offering method,
a content reproducing method, a license information offering
method, an information processing program, and a storage
medium. More particularly, the invention relates to tech-
niques for reinforcing the capability of concealing content by
dynamically generating an encryption key for each of the
objects constituting the content.

In recent years, varieties of digital content have been dis-
tributed in growing quantities over the Internet. Digital con-
tent (simply called content hereunder) 1s constituted illustra-
tively by text information, still pictures, moving pictures,
video games, and other publications converted into electronic
data. As such, content 1s reproduced by personal computers or
by dedicated reproducing apparatuses for use.

Content 1s delivered to users 1llustratively over networks.
In today’s electronized society, this mode of content delivery
poses a big challenge: how to let legitimate users alone make
use of content and to keep unauthorized users from 1llicitly
uses 1n order to protect copyrights.

Conventional methods for enabling the legitimate user to
use content typically imnvolve encrypting content using a com-
mon key while allowing the user to acquire this common key
so that the authorized user alone can decrypt the content using
the acquired key. One such method 1s disclosed illustratively
in Japanese Patent Laid-open No. 2002-359616.

The disclosed technique requires clients to acquire licenses
in order to reproduce content. A header attached to content 1s
arranged to include information for specifying a relevant
license. Only 1t a client 1s 1n possession of the license speci-
fied by the information 1s 1t possible for the client to decrypt
and reproduce the content 1n question.

Conventionally, all objects included in content were
encrypted using the same encryption key. Once the encryp-
tion key was 1dentified, 1t was possible to decrypt all objects.
For example, even 11 a block chaining scheme such as CBC
mode of DES (Data Encryption Standard) 1s utilized, once an
initial vector and a common key are identified, all data can
eventually be decrypted. Block chaining 1s a method that
involves encrypting the first block, then utilizing an outcome
of the encryption of the first block in order to encrypt the next
block, and repeating the encrypting process in chained fash-
101.

Preparing a large number of encryption keys in advance
could concervably boost the capability of data concealment.
This measure, however, has the disadvantage of 1ncreasing
content and key sizes because of the numerous keys to be
prepared for encryption.

It 1s therefore an object of the present invention to provide
an encrypting apparatus and a reproducing apparatus, as well
as related methods and other resources for encrypting content
in a manner enhancing the level of content concealment while
allowing the encrypted content to be decrypted efficiently.

SUMMARY OF THE INVENTION

In carrying out the ivention and according to one aspect
thereol, there 1s provided (as a first structure) a content dis-
tributing system for distributing content, including: an
encrypting apparatus for encrypting each of objects consti-
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tuting content using a different encryption key; a content
offering apparatus for offering the encrypted content to a
contentreproducing apparatus; a license information offering
apparatus for offering license information including informa-
tion necessary for decrypting the encrypted content; and a
content reproducing apparatus for acquiring the encrypted
content from the content offering apparatus in order to
decrypt and reproduce the acquired content using the license
information acquired from the license offering apparatus.

According to another aspect of the invention, there 1s pro-
vided (as a second structure) an encrypting apparatus includ-
ing: a content acquiring unit for acquiring content; an
encrypting unit for encrypting the acquired content 1n units of
cach ol objects constituting the content using a different
encryption key; and an outputting unit for outputting the
encrypted content.

Preferably (as a third structure), the encrypting apparatus
of the second structure may further include an encryption key
generating unit for generating the encryption key by operat-
ing, for each of the objects, on key generation information
included 1n each object and on predetermined 1nitial informa-
tion; wherein the encrypting unit may encrypt each of the
objects using the generated encryption key.

Preferably (as a fourth structure), the encrypting apparatus
of the third structure may further include an nitial informa-
tion processing unit for encrypting the initial information in a
manner decryptable by use of license information before
incorporating the encrypted initial information into the
encrypted content.

Preferably (as a fitth structure), the encrypting apparatus of
the third structure may further include an establishing unit for
establishing an encryption key generating method for deter-
mining the number of the encryption keys; wherein the
encryption key generating unit may generate the encryption
keys using the established encryption key generating method.

Preferably (as a sixth structure), in the encrypting appara-
tus of the second structure, the encrypting unit may incorpo-
rate encryption key generating method information repre-
senting an encryption key generating method into the
encrypted content.

According to a further aspect of the invention, there 1s
provided (as a seventh structure) a content offering apparatus
including: an accepting unit for accepting a content offering
request; and a content offering unit for offering content in
response to the accepted request; wherein the content 1s made
up of objects each encrypted by a different encryption key.

Preferably (as an eighth structure), in the content offering
apparatus of the seventh structure, the encryption key may be
generated by operating on key generation information
included 1n each of the objects and on predetermined 1nitial
information.

Preferably (as a ninth structure), in the content offering
apparatus of the eighth structure, the content may include the
initial information encrypted 1n a manner decryptable from
the content by use of license information.

Preferably (as a tenth structure), in the content offering
apparatus of the seventh structure, the content may include
encryption key generating method information representing
an encryption key generating method for generating the
encryption keys.

According to an even further aspect of the invention, there
1s provided (as an eleventh structure) a content reproducing
apparatus including: a content acquiring unit for acquiring
content encrypted 1n units of each of objects constituting the
content by use of a different encryption key; a decrypting unit
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for decrypting the objects constituting the content; and a
content reproducing unit for reproducing the decrypted con-
tent.

Preferably (as a twelith structure), 1n the content reproduc-
ing apparatus of the eleventh structure, the decrypting unit
may generate the encryption key by operating on key genera-
tion mformation included in each of the objects and on pre-
determined 1nitial information, in order to decrypt each of the
objects using the generated encryption key.

Preferably (as a thirteenth structure), in the content repro-
ducing apparatus of the twelith structure, the initial informa-
tionmay be included in the content 1n encrypted form; and the
content reproducing apparatus may further include: a license
information acquiring unit for acquiring license imnformation
corresponding to the acquired content; and an itial informa-
tion acquiring unit for acquiring the 1nitial information from
the content by decrypting the initial information using the
acquired license information; wherein the decrypting unit
may generate the encryption key using the acquired initial
information.

Preferably (as a fourteenth structure), the content repro-
ducing apparatus of the twelfth structure may further include
an encryption key generating method information veritying
unit for veritying encryption key generating method informa-
tion which 1s acquired from the acquired content and which
represents an encryption key generating method for generat-
ing the encryption key; wherein the decrypting unit may
select an operating method for generating the encryption key
by use of the verified encryption key generating method infor-
mation.

According to a still further aspect of the invention, there 1s
provided (as a fifteenth structure) a license information offer-
ing apparatus for offering license mformation by which to
acquire mitial information from content encrypted in units of
cach of objects constituting the content by use of a different
encryption key, the mitial information being used to generate
the encryption key.

According to a yet further aspect of the invention, there 1s
provided (as a sixteenth structure) an encrypting method for
use with a computer having a content acquiring unit, an
encrypting unit, and an outputting unit, the encrypting
method including the steps of: causing the content acquiring,
unit to acquire content; causing the encrypting unit to encrypt
the acquired content 1n units of each of objects constituting
the content by use of a different encryption key; and causing
the outputting unit to output the encrypted content.

Preferably (as a seventeenth structure), with the encrypting
method of the sixteenth structure, the computer may further
include an encryption key generating umit; and the encrypting
method may turther include the step of causing the encryption
key generating unit to generate the encryption key by operat-
ing on key generation information included in each of the
objects and on predetermined nitial information; wherein the
encrypting step may encrypt each of the objects using the
generated encryption key.

Preferably (as an eighteenth structure), with the encrypting
method of the seventeenth structure, the computer may fur-
ther include an 1nitial information processing unit; and the
encrypting method may further include the step of causing the
initial information processing unit to encrypt the imnitial infor-
mation 1n a manner decryptable by use of license information
and to mcorporate the encrypted 1nmitial information into the
encrypted content.

Preferably (as a nineteenth structure), with the encrypting
method of the seventeenth structure, the computer may fur-
ther include an encryption key generating method establish-
ing unit; and the encrypting method may further include the
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step ol causing the encryption key generating method estab-
lishing unit to establish an encryption key generating method;
wherein the encryption key generating step may generate the
encryption key by use of the established encryption key gen-
crating method.

Preferably (as a twentieth structure), with the encrypting
method of the sixteenth structure, the encrypting step may
incorporate encryption key generating method information
representing an encryption key generating method into the
encrypted content.

According to another aspect of the invention, there 1s pro-
vided (as a twenty-first structure) a content offering method
for use with a computer having an accepting unit and a con-
tent offering unit, the content offering method 1ncluding the
steps of: causing the accepting unit to accept a content offer-
ing request; and causing the content offering unit to offer
content 1n response to the accepted request; wherein the con-
tent 1s made up of objects each encrypted by a different
encryption key.

Preferably (as a twenty-second structure), with the content
offering method of the twenty-first structure, the encryption
key may be generated by operating on key generation infor-
mation mncluded 1n each of the objects and on predetermined
initial information.

Preferably (as a twenty-third structure), with the content
offering method of the twenty-second structure, the content
may include the initial information encrypted 1n a manner
decryptable from the content by use of license information.

Preferably (as a twenty-fourth structure), with the content
offering method of the twenty-first structure, the content may
include encryption key generating method information rep-
resenting an encryption key generating method for generating
the encryption keys.

According to a further aspect of the invention, there is
provided (as a twenty-fifth structure) a content offering
method for use with a computer having a content acquiring
unit, a decrypting unit, and a content reproducing unit, the
content offering method including the steps of: causing the
content acquiring unit to acquire content encrypted 1n units of
cach of objects constituting the content by use of a different
encryption key; causing the decrypting unmit to decrypt the
objects constituting the content; and causing the content
reproducing unit to reproduce the decrypted content.

Preferably (as a twenty-sixth structure), with the content
reproducing method of the twenty-fifth structure, the decrypt-
ing step may generate the encryption key by operating on key
generation information mncluded 1n each of the objects and on
predetermined initial information, in order to decrypt each of
the objects using the generated encryption key.

Preferably (as a twenty-seventh structure), with the content
reproducing method of the twenty-sixth structure, the com-
puter may further include a license information acquiring unit
and an mitial information acquiring unit, the initial informa-
tion being included 1n the content 1n encrypted form; and the
content reproducing method may further include the steps of:
causing the license information acquiring unit to acquire
license information corresponding to the content acquired by
the content acquiring unit; and causing the mitial information
acquiring unit to acquire the initial information from the
content by decrypting the imtial information using the
acquired license information; wherein the decrypting step
may generate the encryption key using the acquired initial
information.

Preferably (as a twenty-eighth structure), with the content
reproducing method of the twenty-sixth structure, the com-
puter may further include an encryption key generating
method information verifying unit; and the content reproduc-
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ing method may further include the step of causing the
encryption key generating method information verifying unit
to verily encryption key generating method information
which 1s acquired from the acquired content and which rep-
resents an encryption key generating method for generating
the encryption key; wherein the decrypting step may select an
operating method for generating the encryption key by use of
the verified encryption key generating method information.

According to an even further aspect of the invention, there
1s provided (as a twenty-ninth structure) a license information
offering method for use with a computer having a license
information offering unit, the license information offering
method including the step of causing the license information
offering unit to offer license information by which to acquire
initial information from content encrypted 1n units of each of
objects constituting the content by use of a different encryp-
tion key, the mitial information being used to generate the
encryption key.

According to a still further aspect of the invention, there 1s
provided (as a thirtieth structure) an information processing,
program for causing a computer to implement functions of:
acquiring content; encrypting the acquired content 1n units of
cach of objects constituting the content by use of a different
encryption key; and outputting the encrypted content.

Preferably (as a thirty-first structure), the information pro-
cessing program of the thirtieth structure may further cause
the computer to implement a function of generating the
encryption key by operating on key generation imnformation
included 1n each of the objects and on predetermined aitial
information; wherein the encrypting function may encrypt
cach of the objects using the generated encryption key.

Preferably (as a thirty-second structure), the information
processing program of the thirty-first structure may further
cause the computer to implement a function of encrypting the
initial information 1n a manner decryptable by use of license
information, before incorporating the encrypted 1nitial infor-
mation into the encrypted content.

Preferably (as a thirty-third structure), the information pro-
cessing program of the thirty-first structure may further cause
the computer to implement a function of establishing an
encryption key generating method; wherein the encryption
key generating function may generate the encryption key by
use of the established encryption key generating method.

Preferably (as a thirty-fourth structure), with the informa-
tion processing program of the thirtieth structure, the encrypt-
ing function may incorporate encryption key generating
method information representing an encryption key generat-
ing method into the encrypted content.

According to a yet further aspect of the invention, there 1s
provided (as a thirty-fifth structure) an information process-
ing program for causing a computer to implement functions
of: accepting a request for offering of content encrypted 1n
units of each of objects constituting the content by use of a
different encryption key; and offering the content in response
to the accepted request.

Preferably (as a thirty-sixth structure), with the informa-
tion processing program of the tharty-fifth structure, the
encryption key may be generated by operating on key gen-
eration information included 1n each of the objects and on
predetermined 1nitial information.

Preferably (as a thirty-seventh structure), with the infor-
mation processing program of the thirty-sixth structure, the
content may include the initial mmformation encrypted 1n a
manner decryptable from the content by use of license infor-
mation.

Preferably (as a thirty-eighth structure), with the mnforma-
tion processing program thirty-fifth structure, the content
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may include encryption key generating method information
representing an encryption key generating method for gener-

ating the encryption keys.

According to another aspect of the invention, there 1s pro-
vided (as a thirty-ninth structure) an mformation processing
program for causing a computer to implement functions of:
acquiring content encrypted 1n units of each of objects con-
stituting the content by use of a different encryption key;
decrypting the objects constituting the content; and reproduc-
ing the decrypted content.

Preferably (as a fortieth structure), with the information
processing program of the thirty-ninth structure, the decrypt-
ing function may generate the encryption key by operating on
key generation information included in each of the objects
and on predetermined initial information, 1n order to decrypt
cach of the objects using the generated encryption key.

Preferably (as a forty-first structure), with the information
processing program of the fortieth structure, the initial infor-
mation may be included in the content 1n encrypted form; and
the mformation processing program may further cause the
computer to implement functions of: acquiring license infor-
mation corresponding to the acquired content; and acquiring
the 1nitial information from the content by decrypting the
initial mformation using the acquired license information;
wherein the decrypting function may generate the encryption
key using the acquired 1nitial imnformation.

Preferably (as a forty-second structure), the imnformation
processing program of the fortieth structure may further
cause the computer to implement a function of verifying
encryption key generating method information which 1s
acquired from the acquired content and which represents an
encryption key generating method for generating the encryp-
tion key; wherein the decrypting function may select an oper-
ating method for generating the encryption key by use of the
verified encryption key generating method information.

According to a further aspect of the invention, there is
provided (as a forty-third structure) an information process-
ing program for causing a computer to implement a function
of offering license information by which to acquire mitial
information from content encrypted in units of each of objects
constituting the content by use of a different encryption key,
the mn1tial information being used to generate the encryption
key.

According to an even further aspect of the invention, there
1s provided a storage medium which stores an information
processing program according to any one of the thirtieth
structure through the forty-third structure 1n a manner read-
able by a computer.

According to the mnvention, as outlined above, content can
be encrypted 1n units of each of the objects constituting the
content by use of a different encryption key.

Other objects, features and advantages of the mnvention will
become more apparent upon a reading of the following
description and appended drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a typical structure of a
content distribution system embodying this invention;

FIG. 2 1s an explanatory view depicting a typical content
structure;

FIG. 3 1s an explanatory view 1indicating a typical structure
of content 1n elfect after 1ts objects have been encrypted;

FIG. 41s an explanatory view illustrating a typical structure
of encrypted content;

FIG. 51s aflowchart of steps constituting a content encrypt-
1Ng Process;
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FIG. 6 1s an explanatory view describing license informa-
tion;

FIG. 7 1s a flowchart of steps constituting a content repro-
ducing process; and

FIG. 8 1s a block diagram showing a typical hardware
structure of a reproducing apparatus.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Overview of One Preterred Embodiment

One preferred embodiment of this invention involves a
content encrypting method based on a common key encryp-
tion system. The method i1s characterized notably 1n that it
utilizes not one but a plurality of encryption keys to encrypt
content for enhanced secrecy. Another characteristic of the
method 1s that the encryption keys are dynamically generated
so that the key size will not become too large. Furthermore,
the number of encryption keys 1s controlled so as to strike a
suitable balance between the level of concealment achieved
by the generated keys on the one hand, and processing loads
to be incurred on the client (1.e., reproducing apparatus) using,
the keys during content reproduction on the other hand.

More specifically, each of the objects making up content 1s
encrypted by use of a different encryption key (common key).
Even 1 the encryption key for one object has been identified
and the object data thereby decrypted illicitly, the encryption
keys for the remaining objects remain unidentified and the
data 1n the objects are concealed. It 1s thus difficult to decrypt
illegally all objects at once.

Each of the objects may be assigned a different encryption
key. Alternatively, the objects may be categorized into groups
illustratively by type so that each of the object groups may be
assigned an individual encryption key. In the latter case, the
groups ol the objects use the overlapping encryption key
cach. In any case, content 1s divided 1nto portions that are each
encrypted using a different encryption key.

On the one hand, 1f each of the objects making up content
1s encrypted using a different encryption key, the content 1s
better concealed but imposes more loads on the reproducing,
apparatus during reproduction because of the dynamic gen-

[

eration of the encryption keys involved. On the other hand, 1f

the objects are put into groups that use an overlapping encryp-
tion key each, the content 1s less well concealed but imposes
less loads on the reproducing apparatus during reproduction
(because one encryption key generated initially 1s used for all
objects 1n a group sharing the same key). Between these two
cases, this embodiment enables a proper balance to be
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encryption keys determined as a result of that balancing act
(the encryption keys when overlapping are counted as a single
key).

In addition, this embodiment dynamically generates
encryption keys based on a single mitial content key Kc and
on key generation data set for each of the objects constituting
content. The key generation data may be information attached
to each object such as an object ID or an object type. Alter-
natively, key generation data may be separately created and
embedded 1n each object. When encryption keys are gener-
ated 1n such a dynamic manner, the key size will not become
too big for the content made up of a large number of objects.

The content key Kc 1s encrypted in a manner decryptable
by use of rights information called a license before being
embedded 1nto encrypted content. Later, a user acquires the
relevant license and thereby retrieves the content key K¢ from
the encrypted content. Once the content key Kc 1s obtained,
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an encryption key 1s generated from key generation data and
the content key Kc¢. The encryption key 1s then used to decrypt

the corresponding object for reproduction.

Content and 1ts license may be distributed separately in
what 1s known as a superdistribution system. This scheme 1s
designed to help improve the ease and security of content
distribution.

As outlined above, an encryption key for each of the
objects making up content 1s dynamically generated using
key generation data contained in the object 1n question. With
the encryption key thus changed for each object, 1t 1s possible
to make abusive decryption of the content all but impossible.
Where priority 1s on the performance of the reproducing
apparatus (1.e., on the efficiency of decryption), the number of
encryption keys 1s reduced and the number of objects per
encryption key 1s increased so as to alleviate the burdens on
the apparatus during reproduction.

Details of the Prefterred Embodiment

This embodiment handles content (content data) consti-
tuted by a plurality of objects. Each of the objects 1s a set of
data making up a unit of the content formed by the objects.
For example, 1f content 1s a book, text data of each of its pages
may be turned mto an object, and the data making up illus-
trations 1n the book may also be turned 1nto objects. Putting
together these objects constitutes the original book.

FIG. 1 1s a block diagram showing a typical structure of a
content distribution system 1 embodying this invention. The
content distribution system 1 1s designed to distribute data
over a network 10. The system 1 1s composed of three blocks:
an authoring block that creates encrypted content upstream, a
server block that offers encrypted content and licenses mid-
stream, and a reproducing apparatus 9 (acting as a client) that
reproduces content downstream for use by the user.

The authoring block 1s made up of a content creating appa-
ratus 3 and an encrypting apparatus 3. The content creating
apparatus 3 creates content 4 by turning publications 2 into
digital form. The encrypting apparatus 5 generates encrypted
content 6 by encrypting the content 4.

The content 4 may be exchanged 1n diverse ways. In one
setup, the content creating apparatus 3 and encrypting appa-
ratus 5 may be connected via a network and the content 4 may
be forward from one apparatus to the other over the network.
In another setup, the content creating apparatus 3 may write
the content to a storage medium which 1s then brought to and
read by the encrypting apparatus 5 for content retrieval.

This embodiment utilizes a common key encryption sys-
tem for its content encryption algorithm. Whereas there are a
number of common key encryption systems such as DES and
AES (Advanced Encryption Standard), any algorithm wall
do.

The server block includes a content server 7 (content offer-
ing apparatus) and a license server 8 (license information
offering apparatus). The content server 7 delivers encrypted
content 6 to the reproducing apparatus 9, and the license
server 8 distributes license information necessary for using
the encrypted content 6.

The content server 7 1s a server apparatus that distributes
the encrypted content 6. As such, the content server 7 stores
inside a plurality of encrypted content items 6, ofiered by the
encrypting apparatus 5. The encrypted content 6 may be sent
from the encrypting apparatus 5 to the content server 7 over
the network that connects the two apparatuses. Alternatively,
the encrypting apparatus 5 may write the encrypted content 6
to a storage medium which is then read by the content server
7 for content retrieval.
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The content server 7 runs a content distribution site on the
network 10. Users may access the site and select desired
content to be downloaded therefrom. When purchasing con-
tent, a user gets the reproducing apparatus 9 to transmit the
user’s own secret information (e.g., password) to the content
server 7 for user authentication. After the successiul authen-
tication, the content server 7 sends the encrypted content 6 to
the user’s reproducing apparatus 9 and charges the user for
the content that has been purchased.

Alternatively, an authentication server may be set up sepa-
rately to carry out user authentication, with the content server
7 obtaining the result of authentication from the authentica-
tion server. The license server 8, not the content server 7, may
charge the user for the purchased content. That 1s, the content
server 7 has two units: one for accepting users’ requests to
provide content, and the other for offering content in response
to the accepted requests.

A license 12 1s a license 1ssued by a server and necessary
for decrypting the encrypted content 6. The server 1ssuing the
license 12 1s connected to the network 10, and given a license
1ssuing request from the reproducing apparatus 9, 1ssues the
corresponding license 12.

The reproducing apparatus 9 1s a terminal that makes use of
the content 4. The reproducing apparatus 9 1s installed 1n a
manner connectable to the network 10. Although FIG. 1
shows only one reproducing apparatus 9, a plurality of repro-
ducing apparatuses 9 may be configured. A user gains access
to the content distribution site of the content server 7 and
downloads content (encrypted content 6) from the site. The
user also downloads from the license server 8 the license 12
necessary for decrypting the content.

The reproducing apparatus 9 has a decryption unit 15 and
a reproduction unit 16. The user can operate the decryption
unit 15 to decrypt the content 4 from the encrypted content 6.
The user may then have the decrypted content 4 reproduced
by the reproduction unit 16.

The network 10 1s illustratively constituted by the Internet.
Alternatively, the network 10 may be a WAN (wide area
network), a LAN (local area network), communication chan-
nels set up via satellite links, a telephone line network, an
optical cable network, or some other suitable network.

The components making up the content distribution system
1 will now be discussed in more detail. The publications 2
constitute original information making up the content 4. Illus-
tratively, the publications 2 are composed of such data as
book data, still picture data, moving picture data, and audio
data. It 1s assumed that publications in paper form and analog
data are all turned into digital data beforehand.

The content creating apparatus 3 1s an apparatus that cre-
ates content by authoring publication data in unencrypted
form. The authoring process turns the publication data into
objects which are then processed into content. With this
embodiment, each set of content 1s made up of a plurality of
objects.

A typical structure of the content 4 created by the content
creating apparatus 3 1s explained below with reference to FIG.
2. The content 4 1s made up of a header part 41, bibliographi-
cal information 42, object information 43, and object table
information 49. The header part 41 contains format-related
information such as a version number and creation informa-
tion. A content ID constituting ID information about the
content 4 may also be described in the header part 41.

The bibliographical information 42 includes information
associated with the content 4 such as a title and an author’s
name. The object information 43 contains publication data
that has been processed and described 1n a plurality of objects
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(1, 2, ..., n). The object table information 49 constitutes a
table that indicates where each of the objects 1s located within
the content 4.

Each object 1s made up of an object start identifier 44, an
object ID 45, an object information description part 46, a data
part 47, and an object end i1dentifier 48. The object start
identifier 44 1s mnformation for identifying the starting posi-
tion of the object in question. The object ID 435 1s a unique
value attached individually to each object within the content
4. The object information description part 46 describes values
representative of an object type (e.g., text data, audio data)
and other attributes.

The data part 47 contains unencrypted data that constitutes
publication data. In the case of a book, 1ts data 1s composed of
cover data, basic information data about the publication, and
text data making up each of the pages. These data components
are subject to encryption. The object end identifier 48 1s
information for identitying the ending position of an object.

The encrypting apparatus 3 (FIG. 1) operates on a content
key Kc¢ (1nitial information) and on key generation data (key
generation information) established for each object in order
to generate an object key Kobj. Using the object key Kobj thus
generated, the encrypting apparatus 5 encrypts each object.
That 1s, the object key Koby 1s an encryption key calculated by
associating the content key K¢ with information included 1n
cach object.

The content key Kc 1s a single set of key information
assigned to each content. This key constitutes the 1nitial infor-
mation that 1s used dynamically to generate a common key
(object key Kobj) for encrypting and decrypting objects.
While serving as the mnitial information for acquiring the
object key Koby, the content key Kc 1s not directly used to
encrypt objects.

The key generation data 1s a value established individually
for each object. The data may be set anew for each object, or
may be derived from the object ID, object type or other data
attached to the object 1n question. The same key generation
data may be established for a plurality of objects. In this case,
one object key Kobj need only be generated for the multiple
objects.

Content 1s encrypted typically in five steps: (1) the range of
objects to be encrypted 1s selected; (2) the number of encryp-
tion keys 1s selected; (3) a content key Kc 1s generated; (4)
object keys Kobj are generated; and (5) each of the objects 1s
encrypted. These steps are described below 1n more detail.

(1) Selecting the Range of Objects to be Encrypted

In the case of a book, for example, it may not be necessary
to encrypt 1ts covers and basic information about the publi-
cation. In that case, the text information mainly constituting
the book 1s designated as the objects to be encrypted. This step
1s carried out by an authoring operator manipulating the
encrypting apparatus 5 to select, from the candidate contents,
those objects that need to be encrypted.

(2) Selecting the Number of Encryption Keys

Increasing the number of encryption keys (1.e., number of
object keys Kobj) enhances the ability to conceal content but
places more burdens on the reproducing apparatus 9 because
of the increased number of keys to be generated by the appa-
ratus 9 for reproduction. When the number of encryptionkeys
(1.e., key multiplicity) 1s determined, a trade-ofl needs to be
reached between the level of concealment desired by content
distributors, service providers, and content authors on the one
hand, and the resulting loads on the reproducing apparatus 9
on the other hand. Selection of the encryption key multiplicity
1s also performed by the authoring operator.

Where encryption keys are generated dynamically, a suit-
able unit needs to be provided to adjust theirr multiplicity.
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Without such an unit, larger content sizes as they occur would
entail a progressively larger encryption key count. The ten-
dency would require the reproducing apparatus 9 to perform
ever-more tasks in generating the encryption keys. It would
also be more difficult to strike a balance between the pertor-
mance of the reproducing apparatus 9 and the desired level of
data concealment. This problem 1s solved by the content
distribution system 1 with 1ts ability to adjust encryption key
multiplicity.

What follows 1s a description of some examples 1n which
the number of encryption keys 1s selected.

(a) A different object key Kobj may be used for each object.

This 1s a case 1n which the number of object keys Kobyj 1s
equal to the number of objects. The level of content data
concealment 1s very high and the resulting load on the

reproducing apparatus 9 1s correspondingly heavy.

(b) A different object key Kobj may be used for each of the
objects (e.g., pages of a book) that divide content of
interest while an 1dentical object key Kobj may be used
for all other objects of the content. This 1s a case in which
the number of object keys Kobj 1s the number of the
divisions making up the content plus one. Here, too, the
level of data concealment 1s high and the load incurred
on the reproducing apparatus 9 1s heavy.

(c) A different object key Kobj may be used for each object
type. This 1s a case in which the number of object keys
Kobj 1s equal to the number of object types. The level of
content data concealment 1s at a medium degree and so
1s the load on the reproducing apparatus 9.

(d) The same object key Koby may be used for all objects.
In this case, the number of object key Koby 1s one. The
level of content data concealment 1s low and the load on
the reproducing apparatus 9 1s correspondingly light.

(e) Object keys Kobj may be established freely for objects.
In this case, a desired object key Kobjmay be set for each
object free of restrictions that might be imposed by data
specific to each object such as the object type. Here, the
level of content data concealment and the magnitude of
the load on the reproducing apparatus 9 are dependent
on the number of object keys Kobj 1n use.

The authoring operator takes into account the circum-
stances described above belore deciding on the multiplicity of
encryption keys. The result of the decision 1s input to the
encrypting apparatus 5 which 1n turn generates encryption
keys. The encrypting apparatus 3 thus has an encryption key
generating method setting unit. When the encryption key
generating method 1s established, the reproducing apparatus
9 writes the method for the encryption keys of interest to a
header part 55 (FIG. 4) of the encrypted content 6. Upon
content utilization, the reproducing apparatus 9 reads the
header part 55 to know the relevant encryption key generating,
method.

(3) Generating the Content Key K¢

The content key Kc serves as the initial data from which to
generate object keys Koby that are actually used to encrypt
content. For that reason, the content key Kc¢ should be varied
from content to content and should be such that third parties
have difficulty predicting what 1t 1s. With this embodiment, a
random number generated by the encrypting apparatus 3 1s
used as the content key Kc.

(4) Generating the Object Keys Kob;

The encrypting apparatus 5 generates as many object keys
Kobj as the number established 1n step (2) above for selecting
the encryption key count. Illustratively, if a different object
key Kobyj 1s used for each object as 1n the case (a) above, the
object ID of each object may be used as key generation data.
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Here, the object key Kobj 1s generated by associating the
content key K¢ with the object ID using the following expres-

s1on (1):

(1)

where, F stands for a function for calculating the object key
Kobj. The other cases (b) through (e) above are also explained
below as to how to generate the object keys Kobj.

In the case (b) above, Kobj=F (Kc, object ID) holds for at
least one object found 1n each of the divisions that make up

content; for the remaining objects, Kobj=F (Kc, fixed value)

holds.

In the case (¢) above, Kobj=F (Kc, object type) or Kobj=F
(Kc, fixed value for each object type) holds.

In the case (d) above, Kobj=F (Kc, fixed value) holds.

In the case (e) above where the type of object key Koby1s to
be varied freely for each object, key generation data 1s gen-
erated corresponding to the type of object key Kobj for a given
object, and the key generation data thus generated 1s embed-
ded in the object 1n question. Hence Kobj=F (K¢, embedded
key generation data).

If the embedded key generation data 1s an individually
different value for each object, a different object key Kobj 1s
generated for each object. If the embedded key generation
data 1s the same for all objects, the same object key Kobj 1s
established for each object.

Where objects are divided 1nto groups, the same key gen-
eration data may be established for the same group. That 1s, a
different object key Koby may be set for each of the groups
involved.

As described, the encrypting apparatus 5 can encrypt con-
tent 4 using a different encryption key (object key Koby) for
cach of the portions making up the content 4. Fach of these
portions corresponds to a single set of objects encrypted by
the same object key Kob;j.

The encrypting apparatus 5 is thus capable of generating
object keys Kobj flexibly as discussed above for the objects
involved. This feature 1s particularly advantageous for cases
in which a plurality of publications are included 1n a single set
of content. Typically, magazines (comics, weekly magazines,
etc.) each involve a plurality of authors, and so do ommnibus
music albums. In multimedia content offerings, text data, still
pictures and moving pictures coexist. In such cases, one set of
content 1ncludes portions whose copyrights are owned by a
plurality of authors.

These authors can modify their object keys Koby individu-
ally. With such key modification accomplished, even if one
author’s portion of the content 1s illicitly decrypted, the modi-
fied keys can prevent the fraud from spreading to the works of
the other authors.

It 15 also possible to change the multiplicity of the object
keys Kobj per publication. Illustratively, content may include
audio and video data, and 1t may be desired to boost the level
of concealment for such and such data alone. In that case, the
number of object keys Kobj may be increased for the portions
to be better protected for secrecy.

FIG. 3 1s an explanatory view indicating a typical structure
of content 4a 1n effect after 1ts objects have been encrypted by
the encrypting apparatus 3. In FIG. 3, the data described 1n a
data part 47a 1s encrypted using an object key Kobj. Key
generation data 50q 1s provided as 1llustrated for embedding
in an object. The key generation data 50a need not be embed-
ded 11 the data 1s dertved from an object 1D, an object type, or
other data attached beforehand to the object 1n question. After
encrypting the object in this manner, the encrypting apparatus
5 (FIG. 1) proceeds to generate encrypted content 6.

Kobj=F (Kc, object ID)
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FI1G. 4 1s an explanatory view 1llustrating a typical structure
of the encrypted content 6. The encrypted content 6 1s gener-
ated by adding a header part 55, a security information
description part 56, and a digital signature part 37 to the
content 4a with 1ts objects encrypted.

In the header part 535, pieces of information dependent on
the format of the encrypted content 6 are described. Also
described 1n the header part 55 1s an encryption key generat-
ing method for generating the object keys Koby used to
encrypt the objects. The encryption key generating method 1s
used to select a calculation expression for generating the
object keys Kobj. These pieces of information help enhance
the level of security when they are encrypted 1in subsequently
decryptable fashion using the license 12.

The header part 55 also includes license identification
information for identitying the license 12. Using the license
identification information, the reproducing apparatus 9 can
download the license 12 from the license server 8.

If the number of encryption keys 1s determined 1n advance
as part of the data format for content, the key count is
unchangeable. In that case, it 1s impossible to control the level
ol security or the consequential decryption load on the repro-
ducing apparatus 9 per publication. This embodiment, by
contrast, enables the encryption key count (key multiplicity)
to be established at a later stage 1n the header part 35 so that
the level of security and the decryption load may be con-
trolled as desired.

The security information description part 56 includes an
encrypted content key K¢ derived from the content key Kc as
well as other information about security. The content key Kc
1s encrypted 1n a subsequently decryptable manner by use of
the license, to be described later. That 1s, the content key Kc
1s encrypted by “a key for encrypting a key” before being
embedded 1n the content. To acquire the “key for encrypting
a key” requires the use of a file called a license (i.e., license
12).

When generating object keys Kobj, the reproducing appa-
ratus 9 extracts the key generation data from each object
based on the license mformation. For a group of objects that
can be decrypted using the same object key Kobj, the initially
decrypted object key Kobj for the first object can be reused for
cach of the remaining objects. In other words, there 1s no need
to generate the same object key Kobj repeatedly for all objects
in the same group.

The digital signature part 537 has digital signature informa-
tion used to verily the validity of the encrypted content 6.
Ilustratively, the digital signature part 37 has a predetermined
character string encrypted by use of a secret key owned by the
license server 8. The encrypted character string i1s then
decrypted by use of a public key delivered beforehand to the
reproducing apparatus 9, so that the digital signature part 57
can be checked for validity.

The steps 1n which the encrypting apparatus 3 generates
encrypted content 6 will now be described with reference to
the flowchart of FIG. 5. These steps are carried out by the
CPU (Central Processing Unit) of the encrypting apparatus 3
in accordance with a content encryption processing program.

In step 5 of FIG. 5, the encrypting apparatus S accepts input
of the content 4 created by the content creating apparatus 3.
More specifically, the content 4 1s acquired by a content
acquiring unit of the encrypting apparatus 5. In step 10, the
encrypting apparatus 5 generates a content key Kc 1llustra-
tively by use of a random number.

In step S15, the encrypting apparatus 5 generates object
keys Kobj by associating the key generation data for each
object with the content key K¢ generated 1n step 10. It 1s the
operator who determines the multiplicity of object keys Kob;j
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and the information to be used as key generation data (object
ID, object type, or some other data set for and embedded 1n
cach object).

In step 20, the encrypting apparatus 5 encrypts each object
using the object keys Kobj generated in step 15. Steps 10 to 20
are executed by a content encrypting unit that 1s part of the

encrypting apparatus 5. After encryption of an object, the
relevant key generation data may be embedded in the
encrypted object where necessary.

In step 23, the encrypting apparatus 5 adds the header part
55, security information description part 36, and digital sig-
nature part 57 to the content 4a with 1ts objects encrypted,
thereby generating the encrypted content 6. At this point, the
encrypting apparatus 3 encrypts the content key Kc 1n a
manner subsequently decryptable by use of the license 12 and

incorporates the encrypted content key Kc into the security
information description part 36. These tasks are accom-
plished by an mitial information processing unit of the
encrypting apparatus 5. The encrypted content 6 thus gener-
ated 1s output by an outputting unit of the encrypting appara-
tus 3.

What follows 1s a description of the license 12. A license
refers to rights data (1.e. license information) necessary for
utilizing encrypted content. For example, a common key can-
not be retrieved from encrypted content without a relevant
license. With this embodiment, the license 12 1s used to
extract the content key K¢ from the encrypted content 6.

FIG. 6 1s an explanatory view describing an example of the
license 12. As illustrated, the license 12 1s made up of a time
stamp 61, rights information 62, a digital signature 63, and a
server public key certificate 64. Upon use of the encrypted
content 6, the license 12 1s 1ssued by the license server 8 and
transmitted to the reproducing apparatus 9.

The time stamp 61 contains information for designating the
time of day at which the license 12 was 1ssued. This informa-
tion 1s used 1illustratively to verily whether the clock of the
client 1s accurate.

The nights information 62 includes copyrights-related
information. Specifically, the rights information 62 1s consti-
tuted by a content ID of the content relevant to this license 12,
a license ID of the license 12, a user ID of the user who uses
the license 12, and applicable use conditions such as an expi-
ration date and an allowable print count.

The rnghts information 62 fturther includes information for
extracting the content key K¢ from the encrypted content 6.
What 1s typically included 1s information for specifying the
position 1n which the encrypted content key Kc 1s embedded
in the encrypted content 6.

Alternatively, the reproducing apparatus 9 may be
equipped with the ability to decrypt the content key Kc using
the license 12 before extracting the key Kc from the encrypted
content 6. In such a case, the reproducing apparatus 9 1s
illustratively i possession of an encryption key for decrypt-
ing the encrypted content key Kc. The reproducing apparatus
9 compares the rights information 62 with the header part 55
of the encrypted content 6 to determine whether a predeter-
mined condition 1s met (1.e., coincidence of the content ID). IT
the condition 1s found to be met, the reproducing apparatus 9
extracts the content key Kc from the encrypted content 6.

The digital signature 63 1s information for use 1n veriiying
the validity of the license 12. Illustratively, the digital signa-
ture 63 1s generated by encrypting a predetermined character
string with a secret key of the license server 8. Whether the
license 12 1s valid 1s determined by the reproducing apparatus
9 decrypting the digital signature 63 using a corresponding
public key.
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The server public key certificate 64 1s information certify-
ing that the public key signed 1n the digital signature 63 is
valid. This certificate 1s 1ssued 1llustratively by a third-party
certification organization. Because the license 12 1s provided
with a certified digital signature, it can only be generated by
the license server 8.

The steps 1n which the reproducing apparatus 9 reproduces
content 4 will now be described with reference to the flow-
chart of FIG. 7. These steps are carried out by the CPU of the
reproducing apparatus 9 in accordance with a content decryp-
tion program.

Following the successiul authentication, the user down-
loads the encrypted content 6 from the content server 7, and
downloads from the license server 8 the license 12 corre-
sponding to the encrypted content 6. These tasks are achieved
by a content acquiring unit and a license information acquir-
ing unit of the reproducing apparatus 9.

When the user gives the reproducing apparatus 9 an
instruction to use encrypted content 6, the decryption unit 135
(FIG. 1) in step 30 checks the header part 55 (FIG. 4) to
determine the multiplicity of objectkeys Kobyj (1.e., number of
types of object keys Kobj). Specifically, this step 1s carried out
by an encryption key generating method information verify-
ing unit of the reproducing apparatus 9. Given the object key
multiplicity, the decryption umt 15 selects an operating
method (1.e., calculating method) for generating the object
keys Koby.

In step 35, the content key Kc 1s extracted from the
encrypted content 6 by use of the license 12. This step 1s
accomplished by an 1nitial information acquiring unit of the
reproducing apparatus 9.

In step 60, the decryption umt 15 acquires key generation
data from each object, and operates on the acquired key
generation data and on the content key Kc extracted in step
S35 so as to generate the object keys Koby.

In step 65, the decryption unit 15 decrypts each object
using the object keys Kobj generated in step 60, thereby
decrypting the content 4.

At the time of decryption, the decryption unit 15 may
reduce the number of times step 60 1s executed 11 the object
key Kobj mitially generated for the first of the object keys
forming a group can be reused for the remaining objects
within the same group. Steps 55 through 65 above are dealt
with by a decrypting unit of the reproducing apparatus 9.

In step 70, the reproduction unit 16 reproduces the content
4 for use by the user. Specifically, this step 1s performed by a
content reproducing unit of the reproducing apparatus 9.
Ilustratively, music content 1s output through speakers, and
book content i1s displayed as characters and 1images on a
display device.

Steps 55 through 65 above are processes that are highly
confidential because they involve decryption. As such, these
steps need to be carried out 1n a tamper-resistant environment
such as a tamper-resistant chip so that the encryption keys and
algorithms for generating these keys will not be stolen by
illic1t attempts.

A typical hardware structure of the reproducing apparatus
9 will now be described with reference to FIG. 8. As 1llus-
trated, the reproducing apparatus 9 has a CPU 21, a ROM 22,
a RAM 23, registers 24, a control unit 25, and an input/output
interface 33 interconnected via a bus line 31. The reproducing
apparatus 9 may be formed 1llustratively by a personal com-
puter, by a dedicated machine for content use, or by some
appropriate portable apparatus.

The CPU 21 1s a central processing umt that performs
diverse processes 1n accordance with programs held in the

ROM (Read-Only Memory) 22, RAM (Random Access
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Memory) 23, or a storage unit 28. By communicating with the
content server 7 and license server 8, the CPU 21 downloads
encrypted content 6 and licenses 12, decrypts content 4 from
the encrypted content 6 using the licenses 12, and reproduces
the decrypted content 4.

The ROM 22 15 a read-only memory that holds basic pro-
grams and parameters necessary for causing the reproducing
apparatus 9 to function. The RAM 23 1s a random access
memory to and from which data can be written and deleted.
The RAM 23 provides a working memory for use in diverse
processes such as decryption of the encrypted content 6 and
reproduction of the content 4.

The registers 24 are memories for temporarily accommo-
dating data with which the CPU 21 executes 1ts processing at
high speed. The control unit 25 operating under control of the
CPU 21 handles secret information such as the content key K¢
and object keys Koby and carries out confidential processes
such as decryption of the encrypted content 6. Because of
these purposes for which it 1s mntended, the control unit 23 1s
composed of a tamper-resistant chip or 1s otherwise struc-
tured to ensure 1ts tamper-resistant capability.

More specifically, the control unmit 235 constitutes a sort of
computer that contains a CPU, a volatile memory and a non-
volatile memory. These memories hold the content decryp-
tion program for decrypting the encrypted content 6. The
CPU of the control unit 25 operates in collaboration with the
CPU 21. The CPU decrypts the content 4 from the encrypted
content 6 that has been mput through the bus line 31, and
outputs the decrypted content. The steps 1n which the content
4 1s decrypted by the CPU constitute what may be termed a
“black box™ process.

The mput/output interface 33 provides I/O interface func-
tions between the reproducing apparatus 9 on the one hand,
and peripheral devices such as an mnput unit 26, an output unit
277, a storage unit 28, and a network control unit 29 on the
other hand. The mput unit 26 1s i1llustratively made up of a
keyboard, a mouse, a joystick, and/or other suitable input
device. The user operates these devices when inputting infor-
mation to the reproducing apparatus 9.

The mput unit 26 thus allows the user to input the URL
(Uniform Resource Locator) of a content distribution site run
by the content server 7 when connecting the reproducing
apparatus 9 to the content server 7, enter information for
identifving the content to be downloaded, and operate the
reproduction unit 16 to control content reproduction.

The output unit 27 1s made up of a display device, speakers,
a printer, and/or other output device. The user makes use of
content by recognizing the information output by these output
devices. For example, book content, still picture content, and
moving picture content are reproduced as characters, still
pictures, and moving pictures respectively on the display
device; some of the content 1tems may also be output on the
printer. Music content 1s reproduced as pieces of music that
are output through the speakers.

The storage unit 28 1s a mass storage device such as a hard
disk drive to and from which data 1s written and read by the
CPU 21. Instead of being composed of hard disks, the storage
unmt 28 may alternatively have a magneto-optical disk, a mag-
netic disk, a semiconductor memory, or some other suitable
storage medium furnished 1n combination with a correspond-
ing storage medium drive.

The storage unit 28 holds an OS (Operating System) that
allows the reproducing apparatus 9 to implement basic func-
tions such as file mput and output. The storage unit 28 also
retains diverse programs including communication programs
for communicating with the content server 7 and license
server 8 to download encrypted content 6 and licenses 12
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therefrom, along with a content reproduction program for
reproducing content 4. Furthermore, the storage unit 28
accommodates the encrypted content 6 and licenses 12 which
are downloaded from the content server 7 and license server
8 respectively by the reproducing apparatus 9. When the
content 4 1s decrypted, the decrypted content 1s also stored
into the storage unit 28.

The network control unit 29 1s constituted 1llustratively by
a communication control device such as a modem. The net-
work control unit 29 connects the reproducing apparatus 9 to
the network 10 to control communications over the network
10. The reproducing apparatus 9 communicates with the con-
tent server 7 and license server 8 through the network control
unit 29. If the reproducing apparatus 9 1s formed by a portable
device, the network control unit 29 may be structured as a
wireless sender/recerver apparatus for communicating with a
base station which, connected to the network 10, in turn
communicates with the content server 7 and license server 8.

Although not shown, the bus line 31 1s further connected to
a storage medium drive that may have a semiconductor
memory, a magneto-optical disk, a magnetic disk, or other
storage medium loaded therein 1n detachable fashion. The
CPU 21 can write and read data to and from the loaded storage
medium through the storage medium drive. It 1s also possible
to distribute the content 4 and licenses 12 to the reproducing,
apparatus 9 through the use of any one of such storage media.

The typical structure of the reproducing apparatus 9 has
been described above. The hardware structure of the content
creating apparatus 3, encrypting apparatus 5, content server 7,
and license server 8 1s basically the same as the hardware
structure of the reproducing apparatus 9. The content creating
apparatus 3 1mplements 1ts content creating function by
executing a content creation program that 1s retained 1n the
apparatus 3. The encrypting apparatus 5 retains a content
encryption program and carries out the program to implement
various functions such as generating the content key Kc,
generating the object keys Koby, encrypting objects, and gen-
erating a digital signature.

The content server 7 holds a content distribution program
in addition to the encrypted content 6, and implements 1ts
content offering function by carrying out the content distri-
bution program. The license server 12 implements 1ts license

offering function by executing a license generation program
that 1s retained 1nside.

The preferred embodiment of this invention practiced as

described above offers the following major advantages:

(1) By changing the encryption key (object key Koby) from
one object to another, the embodiment makes 1t difficult
for a third party to identily the encryption keys and
thereby to prevent illicit decryption and boost the level
of data concealment.

(2) When the embodiment generates encryption keys
dynamically, their size remains unchanged even 1if the
content to be encrypted 1s large 1n quantity.

(3) The multiplicity of encryption keys can be determined
for each set of content. Fewer encryption keys alleviate
the burdens on the client when generating the keys, and
more encryption keys enhance the level of data security.
This allows the user to decide on an optimum trade-off
between the increased level of data concealment and the
reduced processing load on the client during reproduc-
tion.

(4) Because the multiplicity of encryption keys can be
established for each batch of content, 1t 1s possible to
control the level of security and the degree of reproduc-
ing load from content to content.
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(5) A plurality of authors may create a plurality of sets of
publication data constituting a single entity such as a
book. In such cases, the encryption keys applicable to
any one author’s content may be modified indepen-
dently of the other authors, so that the target data to be
concealed and the increments of the encryption keys for
the data are made consistent for the author 1n question.
This means that even 11 one author’s content 1s illicitly
decrypted, the propagation of the fraudulent practice to
the other authors” works 1s made extremely unlikely.

(6) For the content made of data created by a plurality of
authors, 1t 1s possible to increase encryption keys only
for the data portion whose security 1s desired to be spe-
cifically boosted.

(7) The 1invention 1s easy to apply to copyright protection
techniques that are becoming increasingly important
today. The mnvention can be practiced advantageously in
implementing encryption processes that make effective
use of the characteristics of particular content formats
adopted by electronic books and other diverse kinds of
content.

The content distribution system above was shown adopting,
the so-called superdistribution system whereby content and a
license necessary for decrypting that content may be distrib-
uted separately. However this 1s not limitative of the mnven-
tion. Alternatively, the invention may be applied to other
types of systems. Illustratively, the mformation needed to
decrypt content may be embedded beforehand in a tamper-
resistant chip of the reproducing apparatus. This arrangement
provides for a license-Iree system.

As many apparently different embodiments of this mnven-
tion may be made without departing from the spirit and scope
thereol, it 1s to be understood that the invention 1s not limited
to the specific embodiments thereot except as defined 1n the
appended claims.

What 1s claimed 1s:
1. A content distributing system for distributing content,
comprising:
an encrypting apparatus including a hardware processor
configured to recerve an encryption selection and to
encrypt a plurality of objects constituting content by
generating a content key for all of the plurality of
objects,
determining an amount ol object keys based on the
encryption selection, the encryption selection includ-
ing
encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of
objects and based on a fixed value for remaining
objects,
encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation data,
generating, by a processor, a plurality of object keys for
cach of the objects based on the content key and key
generation data, the key generation data including
different types of data from a respective object for
which the object key 1s generated, the type of key
generation data used when generating the plurality of
object keys being based on the amount of object keys,
the content representing at least one of a book and a
magazine, each of the objects representing a page of
the at least one of the book and the magazine, and
encrypting content data of the plurality of objects with a
respective object key to generate encrypted content;
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a content offering apparatus including a hardware proces-
sor configured to offer the encrypted content to a content
reproducing apparatus;
a license information offering apparatus including a hard-
ware processor configured to offer license information
having information necessary to decrypt said encrypted
content; and
a content reproducing apparatus including a hardware pro-
cessor configured to
acquire said encrypted content from said content offer-
ing apparatus, and

to decrypt and reproduce the acquired content via said
license information acquired from said license offer-
ing apparatus.

2. An encrypting apparatus comprising:

a hardware processor configured to receive an encryption
selection and to execute
a content acquiring soitware component, of the encrypt-

ing apparatus, to acquire content;
an encrypting software component, of the encrypting
apparatus, to encrypt the acquired content as a plural-
ity of objects constituting the acquired content by
generating a content key for all of the plurality of
objects,
determining an amount of object keys based on the
encryption selection, the encryption selection
including
encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of
objects and based on a fixed value for remaining
objects,
encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation
data,
generating, by a processor, a plurality of object keys
for each of the objects based on the content key and
key generation data, the key generation data includ-
ing different types of data from a respective object
for which the object key 1s generated, the type of
key generation data used when generating the plu-
rality of object keys being based on the amount of
object keys, the content representing at least one of
a book and a magazine, and each of the objects
representing a page of the at least one of the book
and the magazine, and
encrypting content data of the plurality of objects with a
respective object key to generate encrypted content;
and

an outputting software component of the encrypting appa-
ratus, to output the encrypted content.

3. The encrypting apparatus according to claim 2, further

comprising:

an establishing software component executed by the hard-
ware processor to establish an encryption key generating
method to determine a number of object keys 1n a case
where a number of object keys differs from a number of
objects.

4. The encrypting apparatus according to claim 2, wherein
said encrypting software component incorporates encryption
key generating method information representing an encryp-
tion key generating method into said encrypted content.

5. The encrypting apparatus according to claim 2, further
comprising;

a license information offering apparatus including a hard-

ware processor configured to generate licensing infor-
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mation that 1s added to the encrypted content by encrypt-
ing the content key based on a license file.

6. The encrypting apparatus according to claim 2, wherein
the encrypting unit adds the encryption key generating
method to a header part of the encrypted content.

7. The content distributing system according to claim 1,
wherein the license information offering apparatus generates
the licensing information by encrypting the content key based
on a license file.

8. The content distributing system according to claim 1,
wherein the encrypting apparatus adds the encryption key
generating method to a header part of the encrypted content.

9. The content distributing system according to claim 1,
wherein the content contains bibliographical information and
information of the plurality of objects.

10. The content distributing system according to claim 9,
wherein the information of the plurality of objects includes a
data section and object information section, the object infor-
mation section describing a type ol object based on data
stored 1n the data section.

11. An content reproducing apparatus comprising:

a hardware processor configured to recetve an encryption

selection and to execute
a content acquiring soitware component, of the content
reproducing apparatus, to acquire content having a
plurality of objects encrypted by
generating a content key for all of the plurality of
objects,
determining an amount of object keys based on the
encryption selection, the encryption selection
including
encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of
objects and based on a fixed value for remaining
objects,
encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation
data,
generating, by a processor, a plurality of object keys
for each of the objects based on the content key and
key generation data, the key generation data includ-
ing different types of data from a respective object
for which the object key 1s generated, the type of
key generation data used when generating the plu-
rality of object keys being based on the amount of
object keys, the content representing at least one of
a book and a magazine, and each of the objects
representing a page of the at least one of the book
and the magazine, and
encrypting content data of the plurality of objects with
a respective object key to generate encrypted con-
tent;

a decrypting software component, of the content reproduc-
ing apparatus, to decrypt said objects constituting said
content; and

a content reproducing software component, of the content
reproducing apparatus, to reproduce the decrypted con-
tent.

12. The content reproducing apparatus according to claim

11, further comprising:

a license information acquiring software component
executed by the hardware processor to acquire license
information corresponding to the acquired content; and

a content key acquiring soitware component executed by
the hardware processor to acquire said content key from
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said content by decrypting said content key using the
acquired license information;

wherein said decrypting unit generates said plurality of

object keys using the content key.

13. The content reproducing apparatus according to claim
11, further comprising:

an encryption key generating method information verify-

ing software component executed by the hardware pro-
cessor to verily an encryption key generating method
information acquired from the acquired content and
which represents an encryption key generating method
for generating said plurality of object keys;

wherein said decrypting unit selects an operating method

for generating said plurality of object keys via the veri-
fied encryption key generating method information.

14. An encrypting method, implemented by an encrypting
apparatus, for use with a computer having a content acquiring
unit, an encrypting unit, and an outputting unit, said encrypt-
ing method comprising:

acquiring an encryption selection;

acquiring, by the encrypting apparatus, content having a

plurality of objects by the acquiring unait;

generating, by the encrypting apparatus, a content key for

all of the plurality of objects by the encrypting unait;
determining an amount of object keys based on the encryp-
tion selection, the encryption selection including
encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of objects
and based on a fixed value for remaining objects,
encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation data,
generating, by the encrypting apparatus and via a proces-
sor, a plurality of object keys for each of the objects of
the content based on the content key and key generation
data, the key generation data including different types of
data from a respective object for which the object key 1s
generated with the encrypting unit, the type of key gen-
cration data used when generating the plurality of object
keys being based on the amount of object keys, the
content representing at least one of a book and a maga-
zine, and each of the objects representing a page of the at
least one of the book and the magazine;
encrypting, by the encrypting apparatus, content data of the
plurality of objects with a respective object key to gen-
erate encrypted content with the encrypting unit; and

outputting, by the encrypting apparatus, the encrypted con-
tent via the outputting unait.

15. The encrypting method according to claim 14, wherein
said computer further comprises a content key processing
unit, and

said encrypting method further comprises:

causing said content key processing unit to encrypt said
content key 1n a manner decryptable by use of license
information, and

incorporating the encrypted content key into said
encrypted content.

16. The encrypting method according to claim 14, wherein
said computer further comprises an encryption key generat-
ing method establishing unit, and said encrypting method

turther comprises:
causing said encryption key generating method establish-
ing unit to establish an encryption key generating
method.
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17. The encrypting method according to claim 14, wherein
the encrypting step incorporates encryption key generating
method information representing an encryption key generat-
ing method nto said encrypted content.

18. The encryption method according to claim 14, further
comprising the step of:

generating licensing information by encrypting the content

key based on a license file by a license information
offering unit.

19. The encryption method according to claim 14, further
comprising the step of:

adding the encryption key generating method to a header

part of the encrypted content by the encrypting unait.

20. A non-transitory computer readable storage medium
which stores an information processing program, which
when executed by a computer causes the computer to perform
a method comprising;:

acquiring an encryption selection;

acquiring content having a plurality of objects;

generating a content key for all of the plurality of objects;

determining an amount of object keys based on the encryp-
tion selection, the encryption selection including
encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of objects

and based on a fixed value for remaining objects,

encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation data,

generating a plurality of object keys for each of the objects
of the content based on the content key and key genera-
tion data, the key generation data including different
types of data from a respective object for which the
object key 1s generated, the type of key generation data
used when generating the plurality of object keys being
based on the amount of object keys, the content repre-
senting at least one of a book and a magazine, and each
of the objects representing a page of the at least one of
the book and the magazine;

encrypting content data of the plurality of objects with a

respective object key to generate encrypted content; and
outputting the encrypted content.

21. The non-transitory computer readable storage medium
according to claim 20, further comprising;

establishing an encryption key generating method,

wherein an encryption key generating function generates

said plurality of object keys by use of the established
encryption key generating method.

22. The non-transitory computer readable storage medium
according to claim 20, wherein the encrypting function incor-
porates encryption key generating method information rep-
resenting the encryption key generating method into said
encrypted content.

23. The non-transitory computer readable storage medium
according to claim 20, said method further comprising the
step of:

generating licensing information by encrypting the content

key based on a license file by a license information
offering unit.

24. The non-transitory computer readable storage medium
according to claim 20, said method further comprising the
step of:

adding the encryption key generating method to a header

part of the encrypted content by the encrypting unit.

25. A non-transitory computer readable storage medium
which stores an information processing program, which
when executed by a computer causes the computer to perform
a method comprising:
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acquiring an encryption selection;

accepting a request for offering of content, the content
including a plurality of objects encrypted by
using a content key for all of the plurality of objects,
determining an amount of object keys based on the °

encryption selection, the encryption selection includ-

ing

encrypting based on an object ID of each object,

encrypting based on an object ID of a portion of
objects and based on a fixed value for remaining
objects,

encrypting based on an object type,

encrypting based on a fixed value, and

encrypting based on embedded key generation data,

generating a plurality of object keys for each of the

objects based on the content key and based on data,
the key generation data including different types of
data from a respective object for which the object key
1s generated, a type of key generation data used when
generating the plurality of object keys being based on

the amount of object keys, the content representing at
least one of a book and a magazine, and each of the
objects representing a page of the at least one of the
book and the magazine, and

encrypting content data of the plurality of objects with a
respective object key to generate encrypted content; and

of

‘ering said content in response to the accepted request.

26. The non-transitory computer readable storage medium
according to claim 25, wherein said content includes encryp-
tion key generating method information representing an
encryption key generating method for generating the plurality
of object keys.

27. A non-transitory computer readable storage medium

which

stores an information processing program, which

when executed by a computer causes the computer to perform

a method comprising;:
acquiring an encryption selection;
acquiring content, the content including a plurality of
objects encrypted by
using a content key for all of the plurality of objects,
determining an amount of object keys based on the

encryption selection, the encryption selection includ-
ng,
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encrypting based on an object ID of each object,
encrypting based on an object ID of a portion of
objects and based on a fixed value for remaining
objects,
encrypting based on an object type,
encrypting based on a fixed value, and
encrypting based on embedded key generation data,
generating a plurality of object keys for each of the
objects based on the content key and key generation
data, they key generation data including different
types of data from a respective object for which the
object key 1s generated, the type of key generation
data used when generating the plurality of object keys
being based on the amount of object keys, the content
representing at least one of a book and a magazine,
and each of the objects representing a page of the at
least one of the book and the magazine, and
encrypting content data of the plurality of objects with a
respective object key to generate encrypted content;
decrypting said objects constituting said content; and
reproducing the decrypted content.

28. The non-transitory computer readable storage medium
according to claim 27, wherein said content key 1s 1n said
content 1n encrypted form,

wherein said non-transitory computer readable storage

medium further comprises:

acquiring license information corresponding to the

acquired content; and

acquiring said content key from said content by decrypting,

said content key using the acquired license information,
and

wherein the decrypting function generates said plurality of

object keys using the acquired content key.

29. The non-transitory computer readable storage medium
according to claim 27, further comprising;

veritying the encryption key generating method informa-

tion which 1s acquired from the acquired content and
which represents the encryption key generating method
for generating said plurality of object keys;

wherein the decrypting function selects an operating

method for generating said plurality of object keys by
use of the verified encryption key generating method
information.
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