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SYSTEMS AND METHODS FOR
EMERGENCY DURESS SECURITY CODE
AND RELATED INSTRUCTIONS

BACKGROUND
Field of the Disclosure

Embodiments of the disclosure relate 1n general to the field
of computers and similar technologies, and in particular to
software utilized in this field. Still more particularly, 1t pro-
vides a system, method, and computer-usable medium for

identifying transactions resulting from the access of a finan-
cial account while a user 1s under duress.

BACKGROUND OF THE DISCLOSURE

Today’s consumers no longer need to physically visit their
bank or brokerage to manage their financial accounts. For
example, the use of automated teller machines (ATMs) has
now become commonplace. In addition, the advent of on-line
banking and stock trading, coupled with the widespread
availability of the Internet and wireless networks, allows
many consumers to conveniently access their financial
accounts practically anywhere, anytime, and any way they
wish. However, today’s criminals have also become more
sophisticated. Identity theft 1s a very real and growing prob-
lem, and there are innumerable instances of criminals forcing
a consumer to provide their personal 1dentification number
(PIN) at an ATM machine. The incidence of home break-ins
are also on the rise, with the homeowner being held hostage
until they provide access to their financial accounts, which are
then used by criminals to commit large scale financial fraud.

In these situations, the consumer may be coerced into
providing such access as aresult of being physically, verbally,
or emotionally mntimidated, either directly or indirectly. For
example, the criminal may threaten physical harm to a loved
one of the consumer being held hostage if such access 1s not
provided. Currently, consumers have limited methods to indi-
cate they are under duress when performing an on-line finan-
cial transaction, whether 1t 1s accessing their financial
accounts at an ATM, from their personal computer, or even
their mobile phone.

Current approaches to this 1ssue include the provision of

secondary passwords and PINS to be used when the user 1s
under duress. These secondary passwords and PINS may
provide temporary, limited, or spoofed access to the user’s
financial accounts. As an example, not all financial accounts
may be displayed, or alternatively, the accounts are falsely
displayed with low account balances. As another example, the
actual account balances are displayed, but account opera-
tions, such as funds transters, are spoofed instead. However,
today’s criminals are now technology savvy. They may have
prior knowledge ol not only the number and types of financial
accounts belonging to the user, but their respective value as
well. Furthermore, they may use today’s technology to their
own advantage and are able to monitor the receipt of funds
being transierred into an account they control. In such situa-
tions, the criminal will not be fooled by spoofed financial
account operations. They will want to have proof that their
fraudulent transactions have been completed. Unfortunately,
tracking and recovering such funds transfers i1s difficult,
tedious, and typically less than effective.

BRIEF SUMMARY

A system, method, and computer-usable medium are dis-
closed for identifying transactions resulting from the access
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2

ol a financial account while a user 1s under duress. In various
embodiments, a user provides a duress shared secretto a fraud
management system to indicate that they are providing access
to a financial account while under duress. As an example, a
user may be coerced into providing such access as a result of
being physically, verbally, or emotionally intimidated, either
directly or indirectly. Instructions associated with the duress
shared secret are processed, fraud monitoring operations are
initiated, and duress event notifications are generated and
delivered, as described in greater detail herein. Available
financial account operations, along with associated financial
account information, are displayed according to the associ-
ated instructions. It the selected financial account operation 1s
to perform a financial transaction, then input recerved from
the user 1s processed according to the associated instructions
to generate a financial transaction. Once the financial trans-
action 1s generated, fraud 1dentification data 1s then generated
from the duress shared secret and data associated with the
financial transaction. In various embodiments, cash funds,
such as those disbursed from an automated teller machine
(ATM) are mvisibly imprinted with the fraud identification
information prior to their disbursement. In various other
embodiments, the proceeds of the financial transaction are
clectronic funds are tagged with electronic fraud 1dentifica-
tion data. Once the electronic funds are tagged with fraud
identification data, the funds transfer of the electronic funds 1s
initiated.

In various embodiments, tagged funds proceeds of a finan-
cial transaction are received by a recerving financial institu-
tion. In these and other embodiments, the tagged funds are
cash funds or electronic funds. Once received, the tagged
funds are processed to extract their associated fraud identifi-
cation data. If the tagged funds are cash funds, then a time-
stamped fraud identification query 1s generated and the
extracted fraud identification data 1s appended. The time-
stamped fraud 1dentification query 1s then transmitted to law
enforcement agencies and the originating financial institution
for processing. If the query response 1s positive, then tagged
cash funds are retained for evidence 1n criminal prosecution
and recovery by their originating financial 1nstitution. If the
tagged funds are electronic funds, then a time-stamped
acknowledgement of the receipt of a tagged electronic funds
transter (“tagged EFT receipt”) 1s generated. The extracted
fraud 1dentification data and the information related to the
target recerving account are then appended to the tagged EFT
receipt, which 1s then transmitted to law enforcement agen-
cies, financial network operators, financial clearing houses,
and the originating financial institution. The tagged EFT
funds are then deposited into the target recerving account,
which 1s monitored for the generation of new EFTs. If a new
EFT 1s generated from the target recerving account, then a
time-stamped tagged EFT alert (“tagged EFT alert™) 1s gen-
erated and likewise transmitted to law enforcement agencies,
financial network operators, clearing houses, and the finan-
cial institution that originated the original tagged EFT. Data
related to the outbound EFT 1s then processed and tagged with
the extracted fraud identification data, followed by the 1nitia-
tion of the outbound EFT. The tagged EFT alert 1s then stored
as fraud trail data.

In various embodiments, tagged funds are recovered by
first selecting a tagged financial transaction mitiated by a user
while under duress, followed by extracting its associated
fraud 1dentification data. Repositories of fraud trail data, as
described 1n greater detail herein, are then queried to identity
matching fraud identification data. Once matching fraud
identification data has been 1dentified, fraud trail data corre-
sponding to the matching fraud identification data 1s retrieved
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and then processed to determine recerving account informa-
tion. The receiving account 1s then queried to determine avail-
ability of funds. A rescission transaction 1s performed to
recover funds up to the amount of the tagged financial trans-
action. If there are isuificient funds available 1n the receiving
account, then a repository of fraud trail data at the receiving
financial institution 1s queried to identily tagged funds trans-
fer transactions originating from the receirving account. Fol-
low-on tagged funds transfer transactions are then selected
and processed to extract financial transaction nformation
related to the destination account of the follow-on electronic
tunds transaction. The destination account 1s then queried to
determine the availability of funds and the process 1s contin-
ued with a follow-on rescission transaction.

BRIEF DESCRIPTION OF THE DRAWINGS

Selected embodiments of the disclosure may be under-
stood, and its numerous objects and features obtained, when
the following detailed description 1s considered 1n conjunc-
tion with the following drawings, 1n which:

FIG. 1 depicts an exemplary client information processing,
system (IPS) 1n which embodiments of the disclosure may be
implemented;

FI1G. 2 1s asimplified block diagram of a fraud management
system as implemented in accordance with an embodiment of
the disclosure;

FIGS. 3a-b are a generalized tlowchart of the operation of
a Iraud management system as implemented 1n accordance
with an embodiment of the disclosure for the management of
shared secrets;

FIGS. 4a-d are a generalized tlowchart of the operation of
a fraud management system as implemented 1n accordance
with an embodiment of the disclosure for tagging the pro-
ceeds of a financial transaction initiated by a user while under
duress;

FIGS. 5a-b are a generalized tlowchart of the operation of
a fraud management system as implemented in accordance
with an embodiment of the disclosure for tracking tagged
cash funds proceeds of a financial transaction initiated by a
user while under duress:

FIGS. 6a-b are a generalized tlowchart of the operation of
a Iraud management system as implemented 1n accordance
with an embodiment of the disclosure for tracking tagged
clectronic funds proceeds of a financial transaction nitiated
by a while user under duress; and

FIGS. 7a-b are a generalized tlowchart of the operation of
a fraud management system as implemented 1n accordance
with an embodiment of the disclosure for recovering tagged
funds proceeds of a financial transaction 1nitiated by a user
while under duress.

DETAILED DESCRIPTION

A method, system and computer-usable medium are dis-
closed for 1dentifying transactions resulting from the access
ol a financial account while a user 1s under duress. As will be
appreciated by one skilled 1n the art, the disclosure may be
embodied as amethod, system, or computer program product.
Accordingly, various embodiments may be implemented
entirely 1n hardware, entirely 1n software (including firm-
ware, resident software, micro-code, etc.) or i an embodi-
ment combining soitware and hardware. These various
embodiments may all generally be referred to herein as a
“circuit,” “module,” or “system.”

For purposes of this disclosure, an information processing,
system may include any instrumentality or aggregate of
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instrumentalities operable to compute, classily, process,
transmit, receive, retrieve, originate, switch, store, display,
manifest, detect, record, reproduce, handle, or utilize any
form of information, intelligence, or data for business, scien-
tific, control, or other purposes. For example, an information
processing system may be a personal computer, a personal
digital assistant (PDA), a wirelessly-enabled mobile tele-
phone, a server, a network storage device, or any other suit-
able device and may vary 1n size, shape, performance, func-
tionality, and price. The information processing system may
include random access memory (R AM), one or more process-
ing resources such as a central processing unit (CPU) or
hardware or software control logic, read only memory
(ROM), and/or other types of nonvolatile memory. Additional
components of the information processing system may
include one or more disk drives, one or more network ports
for communicating with external devices, as well as various
iput and output (I/0) devices, such as a keyboard, a mouse,
and a video display. The information processing system may
also include one or more buses operable to transmit commus-
nications between the various hardware components.

Additionally, various embodiments may take the form of a
computer program product on a computer-usable storage
medium having computer-usable program code embodied in
the medium. Any suitable computer usable or computer read-
able medium may be utilized. The computer-usable or com-
puter-readable medium may be, for example, but not limited
to, an electronic, magnetic, optical, electromagnetic, inirared,
or semiconductor system, apparatus, device, or propagation
medium. A non-exhaustive list of more specific examples of
the computer-readable medium would include the following;:
an electrical connection having one or more wires, an optical
fiber, a transmission media such as those supporting the Inter-
net or an 1ntranet, a random access memory (RAM), a read-
only memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a magnetic storage
device, a portable computer diskette, a hard disk, an optical
storage device, a portable compact disc read-only memory
(CD-ROM), or a digital versatile disk (DVD). Note that the
computer-usable or computer-readable medium could even
be paper or another suitable medium upon which the program
1s printed, as the program can be electronically captured, via,
for instance, optical scanning of the paper or other medium,
then compiled, interpreted, or otherwise processed 1n a suit-
able manner and then stored 1 a computer memory. In the
context of this document, a computer-usable or computer-
readable medium may be any medium that can contain, store,
communicate, propagate, or transport the program for use by
or in connection with the istruction execution system, appa-
ratus, or device. The computer-usable medium may include a
propagated data signal with the computer-usable program
code embodied therein, either 1n baseband or as part of a
carrier wave. The computer usable program code may be
transmitted using any appropriate medium, including but not
limited to the Internet, wireline, optical fiber cable, wireless,
radio frequency (RF), efc.

Computer program code for carrying out operations in
various embodiments may be written 1n an object oriented
programming language such as Java, Smalltalk, C++ or the
like. However, the computer program code for carrying out
operations 1n various embodiments may also be written 1n
conventional procedural programming languages, such as the
“C” programming language or similar programming lan-
guages. The program code may execute entirely on the user’s
computer, partly on the user’s computer, as a stand-alone
software package, partly on the user’s computer and partly on
a remote computer or entirely on the remote computer or
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server. In the latter scenario, the remote computer may be
connected to the user’s computer through a local area network
(LAN), a wide area network (WAN), a wireless local area
network (WLAN), a wireless wide area network (WWAN), a
or personal area network (PAN). In addition, the connection
may be made to an external computer (for example, through
the Internet using an Internet Service Provider) using any
combination of telecommunication technologies and proto-
cols operable to establish a network connection for the
exchange of information.

Embodiments of the disclosure are described below with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts. It will be understood that each block of the tlowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer,
information processing system, or other programmable data
processing apparatus, to function in a particular manner such
that the instructions stored 1n the computer-readable memory
produce an article of manufacture including instruction
means which implement the function/act specified in the
flowchart and/or block diagram block or blocks. The com-
puter program instructions may also be loaded onto a com-
puter or other programmable data processing apparatus to
cause a series ol operational steps to be performed on the
computer or other programmable apparatus to produce a
computer implemented process such that the instructions
which execute on the computer or other programmable appa-
ratus provide steps for implementing the functions/acts speci-
fied m the flowchart and/or block diagram block or blocks.

FIG. 1 1s a generalized block diagram of an exemplary
client information processing system (IPS) 100 1n which vari-
ous embodiments may be utilized. Client IPS 100 includes a
processor unit 102 that 1s coupled to one or more buses 134.
A display controller 112, which controls a display 114, 1s also
coupled to or more buses 134, along with peripheral control-
ler 108, which controls one or more peripheral devices 110.
An mput/output (I/O) controller 116 affords communication
with various I/O devices, including a keyboard 118, a mouse
120, a floppy disk drive 122, a Compact Disk-Read Only
Memory (CD-ROM) drive 124, a flash drive memory 126,
and one or more I/O ports 128. The format of the ports
connected to the I/O controller 116 may be any known to
those skilled 1n the art of computer architecture, including but
not limited to Universal Serial Bus (USB) ports.

Client IPS 100 1s able to communicate with a service pro-
vider server 164 via a network 162 using a communications
controller 130, which 1s coupled to one or more buses 134.
Network 162 may be the public switched telephone network
(PSTN), an external network such as the public Internet, an
internal network such as an Ethernet-based local area network
(LAN), a Virtual Private Network (VPN) such as a corporate
intranet, or any combination of telecommunication technolo-
gies and protocols operable to establish a network connection
for the exchange of information. Using network 162, client
IPS 100 1s able to access service provider server 164.
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A storage controller 104 1s also coupled to one or more
buses 134. Storage controller 104 interfaces with storage disk
or drive 106, which may comprise a magnetic storage device
such as a hard disk or tape drive. In various embodiments,
storage disk or drive 106 populates a system memory 136,
which 1s also coupled to one or more buses 134. Data that
populates system memory 136 includes the client IPS 100
operating system (OS) 138 and software programs 144.

OS 138 includes a shell 140 for providing transparent user
access to resources such as soltware programs 144. Gener-
ally, shell 140 1s a program that provides an interpreter and an
interface between the user and the operating system. More
specifically, shell 140 executes commands that are entered
into a command line user interface or from a file. Thus, shell
140 (as 1t 1s called in UNIX®), also called a command pro-
cessor mn Windows®, 1s generally the highest level of the
operating system software hierarchy and serves as a com-
mand interpreter. The shell provides a system prompt, inter-
prets commands entered by keyboard, mouse, or other user
input media, and sends the interpreted command(s) to the
appropriate lower levels of the operating system (e.g., a ker-
nel 142) for processing. While shell 140 generally 15 a text-
based, line-oriented user interface, various embodiments may
also support other user interface modes, such as graphical,
voice, gestural, etc. As depicted, OS 138 also includes kernel
142, which includes lower levels of functionality for OS 138,
including services used by other parts o1 OS 138 and software
programs 144, including memory management, process and
task management, disk management, and mouse and key-
board management.

Software programs 144 may include a communications
stack 146, browser 156, email client 158, and other programs
160. The communications stack 146 1s operable to implement
any communication protocol enabling various embodiments
of the disclosure. Browser 156 includes program modules and
instructions enabling a World Wide Web (WW W) client (i1.e.,
IPS 100) to send and recerve network messages to the Internet
using HyperText Transier Protocol (H1TTP) messaging, thus
enabling communication with service provider server 164.
Software programs 144 also include a fraud management
system 148. In various embodiments, the fraud management
system 148 comprises a shared secret processing module 150,
a transaction processing module 152, a transaction tagging
module 154, a transaction tracking module 156, and a trans-
action rescission module 158. The fraud management system
148 includes computer executable instructions for imple-
menting the processes described i FIGS. 2-7 described here-
inbelow. In one embodiment, client IPS 100 1s able to down-
load the computer executable instructions of the fraud
management system 148 from a service provider server 164
located at a remote location. In another embodiment, the
computer executable instructions of the fraud management
system 148 are provided by a service provider as a service,
such as a Web service implemented on a Service-Oriented
Architecture (SOA), to the client IPS 100 on an on-demand
basis.

The hardware elements depicted 1n client IPS 100 are not
intended to be exhaustive, but rather are representative to
highlight components used by the disclosure. For instance,
client IPS 100 may include alternate memory storage devices
such as magnetic cassettes, Digital Versatile Disks (DVDs),
Bernoull1 cartridges, and the like. These and other variations
are intended to be within the spirit and scope of the disclosure.

FIG. 2 1s asimplified block diagram of a fraud management
system as implemented in accordance with an embodiment of
the disclosure. In various embodiments, a financial account
management system 248 comprises a {fraud management sys-



US 8,260,720 Bl

7

tem 148, a repository of financial transaction, fraud identifi-
cation, and fraud trail data 210 and a repository of financial
account data, shared secret data and instructions 212. The
fraud management system 148 further comprises a shared
secret processing module 150, a transaction processing mod-
ule, 152, a transaction tagging module 154, a transaction
tracking module 156, and a transaction rescission module
158. In these and other embodiments, a user 202 uses an
access device 204 to establish an on-line session with the
shared secret processing module 150 of the fraud manage-
ment system 148 over a connection to network 162. In various
embodiments, an access device 204 may comprise an auto-
mated teller machine (ATM), a personal computer, a laptop
computer, or a tablet computer. The computing device 204
may also comprise a personal digital assistant (PDA), a
mobile telephone, or any other suitable device operable to
display the financial management system user interface (UI)
208 and establish a connection with network 162.

Using financial management system Ul 208, the user 202
provides a user 1dentification (ID) and a shared secret, such as
a personal 1dentification number (PIN) or a password, and 1s
authenticated to the shared secret processing module 150. In
various embodiments, the user 202 then creates a duress
shared secret. As used herein, a duress shared secret refers to
a shared secret provided by a user to indicate that they are
providing access to a financial account while under duress. As
an example, a user may be coerced 1nto providing such access
as aresult of being physically, verbally, or emotionally intimi-
dated, either directly or indirectly. Once the duress shared
secret 1s created, structions to be executed by the fraud
management system 148 upon use of the duress shared secret
are created and configured. More specifically, the instructions
are used to determine the degree of access provided to a
financial account, the information related to the financial
account that 1s displayed, and the actions that are allowed to
be performed as described 1n greater detail herein.

In various embodiments, the proceeds of a financial trans-
action 1mtiated by a user 202 while under duress (“duress
financial transaction”) are tagged. As used herein, a duress
financial transaction 1s a financial transaction initiated by a
user while under duress, as described 1n greater detail herein.
In these and other embodiments, the user 202 provides a
duress shared secret while under duress, such as from a threat
vector 206. Instructions associated with the duress shared
secret are processed, fraud monitoring operations are initi-
ated, and duress event notifications are generated and deliv-
ered, as described 1n greater detail herein, indicating that the
financial account 1s being accessed while the user 1s under
duress. In one embodiment, the instructions associated with
the duress shared secret include the monitoring of other finan-
cial accounts associated with the user 202, such as investment
accounts at a trade exchange 232. In another embodiment, the
associated 1instructions include the notification of law
enforcement authorities.

Available financial account operations are displayed
within the financial account management system UI 208 and
an account operation 1s selected to perform according to the
associated instructions. Financial information associated
with the selected financial account operation 1s then dis-
played, within the financial account management system Ul
208, likewise according to the associated instructions. If the
selected financial account operation 1s to perform a financial
transaction, then input 1s recerved from the user 202 within
the financial account management system Ul 208 to generate
a financial transaction. As an example, the input received may
include a request to disburse $400.00 in cash funds from an
automated teller machine (ATM). As another example, the
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input received may include a request to transfer $25,000.00
from a savings account to a financial account specified by a
criminal. As yet another example, the mput received may
include a request to place a market order to sell $600,000.00
worth of securities at their current market price. It will be
apparent to those of skill in the art that many such examples of
received input are possible and the foregoing 1s not intended
to limit the spirit, scope, or mtent of the disclosure.

The recerved input, and the instructions associated with the
duress shared secret, 1s then processed to generate a financial
transaction. In one embodiment, the financial transaction 1s
generated using financial funds associated with the user. In
another embodiment the financial transaction 1s generated
using funds associated with a financial nstitution. In this
embodiment, the financial funds associated with the user are
transferred to an intermediary account to facilitate their
refund to the user. An amount of financial funds equivalent to
those transierred to the intermediary account, but associated
with the financial institution, are then used to generate the
financial transaction. Once the financial transaction 1s gener-
ated, fraud i1dentification data 1s then generated from the
duress shared secret and data associated with the financial
transaction. In one embodiment, the data associated with the
financial transaction comprises a unique transaction identifier
familiar to those of skill in the art. In one embodiment, the
duress shared secret comprises a cryptographic key. In
another embodiment, cryptographic operations are per-
formed to encrypt the fraud identification data. In various
embodiments, the proceeds are cash funds 216, which are
processed and physically tagged with the fraud identification
information. In one embodiment, the physical tagging 1s per-
formed by the transaction tagging module 154. In one
embodiment, the cash funds 216 are mnvisibly imprinted with
the fraud 1dentification information. As an example, the fraud
identification may be imprinted with ink that 1s only visible
under ultraviolet light. In one embodiment, the fraud identi-
fication data comprises a serial number of the cash funds 216,
such as a currency serial number printed on a banknote. The
tagged cash funds 216 proceeds are then disbursed, such as
from an ATM access device 204.

In various other embodiments, the proceeds of the financial
transaction are electronic funds, which are tagged with elec-
tronic fraud identification data. In one embodiment, the elec-
tronic tagging 1s performed by the transaction tagging module
154. In another embodiment, a cryptographic operation 1s
performed to embed the fraud identification data within the
electronic funds data. In various embodiments, the electronic
funds data comprises a routing transit number, an interbank-
ing clearing number, of an international bank account num-
ber. In various other embodiments, the electronic funds data
comprises a destination financial account number. Once the
clectronic funds are tagged with fraud 1dentification data, the
funds transfer of the electronic funds 1s 1nitiated. In various
embodiments, the initiation of the funds transfer 1s performed
by the transaction processing module 152.

In various embodiments, cash funds proceeds of a duress
financial transaction are received from an originating finan-
cial mstitution 218 by a receiving financial institution, such as
an intermediate financial institution 222 or a destination
financial institution 228. Once recerved, the tagged cash
funds are processed to extract their associated fraud identifi-
cation data. As an example, the mvisibly imprinted fraud
identification data may be scanned with an ultraviolet scanner
and then converted with an optical character recognition
(OCR) application to generate a text file. A time-stamped
fraud 1dentification query 1s generated and the extracted fraud
identification data 1s appended. The time-stamped fraud 1den-
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tification query 1s then transmitted to law enforcement agen-
cies and the originating financial institution 218 for process-
ing. In various embodiments, cryptographic operations
tamiliar to skilled practitioners of the art are performed on the
fraud 1dentification data to extract information related to the
originating financial mstitution 218.

If the query response was positive, then a determination 1s
made whether the tagged cash funds are to be deposited or
exchanged. If they are to be deposited, then information asso-
ciated with the deposit account 1s determined and a time-
stamped tagged cash funds alert 1s then generated by the
receiving financial mstitution 222, 228. The extracted fraud
identification data 1s appended to the time-stamped tagged
cash funds alert, which is then transmitted to law enforcement
agencies and the orniginating financial institution 218. The
time-stamped tagged cash funds alert, with the appended
fraud 1dentification data, 1s then stored as fraud trail data in the
repository of financial transaction, fraud i1dentification, and
fraud trail data 210. Data associated with the target deposit
account for the tagged cash funds 1s then processed to tag 1t
with the extracted fraud i1dentification data. The tagged cash
funds amount 1s then deposited 1n the target deposit account
and an account hold 1s placed on the target deposit account 1n
the amount of the tagged cash funds. The tagged cash funds
are then retained for evidence in criminal prosecution and
recovery by their originating financial institution 218.

In various embodiments, tagged electronic funds proceeds
ol a duress financial transaction (EFT) are recerved from an
originating financial institution 218 by a recerving financial
institution, such as an intermediate financial institution 222 or
a destination financial institution 228. Once received, the
tagged EFT 1s processed to extract its associated fraud iden-
tification data and to determine information related to its
target recerving account. A time-stamped acknowledgement
of the receipt of a tagged EFT (“tagged EFT receipt”) 1s then
generated. The extracted fraud identification data and the
information related to the target recerving account are then
appended to thetagged EFT receipt, which 1s then transmaitted
to law enforcement agencies, financial network operators,
financial clearing houses, and the originating financial 1nsti-
tution. The tagged EFT receipt 1s then processed and stored in
the repository of financial transaction, fraud identification,
and fraud trail data 210. The tagged EFT funds are then
deposited into the target receiving account.

The target receiving account i1s then monitored for the
generation ol a new funds transier. If a new EFT 1s generated
from the target recerving account, then the data associated
with the outbound EFT 1s processed to determine information
associated with the originating account and the destination
account. A time-stamped tagged EFT alert (“tagged EFT
alert”) 1s generated and the extracted fraud identification data,
along with the information associated with the originating
account and the destination account, are appended. The
tagged EFT alert 1s then transmitted to law enforcement agen-
cies, financial network operators, clearing houses, and the
financial institution that originated the original tagged EFT.
Data related to the outbound EFT 1s then processed and
tagged with the extracted fraud i1dentification data, followed
by the initiation of the outbound EFT. The tagged EFT alert 1s
then stored in the repository of financial transaction, fraud
identification, and fraud trail data 210. It will be apparent to
skilled practitioners of the art that a fraud audit trail 1s pro-
vided by successively tagging the proceeds of newly origi-
nated EFTs, such as the follow-on fraudulent funds transter
224, with fraud 1dentification data generated by originating
financial institution 218.
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In various embodiments, tagged funds are recovered by
first selecting a tagged financial transaction nitiated by a user
while under duress, followed by extracting its associated
fraud 1dentification data. Repositories of fraud trail data, as
described 1n greater detail herein, are then queried to identity
matching fraud identification data. Once matching fraud
identification data has been i1dentified, then fraud trail data
corresponding to the matching fraud identification data 1s
retrieved and then processed to determine recerving, or des-
tination, account information. The receiving account 1s then
queried to determine availability of funds. If the receiving
account has sufficient funds to cover the amount of the tagged
financial transaction, then a rescission transaction 230 1s per-
formed to recover the amount of the tagged financial transac-
tion. In various embodiments, the rescission transaction 230
1s performed by a transaction rescission module of a fraud
management system.

However, 11 there are insufficient funds available 1n the
receiving account to cover the entire amount of the tagged
financial transaction, then a rescission transaction 230 1s per-
formed to recover the available funds in the receiving account
up. A repository of fraud trail data 210 at the recerving finan-
cial institution 222 1s queried to identily tagged funds transter
transactions originating from the recerving account. Data
related to the follow-on tagged funds transfer transactions
224 1s then processed for prioritization. A follow-on tagged
funds transfer transaction 224 1s selected and then processed
to extract financial transaction information related to the des-
tination financial institution 226 and the destination account
ol the follow-on electronic funds transaction 224. The desti-
nation account 1s then queried to determine the availability of
funds and the process 1s continued with a follow-on rescission
transaction 228.

FIGS. 3a-b are a generalized flowchart of the operation of
a fraud management system as implemented 1n accordance
with an embodiment of the disclosure for the management of
shared secrets. In this embodiment, shared secret manage-
ment operations are begun 1n block 302, followed by a user
accessing a shared secret management module of a fraud
management system in block 304. The shared secret manage-
ment module receives the user’s i1dentification (ID) and a
shared secret, such as a personal 1dentification number (PIN)
or a password, 1n block 306. A determination 1s then made 1n
block 308 whether the provided user ID and shared secret are
valid. If not, a determination 1s then made in block 310 regard-
ing whether the user resubmits a user ID and shared secret. If
s0, the process 1s continued, proceeding to block 306. Other-
wise, a determination 1s made 1n block 340 whether to con-
tinue shared secret management operations. I so, then the
process 1s continued, proceeding to block 306. Otherwise
shared secret management operations are ended 1n block 342.

However, 1f it 1s determined 1n block 308 that the user 1D
and shared secret provided by the user 1s valid, then a deter-
mination 1s made 1n block 312 whether to modify an existing
shared secret. If so, then the existing shared secret 1s modified
in block 314. As an example, the user may wish to change
their existing PIN or password. A determination 1s then made
in block 338 whether to continue operations related to the
modification of shared secrets. I so, the process 1s continued,
proceeding to block 312. Otherwise, the process 1s continued,
proceeding to block 340. However, if 1t 1s determined 1n block
312 not to modily an existing shared secret, then a determi-
nation 1s made 1n block 316 whether to create a duress shared
secret. I so, then a duress shared secret 1s created 1n block
318.

As used herein, a duress shared secret refers to a shared
secret provided by a user to indicate that they are providing
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access to a financial account while under duress. As an
example, a user may be coerced 1nto providing such access as
a result of being physically, verbally, or emotionally 1ntimi-
dated, either directly or indirectly. To further the example, a
criminal may threaten physical harm to a loved one of the user
being held hostage 11 such access 1s not provided. Many such
situations for a user being under duress are possible and the
foregoing 1s not intended to limit the spirit, scope, or mntent of
the disclosure. In various embodiments, the duress shared
secret may be similar to the shared secret normally used by
the user. As an example, a punctuation mark (e.g., ‘!’) may be
appended to a password, or an additional digit (e.g., ‘9’ ) may
be appended to a PIN. As another example, the duress shared
secret may be amnemonic, such as the first letter of each word
in the phrase “I am under duress, help me” (IAUDHM). In one
embodiment, the duress shared secret 1s created by the user. In
another embodiment, the duress shared secret 1s automati-
cally created by a shared secret management module of a
fraud management system. It will be apparent to those of skill
in the art that the generation of many such shared secrets are
possible.

Once the duress shared secret 1s created in block 318,
instructions to be executed by the fraud management system
upon use of the duress shared secret are created and config-
ured 1n block 320. More specifically, the instructions are used
to determine the degree ol access provided to a financial
account, the information related to the financial account that
1s displayed, and the actions that are allowed to be performed.
As an example, use of a duress shared secret may result in the
execution of 1ts associated instruction display what appears to
be information related to a checking account or a brokerage
account. In reality, the displayed information 1s spoofed to
show false information, such as lower balances or amounts.
As another example, the execution of the associated nstruc-
tions may display accurate financial account information, but
operations such as a financial funds transfer may be spoofed
instead. To further the example, a criminal may know that the
victim has a large account balance 1n their checking account
and they wish to force the victim to transfer the funds with
wire transfer instructions. If the victim provides a duress
shared secret that results 1n 1ts associated instructions being
executed to show a low account balance, then the criminal
may further threaten, or physically harm, the victim. In this
example, the victim may provide a second duress shared
secret whose associated mstructions are executed to show the
actual account balance. However, 1n reality the wire transfer
operations are spooled. The criminal, thinking that the wire
transier has been completed, may then leave the scene of the
crime. However, today’s criminals are becoming more
sophisticated and may be able to access a destination account
to ensure that an electronic funds transfer was actually com-
pleted. If this 1s the case, then the victim may provide a third
duress shared secret whose associated instructions not only
display the accurate account, but also allow the wire transfer
operations to be performed. However, unbeknownst to the
criminal, the duress shared secret 1s combined with other
information, such as the victim’s account number and times-
tamp information. As described in greater detail herein, the
information 1s then processed to generate fraud 1dentification
information, which 1s then tagged to the proceeds of the
fraudulently generated financial transaction. The tagged pro-
ceeds can then be tracked through the banking system and
subsequently recovered.

In addition, the mstructions may include 1ssuing a security
alert to a law enforcement agency, notitying the fraud depart-
ment of the financial mstitution associated with the victim’s
account, or notifying fraud detection systems associated with
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the victim’s other financial accounts. As an example, if the
duress shared secret 1s provided at an automated teller
machine (ATM), then a silent alarm may be sent to the police,
along with the physical location of the ATM. As another
example, the use of a duress shared secret used from a per-
sonal computer located in the victim’s home may 1ssue a
silent alarm to summon the police to the victim’s home. It will
be apparent to skilled practitioners of the art that many such
instructions are possible and the foregoing 1s not intended to
limit the spirit, scope, or mntent of the disclosure. Once
instructions are created and configured for the duress shared
secret in block 320, they are associated with the duress shared
secret 1n block 322. A determination 1s then made 1n block
336 whether to continue duress shared secret operations. If
not, then the process i1s continued, proceeding to block 338.
Otherwise, the process 1s continued, proceeding to block 316.

However, 1f 1t 1s determined 1n block 316 not to create a
duress shared secret, then a determination 1s made 1n block
324 whether to modity an existing duress shared secret. If not,
then the process 1s continued, proceeding to block 336. Oth-
erwise, an existing duress shared secret 1s selected 1n block
326 and it 1s then modified 1n block 338. As an example, the
user may wish to modity an existing duress shared secret from
a series ol numbers to an alphanumeric string. A determina-
tion 1s then made 1n block 330 whether to modity the mnstruc-
tions associated with the selected duress shared secret. If not,
then the process 1s continued, proceeding to block 336. Oth-
erwise the instructions associated with the selected duress
shared secret are retrieved in block 332 and then modified 1n
block 334. As an example, the user may decide to modity the
associated instructions such that a first checking account with
a low account balance 1s displayed, but a second checking
account with a high account balance 1s not. The process 1s
then continued, proceeding to block 336.

FIGS. 4a-d are a generalized flowchart of the operation of
a fraud management system as implemented 1n accordance
with an embodiment of the disclosure for tagging the pro-
ceeds of a financial transaction initiated by a user while under
duress. In this embodiment, operations for tagging the pro-
ceeds of duress financial transactions are begun in block 402,
followed by receiving a request to access a financial account
in block 404. As used herein, a duress financial transaction 1s
a financial transaction 1nitiated by a user while under duress,
as described 1n greater detail herein. A user’s identification
(ID) and a shared secret, such as a personal i1dentification
number (PIN) or a password, are recerved in block 406. A
determination 1s then made in block 408 whether the provided
user ID and shared secret are valid. If not, a determination 1s
then made 1n block 410 regarding whether the user resubmits
a user ID and shared secret. It so, the process 1s continued,
proceeding to block 406. Otherwise, a determination 1s made
in block 474 whether to select another financial account to
access. If so, the process 1s continued, proceeding to block
404. Otherwise, a determination 1s made in block 472
whether to end operations for tagging the proceeds of duress
financial transactions. If not, then the process 1s continued,
proceeding to block 474. Otherwise, operations for tagging
the proceeds of duress financial transactions are ended in
block 476.

However, 1f 1t 1s determined 1n block 408 that the user 1D
and shared secret are valid, then a determination 1s made 1n
block 412 whether the provided shared secret 1s a duress
shared secret. As used herein, a duress shared secret refers to
a shared secret provided by a user to indicate that they are
providing access to a financial account while under duress. I
it 1s determined in block 412 that the provided shared secret 1s
not a duress shared secret, then available financial account
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operations are displayed in block 414. A financial operation to
perform 1s then selected 1n block 416, followed by the display
of financial account information related to the selected opera-
tion 1n block 418. The selected financial account operation 1s
then performed 1n block 420, followed by a determination in
block 422 whether to select another financial account opera-
tion to perform. If so, then the process 1s continued, proceed-
ing to block 414. Otherwise, the process 1s continued, pro-
ceeding to block 474. However, 11 1t 1s determined 1n block
412 that the provided shared secret 1s a duress shared secret,
the instructions associated with the duress shared secret are
processed 1n block 424.

In block 426, fraud monitoring operations are initiated and
duress event notifications are generated and delivered, as
described 1n greater detail herein, indicating that the financial
account 1s being accessed while the user 1s under duress. A
determination 1s then made 1n block 428 whether the associ-
ated 1nstructions include the monitoring of other financial
accounts associated with the user. If so, then the other finan-
cial accounts are monitored for fraudulent activity in block
430. Otherwise, a determination 1s made i1n block 432
whether the instructions include the nofification of law
enforcement authorities. If so, then the law enforcement
authorities listed 1n the associated instructions are notified 1n
block 434 and are provided their respectively requested
response. Otherwise, available financial account operations,
per the associated instructions, are displayed i block 436 as
described 1n greater detail herein. An available financial
account operation 1s selected 1 block 438 to perform accord-
ing to the associated instructions. Financial information asso-
ciated with the selected financial account operation 1s then
displayed, according to the associated 1nstructions, 1n block
440. A determination 1s then made i block 442 whether the
selected financial account operation 1s to perform a financial
account operation to generate a financial transaction. In not,
then the selected account operation 1s performed, according,
to the associated instructions, 1n block 444. A determination
1s then made 1n block 446 whether to select another financial
account operation. If so, then the process 1s continued, pro-
ceeding to block 436. Otherwise, the process 1s continued,
proceeding to block 474.

However, 11 it 1s determined 1n block 442 that the selected
financial account operation 1s to perform a financial transac-
tion, then input 1s recerved to generate a financial transaction
in block 448. As an example, the input recerved may include
arequest to disburse $400.00 in cash funds from an automated
teller machine (ATM). As another example, the input received
may include a request to transfer $25,000.00 from a savings
account to a financial account specified by a criminal. As yet
another example, the input recerved may include a request to
place a market order to sell $600,000.00 worth of securities at
their current market price. It will be apparent to those of skaill
in the art that many such examples of received mput are
possible and the foregoing 1s not intended to limit the spirt,
scope, or mtent of the disclosure.

The recerved 1nput 1s processed 1n block 450 to determine
the funds amount of the financial transaction, followed by
making a determination 1n block 452 whether the instructions
include using funds from a financial account associated with
a financial 1nstitution. As an example, a financial nstitution
may have a financial account that 1s used for funding fraudu-
lently generated financial transactions. If 1t 1s determined 1n
block 452 not to use a financial account associated with a
financial institution, then the received mput and the mstruc-
tions associated with the duress shared secret are processed in
block 454 to generate a financial transaction using funds from
a financial account associated with the user. However, if 1t 1s
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determined 1n block 452 to use a financial account associated
with a financial stitution, then an amount of funds equal to
the recerved mput amount 1s transierred from the financial
account associated with the user to an intermediary account 1n
block 456. As an example, the intermediary account may be
an account where funds are held 1n the event of the occurrence
of a duress event. Once the duress event has passed, then the
user’s funds can be recovered from the intermediary account.
The recerved mput and the mstructions associated with the
duress shared secret are then processed 1n block 458 to gen-
erate a financial transaction using financial account informa-
tion from a financial account associated with the user and
funds from a financial account associated with financial 1nsti-
tution. Once the financial transaction i1s generated in block
454 or block 458, fraud 1dentification data 1s then generated 1n
block 460 from the duress shared secret and data associated
with the financial transaction. In one embodiment, the data
associated with the financial transaction comprises a unique
transaction identifier familiar to those of skill in the art. In one
embodiment, the duress shared secret comprises a crypto-
graphic key. In various embodiments, cryptographic opera-
tions are performed to encrypt the fraud identification data. A
determination 1s then made 1n block 462 whether the proceeds
of the financial transaction are cash funds or electronic funds.
If 1t 1s determined 1n block 462 that the proceeds are cash
funds, then they are processed in block 464 and tagged with
the fraud identification information. In one embodiment, the
cash funds are invisibly imprinted with the fraud 1dentifica-
tion information. As an example, the fraud identification may
be imprinted with 1nk that 1s only visible under ultraviolet
light. In one embodiment, the fraud 1dentification data com-
prises a cash funds serial number, such as a currency serial
number printed on a banknote. The tagged cash funds pro-
ceeds are then disbursed in block 466 and the process contin-
ues, proceeding to block 474.

However, 11 1t 1s determined 1n block 462 that the proceeds
of the financial transaction are electronic funds, then data
associated with electronic funds 1s tagged with the fraud
identification data 1n block 468. In one embodiment, a cryp-
tographic operation 1s performed to embed the fraud 1denti-
fication data within the electronic funds data. In various
embodiments, the electronic funds data comprises a routing
transit number, an iterbanking clearing number, of an inter-
national bank account number. In various other embodi-
ments, the electronic funds data comprises a destination
financial account number. Once the electronic funds are
tagged with fraud 1dentification data 1n block 470, the funds
transier of the electronic tunds 1s 1nitiated in block 470. A
determination 1s then made in block 472 whether to end
operations for tagging the proceeds of duress financial trans-
actions. If not, then the process 1s continued, proceeding to
block 474. Otherwise, operations for tagging the proceeds of
duress financial transactions are ended in block 476.

FIGS. 5a-b are a generalized flowchart of the operation of
a fraud management system as implemented in accordance
with an embodiment of the disclosure for tracking tagged
cash tunds proceeds of a financial transaction initiated by a
user under duress. In this embodiment, operations for the
tracking of tagged cash funds proceeds of a duress financial
transaction are begun 1n block 502, followed by the receipt of
cash funds by a recerving financial institution in block 504. In
block 506, the cash funds are processed to determine 11 they
are tagged. As an example, banknotes may be viewed under
an ultraviolet light to reveal invisibly imprinted fraud identi-
fication data. A determination 1s then made 1n block 508
whether the cash funds are tagged. If not, then normal cash
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funds processing operations are pertormed 1n block 520 and
the process 1s continued, proceeding to block 504.

However, 11 15 determined 1n block 508 that the cash funds
are tagged, then they are turther processed 1n block 510 to
extract their associated fraud identification data. As an
example, the ivisibly imprinted fraud identification data
may be scanned with an ultraviolet scanner and then con-
verted with an optical character recognition (OCR) applica-
tion to generate a text file. In block 512, a time-stamped fraud
identification query 1s generated. The extracted fraud identi-
fication data 1s then appended in block 514 to the time-
stamped fraud identification query, which is then transmaitted
to law enforcement agencies and the originating financial
istitution for processing. In various embodiments, crypto-
graphic operations familiar to skilled practitioners of the art
are performed on the fraud identification data to extract infor-
mation related to the originating financial 1nstitution. As an
example, the recewving financial institution may use their
private key and a corresponding public key used by an origi-

nating financial mstitution to generate fraud identification
data.

A determination 1s then made 1n block 518 whether the
query response was positive. If not, then the process 1s con-
tinued, proceeding to block 520. As an example, the cash
funds may have been the proceeds of a duress financial trans-
action that has been resolved, and the fraud identification data
1s no longer associated with an unresolved criminal incident,
but remains invisibly imprinted on a banknote. However, 11 1t
1s determined 1n block 518 that the query response was posi-
tive, then a determination 1s made 1n block 522 whether the
tagged cash funds are to be deposited or exchanged. As an
example, a criminal may attempt to launder the tagged cash
funds by exchanging them for another form of financial value,
such as a cashiers check or a money order. Alternatively, the
criminal may attempt to deposit the tagged cash funds 1nto a
deposit account and then launder the funds with a wire trans-
ter to another financial account. Skilled practitioners of the art
will realize that many such money laundering schemes are
known.

I 1t 1s determined 1n block 522 that the tagged cash tunds
are to be deposited, then information associated with the
deposit account 1s determined 1n block 524. A time-stamped
tagged cash funds alert 1s then generated 1n block 526 by the
receiving financial institution. The extracted fraud identifica-
tion data 1s appended in block 528 to the time-stamped tagged
cash funds alert, which 1s then transmitted 1n block 530 to law
enforcement agencies and the originating financial institu-
tion. The time-stamped tagged cash funds alert, with the
appended fraud identification data, 1s then stored as fraud trail
data 1n block 532. Data associated with the target deposit
account for the tagged cash funds 1s then processed in block
534 to tag it with the extracted fraud i1dentification data. The
tagged cash funds amount 1s then deposited in the target
deposit account 1n block 536 and an account hold 1s placed on
the target deposit account 1n the amount of the tagged cash
funds in block 538. The tagged cash tunds are then retained 1n
block 540 for evidence in criminal prosecution and recovery
by their originating financial nstitution. A determination 1s
then made in block 546 whether to continue operations for the
tracking of tagged cash funds proceeds. If so, the process 1s
continued, proceeding to block 504. Otherwise, operations
for the tracking of tagged cash funds proceeds are ended 1n
block 548. However, 1f 1t 1s determined 1n block 522 that the
tagged cash funds are to be exchanged, the law enforcement
agencies are alerted in block 542 and the requested cash funds
exchange transaction 1s declined 1n block 544. The process 1s
then continued, proceeding to block 540.
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FIGS. 6a-b are a generalized flowchart of the operation of
a fraud management system as implemented 1n accordance
with an embodiment of the disclosure for tracking tagged
clectronic funds proceeds of a financial transaction initiated
by a user while under duress. In this embodiment, operations
for the tracking of tagged electronic funds proceeds of a
duress financial transaction are begun in block 602, followed
by the receipt of electronic funds by a receiving financial
institution in block 604. In block 606, the electronic funds are

processed to determine 11 they have been tagged with fraud
identification data as described 1n greater detail herein. A
determination 1s then made 1n block 608 whether the elec-
tronic funds are tagged. If not, then normal electronic funds
transier (EFT) processing operations are performed 1in block
610 and the process 1s continued, proceeding to block 604.

However, 1f 1s determined 1in block 608 that the EFT 1s
tagged, then it 1s further processed 1n block 612 to extract its
assoclated fraud identification data. In block 614, the EFT
data 1s then processed to determine information related to 1ts
target receiving account. A time-stamped acknowledgement
of the receipt of a tagged EFT (“tagged EFT receipt”) 1s then
generated 1n block 616. The extracted fraud identification
data and the information related to the target receiving
account are then appended in block 618 to the tagged EFT
receipt. The tagged EFT receipt 1s then transmitted 1n block
620 to law enforcement agencies, financial network opera-
tors, financial clearing houses, and the originating financial
istitution. The tagged EFT receipt 1s then processed and
stored 1n block 622 as fraud trail data. The tagged EFT funds
are then deposited into the target receiving account 1n block
624.

The target recerving account 1s then monitored in block 626
for the generation of a new funds transfer. A determination 1s
then made in block 628 whether a new funds transfer has been
generated to transfer funds out of the target recerving account.
If not, then a determination 1s made i1n block 644 whether to
continue monitoring of the target receiving account. If so,
then the process 1s continued, proceeding to block 626. Oth-
erwise, a determination 1s made 1n block 646 whether to
continue operations for the tracking of tagged electronic
funds. If so, then the process 1s continued, proceeding to
block 604. Otherwise, operations for the tracking of tagged
clectronic funds are ended 1n block 648.

However, 11 1t 1s determined 1n block 628 that a new EFT
has been generated from the target recerving account, then the
data associated with the outbound EFT are processed in block
630 to determine information associated with the originating
account and the destination account. A time-stamped tagged
EFT alert (*tagged EFT alert”) 1s generated 1n block 632.
Then 1n block 634 the extracted fraud 1dentification data, and
the information associated with the originating account and
the destination account, are appended the tagged EFT alert.
The tagged EFT alert 1s then transmitted in block 636 to law
enforcement agencies, financial network operators, clearing
houses, and the financial mstitution that originated the origi-
nal tagged EFT. Data related to the outbound EFT 1s then
processed and tagged with the extracted fraud i1dentification
data 1n block 638, followed by the initiation of the outbound
EFT inblock 640. The tagged EFT alert 1s then stored in block
642 by the receiving financial institution as fraud trail data
and the process 1s continued, proceeding with block 644. It
will be apparent to skilled practitioners of the art that a fraud
audit trail 1s provided by successively tagging the proceeds of
newly originated EFT's with fraud i1dentification data gener-

ated by financial mstitution that originated the original tagged
EFT.
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FIGS. 7a-b are a generalized tlowchart of the operation of
a fraud management system as implemented in accordance
with an embodiment of the disclosure for recovering tagged
funds proceeds of a financial transaction 1nitiated by a user
under duress. In this embodiment, tagged funds recovery
operations are begun 1n block 702, followed by the selection
in block 704 of a tagged financial transaction 1mitiated by a
user while under duress. In block 706, the duress shared secret
associated with the selected duress financial transaction 1s
determined. Then, in block 708, the duress shared secret 1s
used to process the tagged electronic transaction to extract its
associated fraud identification data. Repositories of fraud
trail data, as described in greater detail herein, are then que-
ried 1in block 710 to identity matching fraud identification
data. A determination 1s made in block 712 whether matching
fraud data has been 1dentified. If not, then a determination 1s
made 1n block 744 whether to continue tagged funds recovery
operations. I1 so, then the process 1s continued, proceeding to
block 704. Otherwise, tagged funds recovery operations are
ended 1n block 746.

However, 11 1t 1s determined in block 712 that matching
fraud identification data has been 1dentified, then fraud trail
data corresponding to the matching fraud i1dentification data
1s retrieved 1n block 714. The retrieved fraud trail data 1s then
processed 1n block 716 to extract financial transaction nfor-
mation, which 1s then processed i block 718 to determine
receiving, or destination, account information. In one
embodiment, the fraud trail data 1s likewise further processed
to extract associated fraud identification data. As an example,
in various embodiments, additional fraud identification data
may have been added by intermediate financial institutions.
Once the receiving account data has been extracted 1n block
718, the receiving account 1s then queried i block 720 to
determine availability of funds. A determination 1s then made
in block 722 to determine 11 the receiving account has suifi-
cient funds to cover the amount of the tagged financial trans-
action. It so, then a rescission transaction familiar to skilled
practitioners of the art 1s performed in block 724 to recover
the amount of the tagged financial transaction from the
receiving account. In various embodiments, the rescission
transaction 1s performed by a transaction rescission module
of a fraud management system. The process 1s then continued,
proceeding to block 744.

However, 1f i1t 1s determined 1n block 722 that there are
insuificient funds available 1n the receiving account to cover
the entire amount of the tagged financial transaction, then a
determination 1s made in block 726 1if the available funds
amount 1n the recerving account 1s greater than zero. It so,
then a rescission transaction 1s performed 1n block 728 to
recover the available funds in the receiving account up to the
remaining balance of funds to recover. Once the rescission
transaction 1s performed 1n block 728, or 11 1t 1s determined in
block 726 that the available funds 1n the receiving account are
not greater than zero, then the remaining amount of funds to
recover 1s determined 1n block 730. A determination 1s then
made 1n block 732 whether all funds have been recovered. It
not, the process 1s continued, proceeding to block 744. Oth-
erwise, a repository of fraud trail data at the recerving finan-
cial mstitution 1s queried in block 734 to 1identify tagged funds
transier transactions originating from the receiving account.
Data related to the newly originated tagged funds transfer
transactions 1s then processed for prioritization in block 736.
In one embodiment, the related tagged funds transfer trans-
actions are prioritized according to their transaction time
stamp. In another embodiment the related tagged funds trans-
fer transactions are prioritized according to the amount of the
transaction. A related tagged funds transfer transaction 1s then
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selected 1n block 738 and then processed in block 740 to
extract financial transaction information related to the desti-
nation account of the electronic funds transaction. The desti-
nation account 1s then queried to determine the availability of
funds 1n block 742 and the process 1s continued, proceeding to
block 726.

The flowchart and block diagrams 1n the figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the disclosure.
Accordingly, each block 1n the flowchart or block diagrams
may represent a module, segment, or portion of code, which
comprises one or more executable istructions for imple-
menting the specified logical function(s). In certain alterna-
tive implementations, the functions performed 1n a particular
block may occur in an order that 1s different than what 1s noted
in the figures. For example, two blocks shown 1n succession
may, 1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or tlowchart
illustrations, and combinations of blocks in the block dia-
grams and/or flowchart illustrations, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

The terminology used herein 1s for the purpose of describ-
ing particular embodiments only and 1s not intended to be
limiting of the disclosure. As used herein, the singular forms
“a,” “an” and “‘the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises™ and/or “com-
prising,” when used 1n this specification, specily the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
clements, components, and/or groups thereof. The term
“embodiment™ can be used to describe any aspect, feature,
process or step, any combination thereot, and/or any portion
thereof, of the disclosure and should not be interpreted as
limiting the scope of the application or claims.

While the disclosure has been described by reference to
particular embodiments, such references do not imply a limi-
tation and no such limitation 1s to be inferred. As such, the
disclosure includes any and all embodiments having equiva-
lent elements, modifications, omissions, combinations (e.g.,
ol aspects across various embodiments), adaptations, alter-
ations, and equivalents in form and function. As will be fur-
ther appreciated by those skilled in the pertinent arts, the
disclosure has a number of aspects and embodiments, and
various embodiments may include overlapping features.

For example, the above-discussed embodiments may
include software modules that include script, batch, or other
executable files for the performance of certain tasks. These
soltware modules may be stored on a machine-readable or
computer-readable storage medium such as a disk drive. Stor-
age devices used for storing software modules 1n accordance
with various embodiments may include magnetic floppy
disks, hard disks, or optical discs such as CD-ROMs or
DVDs. A storage device used for storing firmware or hard-
ware modules 1n accordance with an embodiment may also
include a semiconductor-based memory, which may be per-
manently, removably or remotely coupled to a microproces-
sor/memory system. Thus, the software modules may be
stored within a computer system memory to configure the
computer system to perform the functions of the module.
Other new and various types of computer-readable storage
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media may be used to store the modules discussed herein.
Additionally, those skilled in the art will recognize that the
separation of functionality into modules 1s for illustrative
purposes. Alternative embodiments may merge the function-
ality of multiple modules into a single module or may impose
an alternate decomposition of functionality of modules. For
example, a soltware module for calling sub-modules may be
decomposed so that each sub-module performs its function
and passes control directly to another sub-module. In addi-
tion, each of the referenced components 1n this embodiment
may be comprised of a plurality of components, each inter-
acting with the other in a distributed environment. Further-
more, other embodiments may expand on the referenced
embodiment to extend the scale and reach of the system’s
implementation.

The description of the disclosure has been presented for
purposes of 1llustration and description, but 1s not intended to
be exhaustive or limited in the form disclosed. It will be
apparent to those of skill in the art that many modifications
and variations are possible without departing from the scope
and spirit of the disclosure, giving full cognizance to equiva-
lents 1n all respects.

What 1s claimed 1s:

1. A non-transitory computer-usable medium embodying
computer program code, the computer program code 1nclud-
ing a set of duress instructions corresponding to a duress
shared secret data element, said computer program code
when executed by a processor cause the processor to perform
a method, the method comprising;:

receiving user input data comprising said duress shared

secret data element;

processing said duress instructions to generate a first finan-

cial transaction from financial account data of a reposi-
tory of financial account data associated with a user, said
first financial transaction comprising financial transac-
tion data, wherein said duress instructions include an
indication to use one of funds from a financial account
associated with a financial institution and funds from a
financial account associated with said user for said first
financial transaction;

generating fraud 1dentification data from said financial

transaction data and said duress shared secret data ele-
ment,

processing proceeds of said first financial transaction to tag

said proceeds with said fraud 1dentification data; and
processing a rescission transaction to recover said tagged
proceeds.
2. The computer usable medium of claim 1, wherein pro-
cessing the proceeds of said first financial transaction
includes:
transterring the proceeds from said financial account asso-
ciated with said user to an mtermediary account;

generating a second financial transaction using an equiva-
lent amount of said financial funds corresponding to said
financial account associated with a second financial
institution; and

processing said proceeds of said second financial 1nstitu-

tion to tag said proceeds with said fraud identification
data.

3. The computer usable medium of claim 1, wherein said
proceeds comprise cash funds invisibly imprinted with said
fraud 1dentification data.

4. The computer usable medium of claim 1, wherein said
proceeds comprise electronic funds further comprising elec-
tronic funds data.
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5. The computer usable medium of claim 4, wherein said
clectronic funds data comprise a unique financial transaction
tracking identifier further comprising said fraud identification
data.

6. The computer usable medium of claim 1, wherein said
duress shared secret data element comprises a cryptographic
key.

7. The computer usable medium of claim 1, wherein the
computer program code 1s provided to a client computer {from
a server, wherein said server i1s located at a remote location.

8. The computer usable medium of claim 1, wherein the
computer program code 1s provided as a service on an on-
demand basis, wherein said service 1s provided by a service
provider.

9. A system for identifying financial transactions, compris-
ng:

a user mterface operable to receive mput data from a user,
said mput data comprising a duress shared secret data
element; and

a computing device with a processor and memory for stor-
ing executable instructions, imncluding a set of duress
instructions corresponding to said duress shared secret
data element, that are executable by the processor,
wherein the processor 1s programmed to:

process said duress instructions to generate a first financial
transaction from financial account data of arepository of
financial account data associated with said user, said first
financial transaction comprising financial transaction
data, wherein said instructions include an indication to
use one of funds from a financial account associated
with a financial institution and funds from a financial
account associated with said user for said first financial
transaction;

generate fraud identification data from said financial trans-
action data and said duress shared secret data element;

process proceeds of said financial transaction to tag said
proceeds with said fraud 1dentification data; and

process a rescission transaction to recover said tagged pro-
ceeds.

10. The system of claim 9, wherein:

said proceeds of said first financial transaction are trans-
ferred from said financial account associated with said
user to an mtermediary account;

a second financial transaction 1s generated using an equiva-
lent amount of said financial funds corresponding to said
financial account associated with a financial institution;
and

proceeds of said second financial 1nstitution are processed
to tag said proceeds with said fraud identification data.

11. The system of claim 9, wherein said proceeds comprise
cash funds 1nvisibly imprinted with said fraud i1dentification
data.

12. The system of claim 9, wherein said proceeds comprise
clectronic funds further comprising electronic funds data.

13. The system of claim 12, wherein said electronic funds
data comprise a unique financial transaction tracking 1denti-
fier further comprising said fraud i1dentification data.

14. The system of claim 9, wherein said duress shared
secret data element comprises a cryptographic key.

15. A non-transitory computer-usable medium embodying
computer program code, the computer program code includ-
ing a set of duress mstructions corresponding to a duress
shared secret data element, said computer program code
when executed by a processor cause the processor to perform
a method, the method comprising:

receving user mput data comprising a said duress shared
secret data element:
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processing said duress mstructions to generate a financial
transaction from financial account data of a repository of
financial account data associated with a user, said finan-
cial transaction comprising financial transaction data,
wherein said duress instructions include an indication to
use one ol funds from a financial account associated
with a financial institution and funds from a financial
account associated with said user for said first financial
transaction;

generating fraud identification data from said financial

transaction data and said duress shared secret data ele-
ment,

processing proceeds of said first financial transaction to tag

said proceeds with said fraud i1dentification data; and
processing a rescission transaction to recover said tagged
proceeds.

16. The computer usable medium of claim 15, wherein a
duress event notification comprises a unique {inancial trans-
action tracking identifier further comprising said fraud 1den-
tification data.

17. The computer usable medium of claim 16, wherein a
duress event notification 1s communicated to a financial 1nsti-
tution generating said financial transaction, said financial
transaction data and said unique financial transaction tracking,
identifier communicated with said duress event notification.

18. The computer usable medium of claim 15, wherein a
duress event notification comprises location data correspond-
ing to the location of a user.

19. The computer usable medium of claim 18, wherein said
location data 1s communicated to a law enforcement agency.

20. The computer usable medium of claim 15, wherein a
location data 1s communicated to a financial 1nstitution gen-
erating said financial transaction.

21. The computer usable medium of claim 15, wherein the
computer program code 1s provided to a client computer from
a server, wherein said server 1s located at a remote location.

22. The computer usable medium of claim 15, wherein the
computer program code 1s provided as a service on an on-
demand basis, wherein said service 1s provided by a service
provider.

23. A non-transitory computer-usable medium embodying,
computer program code, the computer program code 1nclud-
ing a set of duress instructions corresponding to a duress
shared secret data element, said computer program code
when executed by a processor cause the processor to perform
the method:

processing said duress instructions to generate a first finan-

cial transaction from financial account data of a reposi-
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tory of financial account data associated with said user,
said first financial transaction comprising a {irst set of
saild financial transaction data;
generating said fraud 1dentification data from said first set
of said financial transaction data and said duress shared
secret data element, wherein said duress instructions
include an indication to use one of funds from a financial
account associated with a financial institution and funds
from a financial account associated with said user for
said first financial transaction;
processing proceeds of said first financial transaction to tag
said proceeds with said fraud i1dentification data;

tracking said fraud identification data through a chain of
second financial transactions to generate fraud trail data
comprising a second set of said financial transaction
data; and

processing a rescission transaction to recover said tagged

proceeds.

24. The computer usable medium of claim 23, wherein said
proceeds comprise cash funds further comprising at least one
serial number.

25. The computer usable medium of claim 24, wherein said
second set of financial transaction data comprises said at least
one serial number.

26. The computer usable medium of claim 23, wherein:

said proceeds comprise electronic funds further compris-

ing electronic funds data; and

said second set of financial transaction data comprises a

routing transit number.

277. The computer usable medium of claim 23, wherein:

said proceeds comprise electronic funds further compris-

ing electronic funds data; and

said second set of financial transaction data comprises an

interbanking clearing number.

28. The computer usable medium of claim 23, wherein:

said proceeds comprise electronic funds further compris-

ing electronic funds data; and

said second set of financial transaction data comprises an

international bank account number.

29. The computer usable medium of claim 23, wherein the
computer program code 1s provided to a client computer from
a server, wherein said server 1s located at a remote location.

30. The computer usable medium of claim 23, wherein the
computer program code 1s provided as a service on an on-
demand basis, wherein said service 1s provided by a service
provider.
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