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ADAPTIVE QUALITY OF SERVICE POLICY
FOR DYNAMIC NETWORKS

BACKGROUND

1. Field

Various features pertain to communication and/or data net-
works. At least one implementation pertains to a method,
system, and device for providing quality of service informa-
tion to adaptively allocate network resources and modily
traific and priority policy.

2. Background

Communication networks serve to transier various types of
information including data, voice, audio, video, or other
forms of content and control signals. The Open System Inter-
connection (OSI) model provides structured layers to imple-
ment communications across a network. The OSI layers
define standards at each level of the network: physical (layer
1), data link (layer 2), network (layer 3), transport (layer 4),
session (layer 5), presentation (layer 6), and application
(layer 7).

Because networks have a limited bandwidth through which
to transter this information, they typically prioritize the order
in which information is transmitted. This prioritizing of infor-
mation on a network 1s commonly used to guarantee a quality
of service ((Q0S) or the particular type of transmission (e.g.,
data, voice, video, etc.). For example, time-sensitive informa-
tion, such as voice packets for a telephonic call, may be given
priority over less time-sensitive information, such as text
messages.

The current technique to configure QoS support during
setup of a given network 1s to specily the committed band-
width and priority for each type of service. This works well on
a network that has static bandwidth with stable link speed.,
and known or predictable latency and packet loss character-
1stics. Conventional QoS techmques typically assume a dedi-
cated link speed, such as a'T1 connection providing 1.5 Mbps
or ADSL connection operating at about 100 Kbps. Bandwidth
usage configuration usually happens during the setup of QoS
policy and 1s not easily adjustable after that point. A static link
speed 1s assumed and used for rate-limiting configuration of
one more service classes. No real-time feedback 1s available
to make QoS policy adjustments when the bandwidth
changes dynamically. This creates problems in implementing
QoS when the link speed changes, as would be the case where
the link degrades for instance. Thus, conventional QoS policy
configurations are conservative in their bandwidth allocations
and wastetul of network resources, or overly ambitious 1n
theirr bandwidth allocations and perform poorly 1n adverse
link conditions.

For a network that has dynamic bandwidth characteristics,
such as a wireless network (e.g., an evolutionary data opti-
mized (EVDO) network), the current QoS policy techniques
would either be 1netfective to police the traffic or require an
administrator to be way too conservative, and therefore
wasteful, with the precious network resources. That 1s, in
networks where the bandwidth may vary or the amount and
types of information transierred are unpredictable, it
becomes difficult to allocate bandwidth among the services
(e.g., data, voice, video, control signals, etc.) supported.

SUMMARY

A close-loop QoS system 1s provided at the network layer
to collect real-time network performance indicators at the
physical, data link and network layers. Using those indica-
tors, the system dynamically controls the network traffic in
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2

order to achieve improved performance according to the pri-
ority and policy defined by a data user or system/network
administrator. Several features of this QoS system includes
(1) dynamic maximum bandwidth reallocation, (2) dynamic
maximum packet sizing, (3) adaptive policing, and/or (4)
real-time link status feedbacks to make more efficient use of
available bandwidth and adjust to transmission requirements.

An apparatus 1s provided comprising an imput interface to
receive digital information and a processing unit coupled to
the mput interface, the processing unit configured to (a) orga-
nize the digital information into packets, each packet associ-
ated with one of a plurality of service classes, (b) monitor
real-time characteristics of a dynamic communication link to
identify a change in bandwidth, and (c) if the bandwidth ot the
dynamic communication link changes, dynamically adjust a
quality of service policy to reallocate the maximum band-
width per service class. The processing unit 1s further config-
ured to transmit the packets according to the quality of service
policy. Additionally, the processing unit 1s further configured
to (a) determine whether jitter on the dynamic communica-
tion link has changed, and (b) if the jitter has changed, adjust
the maximum packet size of transmitted packets to maintain
a maximum packet transmission time approximately con-
stant. In another embodiment, the processing unit 1s further
configured to (a) determine whether jitter 1s present in the
dynamic communication link, and (b) 11 jitter 1s present, rear-
range the priority order of one or more service classes to give
time-sensitive digital information greater priority.

Another embodiment provides a communication gateway
comprising (a) means for recerving digital information, (b)
means for organizing the digital information into packets,
cach packet associated with one of a plurality of service
classes, (¢) means for monitoring real-time characteristics of
a dynamic communication link to identify a change 1n band-
width, and (d) if the bandwidth of the dynamic communica-
tion link changes, means for dynamically adjusting a quality
of service policy to reallocate the maximum bandwidth per
service class.

A method for adaptive bandwidth reallocation for quality
ol service policy of a dynamic communication link 1s also
provided comprising (a) recewving digital mnformation from
one or more sources, (b) organizing the digital information
into packets, each packet associated with one of a plurality of
service classes, (¢) dynamically adjusting a quality of service
policy to reallocate the maximum bandwidth per service class
if the bandwidth of the dynamic communication link changes,
and (d) transmitting the packets according to a predefined
quality of service policy. The method further comprises
monitoring the real-time bandwidth characteristics of the
dynamic communication link. The delivery priority level
associated with each packet 1s determined by the timing
requirements of the digital mmformation contained in the
packet. The method turther comprises (a) dynamaically adjust-
ing a maximum packet size for the packets to maintain a
maximum packet transmission time across the dynamic com-
munication link approximately constant, and (b) rearranging
the order of packets to give time-sensitive packets greater
priority if jitter 1s present.

Another embodiment provides a machine-readable
medium having one or more instructions for dynamically
adjusting maximum bandwidth allocations of a communica-
tion system, which when executed by a processor causes the
processor to (a) receive digital information, (b) classity the
digital information into one or more service classes, (¢) moni-
tor real-time characteristics of a dynamic communication link
having varying bandwidth, and (d) dynamically adjust a qual-
ity of service policy for the one or more service classes
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according to the real-time characteristics of the dynamic
communication link. The quality of service 1s adjusted 1t the
bandwidth of the dynamic communication link changes.
Additionally, dynamically adjusting the quality of service
policy of the one or more service classes may also include (a)
proportionally reallocating a total bandwidth of the dynamic
communication link according to previous maximum alloca-
tion percentages, (b) reallocating a total bandwidth of the
dynamic communication link according to current traffic
demands over the dynamic communication link, (¢) denying
service to new digital information 1n a service class 1 the
allocated bandwidth 1s 1nsuificient to support the minimum
transmission rate for existing digital information 1n the ser-
vice class, (d) allocating a maximum bandwidth for each
service class that 1s equal to or greater than a minimum
bandwidth necessary to support minimum transmission rates
of mformation in each service class, and/or (¢) denying ser-
vice to new digital information 1n a service class 11 the allo-
cated bandwidth for the service class 1s mnsuificient to support
the minimum transmission rate for existing digital informa-
tion 1n the service class. The machine-readable medium may
turther comprise one or more mstructions for (a) segmenting
the digital information into packets, and (b) transmitting the
packets over the dynamic communication link according to
the quality of service policy. The quality of service policy 1s
set at a network layer of a network stack. The machine-
readable medium may further comprise one or more 1nstruc-
tions for (a) determining whether jitter on the dynamic com-
munication link has changed, and (b) 11 the jitter has changed,
adjusting the maximum packet size of the digital information
to maintain a maximum packet transmission time approxi-
mately constant. In another embodiment, the machine-read-
able medium may further comprise one or more instructions
to (a) determine whether jitter 1s present 1 the dynamic
communication link, and (b) 11 jitter 1s present, rearrange the
priority order of one or more service classes to give time-
sensitive digital information greater priority. The machine-
readable medium may further comprise one or more mnstruc-
tions to (a) implement two or more network stack layers to
transmit digital information from one or more service classes
across the dynamic communication link, and (b) share
dynamic link status imnformation from a first network stack
layer with a second network stack layer. The dynamic link
status information 1s shared from either the physical layer or
data link layer with the network layer.

Another embodiment provides a machine-readable
medium having one or more instructions for implementing,
dynamic maximum packet sizing, which when executed by a
processor causes the processor to (a) recerve digital informa-
tion, (b) segment the digital information into packets (c)
monitor real-time characteristics of a dynamic communica-
tion link having varying bandwidth, (d) determine if timing,
jtter of the dynamic commumnication link has changed, (e) and
dynamically adjust a maximum packet length of the digital
information to maintain a maximum packet transmission time
approximately constant. The machine-readable medium tur-
ther comprises one or more 1nstructions to (a) determine
whether jitter in the dynamic communication link has
changed.

Yet another embodiment provides a machine-readable
medium having one or more instructions for implementing,
adaptive policing of digital information packets, which when
executed by a processor causes the processor to (a) determine
whether jitter 1s present in a dynamic communication link,
and (b) rearrange the order of digital information packets to
give time-sensitive packets greater priority when jitter 1s
present. The machine-readable medium further comprises
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4

one or more instructions to determine delivery priorities of a
plurality of digital information packets.

Another embodiment provides a machine-readable
medium having one or more instructions for sharing dynamic
link status information across two or more network stack
layers, which when executed by a processor causes the pro-
cessor to (a) implement two or more network stack layers to
transmit digital information of one or more service classes
across the dynamic communication link; and (b) share
dynamic link status imnformation from a first network stack
layer with a second network stack layer. The first network
stack layer 1s either the physical layer or data link layer of a
network stack and the second network stack layer 1s the
network layer. The machine-readable medium further com-
prises one or more mstructions to obtain real-time link status
teedback from a data link layer of the network stack and apply
it to quality of service operations at the network layer of the
network stack.

Several of the described features may also be implemented
as part of one or more apparatus or devices. For example, an
apparatus may comprise (a) a receiver/device for receiving
digital information; (b) a classifying circuit/device for clas-
sitying the digital information into one or more service
classes; (¢) a monitoring circuit/device for monitoring real-
time characteristics of a dynamic communication link having
varying bandwidth; and (d) a circuit/device for dynamically
adjusting a quality of service policy for the one or more
service classes according to the real-time characteristics of
the dynamic communication link. Another example provides
an apparatus comprising (a) a receiver/device for receiving
digital information; (b) a segmenting circuit/device for seg-
menting the digital information into packets; (¢) a monitoring,
circuit for monitoring real-time characteristics of a dynamic
communication link having varying bandwidth; (d) a circuait/
device for determiming 1f timing jitter of the dynamic com-
munication link has changed; and (e) an adjusting circuit/
device for dynamically adjusting a maximum packet length of
the digital information to maintain a maximum packet trans-
mission time approximately constant. Another example pro-
vides an apparatus comprising (a) first circuit/device for
determining whether jitter 1s present in a dynamic communi-
cation link; and (b) a second circuit/device for adaptively
rearranging the order of digital information packets to give
time-sensitive packets greater priority when jitter 1s present.
Yet another example provides an apparatus comprising (a) a
first circuit/device for implementing two or more network
stack layers to transmit digital information from one or more
service classes across a dynamic communication link; and (b)
a second circuit/device for sharing dynamic link status infor-
mation from a first network stack layer with a second network
stack layer.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1illustrates a communication system in which
dynamic bandwidth and/or traffic reallocation policy adjust-
ments may be implemented.

FIG. 2 illustrates 1s a block diagram of one implementation
of a communication device 200 that may be employed to
perform bandwidth and/or traffic reallocation and policy
adjustments.

FIG. 3 1illustrates a method for adjusting the maximum
bandwidth usage per service class on a gateway when
dynamic bandwidth changes occur.

FIG. 4 illustrates a method for dynamic packet maximum
s1zing that may be implemented on a gateway to adjust QoS
policy.
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FIG. 5 illustrates a method for adaptive policing that may
be implemented on a gateway to adjust QoS policy.

FI1G. 6 1llustrates one example of a communication system
configured to provide adaptive quality of service at a {first
and/or second communication devices by implementing link
status mnformation across a network stack.

FIG. 7-11 1llustrate other example apparatus that may be
employed.

DETAILED DESCRIPTION

In the following description, specific details are given to
provide a thorough understanding of the embodiments. How-
ever, 1t will be understood by one of ordinary skill 1n the art
that the embodiments may be practiced without these specific
detail. For example, circuits may be shown in block diagrams
in order not to obscure the embodiments in unnecessary
detail. In other instances, well-known circuits, structures and
techniques may be shown 1n detail 1n order not to obscure the
embodiments.

Also, 1t 1s noted that the embodiments may be described as
a process that 1s depicted as a flowchart, a flow diagram, a
structure diagram, or a block diagram. Although a flowchart
may describe the operations as a sequential process, many of
the operations can be performed 1n parallel or concurrently. In
addition, the order of the operations may be rearranged. A
process 1s terminated when its operations are completed. A
process may correspond to a method, a function, a procedure,
a subroutine, a subprogram, etc. When a process corresponds
to a function, its termination corresponds to a return of the
function to the calling function or the main function.

Moreover, a storage medium may represent one or more
devices for storing data, including read-only memory (ROM),
random access memory (RAM), magnetic disk storage medi-
ums, optical storage mediums, flash memory devices and/or
other machine readable mediums for storing information. The
term “machine readable medium” includes, but 1s not limited
to portable or fixed storage devices, optical storage devices,
wireless channels and various other mediums capable of stor-
ing, containing or carrying instruction(s) and/or data.

Furthermore, embodiments may be implemented by hard-
ware, software, firmware, middleware, microcode, or any
combination thereof. When implemented 1n software, firm-
ware, middleware or microcode, the program code or code
segments to perform the necessary tasks may be stored 1n a
machine-readable medium such as a storage medium or other
storage(s). A processor may perform the necessary tasks. A
code segment may represent a procedure, a function, a sub-
program, a program, a routine, a subroutine, a module, a
soltware package, a class, or any combination of 1instructions,
data structures, or program statements. A code segment may
be coupled to another code segment or a hardware circuit by
passing and/or receiving information, data, arguments,
parameters, or memory contents. Information, arguments,
parameters, data, etc. may be passed, forwarded, or transmit-
ted via any suitable means including memory sharing, mes-
sage passing, token passing, network transmission, etc.

One feature provides quality of service (QoS) support
according to predefined policies on networks that have
dynamic bandwidth, network latency and/or packetloss rates.
One implementation of the QoS scheme 1s applied on top of
the physical network to adapt to the real-time characteristics
of the network and adjust the priority of diflerent services
dynamically based on pre-set policies.

A close-loop QoS system 1s provided at the network layer
to collect real-time network performance indicators at the
physical, data link and network layers. Using those indica-
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6

tors, the system dynamically controls the network tratfic in
order to achieve improved performance according to the pri-
ority and policy defined by a data user or system/network
administrator. Several features of this QoS system includes
(1) dynamic maximum bandwidth reallocation, (2) dynamic
maximum packet sizing, (3) adaptive policing, and/or (4)
real-time link status feedbacks to make more efficient use of
available bandwidth and adjust to transmission requirements.

FIG. 1 illustrates a communication system in which
dynamic bandwidth and/or traffic reallocation and policy
adjustments may be implemented. One situation 1n which a
dynamic bandwidth may be encountered 1s where some por-
tion of the communications 1s performed over a wireless link.
For example, a network communication device 102 wire-
lessly communicates with other network devices 104 via a
wireless communication link/interface 106. Communication
device 102 may be a server configured to operate as a gate-
way, router, bridge, and/or repeater, that communicatively
links one or more user devices 108, 110, 112 (e.g., phones,
computers, personal communication devices, personal digital
assistants, web browsers, etc.) to the rest of the network (e.g.,
network device 104). The links between commumnication
device 102 and the user devices 108, 110, 112 may be either
wireless or wired. Generally, communication device 102
recetves information from user devices 108, 110, 112 and
forwards 1t over wireless link 106 to network device 104.
Similarly, communication device 102 recetves mformation
over wireless link 106 and distributes 1t to the approprate
recipient user device 108, 110, 112.

Network device 104 may be a server configured to operate
as a gateway, router, bridge, and/or repeater. Both communi-
cation device 102 and network device 104 may act as gate-
ways for different subnets. In one 1mplementation, traffic
control QoS policy and advanced routing 1s applied at com-
munication device 102 and network device 104 to control
traffic 1 both directions. Generic routing encapsulation
(GRE) may be applied at each end (communication device
102 and network device 104) and a tunnel bwlt between
communication device 102 and network device 104.

In one implementation, communication device 102 1s
located on an aircraft and communicates with various types of
user devices 108, 110, 112 on the aircraft. Communication
device 102 may act as a gateway to communicate with other
wired or wireless networks (e.g., via gateway 104). In this
manner, user devices 108, 110, 112 are able to communicate
beyond the aircraft even when the aircraft is in thght. Network
device 104 may be a ground-based or air-borne gateway
which enables communications with other ground-base or
air-borne user devices or gateways.

FIG. 2 illustrates 1s a block diagram of one implementation
of a communication device 200 that may be employed to
perform bandwidth and/or traffic reallocation and policy
adjustments. Communication device 200 may be used as
communication device 102 in FIG. 1, and function as a
modem, gateway, or network 1ntertace to provide a network
link for one or more local applications and/or devices. Com-
munication device 200 includes a local transcerver 202 and a
corresponding first set of receive and transmait butfers 204 and
206 communicatively coupled to a processing unit 208. The
processing unit 208 1s also communicatively coupled to a
second set of recerve and transmit buifers 210 and 212 which
are coupled to a network transcerver 214. The processing unit
208 manages traffic between the local transceiver 202 and
network transcerver 214 and may be configured to implement
several features, including (1) dynamic maximum bandwidth
reallocation, (2) dynamic maximum packet sizing, (3) adap-
tive policing, and/or (4) real-time link status feedbacks to




US 8,259,566 B2

7

make more efficient use of available bandwidth (through the
communication link of the network transceiver 214) on and
adjust to transmission requirements. A memory device 216
may be coupled to the processing unit 208 to facilitate these
traffic management functions. Note that one or more of the
components and functions 1llustrated 1n FIG. 2 may be com-
bined 1nto a single component or embodied 1n several com-
ponents without departing from the invention.

FIG. 3 illustrates a method for adjusting the maximum
bandwidth usage per service class on a gateway, such as
communication device 102, when dynamic bandwidth
changes occur. As the distribution or types of applications
communicating through communication device 102 changes,
it becomes wastetul to fix the bandwidth allocation to some
set rate. Thus, communication device 102 1s configured to
recognize changes 1n the bandwidth and dynamically reallo-
cate the bandwidth to more efficiently make use of commu-
nication link 106.

Communication device 102 may be configured to dynami-
cally allocate the bandwidth among various service classes or
applications communicating over the network. A determina-
tion 1s made on whether the bandwidth capacity has changed
302. This may occur, for example, as a result of environmen-
tal conditions that atffect the quality of transmissions/recep-
tion or other factors that degrade or improve communication
link 106 and affect the bandwidth. In one implementation,
this determination may be made by tracking signal-to-noise
rat10’s and/or error rates on communication link 106. For
instance, an increase 1n the packet retries or receive/transmait
errors mdicates a decrease 1n bandwidth capacity.

The communication device then determines the transmis-
s1on rate requirements of tratfic in reallocating the bandwidth
304. For instance, the maximum bandwidth allocations for
cach service class or application may simply be proportional
to the original/previous maximum bandwidth allocation for
cach service class or application. Thus, when the bandwidth
increases or decreases, the maximum percentage allocated to
cach service class or application remains the same. Alterna-
tively, communication device 102 may also determine
whether there have been changes 1n traffic requirements 306.
For instance, the type and/or number of applications commu-
nicating through communication device 102 over wireless
communication link 106 may change over time. For example,
communication device 102 may 1nitially allocate fifty percent
of the bandwidth of link 106 for voice (e.g., VOIP) commu-
nications and {ifty percent for web browsing applications.
However, usage information may indicate that voice commu-
nications account for greater bandwidth usage than web
browsing applications over link 106. Thus, better bandwidth
usage may be achieved by reallocating the maximum band-
width per service class 308 to improve overall QoS. For
example, a greater bandwidth percentage (e.g., seventy per-
cent) 1s allocated to voice communications versus web brows-
ing applications (e.g., thirty percent).

Yet another implementation provides a discretionary
denial-of-service to maintain QoS for a dynamic bandwidth.
For example, 11 the maximum allocated bandwidth for a par-
ticular service class or application can only support two appli-
cations at their minimum communication rates, then commu-
nication device 102 may drop or deny service to any other
application of the same service class that attempts to commu-
nicate over the allocated bandwidth. That 1s, rather than pro-
vide poor or melfective service to all applications, commu-
nication device 102 limits the number of applications or
communication sessions supported at any one time. This way,
communication device 102 can at least guaranty a minimum
transmission rate to some applications or services.
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Yet another implementation provides for making the maxi-
mum bandwidth for a service class at least as large as the
minimum bandwidth required for a single application or com-
munication session. That 1s, rather than making a maximum
bandwidth for a service class so small that it cannot
adequately support even a single application, the maximum
bandwidth 1s allocated such that 1t 1s at least as large as the
minimum bandwidth required for that service class or appli-
cation.

Yet another feature provides for making a maximum band-
width allocation an integer multiple of the mimmum required
bandwidth for that particular service class or application. For
example, allocating a maximum bandwidth that 1s 3.5 times
the minimum required bandwidth for a service class may
waste bandwidth when the communication channel 1s oper-
ating at full-capacity (e.g., three applications/sessions com-
municating at the mimmimum rate.). To make better use of the
overall bandwidth, it may be beneficial to make the maximum
bandwidth allocation for a service class an integer multiple of
the minimum required bandwidth for that particular service
class.

In some situations, the dynamic bandwidth may become so
small that 1t becomes impossible to provide a minimum band-
width required to support certain classes of services. For
instance, the overall dynamic bandwidth may decrease so
much that the maximum bandwidth allocated for a particular
service class 1s less than the required minimum bandwidth for
that service. In such situations, rather than allocating a useless
amount of bandwidth to a particular service class, that band-
width 1s reallocated to other service classes that can benefit or
make use of that bandwidth. As the dynamic bandwidth
increases, the denied service class may again receive a band-
width allocation.

FIG. 4 illustrates a method for dynamic maximum packet
s1zing that may be implemented on a gateway, such as com-
munication device 102, to adjust QoS policy and address jitter
in a communication link. Abrupt variations in the available
bandwidth result 1n unwanted timing jitter (e.g., variations or
instability 1n the duration of a specified time interval) of the
transmission link, where transmission times increase and/or
decrease. This increase/decrease in link transmission time has
a negative impact on the delivery of time-sensitive informa-
tion, such as voice over IP packets. In particular, it makes 1t
difficult for the communication system to determine a maxi-
mum transmission delay so that 1t can guarantee delivery of
high priority packets.

One solution to such link jitter 1s to adjust the maximum
packet size of all information being transmitted so that the
actual time of transmission (or transmission delay) stays
below a particular threshold. A determination 1s made as to
the current jitter of the communication link 402. This may be
done by measuring timing variations between received pack-
ets. Then, the current jitter 1s compared to the previous jitter
404 to determine 11 there has been a change 1n the communi-
cation link jitter 406. If there has been a change 1n the com-
munication link jitter, the maximum packet size of all packets
transmitted 1s adjusted to compensate for the change 1n jitter
408. For example, 1 the timing jitter has increased above a
particular threshold (meaning that the maximum packet
transmission delay or time has increased above a particular
threshold), the maximum packet size of all packets across the
communication link 1s reduced to maintain the maximum
transmission time or delay approximately constant. In this
manner, the system can have a guaranteed maximum trans-
mission delay or time.

FIG. 5 illustrates a method for adaptive policing that may
be implemented on a gateway, such as communication device
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102, to adjust QoS policy. This feature monitors jitter in the
link 106 and arranges the transmission order of packets
according to their time-to-user or priority characteristics.
When transmitting voice-over-1P (VOIP), for istance, jitter
may be experienced over the link that may degrade the quality 3
of the conversation. For example, given a 1,500 Byte IP
packet and a 120 kbps return link rate, 1t takes over 100
milliseconds to send one packet. The VOIP packets would
typically be interleaved between pluralities of other packets
for other sessions. Jitter may cause some VOIP packets to 10
experience noticeable delays and degrade a conversation.
Thus, adaptive policing 1s implemented to counter this prob-
lem. A mechanism 1s provided to dynamically reset or adjust
the quality of service (QoS) policy 1n order to control the
network traific based on preset guideline(s). 15

In one example, traffic 1s shaped by classifying it into a
plurality of classes 1n ascending or descending priority. For
instance, traific may be classified, from highest priority to
lowest priority, as follows: 1) voice control traffic, including
Session Imitiation Protocol (SIP) and network control pack- 20
ets; 2) voice-bearing traific, including Real-time Transport
Protocol (RTP) and voice carrying packets; 3) acknowledges,
such as Internet Control Message Protocol (ICMP) and
Transport Communication Protocol (TCP) ACK’s; 4) web
browsing—hypertext transier protocol (HT'TP)—and other 25
interactive applications; and 5) all the remaining traiffic.

The timing requirements (e.g., time-to-user requirements)
or traific priorities are determined for the various packets
and/or session 502. For example, text data packets may
require guaranteed delivery but can withstand longer delays. 30
Meanwhile, voice communications (e.g., VOIP packets) can
withstand dropped packets but have shorter delays. Gener-
ally, prior knowledge of applications 1s necessary 1n order to
properly shape the traffic prionty.

The system may momitor a buffer to determine the charac- 35
teristics of the packets therein. The presence of jitter in the
communication link (e.g., link 106 1n FIG. 1) 1s also deter-
mined 504. This may be done by measuring timing variations
between received packets. It jitter greater than a particular
threshold 1s detected 506, then the order of packets in the 40
butler 1s adjusted to give time-sensitive packets greater pri-
ority 508. That 1s, time-sensitive packets are moved ahead of
some less time-dependent packets. The system then continues
to monitor the timing requirements of packets and presence of
itter. 45

In one implementation, various fair queuing schemes (e.g.,
stochastic fair queuing) are applied to all queues such that the
system randomly or pseudo-randomly extracts packets of
different priority levels for transmission. This prevents high-
priority packets from monopolizing the limited bandwidth to 50
the detriment of other service classes or applications.

Yet another feature of adaptive policing limits low priority
traffic to a transmission rate less than the link speed and limits
their burst rates. In this manner, the QoS for higher priority
traffic can be maintained. 55

FIG. 6 1llustrates a communication system where real-time
link status information can be shared across layers of a net-
work stack. The network stack may be similar to an OSI
model having an Application Layer (Layer 7) 604, a Presen-
tation Layer (Layer 6) 606, a Session Layer (Layer 5) 608, a 60
Transport Layer (Layer 4) 610, a Network Layer (Layer 3)
612, a Data Link Layer (Layer 2) 614, and a Physical Layer
(Layer 1) 616. Application layer 604 provides network ser-
vices to end-users or applications. Presentation layer 606
converts the local data to a standard byte representation. 65
Session layer 608 defines the format of the data sent over the
connections. Transport layer 610 subdivides the content in a

10

user butler into network-butter sized datagrams and enforces
a desired transport protocol. Network layer 612 1s responsible
for routing or directing datagrams from one network to
another. Data layer 614 defines the format of data on the
network (e.g., data frame, packet, checksums, source and
destination address, data, etc.) Physical layer 616 defines the
physical media employed for communications.

One implementation provides a mechanism to collect real-
time link status feedback of the physical (Layer 1) and data
link (Layer 2) layers at the network layer (Layer 3). These
network performance indicators are used at the network layer
(Layer 3) 1n order to decide the optimal policy to police tratfic
through a gateway. That 1s, having real-time information
about the link status may improve the performance of many of
the QoS features described above. In the standard OSI model,
this information 1s found in Layer 2 (Data Link layer.) How-
ever, QoS 1s typically implemented at higher layers, such as
Layer 3 (Network layer). Thus, one feature of the invention
provides for access to link status information, such as packet
s1zes, data rates, dropped packet statistics, etc., to be acces-
sible at the Layer 3 or above. This may be done through
soltware hooks that allow Layer 3 applications to retrieve link
status mformation from Layer 2.

An alternative technique provides a live monitoring
mechanism that collects network layer (Layer 3 ) performance
information for different service classes and provides closed-
loop real-time feedback to control the QoS policy. This tech-
nique 1solates the network layer (Layer 3) policy from the
underlining physical network (Layer 2) and makes this tech-
nique adaptive to an EVDO network and other types of net-
works.

FIG. 6 1llustrates one example of a communication system
configured to provide adaptive quality of service at a {first
and/or second communication systems 600 and 602 by imple-
menting link status information sharing across a network
stack. First and second communication systems 600 and 602
are communicatively coupled to each other via a network 618
(e.g., wired and/or wireless network) to transmit information.
Each communication device or associated devices may
implement a network stack that facilitates one or more of the
QoS policy adjustment features described above. Thus, link
status information from the Physical layer (1) and Data Link
layer (2) may be accessible to Network layer (3) and used to
improve communications at one or both sides of the commu-
nication link between communication devices A and B.

Communication systems 600 and 602 may include one or
more systems that implement the network stack. For example,
layers 1, 2, and 3 may be implemented on a modem, router, or
gateway while layers 4, 5, 6, and 7 may be implemented on a
personal communication device such as a mobile phone,
computer, personal digital assistant, etc.

In one implementation, communication system 600 may
be a gateway on an aircrait that serves one or more personal
communication devices (e.g., cell phones or computers) 1n
the aircrait and provides a communication link to devices
other commumnication devices inside or outside the aircraft
(e.g., to other devices on land, inside the same aircraift, or on
other aircrait). Using status link sharing across network stack
layers, communication system 600 may be configured to
perform (1) dynamic maximum bandwidth reallocation, (2)
dynamic maximum packet sizing, (3) adaptive policing, and/
or (4) real-time link status feedbacks to make more efficient
use of a bandwidth and adjust to transmission requirements as
described above. Through the network stack one or more of
these techniques may be implemented. These techniques may
be applied at various layers of the network stack 1llustrated in
FIG. 6 without departing from the invention.
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FIGS. 7-11 illustrate examples of various other implemen-
tations to achieve various operations in accordance to the
description above. In FIG. 7, a communication gateway may
comprise a recetver module 710, an organizer module 720, a
monitor module 730 and an adjuster module 740. Receiver
module 710 1s configured to receive digital information.
Organizer module 720 1s configured to organize the digital
information into packets, where each packet associated with
one of a plurality of service classes. Monitor module 730 1s
configured to monitor real-time characteristics of a dynamic
communication link to identily a change in bandwidth.
Adjuster module 740 1s configured to adjust a quality of
service policy to reallocate the maximum bandwidth per ser-
vice class, i the bandwidth of the dynamic communication
link changes.

FI1G. 8 1llustrates an apparatus comprising a recerver mod-
ule 810, a classifier module 820, a monitor module 830, an
adjuster module 840. Receiver module 810 1s configured to
receive digital information. Classifier module 820 1s config-
ured to classily the digital information into one or more
service classes. Monitor module 830, 1s configured to monitor
real-time characteristics of a dynamic communication link
having varying bandwidth. Adjuster module 840 1s config-
ured to dynamically adjust a quality of service policy for the
one or more service classes according to the real-time char-
acteristics of the dynamic communication link.

FIG. 9 illustrates an apparatus comprising a recerver mod-
ule 910, a segmenting module 920, a monitor module, a
determining module 940 and an adjustor module 950.
Receiver module 910 1s configured to recerve digital infor-
mation. Segmenting module 920 1s configured to segment the
digital information into packets. Monitor module 930 1s con-
figured to monitor real-time characteristics of a dynamic
communication link having varying bandwidth. Determining
module 940 1s configured to determine 11 timing jitter of the
dynamic communication link has changed. Adjuster module
950 1s configured to dynamically adjust a maximum packet
length of the digital information to maintain a maximum
packet transmission time approximately constant.

FIG. 10 1llustrates another apparatus comprising a deter-
mimng module 1010 configured to determine whether jitter 1s
present in a dynamic commumnication link and a rearranging,
module 1020 configured to adaptively rearrange the order of
digital information packets to give time-sensitive packets
greater priority when jitter 1s present. FIG. 11 illustrates still
another apparatus comprising an implementer module 1110
configured to implement two or more network stack layers to
transmit digital information from one or more service classes
across a dynamic communication link and a sharing module
1120 configured to share dynamic link status information
from a first network stack layer with a second network stack
layer.

It should be noted that the gateway and apparatus of FIGS.
7-11 are examples and may comprise other elements. Also,
one or more of the elements of FIGS. 7-11 may be imple-
mented together. Moreover, one or more of the elements of
FIGS. 7-11 may be implemented by various means as neces-
sary.

Accordingly, 1t should be noted that the foregoing embodi-
ments are merely examples and are not to be construed as
limiting the invention. The description of the embodiments 1s
intended to be illustrative, and not to limit the scope of the
claims. As such, the present teachings can be readily applied
to other types of apparatuses and many alternatives, modifi-
cations, and variations will be apparent to those skilled 1n the
art. For instance, one or more of the components and/or
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functions described herein may be combined into a single
component or embodied 1 multiple components without
departing from the invention.

What 1s claimed 1s:

1. An apparatus comprising:

an input interface to recerve digital information transmitted

on a dynamic communication link;

a processing unit coupled to the mput interface, the pro-

cessing unit configured to

organize the digital imformation into packets, each
packet associated with one of a plurality of service
classes:

monitor jitter and bandwidth of the dynamic communi-
cation link;

based on the monitoring, determine whether the jitter or
the bandwidth has changed;

based on determining that the jitter has changed, adjust
a maximum packet size of transmitted packets to
maintain a maximum packet transmission time
approximately constant; and

based on determining that the bandwidth has changed,
dynamically adjust a quality of service policy of the
plurality of service classes at least in part by propor-
tionally reallocating a total bandwidth of the dynamic
communication link according to previous maximum
allocation percentages.

2. A communication gateway comprising;:

means for recerving digital information transmitted on a

dynamic communication link;

means for organizing the digital information into packets,

cach packet associated with one of a plurality of service
classes:

means for monitoring jitter and bandwidth of the dynamic

communication link;

means for determining, based on the monitoring, whether

the jitter or the bandwidth has changed;

means for dynamically adjusting, based on determining

that the jitter has changed, a maximum packet size of
transmitted packets to maintain a maximum packet
transmission time approximately constant; and

means for dynamically adjusting, based on determining

that the bandwidth has changed, a quality of service
policy of the plurality of service classes at least in part by
proportionally reallocating a total bandwidth of the
dynamic communication link according to previous
maximum allocation percentages.

3. A non-transitory machine-readable storage medium
storing one or more instructions which when executed by a
processor cause the processor to:

monitor jitter and bandwidth of a dynamic communication

link having varying bandwidth;

determine whether the jitter or the bandwidth has changed;

based on determining that the jitter has changed, adjust a

maximum packet size of digital information received via
the dynamic communication link to maintain a maxi-
mum packet transmission time approximately constant;
and

based on determining that the bandwidth has changed,

proportionally reallocating a total bandwidth of the
dynamic communication link according to previous
maximum allocation percentages.

4. The non-transitory machine-readable storage medium of
claim 3, wherein the one or more instructions when executed
by the processor further cause the processor to dynamically
adjust a quality of service policy associated with one or more
of service classes assigned to the digital information, based
on determining that the bandwidth has changed.
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5. The non-transitory machine-readable storage medium of
claim 4, wherein the dynamically adjusting the quality of
service policy includes reallocating the total bandwidth of the
dynamic communication link according to current traific
demands over the dynamic communication link.

6. The non-transitory machine-readable storage medium of
claim 4, wherein the dynamically adjusting the quality of
service policy includes denying service to new digital infor-
mation 1n a service class 11 an allocated bandwidth 1s insudfi-
cient to support a minimum transmission rate for existing
digital information in the service class.

7. The non-transitory machine-readable storage medium of
claim 4, wherein the dynamically adjusting the quality of
service policy includes allocating a maximum bandwidth for
cach of the service classes that 1s equal to or greater than a
mimmum bandwidth necessary to support minimum trans-
mission rates ol information 1n each of the service classes.

8. The non-transitory machine-readable storage medium of
claim 7, wherein dynamically adjusting the quality of service
policy further includes denying service to new digital infor-
mation 1n a service class 1f an allocated bandwidth for the
service class 1s insuificient to support a minimum transmis-
s1on rate for existing digital information 1n the service class.

9. The non-transitory machine-readable storage medium of
claim 3, the one or more 1nstructions when executed to further
cause the processor to:

segment the digital information 1nto packets; and

transmit the packets over the dynamic communication link

according to a quality of service policy associated with
the digital information.

10. The non-transitory machine-readable storage medium
of claim 9, wherein the quality of service policy 1s set at a
network layer of a network stack.

11. A non-transitory machine-readable storage medium
storing one or more instructions which when executed by a
processor cause the processor to:

receive digital information over a dynamic communication

link having varying bandwidth;

segment the digital information 1nto packets;

monitor jitter and bandwidth of a dynamic communication

link;

determine whether the jitter or the bandwidth has changed;

based on determining that the jitter has changed, dynami-

cally adjust a maximum packet length of the digital
information to maintain a maximum packet transmis-
s1on time approximately constant; and

based on determining that the bandwidth has changed,

proportionally reallocate a total bandwidth of the
dynamic communication link according to previous
maximum allocation percentages.

12. An apparatus comprising:

means for momtoring jitter and bandwidth of a dynamic

communication link having varying bandwidth;

means for, based on the momitoring, determining whether

the jitter or the bandwidth has changed;

means for, based on determining that the jitter has changed,

adjusting a maximum packet size of digital information
received via the dynamic communication link to main-
tain a maximum packet transmission time approxi-
mately constant;

means for, based on determining that the bandwidth has

changed, proportionally reallocating a total bandwidth
of the dynamic communication link according to previ-
ous maximum allocation percentages.

13. An apparatus comprising:

means for receiving digital information over a dynamic

communication link having varying bandwidth;
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means for segmenting the digital information into packets;

means for monitoring jitter and bandwidth of the dynamic

communication link;

means for, based on the monitoring, determining whether

the jitter or the bandwidth of the dynamic communica-
tion link has changed;

means for, based on determining that the jitter has changed.,

dynamically adjusting a maximum packet length of the
digital information to maintain a maximum packet trans-
mission time approximately constant; and

means for, based on determining that the bandwidth has

changed, proportionally reallocating a total bandwidth
of the dynamic communication link according to previ-
ous maximum allocation percentages.

14. The apparatus of claim 1, wherein a status, including at
least one of packet size, data rate or dropped packet statistics,
of the dynamic communication link 1s retrieved by a network
layer from a data link layer to determine an optimal policy for
traffic on the dynamic communication link.

15. A non-transitory machine-readable medium having
one or more mstructions for dynamically adjusting maximum
bandwidth allocations of a communication system, which
when executed by a processor causes the processor to:

recerve digital information;

classity the digital information 1mto one or more service

classes:

monitor real-time characteristics of a dynamic communi-

cation link having varying bandwidth;

dynamically adjust a quality of service policy for the one or

more service classes according to the real-time charac-
teristics of the dynamic commumication link, the
dynamically adjusting the quality of service policy of
the one or more service classes mcluding making a
maximum bandwidth an integer multiple of a minimum
required bandwidth for a particular one of the service
classes:

determine whether jitter on the dynamic communication

link has changed; and

11 the jitter has changed, adjust a maximum packet size of

the digital information to maintain a maximum packet
transmission time approximately constant.

16. The apparatus of claim 1, wherein the processing unit1s
configured to monitor the jitter at least 1n part by measuring
timing variations between recerved packets.

17. The apparatus of claim 1, wherein the processing unit1s
configured to monitor the jitter at least 1n part by monitoring
a builer.

18. The apparatus of claim 1, wherein the processing unit1s
configured to compare a current jitter to a previous jitter to
determine whether the jitter has changed.

19. The communication gateway of claim 2, the means for
monitoring the jitter mcluding means for measuring timing,
variations between received packets.

20. The communication gateway of claim 2, the means for
monitoring the jitter including means for monitoring a buffer.

21. The communication gateway of claim 2, the means for
monitoring the jitter including means for comparing a current
jitter to a previous jitter.

22. The non-transitory machine-readable storage medium
of claim 3, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least 1n part by measuring timing varia-
tions between received packets.

23. The non-transitory machine-readable storage medium
of claim 3, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least 1n part by monitoring a butfer.
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24. The non-transitory machine-readable storage medium
of claim 3, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least 1n part by comparing a current jitter
to a previous jitter.

25. The non-transitory machine-readable storage medium
of claim 11, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least 1n part by measuring timing varia-
tions between recerved packets.

26. The non-transitory machine-readable storage medium
of claim 11, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least in part by monitoring a buffer.

277. The non-transitory machine-readable storage medium
of claim 11, wherein the one or more instructions when
executed by the processor further cause the processor to
monitor the jitter at least in part by comparing a current jitter
to a previous jitter.

28. The non-transitory machine-readable storage medium
of claim 11, wherein the one or more instructions when
executed by the processor further cause the processor to
dynamically adjust a quality of service policy associated with
one or more of service classes assigned to the digital infor-

mation, based on determining that the bandwidth has
changed.
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29. The apparatus of claim 12, the means for monitoring,
the jitter including means for measuring timing variations
between received packets.

30. The apparatus of claim 12, the means for monitoring,
the jitter including means for monitoring a butfer.

31. The apparatus of claim 12, the means for monitoring,
the jitter including means for comparing a current jitter to a
previous jitter.

32. The apparatus of claim 12, further comprising means
for dynamically adjusting a quality of service policy associ-
ated with one or more of service classes assigned to the digital
information, based on determining that the bandwidth has
changed.

33. The apparatus of claim 13, the means for monitoring,
the jitter including means for measuring timing variations
between received packets.

34. The apparatus of claim 13, the means for monitoring
the jitter including means for monitoring a butfer.

35. The apparatus of claim 13, the means for monitoring,
the jitter including means for comparing a current jitter to a
previous jitter.

36. The apparatus of claim 13, further comprising means
for dynamically adjusting a quality of service policy associ-
ated with one or more of service classes assigned to the digital
information, based on determining that the bandwidth has
changed.



	Front Page
	Drawings
	Specification
	Claims

