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1
MODIFYING BITSTREAMS

The present mnvention relates to a method of modifying a
bitstream, apparatus for modilying a bitstream, a computer
program for modifying a bitstream, a storage medium storing,
such a program, method of removing a modification from a
bitstream, apparatus for removing a modification from a bit-
stream, a computer program for removing a modification
from a bitstream, a storage medium storing such a program, a
modified bitstream and a data carrier carrying modification
removal data.

It 1s known to provide a watermark 1n video, audio, audio/
visual and/or other information signals. The watermark 1s
provided to check the provenance of the information signal
and/or to 1dentify the owner or other persons associated with
the information signal. A watermark may be perceptible or
hidden. Preferred embodiments of the present invention use
perceptible watermarks.

It1s also known to watermark an 1image by transforming the
image from the spatial domain to a transform domain, e.g. to
the wavelet domain and embed a watermark by changing the
wavelet coellicients. The transform domain image with the
watermark 1s then inverse transformed to the spatial domain.
See for example “An 1image watermarking method based on

the wavelet transform” by Hisashi Inoue, et al, IEEE, 0-78073-
5467-2/99.

U.S. Pat. No. 5,809,139 (Girod et al) discloses the invisible
watermarking of video material which 1s already compressed.
Video which has been compressed by MPEG2 1s entropy
decoded and dequantised to obtain the DCT coellicients. A
spread spectrum spatial domain watermark 1s transformed to
the DCT domain and the transformed watermark added to the
DCT coefllicients of the transformed video. To maintain the
bit rate of the compressed video even with the addition of the
watermark, various steps are taken. Only non-zero coetii-
cients are modified. Also the number of bits of an encoded
watermarked coellicient 1s compared against the number of
bits of the coellicient prior to watermarking (plus any extra
number of spare bits saved in previous coding operations). A
control controls selection of the output between the water-
marked bitstream and the original unwatermarked bitstream.
[f an entropy encoded unwatermarked coetlicient uses n, bits
and the watermarked entropy encoded coellicient uses n, bits
then a watermarked coetficient 1s output 1f n, <=n,+n,, where
n, 1s the number of spare bits available for use. The watermark
can be detected 1n a video decoder but 1t 1s not possible to
restore the watermarked video to the original video by revers-
ing the watermarking algorithm.

WO 99/108377 (Digimarc) discloses a method of water-
marking a video image in which the image 1s compressed
using for example MPEG2 and the DCT coellicients are
modified to embed a watermark. The bit rate 1s preserved by
maintaining a count that represents the amount the bit rate has
been increased by the modifications to the coetlicients less the
amount the bit rate has been decreased by the modifications.
I1 the cumulative change exceeds a positive or negative limiat,
then no further changes are made. The watermark can be
detected 1n a video decoder but i1t 1s not possible to restore the
watermarked video to the original video by reversing the
watermarking algorithm.

Both U.S. Pat. No. 5,809,139 and WO 99/10837 require
means which monaitor the bit rate and which stops embedding,
of awatermark 1f a specified limit 1s reached. For U.S. Pat. No.
5,809,139 and WO 99/10837 that results 1in a random distri-
bution of the watermark 1n an 1mage. These proposals are
aimed at irreversible imperceptible watermarks which embed
data representing a message 1n the image.

10
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2

It 1s known to compression encode nformation signals
especially image signals. Also, 1f a modification 1s made to the
information signals which adds data to the information sig-
nals, then the compression 1s usually less efficient. It 1s desir-
able to process compressed information signals, so as to
produce modification of the information signals which 1s
perceptible 1n the decompressed information signals, e.g. a
visible modification in an 1mage, with a minimal change to
the number of bits representing the compressed information
signals.

Copending prior application EP 01310113 .4 (U.S. Ser. No.
10/006,050) 1s an example of a method and apparatus for
modifying a compressed video bitstream and for removing
the watermark therefrom. A compression process carried out
on the bitstream uses DCT coellicients. The modifying pro-
cess 1s carried out to ensure the watermarked bitstream has no
more bits than, and thus the same bit rate as, the bitstream
betfore 1t was watermarked. That 1s done by encrypting fixed
length parts of codes representing DCT coetlicients without
increasing the number of bits 1n the fixed length codes. The
most preferred embodiment 1s a compressed bitstream of 1
frames and the techmque works well with such a bitstream to
produce a visible watermark. The technique can be applied to
other compressed bitstreams but the visibility of the water-
mark 1n the displayed image may not be as desired due to the
limitation of not increasing the number of bits.

MPEG?2 1s well known and 1s defined 1n ISO/IEC/13818.

The mvention seeks to provide such a technique which 1s
applicable to bitstreams containing video, audio, audio/visual
and/or other information signals and which produces a modi-
fication, preferably a removable and perceptible modifica-
tion, without increasing the bitrate, and preferably without
changing the bit rate, of the information signal. An embodi-
ment of the present invention seeks to provide a modifying
technique which can be applied to a compressed bitstream,
(e.g. MPEG2) and which can produce a modification of
desired perceptibility, whilst at the same time not changing
the bit rate 1 the compressed bitstream and which modifica-
tion 1s removable from the bitstream.

One aspect of the mvention provides a method of modify-
ing a bitstream, the bitstream including digital codes repre-
senting information, the method comprising selecting at least
one digital code which occupies a part of the bitstream which
1s to contain at least one modification code which represents
a modification of the information, removing the selected digi-
tal code(s) from the said part of the bitstream, and putting the
modified code(s) 1n the said part of the bitstream in place of
the selected code(s), wherein the number of bits of the
selected code(s) removed from the bitstream 1s greater than or
equal to the number of bits of the said modification code(s)
put 1nto the bitstream; the method further comprising one or
both o1 (1) storing the removed selected code(s) 1n association
with the bitstream and (2) placing the removed selected codes
in one or more removed code data fields 1n the bitstream.

Preferably, the modification 1s such as to be perceptible 1n
the information represented by the bitstream.

According to a second aspect of the present invention there
1s provided a method of modifying a bitstream, the bitstream
including digital codes representing information, the method
comprising selecting at least one digital code which occupies
a part of the bitstream which 1s to contain at least one modi-
tying code which represents a modification perceptible in the
information, removing the selected digital code(s) from the
said part of the bitstream, putting the modification code(s) 1n
the said part of the bitstream in place of the selected code(s),
wherein the number of bits of the selected code(s) removed
from the bitstream 1s greater than or equal to the number of
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bits of the said modification code(s) put in the said part, and
appending the removed selected code(s) to an end of, but not
within, the bitstream

According to a third aspect of the present invention, there1s
provided a method of modifying a bitstream having an infor-
mation signal portion including digital codes representing
information, the method comprising selecting digital codes
which occupy a part of the said imnformation signal portion
which 1s to contain at least one modification code which
represents a modification perceptible 1n the information,
removing the selected digital codes from the said part of the
bitstream, putting the modification code(s) in the said part of
the bitstream 1n place of the selected codes, creating a modi-
fication user data portion of the bitstream appended with the
said part and storing at least one of the removed selected
code(s) 1n the said modification user data portion, wherein the
number of bits 1n the said information signal portion contain-
ing the modification codes plus the number of bits in the said
modification user data portion 1s less than or equal to the
number of bits 1n the said information signal portion before
removal of the selected codes.

The modification in embodiments of the invention is the
provision of a perceptible modification of the information
represented by bitstream rather than the hiding of data within
the bitstream.

In this way, the bitrate of the modified bitstream 1s main-
tained equal to that of the original bitstream. The addition of
the modification codes produces additional data. By remov-
ing the original codes and appending them to the end of the
bitstream, the amount of data 1in the bitstream 1s not increased.
Spare space created 1n the bitstream by the removal of the
original codes may be used as the modification user data fields
for at least some of the original codes and any codes which
cannot be included 1n those fields are appended to an end of
the bitstream. The codes may be appended to the start end of
the bitstream or to the finish end.

The codes may be 1n a separate file or 1n a file appended to
the start end or the finish end of the bitstream.

The bitstream 1n preferred examples of the mvention 1s a
compressed bitstream preferably compressed according to
the MPEG?2 standard. It 1s particularly important in MPEG?2
that the bitrate of the bitstream conforms to the standard. Thus
the present invention makes possible that the MPEG2 bit-
stream even with the modification codes 1n 1t complies with
the standard and any excess data resulting from the modifying
process 15 not 1n the MPEG2 compliant bitstream but
appended to it. Excess data 1s the data which cannot be placed
in the modification user data fields in the bitstream.

Preferred embodiments of the present mnvention allow all
the original data to be preserved allowing removal of the
modification data and restoration of the original bitstream.
(This assumes, of course, that data i1s not lost due to other
processing of the modified bitstream for example transmis-
s10n via a noisy channel or turther processing ot the modified
signal.)

A Tourth aspect of the invention provides an apparatus for
modifying a bitstream, the bitstream including digital codes
representing information, the apparatus comprising a select-
ing stage operable to select at least one digital code which
occupies a part of the bitstream which 1s to contain at least one
modification code which represents a modification percep-
tible 1n the information, a removal stage operable to remove
the selected digital code(s) from the said part of the bitstream,
a modification code placing stage operable to put the modi-
fication code(s) 1n the said part of the bitstream in place of the
selected code(s), wherein the number of bits of the selected
code(s) removed from the bitstream 1s greater than or equal to
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the number of bits of the said modification code(s) put into the
bitstream, and a removed code placing stage operable to (1)
store the removed selected code(s) 1n association with the
bitstream and/or (2) place the removed selected codes 1n one
or more removed code data fields 1n the bitstream.

In an embodiment of the invention the bitstream comprises
digital codes representing transform coetlicients of the imnfor-
mation signal, for example DCT coellicients, including DC
and AC coellicients. An example of the invention uses various
techniques for moditying such a bitstream. Those techniques
include 1) removing AC coellicients and 2) removing DC
coellicients. The removed coelficients are replaced by modi-
fication codes. The effects of the various techniques on the
number of bits in the modified bitstream 1s assessed and one
or more of the techniques 1s selected for the actual modifica-
tion of the bitstream 1n dependence on the assessment. This
allows the techniques to be selected to maintain the bitrate of
the modified bit stream equal to that of the original bitstream.

The original bitstream may include inter-encoded pictures
including codes representing motion vectors. It the modifi-
cation represents a visible watermark 1n a picture, the motion
vectors distort the watermark. An example of the mvention,
comprises the steps of removing the motion vector codes
associated with the said part of the bitstream which 1s to
contain at least one modification code, replacing the original
motion vector codes with motion vector modification codes
representing zero motion vectors, and placing the removed
motion vector codes at the end of the bitstream and/or in
removed code data fields in the bitstream. This reduces dis-
tortion of the watermark.

MPEG?2 bitstreams may include DCT blocks encoded as
field type or frame type with type codes indicating the type of
encoding. It has been found that if a field type DCT block 1s
modified but an adjacent field type block 1s not modified the
watermark 1s distorted by stripes. Thus an example of the
invention comprises the step of removing selected ones of the
said type codes indicating field type and replacing the
removed type codes with modification type codes indicating
frame type and placing the removed type codes 1n one or both
of (1) the end of the bitstream and (2) 1n one or more removed
code data fields 1n the bitstream.

Other aspects of the invention are specified 1n the claims to
which attention 1s invited.

For a better understanding of the present invention, and to
show how the same may be carried into effect, reference waill
now be made, by way of example, to the accompanying
drawings 1n which:

FIG. 1 1s a schematic diagram of an 1image {frame;

FIG. 2 1s a schematic diagram of blocks of 8x8 pixels in the
image frame;

FIG. 3 1s a schematic diagram of a DCT block;

FIG. 4 1s a schematic diagram of macroblocks;

FIG. § 1s a schematic diagram of rows of macroblocks and
slices;

FIG. 6 1s
(GOP);

FIG. 7 1s a schematic diagram of one frame of picture data;

FIG. 8 1s a schematic diagram of a bitstream of one mac-

roblock:;
FIG. 9 1s
watermark;
FIG. 10 1s a flow diagram illustrating an overview of an
illustrative watermarking method applied to intra-frames
according to the present invention;
FIGS. 11 to 13 are schematic diagrams of 1llustrative data
formats used 1n examples of the present invention;

a schematic diagram of a Group of Pictures

a schematic diagram of a template defimng a
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FI1G. 14 1s schematic diagram showing user data distributed
amongst compressed picture frames;

FIG. 15 15 a flow diagram of a watermark encryption/
decryption process;

FIG. 16 1s a flow diagram 1llustrating an overview of an
illustrative watermark removal method according to the
present invention;

FIG. 17 1s an overview of an 1illustrative watermarking,
system according to the present invention;

FIG. 18 1s a schematic block diagram of a watermark
removal apparatus;

FIG. 19 1s a schematic diagram of three builers used in the
watermarking process and 1n the watermark removal process;

FIG. 20 1s a flow diagram 1llustrating an overview of an
illustrative watermarking method applied to non-intra-frames
according to the present invention;

FIG. 21A 1llustrates watermarked macroblocks and FIG.
21B 1s a flow diagram of a DCT type change process;

FI1G. 22 1s a flow diagram of a technique selection process;

FIG. 23 illustrates templates used in association with
Motion Vectors:

FIG. 24 1s a flow diagram 1llustrating an overview of an
illustrative method applied to motion vector codes 1n an
embodiment of the present invention;

FI1G. 25 1llustrates the coding of motion vectors;

FI1G. 26 1llustrates watermarking a video sequence of frame
pictures;

FI1G. 27 illustrates a) watermarking a video sequence of
field pictures, and b) watermarking a video sequence of field
and frame pictures; and

FIG. 28 illustrates watermarked macroblocks for inter-
laced fields and for a frame;

FIGS. 29 to 31 illustrates modifications of the invention.

In the following illustrative description, an MPEG2 com-
pressed bitstream 1s modified. The modification 1s referred to
as a watermark. Applying the watermark to the bitstream 1s
referred to as embedding. Restoring the original bitstream 1s
referred to as washing.

[

FIRST EXAMPLE

A first example of the present mvention will now be
described. For ease of explanation, the example describes the
placing of watermark data into I frames of an MPEG?2 video
bitstream which 1s a single stream with no audio; 1.e. an
MPEG?2 video sequence file. Alternatively, the bitstream may
be a packetised bitstream. However the invention 1s not lim-
ited to I frames nor 1s i1t limited to video nor 1s 1t limited to
MPEG?2. Also for ease of explanation, the following discus-
sion refers only to luminance information. However the
invention 1s not limited to luminance information.

Firstly, MPEG2 will be reviewed. Referring to FIG. 1, an
image frame 2 1s shown. The 1mage 1s represented by digital
pixels. As shown 1n FIG. 2 blocks 4 of 8x8 pixels are selected
and as shown 1n FIG. 3 those blocks are subject to a Discrete
Cosine Transtorm (DCT) to form DCT blocks containing 8x8
DCT coetficients. The coetlicients include a DC coetlicient 6
and AC coellicients 7. To form a serial bitstream the coetli-
cients are scanned 1n a zig-zag scan pattern 8 as illustrated 1n
FIG. 3. (Other patterns are known). Groups of four adjacent
DCT blocks are grouped as macroblocks 10 as shown in FIG.
4. As shown 1n FIG. 5, the image frame 1s organised as rows
R1, R2, R3 etc. of macroblocks. The macroblocks are orga-
nised 1nto slices. A slice 1s a horizontal collection of macrob-
locks. A new slice starts at the beginning of each row of
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macroblocks. A slice may contain any number of macrob-
locks. A row of macroblocks may contain any number of
slices.

Retferring to FIG. 6, MPEG2 has the following types of
frame. An I frame 1s an 1intra encoded {frame; that 1s a frame 1n
which all the image data 1s contained in that frame without
reference to any other frame. A P frame 1s a frame that 1s
coded using motion compensated prediction from a previous
I frame or P frame. A B frame 1s a frame coded using motion
compensated prediction from a previous and/or future I frame
or P frame. For ease of explanation the following description
of the first example refers only to I frames.

Frames are organised into Groups of Pictures called GOPs.
FIG. 6 shows part of a typical GOP in which a repeated
sequence of I, B, B and P frames form the GOP. Other
sequences are possible. The number of frames 1n a typical
GOP 15 12 or 13, but other numbers of frames are possible.

FIG. 7 and FIG. 11 illustrates the data format of what 1s
referred to herein as picture data. Picture data herein includes
all data between picture start codes and includes headers
(HDR), userdata (UD) and the image data 16 representing one
frame of the image. MPEG2 allows user data (UD) to be
placed in the picture data ahead of the image data 16. There
may be no user data fields UD or one or more user data fields.

The DCT blocks and macroblocks are formatted as shown
in FIG. 8 1n the image data 16. Each block includes a DC
coellicient followed by AC coetlicients. Blocks are separated
by End of Block codes EOB.

In I frames the DC coellicients are differentially encoded.
The differential values are referred to herein as DC ditferen-
tials. The AC coetlicients are run length encoded and repre-
sented by Vanable Length Codes (VLCs) and are referred to
herein as AC VLCs.

The MPEG2 encoding process must produce a bitstream
which 1s decodable by all decoders which comply with the
MPEG?2 standard. Decoders include a buifer which tempo-
rarily stores the bitstream as 1t 1s decoded in the butler. The
MPEG?2 standard defines the size of the butfer. Generally, the
butiter should neither undertlow nor overtlow otherwise data
1s lost. (Underflow may be allowed under certain conditions)
The encoding process 1s carried out such that the bit rate 1s
constrained to prevent undertflow and overtlow.

Modifying an encoded bitstream, in this example of the
invention for the purpose of applying a visible watermark to
it, risks changing the bit rate and thus risks underflow or
overflow. The example of the invention described hereinafter
secks to apply a visible watermark to the bitstream without
changing the bit rate of the picture data and thus without
causing the butler to undertlow or overtlow and to allow the
watermark to be removed and the original image restored.

Referring to FIG. 9, a template 18 defines the watermark.
In the example of FIG. 9 the watermark 1s 1in the form of an S
as 1n Sony but the watermark could have any other form. The
template defines the watermark to the resolution of a DCT
block Templates are further discussed below 1n the section
headed “Templates™.

Referring to FIG. 10, 1n overview, the first example of the
invention may operate as follows. These operations are per-
formed only on I frames 1n this example but the invention 1s
not limited to performing these operations on I frames.

In step S2, the macroblocks which fall within the water-
mark S are selected and all the DC differential and AC VLCs
of those macroblocks are removed and 1n step S4 stored.

In step S6, new DC differentials which represent the water-
mark are put into the blocks of the template macroblocks in
place of the ones which were removed. (The ACVLCs are not
replaced in those blocks). The DC coetlicients 1n I frames are
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differentially encoded and so the new DC differentials need to
be calculated 1n dependence on the DC differentials of the
macroblocks spatially preceding and following the macrob-
locks at the edges of the template as will be described 1n more
detail below.

In step S8 the number of bits Nr removed from an I frame
by removing the original DC differentials and AC VLCs 1s
determined and the number of bits Na added to the I frame by
the new DC differentials 1s determined. The difference Nr-Na
indicates the amount of spare data space 1n the picture data. If
that space exceeds a threshold amount (5 bytes for MPEG2)
thenreferring to FIG. 11B a visible watermark user data space
20 1s created in the picture data. At least some of the stored DC
differentials and AC VLCs are placed in that data space 20. To
ensure that the bit rate of the picture data 1s not changed zero
padding 22 may be added to the picture data. If insufficient
spare space 1s available to create the data space 20 then zero
padding 22 1s added. The coellicients placed 1n the data space
20 are encrypted before they are placed 1n the space 20 to
ensure that only authorised persons can reconstruct the origi-
nal 1mage.

That process 1s repeated (5S10) for each I frame 1n a video
sequence. Referring to FIG. 14, a portion of a video sequence
1s shown. FI1G. 14 shows only I frames for ease of explanation.
The picture data frames are shown 1n simplified form for ease
of explanation. If the sequence comprises P and/or B frames,
the I frames would be separated by such frames. The first I
frame P1 of the sequence includes watermark user data space
20 which contains some of the removed coellicients of frame
P1. Frame P2 has a data space 20 and the other coelficients
removed from frame P1 are 1n that data space. In the example
of FIG. 14, the user data space 20 of frame P2 has capacity to
contain some of the removed coellicients of the frame P2. The
others of the removed coellicients of frame P2 are 1n the user
data space 20 of frame P3. Frame P4 1s shown as having no
spare capacity for a user data space 20 and some of the
coellicients removed from frame P3 are in the user data space
20 of frame P5. Thus as 1llustrated by FI1G. 14, the coetfficients
removed 1n serial order from the image data space of the
frames of a video sequence are taken from store, encrypted
and put, 1n the same sernal order, into watermark user data
spaces 20 created 1n the frames of picture data but without
increasing the bit rate of the picture data. The end of the video
sequence 1s mndicated by an end of sequence code 26.

The user data spaces created in the video sequence may not
provide suflicient spare capacity to contain all the removed
coellicients. Thus as shown 1 step S12 of FIG. 10, the
remaining coellicients are taken from the store, encrypted and
appended to the end of the video sequence after the end of
sequence code 26 as shown at 28 in FIG. 14. The data
appended to the end of the MPEG2 bitstream 1s part of the
MPEG?2 bitstream but because it 1s not prefaced by a start
code, the appended data 1s 1gnored by an MPEG2 decoder.

Although the process has so far been described only with
reference to 1 frames, the video sequence typically also
includes P and B frames. Some P and B frames may include
zero padding. If so the zero padding may be removed and used
for a watermark user data block and the removed original
coellicients may be placed 1n the user data block. The zero
padding is reinstated 1n the process of restoring the original
bitstream.

That overview omits some details of operation which wall
be discussed 1n the following discussion.

End of Block and Other Codes

As best shown 1n FI1G. 13, the original data 30 (DC differ-
entials and AC VLCs) removed from the image data 16
includes the original (or copies thereof) end of block codes

10

15

20

25

30

35

40

45

50

55

60

65

8

EOB. The data 32 (1.e. the new DC ditierentials) added to the
image data 16 includes new (or the original) end of block
codes EOB. In addition the newly created watermark user
data spaces 20 include userdata start codes 34 which increase
the number of bits in the picture data frames. When determin-
ing the spare capacity available 1n the picture data frames
once the original AC and DC differentials have been removed
only the DC differentials and AC vaniable length codes are
included since the EOB codes remain.

Flagging Watermark Userdata Blocks

Referring to FIG. 12, it 1s necessary to be able to distin-
guish a watermark userdata block 20 inserted by the water-
marking process from any user data block originally present.
For this purpose, the following technique 1s used.

Regardless of whether a picture frame contains an original
userdata block 36, 1f there 1s space within the picture frame to
include a watermark userdata block 20 the watermark user-
data block 20 1s the last userdata block 1n the picture frame.
See FIG. 12B. The last bit 38 of the last byte of the watermark
userdata 1s set to *1° (1.e. send a whole number of bytes up to
the last byte 1n the userdata then only send 7-bits of water-
mark data followed by a single ‘1 bat).

As shown 1n FIG. 12C if a picture contains one or more
original userdata blocks 36 and there 1s no space within the
picture to include a watermark userdata block then the last bit
40 of the last byte of the last block of userdata 1s stored 1n the
watermark data and replaced by a ‘0’.

If a picture contains no original userdata blocks and there 1s
no space within the picture to include a watermark userdata
block then no operation 1s required.

Changing the last bit as described above 1s only an
example. The first bit could be changed 1nstead.

Encryption of Watermark Data, FIG. 15

The watermark data as it appears in the watermarked
MPEG-2 file must not contain MPEG start codes since they
will terminate userdata areas prematurely or cause other
undesirable decoder behaviour. The nature of the codes used
to represent DC differentials and AC VLCs 1s such that start
codes cannot be accidentally generated within the displayed
image data. It should not therefore be possible to generate
them 1n the watermark data either providing care 1s exercised
when generating tlag information. However, the encryption
of the watermark data may result 1n start codes being pro-
duced. It 1s therefore necessary to check the encrypted data
for start codes and where they occur revert to the unencrypted
watermark data (this does not affect security since 1t 1s only
possible to determine which bytes have been left unencrypted
when decrypting with the correct key). Where 1t has been
necessary to revert to the unencrypted watermark data, a
check must also be performed to ensure that this did not result
in the generation of another start code across the encrypted/
unencrypted data boundary.

Any suitable encryption algorithm may be used. Currently
the AES algorithm 1s preferred.

FIG. 15 shows an illustrative encryption process using an
Exclusive OR (XOR) operation. Because the XOR operation
1s used, the decryption process 1s 1dentical to the encryption
pProcess.

In FIG. 15:

“1dx” 1s an 1ndex count indexing the watermark data bytes

to be encrypted (or decrypted);

“zero count’ 1s a count of the number of consecutive zeros

in the bitstream:

“ubyte” 1s a byte of unencrypted watermark data;

“ebyte” 15 a byte of encrypted watermark data;

“r” 1s a random number generated by the encryption algo-

rithm and 1s different for each byte;
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“zero_count++’ means increment zero_count; and

“1dx++” means increment 1dx.

In overview, the encryption process 1s monitored to ensure
that an MPEG start code 1s not generated by chance. An
MPEG start code 1s for example 3 hexadecimal bytes 00 00
01. Such a code 1s not generated 1n the unencrypted water-
mark data but 1t 1s possible 1t would occur by chance 1n the
encrypted data. It such a code 1s generated 1n the encrypted
data the unencrypted data 1s used 1nstead.

The process of FIG. 15 checks for a sequence of zeros (step
S57) or a sequence of zeros followed by a one (step S38) 1n
which case 1t outputs (S60) the unencrypted data ubyte, oth-
erwise 1t outputs (S59) the encrypted data ebyte.

Referring to FIG. 15, the encryption (or decryption) pro-
cess starts at step S50 and proceeds to step S51 1n which 1dx
and zero_count are set to zero. In step S52, 1dx 1s compared to
the number num_bytes of bytes of watermark data to be
encrypted (decrypted). It all the bytes have been processed,
the process ends at step S53, otherwise 1t proceeds to step S54
which gets the (next) watermark data byte ubyte to be pro-
cessed and step S55 which gets a random number r for
encrypting the data byte. In step S56 the data byte 1s encrypted
by performing ebyte=ubyteXORr. Steps S57 and S58 check
whether there 1s likely to be an MPEG start code in the
resulting data stream. Step S57 checks whether ubyte or ebyte
1s a sequence of zeros 1n which case step S39 outputs ubyte.
Step S58 checks whether there 1s a sequence of zeros (zero-
count >1) followed by a one (ebyte==1). If ves, ubyte 1s
output S60, otherwise ebyte 1s output S59. At step S61, 1f
ubyte 1s zero, then the zero_count 1s incremented, otherwise

zero count 1s set to zero 1n step S62 and finally at step S64 1dx
1s incremented and the process returns to step S52.

Differential DC Recoding

The DC coeflicients for intra blocks are coded differen-
tially throughout a slice. The original differential value 1s
stored and a new differential value calculated and used to
replace 1t as described above. This allows the change to be
made to provide a desired, e.g. fixed, luminance level and
gives good definition of the template design.

Referring to FIG. 4, assume an I frame 1s being modified,
and assume the central macroblock 10 1s the macroblock 1n
the template to contain watermark data and the left and right
hand macroblocks are outside the template. The DC differen-
t1al 60 of the left hand block 1s outside the template and 1s not
alfected by the watermark. DC differentials 61 to 64 are 1n the
template. DC differentials 61 to 64 are removed from the
macroblock and stored. DC differentials 61 to 64 are replaced
by new differential values representing the watermark.
Assume, for ease of explanation that the watermark 1s an area
of white level. DC differential 61 1s replaced by a new differ-
ential value representing the desired white level and DC dit-
terential 62 to 64 which all represent the same white level as
DC differential 61 are thus set to zero. DC differential 65 1s
recalculated. Exiting the template involves replacing the
original differential value (1.e. of block 65) with a new one.
There 1s no need to store the original differential value (of
block 65) as the process can be reversed 1n the washer because
it can be calculated from the difference between: a) the value
of block 65 calculated from the watermarked differential
values converted to non-differential values; and b) the origi-
nal (washed) non-differential value of block 64.

FIG. 4 assumes a template coincides with a macroblock.
That 1s advantageous 1n that 1t minimises the number of entry
and exit points and maximises the number of zero DC differ-
entials. However, a template may not coincide with a mac-

roblock.
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P and B Frames

Intra macroblocks 1n P and B frames can be modified as
described above. Non-intra coded macroblocks can have the
AC VLCs removed as described above but non-intra encoded
macroblocks are predictively encoded and so the changes are
less perceptible. Motion vector watermarking can only be
performed on P and B frames.

Chrominance

The foregoing description assumes watermark data 1s pro-
vided only in luminance. However macroblocks may also
include DCT blocks of chrominance information. Watermark
data may be included 1n the chrominance DCT blocks 1n the
same way as described for luminance. Also the watermark
data may be included only in chrominance DCT blocks and
not 1n luminance blocks but that 1s not currently preferred.

Overview ol Restoring Original Image Data (FIG. 16)

Referring to FIG. 13C, there 1s shown an example of a
watermarked bit stream (1n a temporary picture butier 74 ) but
as 1t will be transferred to a main buffer 70 to replace the
original bitstream for transmission to a decoder. When
received at the decoder, the watermarked 1image will be dis-
played unless the original image 1s restored. FIG. 16 1illus-
trates an example of an overview of a process according to the
invention for restoring (washing) the original 1image.

In step S20, the watermarked bitstream 1s stored and
parsed. In step S22, the encrypted watermark userdata 1s
extracted from the bitstream and stored. Also, any data
appended to the end of the bitstream 1s stored. In step S24, the

stored encrypted watermark user data 1s decrypted to restore
the original DC differentials and the AC VLCs. In step 526,

restored original DC and AC VLCs replace the DC differen-
tials which represented the watermark. The resultant bit-
stream 1s an MPEG2 compressed bitstream but omitting
watermarking data. In step S28, the restored bitstream 1s
decompressed 1n conventional MPEG?2 manner.

Because all the original coellicients were retained as user
data and/or appended to the end of the bitstream, the original
bitstream 1s exactly restorable. The resulting washed file 1s a
bit for bit match to the original unwatermarked file.

An example of a process for restoring the original image
data 1s described 1n more detail 1n the section “Watermark
Wash Code”.

[lustrative Implementation (FIGS. 17, 18 and 19).

Referring to FIG. 17, an illustrative watermarking system
1s shown An uncompressed digital video sequence from a
source 50 1s applied to a conventional MPEG2 encoder 52.
Such encoders are well known. In this example the encoder 52
1s a computer running compression software but the encoder
could be a special purpose processor. The compressed video
sequence 1s stored as a {ile 1n a store 54, e.g. the hard disk of
the computer 52.

A watermark embedder 56 receives the compressed video
sequence from the store 54. In this example the embedder 1s
a computer running embedding software which will be
described below but the embedder could be a special purpose
processor. The embedding process mvolves a template such
as 1s shown 1n FIG. 9 and an encryption algorithm which uses
at least one encryption key, both of which are needed to
restore the original image at the decoder. In this example, the
computer has a smart card interface 57 via which the template
and the key(s) are stored securely on a smart card 64 or other
secure data carrier. Alternatively, the template and key(s) may
be transmitted 1n secure manner across a network or 1n any
other secure manner.

The embedder applies the watermark to the compressed
bitstream and the watermarked bitstream 1s transierred to
another file store 60 (for example 1n a studio 62) via a trans-
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mission link 38 which may be a wireless link, a network, a
data storage device for example a disc or tape, amongst other
examples.

Referring to FIG. 18, a decoder 1s shown. The watermarked
bitstream 1s taken from the store 60 and applied to a de-
embedder also called a “washer” 66 which restores the origi-
nal bitstream. The washer 1n this example 1s a computer
running de-embedding software which will be described
below but the washer could be a special purpose processor.
The washing process mnvolves the template such as 1s shown
in FI1G. 9 and the encryption algorithm which uses atleast one
encryption key, both of which are needed to restore the origi-
nal image at the washer. In this example, the computer has a
smart card interface 63 via which the template and the key(s)
are receirved from the smart card 64. The output of the washer
1s a compressed bitstream which 1s fed to a conventional
MPEG?2 decoder 65 for decompression and display on a dis-
play 67.

Builers

Referring to FIGS. 19 (and 13), for the purposes of embed-
ding the watermark data in the compressed bitstream, a file
(54 1n FI1G. 12) and three butlers are used. They are: a main
butifer 70 which stores the original MPEG2 compliant com-
pressed bitstream from the compressor and which outputs the
watermarked bitstream; a watermark data bufler 72 which
stores the original DC differentials and AC VLCs; and a
temporary picture buliler 74 in which the Watermarked bit-
stream 1s constructed for transfer to the main buffer. These
butifers may be physical butters or in this example are virtual
butifers defined by software.

The washing process correspondingly uses three butlers, a
main buifer 70, a watermark data builer 72 and a temporary
bufler 74.

Watermark Embedding

The following sets out, by way of example, a pseudo code
implementation of various processes described above.
Watermark Embed—Pseudo Code Implementation Example
Create a main buifer and a watermark data butfer
WHILE pictures still to do

Read data for one picture from file into the main buffer

Create a temporary picture bufler

WHILE NOT at start of displayed image data

Parse the main butfer

Enable all selected watermarking techniques (tlag in the
watermark data buifer)

WHILE NOT end of picture
CALL Process Slice

Check that space constraints can be met

IF space constraints not met
Disable some of the watermarking techniques for this

picture (flag 1n the watermark data butter)

WHILE NOT end of picture
CALL Process Slice
Determine space available imn picture with new water-
marked displayed image data
IF less than 5 bytes
IF original user data present
Flag the last block of userdata to indicate 1t 1s not
watermark data
Output the displayed picture data to the main butier
Pad the picture to size using zero bytes
ELSE
Output a user data start code
WHILE there 1s watermark data AND there 1s space 1n
the picture to fill
Encrypt watermark data
Output encrypted watermark data to user data space in

the temporary picture butler
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Flag the block of user data to indicate 1t 1s watermark
data

Output the displayed picture data to the main butier

IF there 1s space in the picture to fill
Pad the picture to size using zero bytes

Write the modified plcture from the main butler to file
Write any data remaiming 1n the watermark data butler to file
Process Slice function
WHILE 1n slice
IF data 1s not related to the watermark techniques

POP the data from the main builer

PUSH the data to the picture butfer
ELSE

POP the data from the main buller

PUSH the data to the watermark data butfer

Calculate replacement value
Encode replacement value
PUSH replacement value to the picture builer

Watermark Embed Code

By way of explanation of the Watermark Embed code, the
MPEG2 compliant bitstream 1s stored 1n a file, e.g. 534 in FIG.
12, the buifers 70, 72 and 74 are created and the data for one
picture 1s written from the file into the main butfer 70 where
it 1s parsed. Next selection of watermarking techniques takes
place. The selection of watermarking techmques™ are
described 1n more detail below with reference to FIG. 22.
Initially, all watermarking techniques are enabled. The “pro-
cess slice function” which will be described 1n more detail
separately 1s then run. In overview, that function places the
original DC differentials and AC VLCs 1n the watermark data
bufter 72; and calculates the new watermark DC differentials
(1.e. replacement values) and places the replacement values 1n
the picture bulfer 74.

A check 1s then made to ensure that a space constraint can
be met. Initially 1t 1s assumed that all of a particular set of
watermarking techniques 1s applied to the bitstream. It that
does not satisiy the space constraint, then one or more of the
techniques are disabled. One space constraint, 1 this
example, 1s passed 1f the number of bits freed by removing AC
VLCs from the image i1s greater than the number of bits
needed to make changes to the DC differentials. That indi-
cates that the watermarked display image 1s no greater than
the original display image. It 1t 1s not met then that indicates
that the removal of the AC VLCs has not freed enough space
for the watermarking DC differentials.

The process slice function 1s run again with the selected
techniques. A step “Determine space available”, in this
example, checks the space available 1n the picture with the
new watermark DC differentials 1n 1t.

If there 1s less than 5 bytes of spare space then no water-
mark user data field 20 can be included. If the bitstream
includes one or more user data fields 36, the last bit of the last
such field 36 1s set to zero as shown at 40 1n FIG. 11C. The
displayed picture data which includes the new DC differen-
tials representing the watermark 1s output from the picture
butiler 74 to the main buffer 70 and the picture size 1s padded
to 1ts original size by zero bits; see 22 i FIG. 11 or 12.

If for example, there 1s sullicient space 1n the picture data
including the new DC differentials representing the water-
mark, then a watermark user data field 20 1s created 1n the
picture buller 74 by outputting a user data start code. The
original AC VLCs and DC differentials stored 1n the water-
mark data buifer 72 are encrypted and placed 1n the water-
mark user data field 1n the temporary picture buffer 74. The
last bit of the watermark user data field 1s set to 1 as shown at
38 1n FIG. 11B to indicate it contains the original AC VLCs
and DC differentials. The contents of the temporary picture
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butiler 74 are output to the main butfer 70. If there 1s space to
{11l 1n the watermarked displayed image data space 23, the
space 23 1s filled with zero bits as indicated at 22 1n FI1G. 11C.
The data 1n the main buffer 70 1s then written to a file. Any
data remaining 1n the watermark data buifer 72, 1.e. the origi-
nal AC VLCs and DC differentials which are not in the water-
mark user data, are encrypted and also appended to the end of
the bitstream forming the {ile.

Process Slice Function.

By way of explanation of this function, data 1s processed, in
this example, 1n slices as described with reference to FIG. 5
above. However that 1s not essential. It 1s merely a convenient
way for the software to operate.

The code POP 1ndicates that data 1s removed from a buftfer.
The code PUSH indicates that data 1s moved 1nto a butier.

Thus the data in the main buffer 70 has been parsed as
described above. All data up to the start of the displayed
image data 1s skipped over in the main butifer and left there.
The only data which 1s PUSHed 1nto the picture butfer is the
displayed image data. This makes 1t easier to modily an
original user data block. In cases where watermark user data
1s to be added, 1t 1s necessary to insert this 1n front of the
watermarked display image data. Data which 1s related to
watermark data, e.g. the AC VLCs and DC differentials are
removed from the main buffer 70 and put into the watermark
data butter 72. The new replacement values of the DC differ-
entials are calculated and encoded and put into the picture
butter 74.

Watermark Wash—Pseudo Code Implementation Example
Create a main bufler and a watermark data buffer

CALL Imtialise Watermark Data

WHILE pictures still to do

Read data for one picture from file into the main buifer

Create a temporary picture builer

CALL Get Watermark Data

WHILE NOT at start of displayed image data

Parse the main builer
Enable watermarking techniques as indicated by the set-

ting of tlags in the watermark data
WHILE NOT end of picture

CALL Process Slice
Output the contents of the picture butlfer to the main butier
IF there 1s space 1n the picture to fill
Pad with zeros
Write the modified picture from the main butfer to file
Initialise Watermark Data Function
Isolate watermark user data blocks from the file
Decrypt the data
Store 1n a temporary {ile
Get Watermark Data Function
IF watermark data buifer 1s not full AND watermark data still
present 1n temporary file
Read watermark data from temporary file into watermark
data butler
Process Slice Function (not the Same as the Function Used to
Embed the Watermark)
WHILE 1n slice
IF data 1s not related to the watermark techniques
POP the data from the main builer
PUSH the data to the picture butfer
ELSE
POP the data from the main builer
POP original data from the watermark data builer
PUSH orniginal value to the picture butler
Watermark Wash Code
The watermark wash code restores the original image data.
By way of explanation, a main buifer 70 and a watermark data
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builer 72 and a temporary butier 74 are created at the decoder
66. Also a temporary file 1s created by a function “Imitialise
Watermark Data function”.

The 1mitialise watermark data function 1solates the water-
mark user data blocks from the file, 1.e. the encrypted original
AC and DC differentials, decrypts them (using the key from
the smart card 64) and stores the decrypted AC VLCs and DC
differentials 1n the temporary file.

I1 there 1s picture data which has not been washed, that data
1s read from the temporary file into the main builer. The
temporary butler 74 1s created at this stage.

A Tunction Get Watermark Data determines whether the
watermark data bufifer 72 1s not full AND watermark data 1s
still present 1n the temporary file. If so, then watermark data 1s
read from the temporary file into the watermark data buffer.
This ensures that there 1s always at least enough data in the
watermark data buifer to wash the current picture.

“Enable watermarking techniques . . . 7 reads the 1 bit flag
from the watermark data to determine 1f the picture was
successiully watermarked using all selected techniques. I it
was not, then additional flag bits are read to determine which
techniques were used.

CALL process slice operates as follows:

POP and PUSH indicate the same operations as given
above. Data 1in the main builer has been parsed. Data in the
main buffer which 1s not related to watermarking 1s removed
and placed 1n the picture butler 74. Watermark data (1.e. the
DC differentials which represent the watermark) 1s removed
from the main buffer 70. The decrypted original ACVLCs and
DC differentials in the watermark data buffer 72 are removed
therefrom and put into the picture butter 74.

Further steps transfer the data from the picture butler to the

main bufler Finally, the restored picture 1s written from the
main bu:

fer to a file.
It will be appreciated that the process described above

requires the template stored 1n the data carrier 64 to determine
which blocks contain watermark data and which do not. Also
the key(s) needed for decryption are dertved from the data
carrier 64.

Motion Vectors which have been modified as described 1n
the section below “Fourth Example—Motion Vectors™ are
also restored to their original values in the same way.

SECOND

EXAMPLE

Non-intra DC Changes

In the first example, the watermark 1s applied by replacing
the original DC differential values of the DC coellicients in
template blocks in Intra frames with new values representing
the watermark. No other coellicients are replaced. The origi-
nal values are stored 1n the watermark user data pspace and/or
at the end of the bitstream.

In a second example of the invention, 1n addition to replac-
ing the intra frame DC coellicients, the DC coellicients 1n
template blocks 1n non-intra frames (that 1s P and B frames)
are replaced by new values and the original values stored 1n
the watermark user data space and/or at the end of the bit-
stream.

In non-intra frames, DC coeflicients are coded as the dif-
terence between the current DC coetlicient and the desired
coellicient 1s coded since the magnitude of the change is
usually small. However, there are instances where the mag-
nitude might be much larger and this may cause the DC value
ol a watermarked block to clip at the limits of the range. To
avoid this the magnitude ofthe DC coetficient can be changed
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to the minimum value of 1. (Changing the value to zero would
completely eliminate the VLC and alter the run-length of the

tollowing code).

The original VLC 1s stored 1n the watermark data butier 72
and the new code put 1n 1ts place. The VLC representing a
run-length of zero and a level change of 1 1s the shortest VLC
in the coding table so this process guarantees never to
increase the number of bits required to code the picture. It can
therefore always be performed whenever intra DC changes
are also being performed.

The sign of the level change 1s set to be positive when the
DC change 1s to black and negative when the change 1s to
white. This prevents clipping of the DC from occurring.

Referring to FIG. 20, non-intra frames are processed as
tollows. Step S30 determines the frame type. If the frame 1s a
non-intra frame the process proceeds to step S32, otherwise 1f
the frame 1s an 1ntra-frame the process proceeds as set out in
FIG. 10. In step S34, the codes representing DC coellicients
(which are difference values as described above) 1n template
blocks are removed and stored in the watermark data butier
72 (see FIG. 12B). In step S36, new change values of +/-1 are
placed 1n the bitstream 1n place of the removed coellicients. In
steps S36 and S38, the bitstream 1s reformed 1n the temporary
buffer 74 (see FIG. 12C), the removed coellicient values
being placed in the watermark userdata space 20 1f space 1s
available and otherwise 1n step S40 appended to the end of the
bitstream. The original DC coeflicients are encrypted as
described above.

AC VLCs are not changed 1n non-1intra frames.

THIRD EXAMPLE

Frame Pictures, Changing DCT Type, FIG. 21

The first and second examples may be modified as follows.

There are two types of picture: field and frame. In field
pictures only one type of DCT block occurs.

In this, third, example, we are concerned only with frame
pictures. In frame pictures two types of DCT blocks can
occur; field and frame. The field DCT 1s used when the video
source 1s 1nterlaced because 1t improves the correlation
between adjacent rows and consequently 1ncreases the pro-
portion of the signal power 1n the lower frequency compo-
nents of the DCT. However, 1t 1s not used exclusively for this
purpose. In a macroblock all the blocks have the same type.

Referring to FIG. 21 A, 11 a DC change 1s made 1n a frame
picture to one DCT block B1 but not to the DCT block either
directly vertically above or below 1t 1n the same macroblock
MB and the field type 1s being used for the DCT blocks of that
macroblock then the change will result 1n stripes across the
entire height of the macroblock. This 1s not desirable as 1t
distorts the watermark and if the watermark 1s in the form of
alpha-numerics they may become harder to read.

The appearance of stripes 1s entirely dependent on the
encoding of the content and in particular the proportion of
macroblocks coded with the field DCTT. In accordance with an
example of the present invention, to solve this problem the
DCT type of any macroblock in a frame picture, which con-
tains at least one DCT block to be watermarked, 1s set to
frame. This mnvolves storing the original DCT type code1n the
watermark data buifer 72 (FIG. 13) and replacing 1t with the
code for a frame DCT. This does not to affect the number of
bits required by the picture since the DCT type code 1s always
a 1-bit value. This change can therefore always be made
whenever the DC watermark 1s used.

As with motion vector changes, the DCT type operates at
the macroblock level so any change will atfect all DCT blocks
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within the macroblock regardless of whether they are water-
marked or not. In this case the side-effect that occurs 1s a
re-ordering of the rows within the macroblock. This may
result 1n an obviously, visibly, incorrect macroblock but the
appearance of the macroblock may not be objectionable.

FIG. 21B illustrates an example method to process the
DCT type (including, where appropriate, changing from field
to frame DCT and reversing this change).

In FIG. 21B:

“picture_structure=—=FRAME” detects Frame pictures;

“&&” 1s logical AND

“frame_pred_frame_dct ==0" detects that the macrob-
locks have the DCT type specified on an individual basis
rather than being umiversally set to frame DCT type for this
picture;

| 1s logical OR; and

“macroblock intrallmacroblock_pattern” detects intra-en-

coded macroblocks and non-intra blocks which include
coded DCT blocks. Intra-encoded macroblocks have all DCT
blocks coded. It 1s necessary to detect this because only coded
blocks have a DCT type.

DCT type (dct_type) 1s denoted by a 1 bit code: 1=field
type; O=lrame type.

The original bitstream 1s stored 1n a main butier 70 and the
codes which are removed are temporarily stored 1n a water-
mark data builer 72 (see FIG. 13).

The process starts at step S70 and proceeds to step S71 and
S72 which detect macroblocks which have a DCT type. If a
macroblock has no DCT type the process ends at step END. IT
a macroblock has a DCT type then the 1 bit code representing
DCT type 1s removed (POPped) from the main buffer 70 1n
step S73. Step S74 determines that DC changes are enabled
(see the section “selective techniques™ below) and the mac-
roblock 1s within the template. If yes, step S75 determines
whether a watermark 1s being embedded in the bitstream or a
watermarked bitstream 1s being restored to its original form
(washed). If the bitstream 1s being watermarked, then 1n step

S76, the dct_type code (that was removed from the main
butiler in S73) 1s placed 1n (PUSHed 1nto) the watermark data

butler 72 (see F1G. 13). The value of the dct_type code 1s then
changed to frame type (=0) 1n step S77 and 1n step S79 the
new code 1s PUSHed 1nto the temporary butfer 74 (see FIG.
13).

I the NO route 1s taken from step S74 the POPped dct_type
code 1s PUSHed into the temporary butlfer 1in step S79.

In the reverse process steps S70 to S74 proceed as
described above. Then at step S75 it 1s determined that the
watermarking process 1s being reversed (washing) and at step
S78 the dct_type code for the watermarked stream 1s replaced
by the original one that 1s extracted from the watermark data
butter 72. In step S79, the dct_type code 1s then PUSHed 1nto
the temporary buffer 74 as before.

At the end of the process shown 1in FIG. 21B, the temporary
builer 74 contains the new dct_type code and the watermark
data buffer 72 contains the original codes. The original dct_
type codes from buffer 72 are transierred to the watermark
user data spaces 20 or appended to the end of the bitstream.
Thenew dct_type codes are placed 1n the bitstream in place of
the original codes. That 1s done 1n the same way as described
above 1n the section “Watermark Embed Code™.

Selective Techniques

As described above, a picture 1s watermarked by:

a) First Example—removing all codes representing origi-
nal DC and AC coeflficients from template blocks in intra
frames and replacing the DC coetlicients by new values
representing a watermark;




US 8,238,435 B2

17

b) Second Example—optionally, in addition removing
codes representing original DC coetlicients 1n non-intra
frames and replacing them with new values;

¢) Optionally, 1n addition, replacing original motion vector
values of template blocks with zero values.

More generally three techniques may be used:

1. Enabling change of DC coellicients in template blocks;

2. Enabling removal of AC coellicients from template

blocks; and;
3. Enabling change of Motion Vector values in template

blocks.

Usually, a picture watermarked using the example tech-
niques described here will require fewer bits to encode
than the original picture. In the first example this 1s due
to the complete removal of AC coellicients but the cod-
ing of a large number of zero differential values for both
DC and motion vectors also makes a significant contri-
bution.

However, there are instances where, to embed the water-
mark completely, the number of bits inserted into a pic-
ture ends up being greater than the number of bits
removed from that picture. For example, this can easily
occur with a completely black frame, commonly
encountered 1n video sequences. If this occurs, then 1n
order to satisly the constraint that the number of bits
used to represent the picture must remain the same it
becomes necessary to disable some of the techniques
used to watermark the picture until the constraint can be

met.

In examples of the invention, the selection 1s made on a
per-picture basis so 1t 1s necessary to store additional
information to facilitate correct washing of the picture.
Flag bits are inserted to indicate which techniques are
enabled for the current picture. The system used at
present 1s shown 1n Table A. It easily adapts to the
addition of further techniques and 1s also eificient
regardless of the selected subset of techniques chosen
from the full set of techmiques available. Note that the
choice of the first tlag bit 1s designed to prevent the
occurrence of MPEG-2 start codes within the water-
marked data.

TABLE A

Selective technique flag bits

0 Picture watermarked using all selected
techniques

1 ‘ N Picture watermarked using only some
of the N selected techniques

MYV changes disabled

AC removal enabled

DC changes enabled

Whenever possible the intra DC change and AC removal
techniques should both be applied as a minimum since
this gives good visibility and robustness. If intra DC
changes are applied then non-intra DC and DCT type
changes can also be used since they are guaranteed notto
increase the number of bits required by the picture.
Changes to the motion vectors improve the visual qual-
ity and integrity of the watermark but are not essential.
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FIG. 22 1s a flow diagram 1illustrating the selection, by way
of example, of the three watermarking techniques:

1. Enabling change of DC coeflicients 1n template blocks;

2. Enabling removal of AC coeflicients from template

blocks; and:;

3. Enabling change of Motion Vector values in template

blocks.

The following points should be noted:

AC bits freed 1s always non-negative. AC removal can
always be performed and will never result mn an
increase in picture size.

Bits for DC changes and Bits for MV changes may be
positive or negative. If the value 1s positive then the
number of bits needed to perform the technique 1s
greater than the number of bits originally present. A
suificient number of bits must therefore be freed using
another technique (e.g. ACremoval) 1 the changes are
to be performed on the current picture. If the value 1s
negative the technique requires fewer bits than origi-
nally present so some bits have actually been freed
and the changes can always be performed.

DC changes are given priority over MV changes whenever
the number of bits freed 1s insuificient to compensate for the
bits needed to perform both techniques

Referring to FIG. 22, the process starts at step S80 and
proceeds to step S81 at which mitially all three techniques are
cnabled. In step S82 a picture (that 1s a frame or field) 1s
processed to apply all of the three enabled techniques. Step
S83 sets a reprocess flag to true to indicate that mitially 1t 1s
assumed that the picture can be reprocessed using all three
techniques. In overview, a picture 1s processed 1n one pass
using all three techniques to apply a watermark and the result
1s analysed. I the result 1s not successtul, the picture 1s repro-

cessed 1n a second pass with one or more of the techniques
disabled.

AC Bits Freed Allowing All Three Techmiques

Step S84 determines whether removing the AC coetlicients
removes any data thus freeing bits for changing the DC coet-
ficients. (For a black picture there may be no AC coellicients).
If the number of bits freed exceeds zero then step S85 deter-
mines whether the number of AC bits freed exceeds the sum
of bits for DC changes and bits for MV (Motion Vector)
changes. The number of bits for DC changes 1s the difference
between the number of bits freed by removing the original DC
codes and the number of bits used by the new DC codes.
Likewise the number of bits for MV changes 1s the difference
between the number of bits freed by removing the original
MYV codes and the number of bits used by the new MV codes.

I1 the number of AC bits freed 1s NOT less than the sum of
the bits for DC changes ad the bits for MV changes (1.¢.
suificient AC bits are freed to allow both DC and MV
changes) then all three techniques can be used and so there 1s
no requirement to reprocess the picture. Thus the reprocess
flag 1s changed to false m step S90. Step S91 determines
whether the reprocess flag 1s true or false. In this instance 1t 1s
false so the process ends at the END step.

Step S84—no AC Baits Freed

This may occur on a black picture which thus has no AC
coellicients and so 1t 1s not possible to embed any watermark.
That 1s not a problem because a black picture has no content
to protect.

If1n step S84 it 15 determined that no AC bits are freed then
the process proceeds to step S93 which disables the AC
removal technique. Step 594 tests whether the bits for DC
change 1s greater than zero. It 1t 1s then the DC change tech-
nique 1s disabled 1n step S935. If there are no bits for DC
change or step S95 has occurred the process proceeds to step
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S96 which test whether the number of bits for MV change 1s
greater than zero. If it 1s then 1n step S97 the MV change

technique 1s disabled.

In summary 1f no AC bits are freed, the DC and MV
changes are disabled or there are no DC and MV change bits.
In either case the reprocess tlag 1s still true and so the picture
1s processed (again) at step S92.

Note that whilst “AC bits freed ’ 1s always non-negative,
‘bits for DC changes’ and ‘Bits for MV changes’ may be
positive or negative. I there 1s no AC data to remove, then DC
and MV changes can only be performed 11 the replacement
data has fewer bits than the original data: 1.e. ‘Bits for DC
changes <=0 and similarly for MV changes. It 1s therefore
possible (but unlikely) to have DC and/or MV changes
enabled with AC removal disabled.

It 1s always necessary to reprocess when any of the tech-
niques 1s disabled since the original assumption 1s that all
three techniques are enabled so the tlag data must be changed
and the first pass watermarked frame 1s overwritten by the
second pass watermarked frame.

The lack of AC VLC data means that no space can be freed
in the picture data to allow changes in the differential DC
values that increase the number of bits. In such instances 1t
may not be possible to embed the watermark but this 1s not a
problem since there 1s no content to protect. However, a
decoder which removes the watermark herein referred to as a
watermark washer must be told where these instances have
occurred so that 1t does not attempt to remove the watermark
from the frame. Additional flag bits are used to indicate this.

AC Bits Less than the Sum of Bits for DC and MV
Changes, Step S85.

If there are insuificient bits freed to do both DC and MV
changes then the process proceeds to step S86.

In this case, step S86 tests whether the number of AC bits
freed 1s sufficient to do the DC changes. If there are sufficient
bits to do the DC changes (NO output of S86) then step S97
occurs and MV changes are disabled. The process then pro-
ceeds to step S91. Because the reprocess tlag 1s true, but MV
changes are disabled, then the picture 1s processed anew with
MYV changes disabled and DC changes enabled 1n step S92.

If step S86 determines that there are insuilicient bits freed
to do the DC changes (YES output of S86), then the process
proceeds to step S87 which tests whether the number of AC
bits freed 1s suificient to do the MV changes. It there are
suificient bits to do the MV changes (NO output of S87) then
step S88 disables DC changes. The process then proceeds to
step S91. Because the reprocess tlag is true, but DC changes
are disabled, then the picture 1s processed anew with DC
changes disabled and MV changes enabled 1n step S92.

If step S87 determines that there are msufficient bits to do
the MV changes (YES output of S87) then step S890 disables
both DC and MV changes and the picture 1s reprocessed via
steps S91 and S92 with only the AC removal technique
enabled.

In a modification of the process of FIG. 22, AC removal 1s
permanently enabled because it has been found that AC
removal never causes problems. In FIG. 22, step S93 1s then
removed and a fig bit for AC removal 1s not required.

FOURTH EXAMPL.

T

Motion Vectors—FIGS. 23 to 25

Setting Motion Vectors to Zero
Referring to FI1G. 23 A, motion vectors are associated with
macroblocks (shown by bold squares MB) rather than DC'T

blocks (shown by lighter squares B). Thus a motion vector
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template as indicated by light shading may be defined based
on the watermark template shown by dark shading. Even 1f, as
assumed above 1n the first example, only I frames contain
watermark data, motion vectors may undesirably distort the
watermark. It 1s preferable but not essential to determine
whether any macroblock 1n a P and or B frame falls within the
motion vector template. If 1t does, then the value of any
motion vector of that macroblock 1s set to zero. Motion vec-
tors are differentially encoded so the differential value 1s set to
represent a value of zero for the motion vector. (That 1s,
Motion Vectors are processed in the same way as described

above for the DC differentials).

As described above with reference to the DC differentials,
the original codes representing the Motion Vectors of DCT
macroblocks, which include DCT blocks within the template,
are removed from the bitstream and replaced by modified
codes which 1n this case represent Motion Vectors of zero
value. The original Motion Vector codes are placed in the
watermark user data spaces and/or appended to the end of the
bitstream.

Thus referring to FIGS. 13 and 24—

i

I'he bitstream 1s stored 1n the main buffer 70.

In step S100, 1t 1s determined whether 1n a non-1intra frame
a macroblock falls within the motion vector template. If 1t
does then the motion vector code associated with that mac-
roblock 1s removed from the bitstream (S102) in the main
builer 70 and stored (S104) in the watermark data butier 72.
A new motion vector code representing zero value for motion
vector 1s placed in the bitstream 1n place of the original value
in the temporary buller 74 (S106) and the original motion
vector codes are placed 1in the watermark user data space 20 in
the temporary butler 74 (step S108) and/or appended to the
end of the MPEG compliant bitstream (S110). The original
motion vector codes are encrypted before being placed in the
user data space or appended to the end of the bitstream as
described above with reference to FIG. 13.

Motion Vectors may be set to zero as described 1n this
section 1n any of the examples given above. Whilst this
reduces distortion of the watermark, the watermark may still
be distorted especially at the edges. The next section headed

“Borders™ describes an illustrative method of further reduc-
ing distortion of the watermark.

Borders FIG. 23B

Referring to FIG. 23B, to further reduce distortion of the
watermark, the motion vector template 1s extended to include
macroblocks which do not include watermark template
blocks but which border such blocks. The motion vector
codes of all the macroblocks 1n the extended motion vector
template are processed as described above with reference to
FIG. 24.

This reduces the distortion of the watermark as defined by
the watermark template but because the motion vectors of the
macroblocks bordering the watermark template, which donot
include any watermark blocks, the picture 1s distorted in the
bordering macroblocks. It 1s a matter of subjective judgement
whether the reduced distortion of the watermark 1s out-
weighed by the increased distortion of the picture.

Changing the Values of Motion Vector Codes, FI1G. 25

Motion Vectors are differentially encoded, and are
recoded, 1n the same way as DC coellicients as described
above 1n the section headed “Differential DC recoding”. P
frames have forward prediction motion vectors but B frames
have two types of motion vectors: forward prediction and
backward prediction. The two types are processed separately
as will be described with reference to FIG. 25.
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FIG. 25A shows a much simplified motion vector template
of three macroblocks MB between other macroblocks O
which are not part of the watermark and 1ts border.

FI1G. 25B shows the prediction types of the macroblocks. F
indicates forward and B indicates backward. Some macrob-
locks FB are both forward and backward predictive.

Referring to FIGS. 25C to E, the numbers shown 1n those
Figures are for explanation only and do not purport to repre-
sent realistic values for motion vectors. FIG. 25C shows
non-difierential values for forward predictive motion vectors.
The corresponding differential values are shown 1n FIG. 25D.
It will be noted that the backward predictive motion vectors
are 1gnored. When the motion vectors in the three template
macroblocks are set to zero, the differentials of those blocks
are recalculated so the effective values within the template are
clifectively zero but the effective values of neighbouring
blocks outside the template are not changed. That results in
the differential value of the macroblock at the leading edge of
the template denoted “Entry” changing relative to its preced-
ing macroblock to provide eflectively zero motion vector
value and the differential value of the trailing edge macrob-
lock denoted “Exit” changing to maintain the original value
of the next bordering macroblock.

It will be appreciated that the forward predictive motion
vectors values are 1n a sequence of differential values which
are independent of the backward predictive values and that
the Entry and Exit macroblocks of the two sequences do not
necessarily coincide.

It will also be appreciated that the original differential
value of the motion vector of the macroblock bordering the
ex1t from the templates does not need to be stored as described
above for block 65 1n the section “Dafferential DC Recoding™
but 1t 1s preferred to store 1t.

Templates—FI1GS. 26 to 28

As discussed above, there are two types of picture: field and
frame. A video sequence may contain: only field pictures;
only frame pictures; or both field and frame pictures.

Sequence of Frame Pictures Only

Consider a sequence of only frame pictures. A template 1s
defined to a resolution of one DCT block horizontally and
vertically (8 pixels by 8 pixels). For the example frame picture
shown 1n FIG. 26 A, having 720 pixels per line and 576 lines,
the required template size 1s 90 blocks by 72 blocks. A tem-
plate 1n the form of an X 1s defined to the resolution of one
block 1n FIG. 26B. The resulting watermarked picture shown
in FIG. 26C has a displayed watermark resolution of one
block of 8x8 pixels.

Sequence of Field Pictures Only

Consider a sequence of only field pictures. Referring to
FIGS. 27 Al and A2, two fields each of 720x288 pixels are
interlaced to define an interlaced frame of 720x3576 pixels. In
a field picture, a DCT block still corresponds to an 8x8 pixel
block even though the number of lines 1s half that of a frame
picture. A macroblock 1s 2x2 DCT blocks as 1n a frame
picture.

A template (X 1n FI1G. 27B) for a field picture 1s defined to
the resolution of one DCT block. The same template 1s used
tor both fields to prevent the occurrence of stripes. No special
adjustment of the template for each field 1s required because
block positions are fixed relative to the start of a field.

Referring to FIG. 28 inrespect of one macroblock as shown
in FIG. 28C a template indicates one block shown 1n solid
black 1s to be watermarked. In the interleaved frame, two
macroblocks from the respective two fields are interleaved to
form a composite of two DCT blocks horizontally by four
DCT blocks vertically as shown 1n FIGS. 28A and 28D. The

composite consists of a macroblock B1 from field one and a
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macroblock B2 from field two. The lines of the interlaced
frame are indicated by F1 for lines from field one and F2 for
lines from field two.

The watermark X as displayed has a resolution of 8 pixels
horizontally by 16 pixels vertically as shown i FIG. 28D
even though the template has a resolution of 8 pixels by 8

pixels as shown i FI1G. 28C.

Sequence of Field and Frame Pictures

Consider a video sequence having at least one field picture
and at least one frame picture. The template, X 1n FIG. 27B,
1s designed for the one or more field pictures and has a
resolution of one DCT block. That results in a displayed
watermark having a resolution of one block horizontally by
two blocks vertically. The watermark in the one or more
frame pictures needs to be consistent with that of the field
pictures; this can be ensured by automatically deriving the
template for frame pictures from the template used for field
pictures. The simplest way to achieve this 1s to double up
every row of the field template. The frame template then has
an elfective resolution of one block horizontally by two
blocks vertically to ensure the displayed watermark in the
frame pictures matches that of the field pictures.

In practice a video sequence 1s examined to determine the
type(s) of picture 1 i1t. For field-only and frame-only
sequences, a suitable template for that type of picture 1s used.
For a sequence having both types of picture, a template suit-
able for field pictures 1s chosen and used for the field pictures
in the sequence. A template for use with the frame pictures 1s
then derived from the field template to ensure a consistent
appearance to the watermark.

The templates may be bit-maps stored in one or more
stores.

Modifications

Packetised Bit Stream

Where the original sequence 1s an MPEG-2 packetised
stream (e1ther packetised video sequence or audio/video mul-
tiplex) the video sequence end code 1s not required provided
that the watermarked video sequence 1s repacketised so that
the residual watermark data 1s placed after the Packetised
Stream end code.

To simplity the embedding of packetised streams (audio/
video multiplex), the stream can be pre-processed to extract
the video sequence. The video sequence can then be embed-
ded separately as described above. The embedded video
sequence can then be repacketised with the audio using the
existing packetised stream {file as a template, allowing reuse
of all packet information and preserving all timing (a useful
side-effect of maintaining the picture data size). This addi-
tional stage of processing 1s not described 1n the psuedo code
above since 1t 1s not essential to the operation of the embed-
ding process.

Varying Compression Ratio

The examples described above assume the video 1s com-
pressed for minimum compression to maximise picture qual-
ity before the watermark data 1s embedded in the compressed
bitstream. Thus the watermark user data fields are unlikely to
contain all the encrypted original coefficients and the residual
data 1s appended to the end of the file. In a version of the
invention, which is not currently preferred, an estimate of the
data space needed to contain the watermarked data is pro-
vided before compression 1s carried out and the compression
controlled to provide sulficient spare space to accommodate
all the original coelflicients 1n watermark user data fields and
the new DC differentials in the displayed image data fields.

Appending the Encrypted Original AC VLCs and DC Datler-
entials.




US 8,238,435 B2

23

In the examples described above the original ACVLCs and
DC differentials 1n excess of those stored 1n the watermark
user data fields are appended to the end of the file. However,
they could be placed at the beginning of the file.

In a currently preferred implementation the number of >
residual bytes appended to the end of the file 1s counted. The
count 1s placed after the residual data to enable the start of the
residual data to be easily accessed.

Alternative Method of Storing Original AC VLCs and DC
Differentials in User Data Fields

In the foregoing description, the original AC VLCs and DC
differentials are stored in the user data fields 20 of the com-
pressed bitstream. As shown in FIG. 14, in the example of
frames P1 and P2, some data of frame P1 1s stored 1in the user
data space 20 of frame P1 and any data in excess of that 1s
stored 1n the user data space of frame P2. That process con-
tinues throughout the bitstream. Any residual data 1s
appended to the end of the bitstream.

In a modification of that process, as shown in FIG. 29, »q
original AC VLCs and DC differentials of frame P1 are stored

in the user data space 20 of frame P1. For every frame there 1s
produced a residual data field 291 comprising the number of
bytes B of encrypted ACVLCs and DC differentials which are
not included 1n the user data space of that frame together with 25
the encrypted AC VLCs and DC differentials. If there are no
residual AC VLCs and DC differentials, the number B for that
frame 1s zero. Thus each frame has 1n the user data spaces 20
thereot only data originating from that frame and the residual
data 1s stored elsewhere for example 1n a buiier 290 1n FIG. 30
29.

The residual data, 1.e. contents of the buffer 290 1n this
example, may be appended to an end of the MPEG bitstream
as shown 1n FIG. 30. As indicated at 292 it may be appended
to the end at the start of the bitstream or as indicated at 293 it 35
may be appended to the end at the finish of the bitstream.

The codes B representing the number of bits of user data
are chosen so that they do not represent or can be confused
with other codes used in MPEG bitstreams, especially MPEG
start codes. 40

Files

As described above, any residual data comprising the
codes B and the encrypted residual AC VLCs and DC differ-
entials 1s appended to an end of the bitstream. In a modifica-
tion, that residual data 1s stored 1n a file separate from the 45
bitstream. The file may be appended to an end of the bitstream
as shown 1n FI1G. 30 at the beginning 292 of the bitstream or
at the finish 293. As shown 1n FIG. 31, the file may be stored
in a transmission medium 294 for example a data carrier or a
communications channel separate from the bitstream. The 50
data carrier may be a floppy disc or tape or other storage
medium.

The file 1s associated with the bitstream. That may be done
by appending it to the bitstream as shown in FI1G. 30. If the file
1s stored separately as shown 1 FIG. 31 it may be associated 55
with the bitstream by use of for example an 1dentifier which
links the file to the bitstream. An example of such an 1dentifier
1s a UMID.

Washing

To wash the watermark from the bitstream of FIG. 29, the 60
bitstream P1 to Pn 1s stored and parsed. The residual data
comprising the codes B and the AC VLCs and DC differen-
tials 1s retrieved from the appended data 292 or 293 1n the
parsing process or from the file 292, 293 or 294 and stored.
For each frame, the data 1n the user data field 20 1s decrypted 65
and used to replace the modification data 1n the bitstream. The
number of bytes B 1s read for that field. If 1t 1s greater than
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zero, then the residual data for that field 1s decrypted and used
to replace the remaining modification data of that frame.

In the example of an MPEG bitstream the frames are not
numbered nor are the residual data fields 291. Such number-
ing 1s not needed: every frame and 1ts associated residual data
field are processed in succession. Such numbering could be
provided 1n other examples of the invention.

Selecting Watermarking Techniques

The foregoing description describes the selection of three
watermarking techniques. However selection could be made
from many techniques including:

a) replacement of DC differentials by modified DC differ-

entials and removal of the original DC differentials;

b) removal of AC VLCs to make space for the original DC

differentials in the bitstream;

¢) placing removed coellicients 1n user data blocks;

d) placing removed coellicients at the end of the bitstream:;

¢) modification of motion vectors for watermarking;

1) modification of colour information for watermarking;

and

g) placing coellicients in spare space in P and/or B frames.

The techniques may be used separately or together. For
example 1t may be possible 1n some circumstances to replace
only the DC differentials with modified coellicients without
removing AC VLCs. Typically, but not always, modification
of coetlicients and motion vectors for watermarking increases
the number of bits.

The techniques used may be selected depending on the
cifect they have on the bitrate. If a particular set of techniques
results 1n too many bits (e.g. a) plus ¢)) then a different set of
techniques may be selected. The techniques used are indi-
cated 1n the watermarked bit stream by flags which i1dentity
the technmiques so that when the watermarked bitstream 1s
applied to a washer for removing the watermark the washer 1s
supplied with the information needed to correctly remove the
watermark.

Applications

The examples of the mvention described above can be
applied 1n the following contexts.
Content Brokering

The visibly watermarked files produced using the tech-

nique described allow preview of content using a standard
MPEG-2 player (the watermarked file 1s a valid MPEG-2
stream) there 1s no need for a bespoke player. The water-
marked {ile contains all information needed to reverse the
process (apart from the encryption key and the template file).
It 1s therefore only necessary to distribute/transmit one copy
of the content (as compared with the conventional procedure
of distributing a protected copy of the sequence followed by
an unprotected copy when the buyer has purchased the con-
tent).
There are a number of forms that this distribution can take:
The watermarked content could be stored on a secure
server but the encryption of the watermark data within the file
could be performed at the moment a copy of the file 1s
requested. The client can enter their details which are then
stored on the secure server with a copy of the encryption key
used. If the client then wishes to purchase the content the
encryption key can be retrieved from the secure server using
the client’s details as an index. This means that one client’s
key cannot be used to wash another client’s copy of the
watermarked content. Of course, 1t would still be possible for
the client with the key to provide their copy of the content
(either watermarked or washed) to someone else.

Once the client has purchased the content there is the
option of either washing the file to produce a file without the
visible watermark or to leave the local copy of the file water-
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marked and to wash it in real-time as required. The former
case 1s likely to be acceptable since 1t 1s no different to the
current model.
Pay-per-view Broadcast

The nature of the watermarking process makes it possible >
to develop a real-time washer. This means that protected
content can be streamed to the viewer for preview. It the
viewer subsequently decides to pay for the content they can
be given a key to enter into their set-top box (for example) and
the content 1s washed locally as 1t arrives—there 1s no need to
change the data being transmitted. In order to facilitate real-
time washing it may be necessary to download all the
encrypted watermark information to the set-top box first.
Alternatively, the content compression process can be modi-
fied to incorporate padding 1n the picture frames suificient to
compensate for the additional watermark data. With a given
template design calculations can be made to determine the
worst case increase that may need to be compensated.

The invention may be implemented by hardware or soft- 20
ware or a combination of both.

The invention provides a computer program which when
run on a computer implements the methods described above.
The invention also provides a store storing such a program.
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The mvention claimed 1s:
1. A method of moditying a bitstream by a processor and a
butffer, the bitstream including digital codes representing
information, the method comprising:
selecting at least one digital code which initially occupies
a part of the bitstream by the processor;

removing the selected at least one digital code from the part
of the bitstream and storing the selected at least one
digital code 1n the buftter:; 15

introducing at least one modification code into the bit-
stream, the modification code representing a modifica-
tion of the information of the selected part of the bit-
stream; and

placing the selected and removed at least one digital code 40

from the bulffer into a removed code data field of the
bitstream to generate a modified bitstream, wherein

a number of bits of the selected and removed at least one

digital code 1s greater than or equal to a number of bits of
the at least one modification codes put into the bitstream 45
by said step of introducing.

2. The method of modifying a bitstream according to claim
1, further comprising;:

redistributing the selected and removed at least one digital

code 1n a preferred order within the removed code data 50
field; and

storing at least some of the selected and removed at least

one digital code 1n association with the bitstream.

3. The method of modifying a bitstream according to claim
2, wherein said storing includes: 55

appending the selected and removed at least one digital

code to an end of the bitstream.

4. The method of modifying a bitstream according to claim
2, wherein said storing includes:

storing the selected and removed at least one digital code1n 60

a file, and appending the file to the bitstream.

5. The method of modifying a bitstream according to claim
1, further comprising;:

predicting an amount of data space required in the modified

bitstream by the processor, so that all the selected and 65
removed at least one digital code can be placed into the
removed code data fields within the bitstream: and

30
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compressing the digital codes representing information to
generate a compressed bitstream, an amount of com-
pression being based on said amount determined 1n said
predicting.

6. The method of modifying a bitstream according to claim
1, turther comprising;:

adding padding bits to the modified bitstream, so that the

bit rate of the modified bitstream 1s unchanged compar-
ing to the non-modified bitstream.

7. The method of moditying a bitstream according to claim
1, wherein said selecting at least one digital code further
COmMprises:

using a template to define the part of the bitstream, belore

said step of mtroducing the modification code 1nto said
part of the bitstream.

8. The method of moditying a bitstream according to claim
1, wherein

the digital codes representing information are Discrete

Cosine Transform (DCT) coetlicients, including zero-
frequency (DC) and non-zero frequency (AC) coelli-
cients, and 1n said removing the selected at least one
digital code, all the DC and AC coetlicients are removed,
and

in said mtroducing at least one modification code 1nto the

bitstream, only the DC codes are introducing into said
bitstream.

9. The method of moditying a bitstream according to claim
1, wherein the bitstream 1s a video bitstream that includes
intra-coded pictures, and the method 1s performed on the
intra-coded pictures.

10. The method of modifying a bitstream according to
claim 1, wherein the bitstream includes intra-coded pictures
that are represented by motion vectors, and said removing the
selected at least one digital code further comprises:

removing motion vector codes associated with parts of the

bitstream; and said introducing at least one modification
code 1nto the bitstream further comprises,

replacing the removed motion vector codes with motion

vector modification codes representing zero motion vec-
tors; and said placing further comprises,

appending the removed motion vector codes to the bit-

stream.

11. The method of modifying a bitstream according to
claim 1, wherein the bitstream includes inter-coded pictures
that are represented by motion vectors, and said removing the
selected at least one digital code further comprises:

removing motion vector codes associated with parts of the

inter-coded pictures, the parts being adjacent to the
selected part of the bitstream; and said introducing at
least one modification code into the bitstream further
comprises,

replacing the removed motion vector codes with motion

vector modification codes representing zero motion vec-
tors; and said placing further comprises,

appending the removed motion vector codes to the bit-

stream.

12. The method of modilying a bitstream according to
claim 10, further comprising:

using a {irst template defining blocks of the intra-coded

pictures that will be modified; and

using a second template defining blocks corresponding to

the blocks of the first template of inter-coded pictures for
which the motion vectors will be set to zero.

13. The method of modifying a bitstream according to
claim 11, further comprising:

using a first template defining blocks of intra-coded pic-

tures that will be modified:; and
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using a second template defining blocks corresponding to
the blocks of the first template of the inter-coded pictures
for which the motion vectors will be set to zero.

14. The method of modifying a bitstream according to
claim 1, wherein the bitstream includes Discrete Cosine
Transtorm (DCT) blocks, encoded as at least one of a field-
type or frame-type, the DCT blocks having a type code 1den-
tifying the encoding type, the method further comprising:

removing the type code of the DCT blocks in the bitstream:;

replacing the removed type code with a modification type
code indicating the frame-type; and

storing the removed type codes 1n the bitstream.

15. An apparatus for modifying a bitstream including a
processor and a buifer, the bitstream including digital codes
representing information, the apparatus configured

to select by the processor at least one digital code which

initially occupies a part of the bitstream;

to remove the selected at least one digital code from the part

of the bitstream and storing the selected at least one
digital code 1n the butler;

to 1ntroduce at least one modification code into the bit-

stream, the modification code representing a modifica-
tion of the information of the selected part of the bit-
stream; and

to place the selected and removed at least one digital code

from the butifer into a removed code data field of the
bitstream to generate a modified bitstream, wherein

a number of bits of the selected and removed at least one

digital code 1s greater than or equal to a number of bits of
the at least one modification codes put into the bitstream
by said introducing.

16. The apparatus for moditying the bitstream according to
claim 15, said apparatus further configured

to redistribute the selected and removed at least one digital

code 1n a preferred order within the removed code data
field; and

to store at least some of the selected and removed at least

one digital code 1n association with the bitstream.

17. The apparatus for moditying the bitstream according to
claim 16, said apparatus further configured to append the
selected and removed at least one digital code to an end of the
bitstream.

18. The apparatus for moditying the bitstream according to
claam 16, said apparatus further configured to store the
selected and removed at least one digital code 1n a file, and to
append the file to the bitstream.

19. The apparatus for moditying the bitstream according to
claim 15, said apparatus further configured

to predict an amount of data space required in the modified

bitstream by the processor, so that all the selected and
removed at least one digital code can be placed into the
removed code data fields within the bitstream: and

to compress the digital codes representing information to

generate a compressed bitstream, an amount of com-
pression being based on said amount determined 1n said
predicting the amount.

20. The apparatus for modifying the bitstream according to
claim 15, said apparatus further configured

to add padding bits to the modified bitstream, so that the bit

rate of the modified bitstream 1s unchanged comparing
to the non-modified bitstream.

21. The apparatus for modifying the bitstream according to
claim 135, wherein 1n said selecting at least one digital code,
the apparatus 1s further configured

to use a template to define the part of the bitstream, before

the modification code 1s imntroduced 1nto said part of the
bitstream.
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22. The apparatus for modifying the bitstream according to
claim 15, wherein the digital codes representing information
are Discrete Cosine Transform (DCT) coelficients, including
zero-irequency (DC) and non-zero frequency (AC) coelll-
cients, and during said removing the selected at least one
digital code, all the DC and AC coelficients are removed, and

in said mtroducing of at least one modification code 1nto

the bitstream, only the DC codes are introducing into
said bitstream.

23. The apparatus for modifying the bitstream according to
claim 15, wherein the bitstream 1s a video bitstream that
includes intra-coded pictures, and the apparatus 1s configured
to modity the intra-coded pictures.

24. The apparatus for modilying the bitstream according to
claim 15, wherein the bitstream includes intra-coded pictures
that are represented by motion vectors, and during said
removing of the selected at least one digital code, the appa-
ratus 1s configured

to remove motion vector codes associated with parts of the

bitstream; and during the introducing of at least one
modification code into the bitstream, the apparatus 1s
configured

to replace the removed motion vector codes with motion

vector modification codes representing zero motion vec-
tors; and during the placing, the apparatus 1s further
coniigured

to append the removed motion vector codes to the bait-

stream.

235. The apparatus for moditying the bitstream according to
claim 15, wherein the bitstream includes inter-coded pictures
that are represented by motion vectors, and during said
removing of the selected at least one digital code, the appa-
ratus 1s configured

to remove motion vector codes associated with parts of the

inter-coded pictures, the parts being adjacent to the
selected part of the bitstream; and during said introduc-
ing at least one modification code 1nto the bitstream, the
apparatus 1s configured

to replace the removed motion vector codes with motion

vector modification codes representing zero motion vec-
tors; and during the placing, the apparatus 1s further
configured

to append the removed motion vector codes to the bait-

stream.

26. The apparatus for modifying the bitstream according to
claim 24, said apparatus further configured

to use a first template defining blocks of the intra-coded

pictures that will be modified; and

to use a second template defining blocks corresponding to

the blocks of the first template of inter-coded pictures for
which the motion vectors will be set to zero.

277. The apparatus for modifying the bitstream according to
claim 25, said apparatus further configured

to use a first template defining blocks of mtra-coded pic-

tures that will be modified:; and

to use a second template defining blocks corresponding to

the blocks of the first template of the inter-coded pictures
for which the motion vectors will be set to zero.

28. The apparatus for modifying the bitstream according to
claim 15, wherein the bitstream includes Discrete Cosine
Transtorm (DCT) blocks, encoded as at least one of a field-
type or frame-type, the DCT blocks having a type code 1den-
tifying the encoding type, said apparatus further configured

to remove the type code ol the DCT blocks 1n the bitstream;

to replace the removed type code with a modification type
code indicating the frame-type; and

to store the removed type codes 1n the bitstream.
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