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CONTROLLING ACCESS TO ELECTRONIC
CONTENT

BACKGROUND

With the expanding use of computer networks, such as the
Internet, an 1ncreasing amount ol commerce 1s conducted
clectronically. Online merchants, manufacturers, and others
have made virtually every type of product and service avail-
able to consumers via computer networks. As more and more
users turn to computer networks, such as the World Wide Web
(hereinafter the “Web”), for information, content providers
are increasingly converting traditional content (e.g., printed
materials, such as books, magazines, newspapers, newslet-
ters, manuals, guides, references, articles, reports, docu-
ments, and the like) to electronic form.

An example of such electronic-form content 1s an
“e-book,” an electronic (or digital) representation of a book.
An e-book 1s commonly generated by a publisher for distri-
bution via the Internet. Examples of the advantages resulting,
from providing content 1n an electronic form include reduced
space, indefinite offering duration and quantity, adjustable
type size and type face, instant distribution, etc.

However, one disadvantage resulting from electronic dis-
tribution of information 1s that 1t can potentially be stolen,
disseminated, or accessed without approval from the author
or publisher. The advent of personal computers, combined
with the Internet and popular file sharing tools, have made
unauthorized sharing of digital files (oiten referred to as digi-
tal piracy) increasingly common.

Specifically, in the instance where a business offers an
online fee-based access to an electronic content stored on 1ts
server, the concern 1s that authors, publishers and other par-
ties involved in the distribution of said content may lose
control of such distribution. For example, a customer who
purchases online access to a particular 1tem of content stored
on a server of a content provider could potentially distribute
his or her access mformation (user identification, password,
etc.) to any number of people, thus providing them with
unauthorized access to that content.

SUMMARY

This summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This summary 1s not imtended to
identily key features of the claimed subject matter, nor 1s 1t
intended to be used as an aid 1n determining the scope of the
claimed subject matter.

In accordance with an aspect of the present invention, a
method for controlling access to electronic content stored on
a content provider’s server 1s provided. Generally described,
the method includes recetving a request to access electronic
content stored by the content provider, authenticating the user
account from which the request has been received, and deter-
mimng whether the received unique device identifier (unique
device ID), such as a browser 1D, associated with the request
to access the content has previously been used to access the
content. If the device 1s determined to have been previously
used to access the content, the request to access the content 1s
granted and the content provider may begin tracking usage
behavior during the access. It the device has not accessed the
content previously, 1t 1s determined whether allowing access
to the content by the device would exceed the predetermined
limit. If this 1s the case, the access to content 1s denied.
Otherwise, the recerved unique device 1dentifier 1s added to a
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list of unique device i1dentifiers identifying which devices
have previously access the content through the account.

In an alternative embodiment, tracking of geographic areas
from which the electronic content 1s accessed 1s provided. The
access to content can be limited by a predetermined number
of geographic areas, 1n addition to, or 1n substitution of, the
limit to the number of devices that may be used by a user to
access a particular content.

In accordance with another aspect of the present invention,
a computer system 1s provided, wherein the computer system
1s configured to track and record usage associated with elec-
tronic content and process arequest to access the content. The
processing includes authenticating a user account, 1dentify-
ing a unique device identifier associated with the user account
that requested to access the electronic content, and granting or
denying the request based on a determination of whether a
number of unique device 1dentifiers associated with the con-
tent and the user account exceeds a predetermined value
within a predetermined time period.

DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan-
tages of this invention will become more readily appreciated
as the same become better understood by reterence to the
following detailed description, when taken 1n conjunction
with the accompanying drawings, wherein:

FIG. 1 1s a pictorial diagram of one exemplary computing,
environment in which a method, such as the methods of FIGS.
4 and 5 may be implemented 1n accordance with one or more
embodiments of the present invention;

FIG. 2 1s a state diagram 1illustrating the controlled access
to electronic content 1n accordance with one or more embodi-
ments of the present mvention;

FIGS. 3A and 3B are pictonial diagrams illustrating an
exemplary embodiment for controlling access to electronic
content, 1n accordance with one or more embodiments of the
present invention;

FIG. 4 1s a flow diagram of a routine for controlling access
to electronic content, 1n accordance with one or more embodi-
ments of the present mnvention; and

FIG. 5 1s a flow diagram of another embodiment of a
routine for controlling access to content, 1n accordance with
one or more embodiments of the present invention.

DETAILED DESCRIPTION

The disclosure herein 1s directed to a computer-imple-
mented method and system that controls access to electronic
content stored at a location remote from the access request.
For example, the content may be stored on a server at a
content provider and an access request may be recerved from
a user associated with the content provider. Although specific
embodiments will now be described with reference to the
drawings, these embodiments are intended to illustrate, and
not limait, the present invention.

Prior to discussing the details of the invention, 1t 1s recog-
nized by those skilled in the art that the following description
1s presented largely 1n terms of logic operations that may be
performed by conventional computer components. These
computer components, which may be grouped 1n a single
location or distributed over a wide area, generally include
computer processors, memory storage devices, display
devices, input devices, etc. In distributed computer systems,
the computer components are accessible to each other via
communication links. Additionally, although numerous spe-
cific details are set forth 1n order to provide a thorough under-
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standing of the invention, 1t will be apparent to one skilled 1n
the art that the invention may be practiced without some or all
of these specific details. In other 1nstances, well-known pro-
cess elements have not been described 1in detail in order not to
unnecessarily obscure the invention.

FI1G. 1 1llustrates a sample operating environment for con-
trolling access to electronic content stored at a location
remote from the access request in accordance with one or
more embodiments of the present invention. An access
request may be submitted by a user, such as an individual
consumer seeking to access one or more items of electronic
content. For example, a user may purchase access rights to a
copyright-protected material that 1s maintained by a content
provider, such as an e-book, and subsequently request access
to that content. The operating environment shown 1n FIG. 1
includes one or more users (not shown) who can request
access via a client device 22 to electronic content stored, for
example, 1n a content provider’s content data store 16. A data
store, such as the content data store as used herein, 1s any type,
form, and structure of storage in which data 1s maintained. For
example, the data store may maintain data in a database form,
such as a relational database, or as 1images. Any form, type,
and structure may be used for maintaining electronic content/
information 1n accordance with one or more embodiments of
the present invention. The computer system 20 may be asso-
ciated with a content provider, such as an online retailer
offering to sell access rights to content, 1.e., copyright-pro-
tected works including music, movies, books, etc.

The client devices 22 and the content provider server(s) 14,
depicted 1n FIG. 1, are configured to electronically commu-
nicate with each other via a network 12. The network 12 may
be a local area network (LAN) or a larger network, such as a
wide area network (WAN) or the Internet, and the communi-
cation may occur using wired and/or wireless communication
technology. The operating environment shown in FIG. 1 may
be configured to communicate any type of electronic content,
such as files, Web page documents, commands, and data
between the client devices 22, the servers 14 and the data
stores 16, 18. As will be appreciated by those skilled in the art,
the operating environment shown i FIG. 1 provides a sim-
plified example of one suitable environment for implement-
ing one or more embodiments of the present invention and
other operating environments may also be utilized with
embodiments of the present invention.

Having obtained access rights, a user account may be cre-
ated so that the individual user may later access the content.
As used herein, a user account 1s designed to allow an 1ndi-
vidual or a small set of individuals access to electronic con-
tent. Upon obtaining access rights and establishment of a user
account, a user, via a client device 22, may contact the content
provider to obtain access to selected electronic content. The
access request 1s recerved by a content provider’s computer
system 20 that includes, for example, a server computing
device 14 and one or more storage units, such as data stores 16
and 18. Using the access request information and information
contained 1n the user information data store 18, the content
provider can determine 1f the client device requesting access
should be allowed to access particular content stored in the
content data store 16. For example, when access rights are
obtained, a user may be provided or specily a user name and
password that 1s associated with the user account. That infor-
mation may be maintained in the user information data store
18, along with other user information, and used to determine
whether access should be allowed.

Before turming to FIG. 2 that illustrates an embodiment of
the present invention, the basic principles of a browser 1den-
tification, which are pertinent to the embodiment of the
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4

present invention, will be explained. It will be appreciated by
those skilled 1n the art that a browser identifier (“ID”) 1s a type
of umique device i1dentifier due to the fact that 1t may contain
HTTP information, such as a cookie, which may be used to
unmiquely 1dentily a particular device. As 1t 1s known in the art,
an HT'TP cookie 1s a piece of text that a Web server can store
on a client device and that can be subsequently retrieved. A
cookie 1s sent by a server to a web browser on a device and
then sent back unchanged by the device each time it accesses
the server that provided the cookie. HI'TP cookies may be
used for authenticating, tracking, and maintaining specific
information about devices.

Consequently, cookies may be used by a server to recog-
nize devices that have been used by the individual user to
access a particular user account and/or content accessed via a
particular user account. For example, the content provider
server 14 (FI1G. 1) may receive an access request containing,
among other data, a username and password, and check them
against the user account data stored on the user information
data store 18. If the username and password are correct, the
server may send back a page confirming that logging has been
successiul together with a cookie, while storing the cookie on
the client device 22 and on the server itself (or on the client
information data store 18). Every time the user requests
access 1o electronic content using the same client device 22,
the device 22 automatically sends the cookie back to the
server and the server compares the cookie with the stored
ones. I a match 1s found, the server knows which device has
requested that page.

Thus, a server can recognize a device and establish a “one-
to-one” association between the user account, the client
device, the browser that 1s used to request access, and the
requested electronic content. When a subsequent access
request to particular electronic content 1s recerved from the
same client device 22 for the same account, the content pro-
vider recognizes the account and that 1t 1s the same accessing
device and grants access to the content. By confirming that
access to content via a specific account through the same
device 22, it can be expected that the access 1s by the same
authorized user, thereby controlling access to the content.

If a subsequent access request to the same content using the
same user account but a different client device 1s received, the
content provider can determine that the request 1s from a
different device and thereby potentially unauthorized. As dis-
cussed below, additional consideration may be made before
granting or denying access to electronic content through a
new client device. One techmque for identiiying devices and
associating those devices with user accounts 1s by tracking
browser IDs for each device that uses a particular user
account. Those skilled in the art will appreciate that a using a
browser ID 1s one way of 1dentifying a particular device, but
that any type of device identifier may be used with embodi-
ments of the present mvention.

By assigning a threshold to the number of unique device
IDs that may be used by a single account to access a particular
item of electronic content, a provider can limit any potential
unauthornized content. For example, if the threshold value 1s
five, the particular content may be only accessed through that
user account via five different devices. If a user distributes
access to the content without authorization, only five devices
will be able to actually gain access to the content. In some
instances, the authorized user may be denied access as a result
ol access by unauthorized individuals. Thus, 1n addition to
limiting unauthorized distribution, the potential of not being
able to access the content 1s another deterrent to allowing
unauthorized access. In sum, the unauthorized distribution of
that content can be reduced or potentially eliminated.
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With reference now to FIG. 2, illustrative interactions
between a client device 200 and a content provider server 210
for controlling access to electronic content 1n accordance
with one or more embodiments of the present invention will
be described. At an initial point, a user, via a client device 200,
may submit a request to access a particular item of electronic
content (“content A” i FIG. 2) to a content provider 210.
Such request may include mformation corresponding to the
user account, such as the user account ID, password, and a
unique device 1dentifier, such as a browser 1D.

Then, the content provider 210 may process the received
request. In an illustrative embodiment, the processing may
include a number of processing rules or instructions that can
be executed by the content provider. Such nstructions may
include verification of the recerved user data, for example, the
user account ID, password, and the unique device 1D, by
comparing it to the data stored in the user imnformation data
store 220. If the user account ID/password matches an
account ID/password stored in the user information data

store, the server executes the matching of the unique device
IDs to the ones, 11 any, stored 1n the user information data store
and associated with that account ID. If a match 1s not found,
the total number of different devices that have been previ-
ously used to access that particular content via that account,
including the current one, 1s determined and compared to a
predetermined limit or threshold. It the total number of 1den-
tified devices associated with the account ID plus the current
device, which requested access, does not exceed the prede-
termined limit, the service provider grants access to the con-
tent. However, 11 the total number exceeds the predetermined
limit, access will be denied. If a match 1s found between the
received unique device i1dentifier and the device identifiers
currently associated with the account, access will be granted.

Along with the decision to grant access, the server may
begin tracking usage of the content during the access. The
usage may include, for example, tracking geographic areas
from which the content has been accessed (the detailed
description of this embodiment i1s provided below with
respect to FIG. 5), the sections of the content accessed, the
duration of the access, and other types of usage behavior.

Referring to FIGS. 3A and 3B, the pictorial diagrams 1llus-
trate an embodiment wherein multiple requests to access
content A and B stored on a data store 301 via a user account
350 are processed 1n accordance with one or more embodi-
ments of the present mnvention. For purposes of this example,
it 1s assumed that access via the user account 350 to contents
A and B has previously occurred. More specifically, 1t 1s
assumed that content A has been previously accessed by the
user viadevices 1A 310, 2A 311, and 3A 312. Content B has
been previously accessed via devices 1B 320, 2B 321, 3B
322, 4B 323, and 3B 324. The devices 310-312 and 320-324
cach maintain unique device identifiers, such as browser 1Ds
330-332 and 340-344 as shown 1n FIG. 3. As discussed above,
a predetermined limit or threshold indicating a maximum
number of devices that the individual user can use to access
content via a specific account 1s established. In this example,
the threshold 1s set to five. It will be appreciated that a content
provider may select and use any limit as the threshold.

The example 1n FIG. 3A of the user requesting access to
content A corresponds to the embodiment 1llustrated 1n FIG.
2. If devices 1A 310, 2A 311, and 3A 312 have previously
been used by the user to access content via the user account
350 and a request to access content A via the user account 350
1s received from a device having a unique device 1D 4 A 333,
the content provider will grant permission to access content A
because the total number of devices does not exceed the

threshold.
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However, referring to FIG. 3B, 1f a request 1s received for
access to content B from a device having a unique device 1D
of 6B 344 and 1t 1s determined that devices 1B 320, 2B 321,
3B 322, 4B 323, and 5B 324 have already accessed content B
through account 350, the service provider will deny access.
Access 1n this example 1s denied because allowing access to
the device submitting the request would result in exceeding
the predetermined threshold.

Referring now to the flow diagram of FI1G. 4, one embodi-
ment for controlling access to electronic content stored
remotely 1s described. At block 400 a request to access con-
tent 1s recerved. The request may include, among other infor-
mation, a user account ID, password, and a unique device 1D,
such as a browser ID. At block 401 the routine authenticates
the user account ID and the information associated with the
account ID. For example, it may be determined whether the
user account purchased the right to access the content. Once
it 1s established that the user account has a valid account 1D
and there exists the right to access the requested content
assoclated with that account ID, the routine continues at
decision block 410, where i1t 1s determined whether the unique
device ID recerved 1n the access request 1s new. The unique
device ID may be, for example, a browser ID or any other type
of identifier that can be associated with a device. Through use
of a unique device ID 1t may be determined whether the
device requesting access has previously accessed the content
via the user account.

If 1t 1s determined that the received unique device ID 1s
already associated with the account, thereby indicating that
the same device has been used to access that particular con-
tent through the account, the routine continues at block 460,
where access to the content 1s allowed. In addition, at block
470 usage of the content during the access 1s tracked. Such
information may include, but 1s not limited to, geographic
location of the device, sections of the content that are being
accessed and other usage behavior that may be of interest.

In one embodiment, the system may track the time and the
location of the device accessing a particular content through
a particular user account. This information can be used to
compare 1t with similar data collected at a different point 1n
time or location for the same user account accessing the same
content. For example, 1 device 1A 310, having a unique
device ID 1A 330 accessed a particular content through user
account 350 1n the U.S. for a certain period of time, and then
a device 2A 311 having a unique device ID 2A 331 accessed
the same content through the same user account 350 in
Europe within minutes or hours, 1t can be determined that
there are likely two diflerent users, one in the U.S., and
another in Europe. As a result, one of those users may be
unauthorized and access may be denied, even though the
threshold has not been exceeded. Generally, a set of rules and
instructions may be developed that, based on the use of the
combination time/area of access of a particular content 1n
relation to previous times/areas of access of that content, can
lead to a determination regarding validity of access of a par-
ticular content.

In another embodiment, the system may track particular
parts of content that are accessed, geographic areas from
which the content has been accessed and/or the times of
access. For example, 11 the same section of the content (e.g.,
chapter 1 of a particular book) has been accessed by different
devices from the same user account within a particular period
of time and, perhaps, from different locations, a determina-
tion can be made regarding validity of such accesses based on
the presumption that 1t would be unlikely that the same user
would read the same section of the same content within a
limited time period from different locations. As in the
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example above, a set of rules and instructions may be devel-
oped such that, based on a combination of time, usage, and
location, a determination may be made regarding validity of a
particular access to a particular content through a particular
account.

In yet another embodiment, geographic areas from which
access to a particular content occurred, may be tracked 1n
addition to, or 1n substitution of, tracking the unique device
IDs accessing the particular content. This embodiment is
discussed below 1n greater detail.

Returming to FIG. 4, 1f at decision block 410 1t 1s deter-
mined that the unique device 1D contained 1n the received
access request has not vet been associated with the user
account, the routine continues at decision block 420, where i1t
1s determined whether a total number of devices (as identified
by unique device IDs) that have been used to access the
content through the user account, including the current
requesting device, exceeds the predetermined limit of devices
allowed to access the requested content from the user account
authenticated in block 401. As it will be appreciated by those
skilled 1n the art, such determination can be made in a number
of different ways. For example, a list of unique device IDs per
content per user account may be accumulated and maintained
by the content provider for a limited period of time or indefi-
nitely. The description that follows illustrates alternative
embodiments of this process. However, the process of deci-
sion block 420 1s not limited to the embodiments presented
below.

In one embodiment, the total number of devices per content
per user account can be accumulated over a predetermined
“static” period of time, for example, one month. For the
purposes of this particular example, 1t 1s assumed that the
month begins January 1. IT a request to access a particular
content through the account 1s recerved from a new device
within the time period of January 1 to January 31, the total
number of devices that have previously accessed this particu-
lar content from the particular user account 1s determined
based on the number of unique device IDs accumulated from
January 1 to the moment the new request was recetved. Then,
the determination made 1n block 420 will amount to compar-
ing the total number of devices counted over the accumula-
tion period, plus the current requesting device, with the pre-
determined limit of devices allowed to access a particular
content from a particular user account.

Similarly, a new accumulation period would start on Feb-
ruary 1 and end on February 28, and the total number of
devices per content per user account 1s calculated by adding
all devices that accessed a particular content from the user
account during the period beginming February 1 to the
moment 1n February the new access request arrived. It 1s
understood that an “accumulation” period can start on any
date and last for any predetermined length of time.

In another embodiment, a total number of devices per
content per user account can be accumulated over a predeter-
mined “semi-rolling” period of time. This time period may
start when the first request to access a particular content from
a particular user account arrives and the respective unique
device ID 1s recorded. The accumulation period may last as
long as it 1s desired by the content provider. For example, the
content provider may elect to use a 30-day long accumulation
time period. Then, 1f a new request arrives within 30 days
from the start of the accumulation period, the total number of
devices 1s calculated for that period from 1ts start to the
moment the new request arrived.

By the end of a 30-day period that started when the first
unique device 1D was recorded, the total number of devices
per content per user account accumulated and stored over the
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course of said period 1s cleared, thus providing a “clean slate™
for the user account accessing a particular content. The new
accumulation process starts all over when a new request to
access the content arrives and with that event a new “accu-
mulation” period begins.

In yet another embodiment, a total number of devices per
content per user account can be calculated over a predeter-
mined “rolling” period of time. The system would accumu-
late and maintain a list of unique device IDs by account that
are used to access a particular content from the account. The
total number of unique device IDs per content per user
account needed for the determination of decision block 420
may be calculated based on a prior history of access of the
content from the user account over a predetermined time-
period (e.g., a certain number of days), wherein the end date
of said period may be set as the date when the new access
request 1s recerved. Then, the prior history of recorded unique
device IDs per content per account 1s reviewed going back
through the predetermined time period starting at the date the
new access request was recerved, 1.e., at the end date of the
period. For example, 11 a new request 1s recerved on February
13 and the predetermined accumulation time period 1s set to
be 30 days, the total number of recorded unique device 1Ds
per content per account needed for the determination of deci-
s10n block 420 should be calculated beginning from the date
that precedes February 13 by 30 days, 1.e., January 14, and
ending on February 13, the date the request was recerved.

Returning to the tlow diagram of FIG. 4, if the process of
decision block 420 1s completed and 1t 1s determined that the
number of devices allowed to access the content through the
account has been exceeded, the routine will deny access to the
content at block 450 and complete.

I1 the total number of devices that have been used to access
the content from the user account, including the current
device, stays within the limit of allowed number of devices,
the routine continues at block 440, where the currently
received unique device ID 1s added to the list of unique device
IDs that have been associated with the requested content from
the user account that has been authenticated at block 401. This
information may be stored 1n a data store associated with the
content provider, such as a user information data store 18
(FIG. 1). The unique device 1D information may be stored 1n
a plurality of data store records, where each data store record
identifies a user account and the content access rights for that
account. As will be appreciated by one of ordinary skill in the
art, existing data store programs may be used for implement-
ing the process of block 440.

The routine then allows access to the content (block 460),
tracks usage (block 470) as described above, and completes.

Referring now to FIG. 5, another embodiment for control-
ling access to electronic content will be described. In the
alternative, the routine of FIG. 5 may be used as a subroutine
to FIG. 4 and may be executed as a part ol the process of block
470 of FIG. 4.

The routine of FIG. 3 illustrates limiting access to elec-
tronic content through a particular user account by a number
of geographic locations from which such access has been
requested. The routine starts with the determination as to
whether the unique device 1D of the device that requested
access to a particular content from a particular user account
has previously been associated with that account for that
content. The process of decision block 501 of FIG. S1s similar
to that of decision block 410 of FIG. 4. IT 1t 1s determined that
the unique device ID has not been associated, the routine
continues at decision block 560, where 1t 1s determined
whether the number of unique device IDs that have been
associated with the account for that content exceeds the pre-
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determined threshold. The process of decision block 560 1s
similar to that of decision block 420 as described above 1n
regard to FIG. 4. If the threshold has been exceeded, the
routine continues at block 540, where access to the content 1s
denied.

If 1t 1s determined that the threshold has not been exceeded,
the routine continues at decision block 510, where a determi-
nation 1s made as to whether the geographic area from which
the access has been recerved 1s different than the geographic
area of other accesses to the account for that content. If the
geographic area 1s different, at decision block 530 a determi-
nation 1s made as to whether the total number of geographic
arcas Irom which access has been requested exceeds the
predetermined number of areas. If the total number of
allowed geographic areas has been exceeded, access to the
content 1s demied (block 540). If the total number 1s within the
allowed limit or the geographic area remains the same as the
ene(s) from which previeus requests have been made, the
unique device ID 1s associated with the account for the
requested content (block 400), access 1s allowed (block 570),
usage 1s tracked (block 520), and the routine completes.

While illustrative embodiments have been 1illustrated and
described, 1t will be appreciated that various changes can be
made therein without departing from the spirit and scope of
the 1nvention.

The embodiments of the imnvention 1n which an exclusive
property or privilege 1s claimed are defined as follows:

1. A method for controlling access to electronic content,
comprising:

receiving a request to access the electronic content through

a user account,

wherein the request includes account 1dentification and
device 1dentification,

wherein the account identification corresponds to a
unique account authorized to access the electronic
content, and the device 1dentification corresponds to a
device used to access the content, and

wherein the request 1s associated with a geographic area
identifier and a request time;

determining whether to provide access to the requested

clectronic content based on:

(a) determining 11 the device 1dentification 1s associated
with the user account providing the request for con-
tent;

11 1t 1s determined that the device identification 1s not
associated with the user account, determining 1f a
predetermined number of devices have previously
accessed the electronic content through the user
account, without determining whether the device
has been pre-registered to access the electronic
content; and

denying access to the electronic content 11 it 1s deter-
mined that a predetermined number of devices have
previously accessed the electronic content through
the user account; and

(b) determining 11 the geographic area 1dentifier associ-
ated with the request for the electronic content 1s
different from a geographic area identifier associated
with a previous request to access a same portion of the
clectronic content;

11 1t 1s determined that the geographic area identifiers
are different, determining a time diflerence
between the time associated with the request time
for the electronic content at the geographic area and
the request time associated with the previous
request to access the same portion of the electronic
content from the previous geographic area; and
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applying a set of rules to determine validity of the
request to access the electronic content based on a
processing of the total number of geographic areas
exceeding a predetermined number of areas and the
determined time difference between requests from
the different geographic areas;

wherein the method 1s implemented by at least one com-

puting device.

2. The computer-implemented method of claim 1, wherein
the request to access the electronic content further includes an
identification of the electronic content.

3. The computer-implemented method of claim 2, wherein
determining whether to provide access to the requested elec-
tronic content 1s further based on determining whether the
identification of the electronic content associated with the
request time for the electronic content at the geographic area
and the 1dentification of the electronic content associated with
the previous request from the previous geographic area 1s the
same.

4. The computer-implemented method of claim 2, wherein
determining whether to provide access to the requested elec-
tronic content 1s further based on determining whether a
section of the electronic content associated with the request
time for the electronic content at the geographic area and a
section of the electronic content associated with the previous
request from the previous geographic area are the same.

5. The computer-implemented method of claim 1, wherein
determining 1f the device 1dentification 1s associated with the
user account includes:

comparing the received device identification with a list of

device 1identifications currently associated with the user
account.

6. The computer-implemented method of claim 1, wherein
determining if the device identification 1s associated with the
user account includes:

determining 11 the device i1dentification 1s associated with

the electronic content and the user account.

7. The computer-implemented method of claim 6, wherein
determining if the device identification 1s associated with the
clectronic content and the user account includes:

comparing the device 1dentification with a list of device

identifications associated with the electronic content for
the user account.

8. The computer-implemented method of claim 1, wherein
the user account may have a plurality of items of electronic
content associated therewith; and

wherein each item of electronic content associated with the

user account may have a plurality of device identifica-
tions associated therewith identifying which devices
have accessed the electronic content through the user
account.

9. The computer-implemented method of claim 8, wherein
one or more of the items of electronic content associated with
the user account may have a same device 1dentification asso-
ciated therewaith.

10. The computer-implemented method of claim 1,
wherein the device 1dentification 1s browser 1dentification.

11. The computer-implemented method of claim 1,
wherein the device 1dentification 1s a umique device 1dentifier
of a device that 1s requesting access to the electronic content
through the account.

12. A non-transitory computer-readable medium having
instructions stored thereon that direct a computing system to:

recerve an access request for access to electronic content

wherein the access request mncludes a unique device
identifier 1dentitying the device from which the access
request was recerved, a user account and an identifica-




US 8,234,302 Bl

11

tion of the electronic content and wherein the request 1s
associated with a geographic area identifier and a
request time;

determine whether to provide access to the requested elec-

tronic content, wherein the determination comprises:

(a) determining 1f the device from which the access
request was recerved 1s allowed to access the elec-
tronic content, as a function of the number of devices
allowed to be associated with the user account,
wherein the device need not be pre-registered for
access; and

denying access to the electronic content 1f 1t 1s deter-
mined that the device 1s not allowed to access the
electronic content; and

(b) determining whether the geographic area i1dentifier
associated with the request for the electronic content
1s different from a geographic area 1dentifier associ-
ated with a previous request to access a same portion
of the electronic content;

if 1t 1s determined that the geographic area 1dentifiers are
different, determiming a time difference between the
request time associated with the request for the elec-
tronic content at the geographic area and the request
time associated with the previous request to access the
same portion of the electronic content from the pre-
vious geographic area; and

determining validity of the request to access the elec-
tronic content, the validity of the request determined
by application of at least one rule set processing a total
number of geographic areas from which access has
been requested exceeding the predetermined number
of areas and the time difference between requests
from the different geographic areas.

13. The non-transitory computer-readable medium of
claim 12, wherein the instructions that direct the computing
system to determine if the device from which the access
request was recerved 1s allowed to access the electronic con-
tent include 1nstructions that direct the computing system to:

determine a number of devices that have previously

accessed the electronic content during a predetermined
period of time; and

determine 11 allowing access to the device would result 1in

the number of devices that have accessed the electronic

content exceeding a predetermined limit associated with
the user account.

14. The non-transitory computer-readable medium of
claim 13, wherein the instructions that direct the computing
system to deny access to the electronic content include
instructions that direct the computing system to:

deny access 11 1t 1s determined that the number of devices

that have accessed the electronic content would exceed
the predetermined limait 1f the device 1s allowed to access
the electronic content.

15. The non-transitory computer-readable medium of
claim 14, further including instructions that direct the com-
puting system to:

allow access to the electronic content 111t 1s determined that

the number of devices that have accessed the electronic
content would not exceed the predetermined limat 1f the
device 1s allowed to access the electronic content.

16. The non-transitory computer-readable medium of
claim 12, wherein the instructions that direct the computing
system to determine if the device from which the access
request was recerved 1s allowed to access the electronic con-
tent include mstructions that direct the computing system to:
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compare the recerved unique device identifier with a plu-
rality of unique device i1dentifiers associated with the
electronic content; and

determine 11 the received unique device 1dentifier matches

any of the plurality of umique device 1dentifiers associ-
ated with the electronic content.

17. The non-transitory computer-readable medium of
claim 16, further including 1nstructions that direct the com-
puting system to:

allow access to the electronic content 1T 1t 1s determined that

the recerved unique device identifier matches.

18. The non-transitory computer-readable medium of
claim 16, further including instructions that direct the com-
puting system to:

associate the recerved unique device identifier with the

clectronic content 11 1t 15 determined that the recerved
unique device 1dentifier does not match.

19. The non-transitory computer-readable medium of
claim 12, further including 1nstructions that direct the com-
puting system to:

allow access to the electronic content 111t 1s determined that

allowing access would not result in the number of
devices that have accessed the electronic content
exceeding the predetermined limat.

20. The non-transitory computer-readable medium of
claim 19, further including instructions that direct the com-
puting system to:

track usage behavior during the allowed access to the elec-

tronic content.

21. The non-transitory computer-readable medium of
claim 20, wherein the usage behavior 1s access to sections of
the electronic content.

22. The non-transitory computer-readable medium of
claim 20, wherein the usage behavior 1s a geographic location
of the electronic device.

23. The non-transitory computer-readable medium of
claim 20, wherein the usage behavior 1s duration of access to
the electronic content.

24. A computer system having a computer-readable
medium including a computer-executable program therein
for performing a method for controlling access to electronic
content, comprising:

receving at a first geographic location a request from a

device at a second location to access electronic content
through a user account, wherein the request includes an
identification of an account and a umique device 1denti-
fication and wherein the first location 1s geographically
remote from the second location, and wherein the
request 1s associated with a geographic area and a time of
request;

determining at the first location 11 the device 1s allowed to

access the electronic content based on: (1) the recerved
unique device identification and a number of devices
with which a user account requesting access to the elec-
tronic content can be associated; (2) a maximum number
of geographic areas has not been exceeded; and (3) a set
of rules applied when a determined difference in time
between the request time to access a portion of the elec-
tronic content from the geographic area and a previous
request time to access the same portion of electronic
content from a different geographic area 1s below a mini-
mum threshold; and

allowing access to the electronic content 11 it 1s determined

that the device 1s allowed to access the electronic con-
tent, wherein the device need not be pre-registered for
access;

wherein the method 1s performed by a computing system.
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25. The computer system of claim 24, wherein determining,
at a first location includes:

comparing the received unique device 1dentification with a
plurality of unique device identifications identifying
devices that have previously accessed the electronic
content through the user account; and

if 1t 15 determined that the recerved unique device 1dentifi-
cation does not match any of the plurality of unique
device 1dentifications, determining 11 allowing access to

the electronic content would result in the number of :

devices accessing the electronic content through the user
account would exceed a predetermined limat.
26. The computer system of claim 25, further comprising:
if 1t 1s determined that allowing access to the electronic

content would not result 1n the number of devices
accessing the electronic content through the user
account exceeding the predetermined limit, associating
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the received unique device 1dentification with the elec-
tronic content for the user account.

277. The computer system of claim 24, wherein the unique
device 1dentification 1s a browser 1dentifier.

28. The computer system of claim 24, wherein the elec-
tronic content 1s maintained at the first location.

29. The computer system of claim 24, wherein the elec-
tronic content 1s maintained at a third location that is geo-
graphically remote from the first location and the second
location.

30. The computer system of claim 24, wherein the first
location 1s a service provider that maintains electronic con-
tent; and

the device at the second location 1s a client device.

31. The computer system of claim 24, wherein the elec-
tronic content 1s an electronic representation of a book.
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