US008229849B2
12 United States Patent (10) Patent No.: US 8.229.849 B2
Olliphant et al. 45) Date of Patent: Jul. 24, 2012
(54) CENTRALIZED TRANSACTION RECORD 2002/0026395 A1*  2/2002 Peterson .................... 705/35
STORAGE 2002/0091562 Al 7/2002  Siegel et al.
2002/0128851 Al1* 9/2002 Chefalasetal. .................. 705/1
_ _ 2002/0129062 Al 9/2002 Luparello
(75) Inventors: Hugo Olliphant, San Francisco, CA 2002/0191562 Al1* 12/2002 Kumaki etal. ............. 370/331
(US); Kristen Ondeck, San Jose, CA 2003/0074253 Al* 4/2003 Scheuringetal. .............. 705/10
(US); German Scipioni, San Jose, CA 2003/0084001 Al1* 5/2003 Chang .......ccoooevviviinnnnnnnn, 705/64
T " . 2003/0126094 Al* 7/2003 Fisheretal. ............... 705/75
(US); Jeremy Downs, San Francisco, 2004/0117315 Al*  6/2004 Cornuejols ................. 705/64
CA (US) 2004/0162778 Al 82004 Kramer et al
. 2004/0210527 Al* 10/2004 Wodaetal. ..................... 705/40
(73) Assignee: eBay, Inc., San Jose, CA (US) (Continued)
(*) Notice: Subject‘ to any disclaimer,,. the term of this FOREIGN PATENT DOCUMENTS
patent 1s extended or adjusted under 35 .
U.S.C. 154(b) by 0 days. WO WO 0075834 A2 * 12/2000
OTHER PUBLICATIONS
(21) Appl- No.: 13/162,472 Using eBay Toolbar’s Account Guard, http://pages.ebay.com/help/
(22) Filed: Jun. 16. 2011 confidence/account-guard.html, Sep. 14, 2007, 2 pages.
Continued
(65) Prior Publication Data ( )
IS 2011/0246516 Al Oct. 6. 2011 Prfmary Examiner — William Rankins
(74) Attorney, Agent, or Firm — Haynes and Boone, LLP
Related U.S. Application Data
57 ABSTRACT
(62) Daivision of application No. 11/855,408, filed on Sep. ( ) _ _
14. 2007 Various methods and systems are provided to permit the
3 storage ol online transaction records associated with user-
(51) Int.Cl. merchant transactions facilitated by a payment service pro-
G060 10/00 (2012.01) vider. In accordance with an embodiment of the disclosure, a
GO6F 17/30 (2006.01) method of processing transaction information comprises
(52) US.CL oo 705/39; 705/1; 707/758 ~ receiving a webpage at a client device, wherein the webpage
(58) Field of Classification Search j ;05 139 has an associated webpage address. The method also includes
"""""""" 707/758 comparing the webpage address with a transaction webpage
See application file for complete search history database. If the webpage address matches an address of the
| transaction webpage database, the method includes: captur-
: 1ng at least a portion ol the webpage corresponding to trans-
(56) References Cited ing at I portion of the webpag ponding
action information associated with a user-merchant transac-
U.S PATENT DOCUMENTS tion, and passing the transaction information over a network
6 076376 A 2/2000 Kenney in order to facilitate storage of the transaction information 1n
6,697,838 BL1*  2/2004 Jakobson .................. 709/203 4 transaction record.

2001/0016833 Al

2002/0004770 Al

8/2001 Everling et al.
1/2002 Phillips et al.

259

DR MASTER TRANSACTION WEBPAGE

COMPARE WEBFAGE ADDRESS T LOCAL
DATABAAE

25

23 Claims, 8 Drawing Sheets

MATCH
‘{-E
NO
¥
260 PARSE WEBPAGE
APFLY HEURIETICS TO DETERMINE
263 WHETHER WEBPAGE |NCLUDES
TRANGACTION INFORMATION
¥
WEBPAGE INCLUDES TRANSACTION  |-29i0D
INFORMATION

270 REPEAT STEPS 280, 263, AND/OR 785

(OPTIONAL)
275 WEBPAGE DOES NOT INCLUDE

TRANSACTION INFORMATION
USER FLAGS WEBPAGE
2§07 (OPTIONAL)
UFDATE LOGAL LIST OF TRANBAGTION
2. § 4 ~~] WEBPAGES OR INFORM PAYMENT SERVICE
PROVIDER OF FLAQGGED WEBPAQE
(OPTIONAL)

. 4

e ) P T QO NA L i

295

CLIENT DEVICE CAFTURES TRANSAUTION
INFORMATION




US 8,229,849 B2

Page 2
U.S. PATENT DOCUMENTS 2007/0299772 Al* 12/2007 Mastieetal. ................... 705/39
2008/0208761 Al* 8/2008 A tal. ..., 705/78

2005/0021480 Al*  1/2005 Haffetal. .......cocoooooe..... 70575 5009/0171900 Al  7/2009 Phills ot sl
2006/0082807 Al 4/2006 Tanaka et al. ) |
2007/0022007 Al 1/2007 Lawe OIHER PUBLICALTIONS
2007/0053518 A ¥ 3/2007 Tompkinsetal. ... 380/270 Billeo: Password Manager, Form Fill, Bill Pay, Save Web Pages,
2007/0179950 Al 8/2007  Kester et al. http://www.billeo.com/sa__tour.jsp, Sep. 14, 2007, 5 pages.
2007/0198360 Al 8/2007 Rogers et al.
2007/0244761 Al  10/2007 Scipioni et al. * cited by examiner




US 8,229,849 B2

Sheet 1 of 8

Jul. 24, 2012

U.S. Patent

L

SOOI
- NCLLOYSNYH.L
Sbi-

NOLLYOIddY
ONISSIDCU

QuO0aY
o bt NOLLOVSNWL

NOLLYINHO NI

581 LNMNODOV

NOLLY DI 1ddy
4/ INAY

HAAINC Y
SHALES LNINAY

S

NOULYO TddY

541 LOOMOTHD

NOLIYDTddY
okY FOV 1AL VI

ISVAVIVA
SIDINYIS
4h] — /510000

LNVYHOHIN

ohf

| Ol

ISVEVLYA
so1-H B

$Sf—t Txlnvm

s
os |

87!

x4

/

091 4

oxd

| dSvavV.lvd

ADvdHAM
NOLLOVSNYHL
Y301

HdAlALLNTGI
S0

SNOLLYOIMddY
d3aH1LO

NOLLY O ddY

NOLLO3 1504
NOLLIOVSNYHL

NOLLY O TdJV
H354dvd

NOLLYD ddV
HYHTO00L

NOLLYOF1ddV
HIASMOHEH

FANE0
INATTO

oll



U.S. Patent Jul. 24, 2012 Sheet 2 of 8 US 8,229,849 B2

USER HAS AN EXISTING ACCOUNT WITH PAYMENT
SERVICE PROVIDER

USER ACCESSES MERCHANT

USER ENGAGES [N TRANSACTION WITH MERCHANT
USING PAYMENT SERVICE PROVIDER

MERCHANT PROVIDES TRANSACTION INFORMATION

MERCHANT OR CLIENT DEVICE CAFTURES
TRANSACGCTION INFORMATION

MERCHANT OR CLIENT-SIDE APPLICATION PASSES
TRANSAGCTION INFORMATION TO PAYMENT SERVICE
PROVIDER

PAYMENT SERVICE PROVIDER STCORES RECORD OF
THRANSACTION

FIG. 2A



U.S. Patent Jul. 24, 2012 Sheet 3 of 8 US 8,229,849 B2

p, 5’ 7 - COMPARE WEBPAGE ADDRESS TQ LOCAL
OR MASTER TRANSACTION WEBPAGE
DATABASE
255

MATCH
FOUND? YES

NO

PARSE WEBPAGE

APPLY HEURISTICS TO DETERMINE
WHETHER WEBPAGE INCLUDES
TRANSACTION INFORMATION

RANSACTION
INFORMATION
DETECTED?

NO

270 REPEAT STEPS 280, 263, AND/OR 265
(OPTIONAL)

276~ WEBPAGE DOES NOT INCLUDE

TRANSACTICM INFORMATION

UPDATE LOCAL LIST OF TRANSAGTICN
WEBPAGES OR INFORM PAYMENT SERVICE
FROVIDER OF FLAGGED WEBPAGE
(QFPTIONAL)

CLIENT DEVICE CAPTURES TRANSACTION
INFORMATICN

FIG. 2B



U.S. Patent Jul. 24, 2012 Sheet 4 of 8 US 8,229,849 B2

Pl
¥ 330 200
CAPTURE FLAG
RECEIPT RECEIPT
EXxe.
MERCHANT ABC
DATE: 05/04/06
PRODUCT PRICE
PAPER $ 1111
2207 [ 1. COFFEE $ 22 22
TEA $ 33.33
TOTAL: $ 66.66

FIG. 3



U.S. Patent Jul. 24, 2012 Sheet 5 of 8 US 8,229,849 B2

USER LOGS IN TC PAYMENT SERVICE PROVIDER

USER SEARCHES TRANSACTION RECGRDS

FAYMENT SERVICE PROVIDER SERVES MATCGHING
TRANSACTION RECORDS

USER SELEGTES REORDER LINK

PAYMENT SERVICE PROVIDER RE-SUBMITS PAYMENT | -~
INFORMATION TO MERCHANT OR REDIRECTS BROWSER

APPLICATION TO MERCHANT'S WEBSITE

FI1G. 4



U.S. Patent

Jul. 24, 2012 Sheet 6 of 8 US 8.229.849 B2
300
SEARCH
520
£ 20 MERCHANT ABC l
/ DATE: 05/04/06 |
| PRODUCT PRICE
PAPER $11.11
LY —
510 COFFEE $22.22
TEA $ 33.33 [ REORDER |
\TDTAL: $ 66.68
ey edee—ol ]
b O ; MERGHANT ABG _=
DATE: 06/05/06
PRCDUGT PRICE
MEMORY CARD $ 4444 | [ ReorDER |
S0 X -
MP3 PLAYER $ 155.55
] TOTAL: $ 199.99

FIG. 5




U.S. Patent Jul. 24, 2012 Sheet 7 of 8 US 8,229,849 B2

USER LOGS IN TO PAYMENT SERVICE PROVIDER

USER SEARCHES TRANSACTION RECORDS

PAYMENT SERVICE PROVIDER [DENTIFIES
TRANSACTION RECORD WITH SELECTED ITEM

PAYMENT SERVICE PROVIDER REQUESTS WARRANTY
INFORMATION FROM WARRANTY MANAGEMENT

SERVICE

WARRANTY MANAGEMENT SERVICE RETRIEVES AND
PASSES WAREANTY INFORMATION ASSOCIATED WITH

ITEM TO PAYMENT SERVIGE PROVIDER

PAYMENT SERVICE PROVIDER CALCULATES WARRANTY |-
EXPIRATION DATE

FPAYMENT SERVICGE PROVIDER SERVES WARRANTY
INFORMATION TO CLIENT DEVICE

USER SUBMITS WARRANTY CLAIM OR PURCHASES
WARRANTY EXTENSION

(OFTIONAL)

F1G. ©



U.S. Patent Jul. 24, 2012 Sheet 8 of 8 US 8,229,849 B2

7os

-: 710
7 20 T wonsaries |

DATE EXPIRATION

750
PURCHASE PURCHASE WARRANTY
40
7 | ) MP3 PLAYER DB/05/06 0B/05/07 CLAM IEEESHETEE\

750 760

FIG. 7



US 8,229,849 B2

1

CENTRALIZED TRANSACTION RECORD
STORAGE

RELATED APPLICATIONS

This divisional patent application claims priority to and the
benefit of U.S. patent application Ser. No. 11/855,408, filed
on Sep. 14, 2007, which 1s incorporated herein by reference in
its entirety.

BACKGROUND

1. Field of the Invention

The present invention generally relates to online transac-
tions and more particularly to the storage of records associ-
ated with online transactions.

2. Related Art

Customers routinely search for and purchase products and
services through electronic communications with online mer-
chants over electronic networks such as the Internet. In this
regard, individual consumers may frequently engage 1n trans-
actions with a variety of merchants through, for example,
various merchant websites.

During the course of these transactions, merchants may
provide customers with receipts or other records. It 1s gener-
ally the consumer’s responsibility to locally store these mer-
chant receipts for future reference. Unfortunately, different
merchants may provide receipts in a variety ol forms with
little or no consistency in the way information 1s presented.

As a result, customers may be forced to implement appro-
priate receipt storage using a trial and error approach. More-
over, 1n order to maintain useful records, customers must
continuously mmplement such an approach as additional
transactions are performed.

Nevertheless, the demands on consumers associated with
such approaches can become onerous as the number of user-
merchant transactions and the number of visited merchant
websites increase. Consequently, consumers may be unable
to consistently maintain satisfactory records, especially for
purposes of finding transaction details which may be relevant
for future transactions or activities.

SUMMARY

In accordance with an embodiment of the disclosure, a
method of processing transaction information comprises
receiving a webpage at a client device, wherein the webpage
has an associated webpage address. The method also includes
comparing the webpage address with a transaction webpage
database. If the webpage address matches an address of the
transaction webpage database, the method includes: captur-
ing at least a portion of the webpage corresponding to trans-
action iformation associated with a user-merchant transac-
tion, and passing the transaction information over a network
in order to facilitate storage of the transaction information 1n
a transaction record.

In accordance with another embodiment of the disclosure,
a client device comprises one or more processors, and one or
more memories adapted to store a plurality of machine-read-
able 1nstructions which when executed by the one or more
processors are adapted to cause the client device to perform a
method comprising: receiving a webpage, wherein the
webpage has an associated webpage address, comparing the
webpage address with a transaction webpage database, and 1
the webpage address matches an address of the transaction
webpage database: capturing at least a portion of the webpage
corresponding to transaction mformation associated with a
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2

user-merchant transaction, and passing the transaction infor-
mation over a network in order to facilitate storage of the
transaction information in a transaction record database.

In accordance with another embodiment of the disclosure,
a client device comprises: means for receiving a webpage at a
client device, wherein the webpage has an associated
webpage address; means for comparing the webpage address
with a transaction webpage database; means for capturing at
least a portion of the webpage corresponding to transaction
information associated with a user-merchant transaction 1f
the webpage address matches an address of the transaction
webpage database; and means for passing the transaction
information over a network 1n order to facilitate storage of the
transaction information in a transaction record 1f the webpage
address matches the address of the transaction webpage data-
base.

These and other features and advantages of the present
disclosure will be more readily apparent from the detailed
description of the embodiments set forth below taken 1n con-
junction with the accompanying drawings.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1llustrates a block diagram of a networked system
configured to provide transaction record storage in accor-
dance with an embodiment of the invention.

FIG. 2A 1illustrates a transaction process in accordance
with an embodiment of the invention.

FIG. 2B illustrates a process of determining whether a
webpage includes transaction information 1n accordance with
an embodiment of the invention.

FI1G. 3 1llustrates a sample user interface displayed to a user
during the process of FIG. 2A 1n accordance with an embodi-
ment of the mvention.

FIG. 4 1llustrates a process ol retrieving transaction records
in accordance with an embodiment of the invention.

FIG. S 1llustrates a sample user intertace displayed to a user
during the process of FIG. 4 1in accordance with an embodi-
ment of the imvention.

FIG. 6 1llustrates a process of retrieving warranty informa-
tion 1n accordance with an embodiment of the invention.

FI1G. 7 1llustrates a sample user interface displayed to a user
during the process of FIG. 6 in accordance with an embodi-
ment of the mvention.

Like element numbers in different figures represent the
same or similar elements.

DETAILED DESCRIPTION

In accordance with various embodiments disclosed herein,
user online transaction records comprising transaction infor-
mation associated with various user-merchant transactions
can be conveniently stored by a payment service provider and
subsequently reviewed by a user. For example, in one
embodiment, transaction imformation such as receipts for a
plurality of different merchants may be aggregated by a pay-
ment service provider, thereby allowing a user to search the
information. In another embodiment, the transaction infor-
mation may include user-selectable links to permit users to
purchase products or services (1.e., items) referenced by the
transaction records.

In yet another embodiment, the transaction information
may include, for example, various terms and conditions (e.g.,
warranty information, return policies, price guarantees, and/
or other information) associated with i1tems purchased by
users. In another embodiment, users may request additional
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services (e.g., warranty services) through a user interface
facilitated by the payment service provider.

Referring now to the drawings wherein the showings are
for purposes of 1llustrating embodiments of the present inven-
tion only, and not for purposes of limiting the same, FIG. 1
illustrates a block diagram of a networked system 100 con-
figured to provide transaction record storage 1n accordance
with an embodiment of the invention. As shown, system 100
includes a client device 110, a merchant server 140, a war-
ranty management server 135, and a payment service pro-
vider server 170 1n communication over a network 160.

Client device 110, warranty management server 135, mer-
chant server 140, and payment service provider server 170
may each include one or more processors, memories, and
other appropriate components for executing instructions such
as program code and/or data stored on one or more computer
readable mediums to implement the various applications,
data, and steps described herein. For example, such instruc-
tions may be stored in one or more computer readable medi-
ums such as memories or data storage devices internal to the
servers, external to the servers, and/or accessible by the serv-
ers over network 160.

Network 160 may be implemented as a single network or a
combination of multiple networks. For example, 1n various
embodiments, network 160 may include the Internet or one or
more intranets, landline networks, wireless networks, and/or
other appropriate types of networks.

Client device 110 may be implemented using any appro-
priate combination of hardware and/or software configured
for wired and/or wireless communication over network 160.
For example, 1n one embodiment, client device 110 may be
implemented as a personal computer of a user 105 (e.g., a
customer) i communication with the Internet. In other
embodiments, client 110 may be implemented as a wireless
telephone, personal digital assistant (PDA), notebook com-
puter, and/or other types of computing devices.

As shown, client device 110 may include one or more
browser applications 115 which may be used, for example, to
provide a convenient mterface to permit user 1035 to browse
information available over network 160. For example, 1n one
embodiment, browser application 115 may be implemented
as a web browser configured to view webpages or other con-
tent available over the Internet.

Client device 110 may also include one or more toolbar
applications 120 which may be used, for example, to provide
client-side processing for performing desired tasks 1n
response to operations selected by user 105. In one embodi-
ment, toolbar application 120 may display a user interface in
connection with browser application 115. In this regard, tool-
bar application 120 may be configured to receive mput com-
mands from user 105 instructing client device 110 to capture
transaction information displayed by browser application
115, flag webpages containing transaction information, or
perform other tasks.

Clientdevice 110 may also include aparser application 121
and a transaction detection application 123 that may be used
to process webpages displayed by browser application 115.
Parser application 121 may be implemented to parse the
webpages to 1dentily various data included 1n the webpages.
Transaction detection application 123 may process the data
identified by parser application 121 ({or example, by applying
predetermined heuristics) to ascertain various characteristics
of the webpages that may be associated with transaction
information. For example, 1n one embodiment, such heuris-
tics may include the presence of dollar amounts, shipping
information, or other information that may be associated with
transactions performed by user 105 over network 160.
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Accordingly, by parsing webpages with parser application
121 and further processing the parsed data with transaction
detection application 123, client device 110 may identily
whether a given webpage includes transaction information
associated, for example, with one or more transactions per-
formed by user 105 over network 160.

Client device 110 may further include other applications
125 as may be desired 1n particular embodiments to provide
desired features to client device 110. For example, 1n various
embodiments, such other applications 123 may include secu-
rity applications for implementing client-side security fea-
tures, programmatic client applications for interfacing with
appropriate application programming interfaces (APIs) over
network 160, or other types of applications.

As also shown 1n FIG. 1, client device 110 includes one or
more user identifiers 130 which may be implemented, for
example, as operating system registry entries, cookies asso-
ciated with browser application 113, i1dentifiers associated
with hardware of client device 110, or other appropriate 1den-
tifiers. In one embodiment, user identifier 130 may be used by
a payment service provider to associate user 105 with a par-
ticular account maintained by the payment service provider
as Turther described herein.

Client device 110 may optionally include a local transac-
tion webpage database 133 that 1dentifies various webpages
previously determined to be associated with transaction infor-
mation. For example, 1n one embodiment, local transaction
webpage database 133 may include a list of addresses (for
example, uniform resource identifiers (URLs)) or domains
that may be associated with webpages of merchant server 140
or payment service provider server 170. In this regard, trans-
action detection application 123 may be implemented to com-
pare an address associated with a given webpage recerved by
browser application 115 to entries 1n local transaction
webpage database 133 to identily webpages that include
transaction information.

Merchant server 140 may be maintained, for example, by
an online merchant offering various products and/or services
in exchange for payment to be received over network 160. In
this regard, merchant server 140 includes a products/services
database 145 1dentilying available products and/or services
which may be made available for viewing and purchase by
user 105. Accordingly, merchant server 140 also includes a
marketplace application 150 which may be configured to
serve information over network 160 to browser 115 of client
110. For example, 1n one embodiment, user 105 may interact
with marketplace application 150 through browser applica-
tion 1135 over network 160 1n order to search and view various
items 1dentified 1n products/services database 143.

Merchant server 140 also includes a checkout application
155 which may be configured to facilitate the purchase by
user 105 of 1tems 1dentified by marketplace application 150.
In this regard, checkout application 155 may be configured to
accept payment information from user 1035 and/or from pay-
ment service provider server 170 over network 160.

Warranty management server 135 includes a warranty
database 165 which may be configured to store warranty
information associated with various i1tems identified by prod-
ucts/services database 145 of merchant server 140. For
example, in one embodiment, warranty database 165 may
identify particular time periods associated with various war-
ranties of particular items. Warranty management server 135
may be implemented to serve relevant warranty information
in response to warranty information requests by payment
server provider server 170 as further described herein. In
various embodiments, warranty management server 135 may
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be operated, for example, by a merchant, a payment service

provider, a warranty provider, or other appropriate entities.
Payment service provider server 170 may be maintained,

for example, by an online payment service provider which

may provide payment on behalf of user 105 to the operator of 3

merchant server 140. In this regard, payment service provider
server 170 includes one or more payment applications 175
which may be configured to mteract with client device 110
and/or merchant server 140 over network 160 to facilitate the
purchase of items by user 105 from merchant server 140. In
one embodiment, payment service provider server 170 may
be provided by PayPal, Inc.

Payment service provider server 170 also maintains a plu-
rality of user accounts 180, each of which may include
account information 185 associated with individual users. For
example, 1n one embodiment, account information 185 may
include private financial information of user 105 such as
account numbers, passwords, credit card information, bank
information, or other financial information which may be
used to facilitate online transactions by user 105. Advanta-
geously, payment application 175 may be configured to inter-
act with merchant server 140 on behalf of user 105 during a
transaction with checkout application 155 without requiring,
user 105 to provide account information 1835 to merchant
server 170.

Payment service provider server 170 further maintains a
plurality of transaction records 195 which are associated with
individual user accounts 180. As further described herein,
transaction records 195 may be implemented to store trans-
action information associated with particular online transac-
tions between user 105 and merchant server 140 (i.e., user-
merchant transactions). Accordingly, payment service
provider server 170 can provide centralized storage of trans-
action information.

Payment service provider server 170 also provides a trans-
action record processing application 190 which may be con-
figured to serve particular transaction records 195 to client
device 110 1n response to user requests. Transaction record
processing application 190 may further be configured to serve
warranty information received from warranty management
server 135 1n response to user requests.

Payment service provider server 170 may optionally
include a master transaction webpage database 197 that 1den-
tifies various webpages as being associated with transaction
information as similarly described above with regard to local
transaction webpage database 133. In this regard, transaction
detection application 123 of client device 110 may be imple-
mented to send requests to payment service provider 170 to
compare an address associated with a given webpage to
entries 1n master transaction webpage database 197 to 1den-
tify webpages that include transaction information.

FIG. 2A 1llustrates a transaction process 1n accordance
with an embodiment of the invention. In 1mitial step 210, 1t 1s
assumed that user 1035 has previously registered with payment
service provider server 170 to open a user account 180. In this
regard, 1t will be appreciated that user 105 may have previ-
ously provided account information 1835 to payment service
provider server 170 over network 160 through, for example, a
secure connection between client device 110 and payment
service provider server 170.

As a result of such previous registration, client device 110
stores a user 1dentifier 130 that may be used to i1dentily the
particular user 105 as having a user account 180 maintained
by payment service provider server 170. As previously
described, user identifier 130 may be implemented, for
example, as one or more cookies, operating system registry
entries, hardware 1dentifiers, or other types of 1dentifiers.
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In step 215, user 105 accesses an online marketplace pro-
vided by merchant server 140. For example, 1n one embodi-
ment, user 105 may use browser application 115 to access a
webpage provided by marketplace application 150 of mer-
chant server 140. In this regard, marketplace application 150
may be configured to display various 1tems 1dentified 1n prod-
ucts/services database 1435. Also 1n step 215, user 105 may
optionally select such 1tems for purchase through interaction
between browser application 115 and checkout application
155.

Then, 1 step 220, user 105 engages 1n a transaction with
merchant server 140 to purchase various items selected dur-
ing previous step 2135. In this regard, user 105 may authorize
an operator of payment service provider server 170 to provide
relevant financial information (e.g., account information 185
from one of user accounts 180 associated with user 105) for
executing such transactions on behalf of user 105. In one
embodiment, client device 110 may interact with merchant
server 140 during step 220. In another embodiment, payment
service provider server 170 may interact with merchant server
140 on behalf of client device 110 and user 1035 during step
220.

In step 225, merchant server 140 provides information
associated with the transaction performed in previous step
220. For example, in one embodiment, merchant server 140
may provide a webpage including transaction details to client
device 110 which may be viewed by user 105 through
browser application 113. In another embodiment, merchant
server 140 may provide an email message to client device 110
identifying such transaction details. In one embodiment, the
transaction information provided by merchant server 140 in
step 225 may include program code, such as JavaScript™
code embedded in a webpage, that 1s executable by client
device 110.

FIG. 3 illustrates a sample user interface 300 that may be
displayed to user 105 on client device 110 by browser appli-
cation 115 for viewing transaction information provided 1n
step 225. In this regard, user interface 300 includes a browser
window 310 provided by browser application 115 to display
a dynamically created webpage. As shown, browser window
310 includes various product descriptions 320 provided by
marketplace application 150 which correspond to various
products purchased by user 105 during previous step 220.

Returning to FIG. 2A, 1n step 230, merchant server 140 or
client device 110 captures the transaction information pro-
vided in step 225. For example, in one embodiment, merchant
server 140 may capture the transaction information locally 1n
HTML, XML, or another text-based format. In another
embodiment, merchant server 140 may capture a graphic
image of the transaction record. Similarly, 1n other embodi-
ments, toolbar application 120 or other applications 125 of
client device 110 may capture the transaction information
locally in HTML, XML, or another text-based format, or may
capture a graphic image of the transaction information. In one
embodiment, the capturing may be performed by client
device 110 in response to one or more commands 1nitiated by
user 105. Such commands may include, for example, user 105
selecting an appropriate button 330 displayed 1n user inter-
tace 300 by toolbar application 120. In another embodiment,
such capturing may be performed by client device 110 with-
out requiring interaction by user 105. In one embodiment,
client device 110 may perform the process of FIG. 2B during
step 230 as further described herein.

In various embodiments, the transaction information cap-
tured 1n step 230 may include, for example, line item details
for particular 1tems purchased in the transaction of step 220,
links to one or more webpages maintained by merchant server
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140 that are associated with particular purchased 1tems, per-
sonal or financial information of user 105, user 1dentifier 130,
identification information of a particular merchant, merchant
policy terms (e.g., individual merchant return policies), ship-
ping information, terms and conditions previously described
herein, or other information.

Following step 230, merchant server 140 or client device
110 passes the captured transaction information to payment
service provider server 170 (step 235). For example, 11 trans-
action information is captured and passed by merchant server
140, such information may be passed from merchant server
140 to payment service provider server 170 over network 160
in response to the capturing performed 1n step 230 by mer-
chant server 140.

In another example, 1f transaction information 1s captured
and passed by client device 110, such information may be
passed from client device 110 to payment service provider
server 170 over network 160 1n response to the capturing
performed 1n step 230 by client device 110. As discussed, the
transaction information provided by merchant server 140 in
previous step 225 may include program code that 1s execut-
able by client device 110. Such code may be executed by
clientdevice 110 1n step 235 to cause client device 110 to pass
transaction information to payment service provider server
170.

In another example, 1f transaction information 1s captured
and passed by client device 110, such information may be
passed from client device 110 to payment service provider
server 170 over network 160 using a printer driver (e.g.,
maintained by client device 110 as one of other applications
125). In this regard, such a printer driver may be configured to
send transaction information (e.g., transaction information
captured in step 230 of FIG. 2A) to payment service provider
server 170 over network 160 in response to user 105 selecting
button 330 of user iterface 300 shown 1n FIG. 3.

In step 240, payment service provider server 170 stores the
captured transaction information as one of transaction
records 195 associated with the particular user account 180 of
user 105.

It will be appreciated that by performing the process of
FIG. 2A for a plurality of transactions by user 105 with
merchant server 140 and/or other merchants, a plurality of
transaction records 195 may be stored by payment service
provider server 170 and associated with an appropriate user
account 180 associated with user 180. Such transaction
records 195 may be subsequently accessed by user 105 to
facilitate additional operations as further described herein.

FIG. 2B illustrates a process of determiming whether a
webpage includes transaction information in accordance with
an embodiment of the invention. As previously discussed, the
process of FIG. 2B may be performed by client device 110
during step 230 of FIG. 2A.

In step 2350, transaction detection application 123 com-
pares an address (e.g., a URI or other appropnate identifier) of
a webpage (e.g., a webpage provided to client device 110
during earlier step 225) to local transaction webpage database
133 or master transaction webpage database 197. If a match-
ing address 1s found (step 2535), then transaction detection
application 123 will determine that the webpage includes
transaction information (step 290). Following step 290, client
device 110 captures the transaction information by, for
example, capturing a record of the webpage 1n any appropri-
ate manner as previously discussed.

If a match 1s not found 1n step 253, then the process of FIG.
2B continues to step 260. In step 260, parser application 121
parses the webpage to 1dentily data included in the webpage.
In step 263, transaction detection application 123 applies
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heuristics to the data identified in previous step 260 1n order to
ascertain various characteristics of the webpages that may be
associated with transaction information as previously dis-
cussed. If the processing performed 1n step 263 detects that
the webpage likely includes transaction information (step
265), then the process of FIG. 2B continues to step 290 as
previously discussed. If no ftransaction information 1s
detected 1n step 265, then steps 260, 263, and/or 265 may be
optionally repeated as many times as desired to further
attempt to detect transaction information. In one embodi-
ment, transaction detection application 123 may apply ditier-
ent heuristics during repeated 1terations of step 263.

In step 275, transaction detection application 123 deter-
mines that the currently processed webpage likely does not
include transaction imformation. In step 280, user 105 may
optionally flag the webpage (for example, by selecting an
appropriate button 340 displayed in user interface 300 by
toolbar application 120 as shown 1n FIG. 3) to indicate that
user 105 believes the webpage does indeed include transac-
tion information. In response to step 280, transaction detec-
tion application 123 may optionally update local transaction
webpage database 133 to include an address associated with
the current webpage (step 285). Alternatively 1n step 285,
transaction detection application 123 may inform payment
service provider server 170 of the user’s 105 flagging of the
current webpage. In this case, payment service provider
server 170 may optionally update master transaction
webpage database 197 to include an address associated with
the current webpage. Following step 285, the process of FIG.
2B may optionally continue to step 295 previously discussed
above.

FI1G. 4 1llustrates a process of retrieving transaction records
195 1n accordance with an embodiment of the mmvention. The
process ol FIG. 4 may be performed following the process of
FIG. 2A.

In step 410, user 105 logs 1n to payment service provider
server 170 1in order to authenticate user 105 for accessing the
particular transaction records 195 associated with one of user
accounts 180. For example, 1n one embodiment, user 105 may
interact with payment service provider server 170 through an
appropriate browser intertace provided by browser applica-
tion 113.

Inresponse to a successiul log in, payment service provider
server 170 may permit user 103 to enter one or more search
terms for searching the contents of transaction records 195
(step 420). In response to a search request entered by user
105, payment service provider server 170 retrieves and serves
any of transaction records 195 matching the search terms to
client device 110 for display to user 105 by browser applica-
tion 113 (step 430).

For example, FIG. 35 illustrates a sample user interface 500
that may be displayed to user 105 on client device 110 by
browser application 115 for viewing transaction record
search results provided 1n step 430. In this regard, user inter-
face 500 includes a search window 510 into which user 105
may enter desired search terms. A user-operable button 520 1s
also provided which may cause transaction record processing
application 190 to search transaction records 195 for the
terms entered in search window 510.

In the embodiment illustrated 1in FIG. 5, transaction record
processing application 190 has returned two particular trans-
action records 530 and 550 associated with the search term
“ABC” entered 1n search window 510. In this regard, it will be
appreciated that transaction records 530 and 550 each include
various transaction information 540 and 560, respectively,
associated with different transactions executed by user 103 1n
relation to a particular merchant (“Merchant ABC™). Accord-
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ingly, 1t will be appreciated that in this embodiment merchant
server 140 may be maintained by Merchant ABC. However, it
will also be appreciated that a plurality of merchant servers
140 associated with different merchants may also be provided
as part of system 100.

Advantageously, user interface 500 also includes a plural-
ity of user-selectable reorder buttons 570 to permit user 105 to
selectively re-purchase particular items identified in transac-
tion records 330 and 550. In this regard, 1t will be appreciated
that the transaction information previously provided to pay-
ment service provider server 170 (e.g., in step 235 of FIG. 2A)
may include, for example, line 1item details for particular
items purchased in the transaction, links to one or more
webpages maintained by merchant server 140 that are asso-
ciated with particular purchased 1tems, personal or financial
information of user 105, user identifier 130, i1dentification
information of a particular merchant, or other information.

Accordingly, each of reorder buttons 370 may be associ-
ated with particular features provided by payment service
provider server 170. In one embodiment, payment applica-
tion 175 may be configured to execute another transaction
with checkout application 155 of merchant server 140 to
re-purchase a particular item listed in transaction records 530
or 550. In this regard, 1t will be appreciated that payment
application 155 may use account information 185 and trans-
action records 195 to link to merchant server 140 and provide
relevant information to merchant server 140 in order to per-
form such a transaction 1n response to a selection of one of
reorder buttons 570 by user 105.

In another embodiment, payment service provider server
170 may be implemented to redirect browser application 115
of client device 110 to a webpage associated with a particular
item listed 1n transaction records 530 or 350. In this regard, 1t
will be appreciated that payment service provider server 170
may use transaction records 195 to provide a relevant link to
a webpage associated with the 1tem 1n response to a user’s
selection of one of reorder buttons 570. It will be appreciated
that the above-identified features associated with reorder but-
tons 570 may be particularly useful to customers that fre-
quently repurchase 1tems, such as refills of consumable office
supplies (e.g., paper or printer cartridges), food, medication,
or other 1tems to be replenished.

Returning to FIG. 4, i step 440, user 105 selects one of
reorder buttons 570 of user interface 500. In one embodiment,
the following step 450 may be performed by payment appli-
cation 175 executing another transaction with checkout appli-
cation 1355 of merchant server 140 to re-purchase the particu-
lar item associated with the selected reorder button 570. It will
be appreciated that in this embodiment, previously-described

steps 225 through 240 of FIG. 2A may be performed to

[

provide payment service provider 170 with transaction infor-
mation (e.g., to be stored by payment service provider server
170 as an additional transaction record 195) associated with
the new transaction performed 1n step 450.

In another embodiment, step 450 may be performed by
payment service provider server 170 redirecting browser
application 115 of client device 110 to a webpage associated
with the particular 1tem associated with the selected reorder
button 570. In this embodiment, steps 225 through 240 of
FIG. 2A may be performed to provide payment service pro-
vider 170 with transaction information associated with the
new transaction performed in step 450.

FI1G. 6 illustrates a process of retrieving warranty informa-
tion 1n accordance with an embodiment of the mvention. In
step 610, user 105 logs 1n to payment service provider server
170 as previously described with regard to step 410 of FI1G. 4.
Then, 1n step 620, user 105 may search the contents of trans-
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action records 195 as previously described with regard to step
420 of FIG. 4. In response to a search request entered by user
105, payment service provider server 170 identifies any items
in transaction records 195 matching the search terms (step
630).

Payment service provider server 170 then passes a request
to warranty management server 135 requesting warranty
information corresponding to the matching items (step 640).
As previously described, warranty management server 1335
includes a warranty database 163 which may be configured to
store warranty information associated with various items
identified by products/services database 145 of merchant
server 140. Accordingly, 1n step 650, warranty management
server 135 retrieves any available warranty information con-
cerning the requested items from warranty database 165. Also
in step 650, warranty management server 135 passes such
warranty information to payment service provider 170. For
example, in one embodiment, such warranty information may
identily an association between the requested item and a
standard warranty period (e.g., ninety days, one year, or other
periods).

In step 660, payment service provider server 170 calculates
the warranty expiration date associated with the requested
item. Because the purchase date of the 1tem may be stored by
payment service provider server 170 as part of transaction
records 195, payment service provider server 170 can pro-
ceed to calculate the warranty expiration date using the pur-
chase date and the warranty information received from war-
ranty management server 135.

In step 670, payment service provider server 170 serves the
warranty expiration date to client device 110 for display to
user 105 by, for example, browser application 115. For
example, FIG. 7 illustrates a sample user interface 700 that
may be displayed to user 105 on client device 110 by browser
application 115 for viewing warranty information during step
660. In this regard, user iterface 700 includes a search win-
dow 710 into which user 105 may enter desired search terms.
A user-operable button 720 1s also provided which may cause
transaction record processing application 190 to search trans-
action records 195 for the terms entered 1n search window
710, request and retrieve corresponding warranty informa-
tion, and display such information 1in a window 730.

In the embodiment illustrated 1n FIG. 7, transaction record
processing application 190 has returned warranty informa-
tion 740 for one previously purchased item associated with
the search term “MP3” entered 1n search window 710. In this
regard, 1t will be appreciated that warranty information 740
identifies the 1tem purchased and its purchase date, each of
which may be obtained from one of transaction records 1935
(e.g., transaction record 550 previously described with regard
to FIGS. 4 and 5).

In this case, warranty management server 133 has retrieved
warranty mformation corresponding to the displayed “MP3
PLAYER” item. Specifically, warranty management server
135 has found that the item 1s associated with a one year
warranty period. Accordingly, as shown in FIG. 7, the war-
ranty expiration date has been calculated as occurring one
year from the purchase date.

As also shown 1n FIG. 7, user interface 700 may further
include user-selectable buttons 750 and 760 which may be
implemented to permit user 105 to submit a warranty claim or
purchase a warranty extension, respectively. In this regard, 1t
will be appreciated that payment service provider server 170
may be configured to interact with an appropriate warranty
management provider through, for example, warranty man-
agement server 135, merchant server 140, or other servers
over network 160 which may be configured to facilitate such
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teatures. Returning to FIG. 6, in optional step 680, user 105
may choose to submit a warranty claim or purchase a war-

ranty extension as described above with regard to buttons 750
and 760.
Although FIGS. 6-7, warranty management server 135,

and warranty database 165 have been described with respect
to providing warranty information, such portions of the
present disclosure may optionally be adapted to service other
types ol information associated with particular items pur-
chased by user 105 1n previous transactions with merchant
server 140. For example, server 135 may be implemented to
provide payment service provider server 170 with various

terms and conditions associated with items 1dentified 1n trans-
action records 195 as such information may be desired 1n
particular implementations.

In view of the present disclosure, 1t will be appreciated that
various methods and systems have been described for storing,
retrieving, and utilizing transaction records associated with
online transactions. Advantageously, transaction records for a
plurality of different merchants may be aggregated by a pay-
ment service provider 1n a centralized manner, thereby allow-
ing a user to search the records. Such transaction records may
be associated with user-selectable links to permit users to
reorder previously purchased items, obtain warranty informa-
tion, and request warranty services for items referenced by
the transaction records. The transaction records may also be
used for tracking chargebacks associated with particular mer-
chants and for dispute resolution.

Advantageously, payment service providers may leverage
the above-described integrated warranty features to motivate
additional purchases by users. For example, by providing
users with selectable links for purchasing warranty exten-
s1omns, payment service providers may offer their services to
facilitate such transactions. In addition, payment service pro-
viders may offer automatic warranty extensions to users for
items purchased using their services. The availability of such
features may also be used by payment service providers to
encourage additional merchants to accept payment from such
payment service providers.

Where applicable, various embodiments provided by the
present disclosure can be implemented using hardware, soft-
ware, or combinations of hardware and software. Also where
applicable, the various hardware components and/or software
components set forth herein can be combined into composite
components comprising soiftware, hardware, and/or both
without departing from the spirit of the present disclosure.
Where applicable, the various hardware components and/or
soltware components set forth herein can be separated 1nto
sub-components comprising software, hardware, or both
without departing from the spirit of the present disclosure. In
addition, where applicable, 1t 1s contemplated that software
components can be implemented as hardware components,
and vice-versa.

Software 1n accordance with the present disclosure, such as
program code and/or data, can be stored on one or more
computer readable mediums. It 1s also contemplated that soft-
ware 1dentified herein can be implemented using one or more
general purpose or specific purpose computers and/or coms-
puter systems, networked and/or otherwise. Where appli-
cable, the ordering of various steps described herein can be
changed, combined into composite steps, and/or separated
into sub-steps to provide features described herein.

The foregoing disclosure 1s not intended to limit the present
invention to the precise forms or particular fields of use dis-
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closed. It 1s contemplated that various alternate embodiments
and/or modifications to the present invention, whether explic-
itly described or implied herein, are possible 1n light of the
disclosure.

Having thus described embodiments of the invention, per-
sons of ordinary skill in the art will recognize that changes
may be made in form and detail without departing from the
scope of the invention. Thus the mvention 1s limited only by
the claims.

What 1s claimed 1s:

1. A machine-implemented method of processing transac-
tion information, wherein the method 1s performed by a client
device of a user, the method comprising:

recerving a webpage at the client device, wherein the

webpage has an associated webpage address;
comparing, by the client device, the webpage address with
a transaction webpage database;
determining, at the client device, that the webpage address
matches an address of the transaction webpage database;
capturing, at the client device, at least a portion of the
webpage corresponding to transaction information asso-
ciated with a user-merchant transaction, and
passing, by the client device, the transaction information
over a network 1n order to facilitate storage of the trans-
action information 1n a transaction record.

2. The method of claim 1, further comprising;

determinming, by the client device, that the webpage address

does not match an address of the transaction webpage
database:

parsing the webpage to identily data included in the

webpage;

applying heuristics to the identified data to ascertain

whether the webpage comprises the transaction infor-
mation; and

performing the capturing and passing upon ascertaining

that the webpage comprises the transaction information.

3. The method of claim 1, further comprising:

recerving a user command to capture the webpage; and

performing the capturing and passing in response to the

user command.

4. The method of claim 1, wherein the capturing and pass-
ing are performed by a printer driver of the client device.

5. The method of claim 1, further comprising updating the
transaction webpage database to include the webpage
address.

6. The method of claim 5, further comprising receiving a
user command to flag the webpage to indicate the webpage
comprises the transaction information, wherein the updating
1s performed 1n response to the user command.

7. The method of claim 1, further comprising maintaining,
the transaction webpage database locally at the client device.

8. The method of claim 1, wherein the transaction infor-
mation comprises information selected from the group con-
s1sting of: user-merchant transaction receipts, user-selectable
links, warranty information, return policy information, and
price guarantee information.

9. A client device comprising;:

one or more processors; and

one or more memories adapted to store a plurality of

machine-readable instructions which when executed by
the one or more processors are adapted to cause the
client device to perform a method comprising:
receving a webpage, wherein the webpage has an associ-
ated webpage address, comparing the webpage address
with a transaction webpage database, determining that
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the webpage address matches an address of the transac-
tion webpage database,

capturing at least a portion of the webpage corresponding

to transaction information associated with a user-mer-
chant transaction, and passing the transaction informa-
tion over a network 1n order to facilitate storage of the
transaction information in a transaction record database.

10. The client device of claim 9, wherein the method fur-
ther comprises determining that the webpage address does
not match an address of the transaction webpage database;

parsing the webpage to identify data included in the

webpage;

applying heuristics to the identified data to ascertain

whether the webpage comprises the transaction infor-
mation; and

performing the capturing and passing upon ascertaining

that the webpage comprises the transaction information.

11. The client device of claim 9, wherein:

the client device 1s adapted to receive a user command to

capture the webpage; and

the method further comprises performing the capturing and

passing in response to the user command.

12. The client device of claim 11, wherein the machine-
readable 1nstructions define a printer driver which when
executed by the one or more processors 1s adapted to cause the
client device to perform the capturing and passing.

13. The client device of claim 9, wherein the method fur-
ther comprises updating the transaction webpage database to
include the webpage address.

14. The client device of claim 13, wherein the client device
1s adapted to receive a user command to flag the webpage to
indicate the webpage comprises the transaction information,
wherein the updating 1s performed 1n response to the user
command.

15. The client device of claim 9, further comprising the
transaction webpage database, wherein the method further
comprises maintaining the transaction webpage database.

16. The client device of claim 9, wherein the transaction
information comprises information selected from the group
consisting of: user-merchant transaction receipts, user-select-
able links, warranty information, return policy information,
and price guarantee information.
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17. A client device comprising;:

means for recerving a webpage at a client device, wherein
the webpage has an associated webpage address;

means for comparing the webpage address with a transac-
tion webpage database;

means for capturing at least a portion of the webpage

corresponding to transaction information associated
with a user-merchant transaction upon a determination
that the webpage address matches an address of the
transaction webpage database; and

means for passing the transaction information over a net-

work 1 order to facilitate storage of the transaction
information 1n a transaction record upon the determina-
tion that the webpage address matches the address of the
transaction webpage database.

18. The client device of claim 17, further comprising:

means for parsing the webpage to 1dentity data included 1n

the webpage; and

means for applying heuristics to the identified data to ascer-

tain whether the webpage comprises the transaction
information.

19. The client device of claim 17, further comprising:

means for recerving a user command to capture the

webpage; and

means for performing the capturing and passing 1n

response to the user command.

20. The client device of claim 17, further comprising
means for updating the transaction webpage database to
include the webpage address.

21. The client device of claim 20, further comprising
means for recerving a user command to flag the webpage to
indicate the webpage comprises the transaction information,
wherein the updating means 1s adapted 1s operate 1n response
to the user command.

22. The client device of claim 17, further comprising
means for maintaining the transaction webpage database
locally at the client device.

23. The client device of claim 17, wherein the transaction
information comprises information selected from the group
consisting of: user-merchant transaction receipts, user-select-
able links, warranty information, return policy information,
and price guarantee information.
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