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1

SEPARATION OF VALIDATION SERVICES IN
VOIP ADDRESS DISCOVERY SYSTEM

This application claims priority under 35 U.S.C. §120 to
U.S. patent application Ser. No. 11/780,928, “USING PSTN

REACHABILITY TO VERIFY VOIP CALL ROUTING
INFORMATION™ filed Jul. 20, 2007, the entire contents of
which are hereby incorporated herein by reference.

TECHNICAL FIELD

This disclosure relates generally to Voice over Internet
Protocol (VoIP).

BACKGROUND

Voice over Internet protocol (VoIP) systems manage the
delivery of voice information over the Internet. VoIP involves
sending voice information in digital form 1n discrete packets
rather than using the traditional circuit-committed protocols
of the public switched telephone network (PSTN). VoIP 1s
also referred to as IP Telephony, Internet telephony, Broad-
band telephony, Broadband Phone, and Voice over Broad-
band. A major advantage of using VoIP 1s that 1t avoids the
tolls charged by ordinary telephone service providers. As
such, VoIP systems are becoming ever more common within
enterprises.

A VoIP call typically mvolves a signaling session and a
media session. The signaling can be accomplished using vari-
ous protocols such as Session Initiation Protocol (SIP), H.323
Protocol, or any other suitable signaling protocols. SIP 1s an
application-layer control (signaling) protocol that 1s used for
creating, modilying, and terminating sessions with one or
more participants. These sessions can include Internet tele-
phone calls, multimedia distribution, and multimedia confer-
ences. SIP clients use Transmission Control Protocol (TCP)
or User Datagram Protocol (UDP) to connect to SIP servers
and other SIP endpoints. H.323 defines the protocols that
provide audio-visual communication sessions on any packet
network; and 1s commonly used 1n VoIP and IP-based video-
conferencing.

Media streams may be sent using the Real-time Transport
Protocol (RTP). RTP helps to ensure that packets get deliv-
ered 1n a timely way. Media streams also mvolve UDP pack-
ets, and are transmitted at regular intervals. Media streams are
typically encoded using a speech compression algorithm.

Typically, a call agent handles VoIP call routing for VoIP
clients. The call agent typically makes a VoIP call using a
destination telephone number. This number can be associated
with a client on the same call agent, 1n which case the call 1s
sent directly to that client. Or, the number might be associated
with a client associated with a different agent within the same
enterprise. In that case, the call agent sends the call to that
agent, using configured rules that define how to route the call.
When users within the enterprise communicate with users
outside of the enterprise, the call 1s terminated on a PSTN
gateway and routed ofl to the PSTN. This, however, elimi-
nates many of the benefits of VoIP.

Service providers are now beginning to offer “SIP Trunk™
services, whereby an enterprise can connect their calls via a
SIP link to the service provider instead of through an enter-
prise gateway. This technique has many of the same limita-
tions as a direct gateway interconnect, since the service pro-
vider typically routes the call to a gateway. Furthermore, SIP
trunks are not likely to be much cheaper than time-division
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multiplexing (TDM) trunks, because there 1s little business
incentive for a service provider to make them more cost
elfective.

Within enterprises or groups of enterprises, two call agents
may connect to each other directly over IP, without requiring,
an mtermediate service provider for voice services. One solu-
tion for accomplishing this 1s to statically configure direct SIP
or H.323 trunks between call agent or call manager instances
in different enterprises. While this may work for small-scale
close-knit communities, 1t becomes very burdensome for
even a few dozen interconnected sites and limits 1ts advan-
tages to VoIP calls within the community. Ideally, VoIP
should be as easily interconnected as email—any enterprise
should just be able to connect to any other enterprise, without
configuration.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates example components 1 a Voice over
Internet Protocol (VolIP) network and a Public Switched Tele-
phone Network (PSTN) system.

FIG. 2 illustrates for didactic purposes a hardware system,
which may be used to implement an Internet Protocol Private
Branch Exchange (IP-PBX) or other host of call agent or call
manager functionality.

FIG. 3 illustrates an example process flow implemented at
an originating call agent and associated with looking up an
address block 1n a registry of VoIP call routing information.

FIG. 4 illustrates an example process flow implemented at
an originating call agent to determine whether to make a
PSTN or VoIP call in response to a call initiation message.

FIG. 5 illustrates an example process flow implemented at
a destination call agent responsive to recerving a PSTN call.

FIG. 6 illustrates an example process flow implemented at
an originating call agent and associated with verifying a des-
tination call agent.

FIGS. 7A and 7B illustrate an example process flow imple-
mented at an originating call agent and associated with veri-
tying a destination call agent during a PSTN call.

FIG. 8 1s a flow chart of operation of one embodiment
implemented at a destination call agent and associated with
verilying the caller ID 1n a call imtiation message.

FIG. 9 1llustrates an example of a system that separates
validation services from the services of a call agent.

FIG. 10 illustrates an example flow diagram for the opera-
tion of the system at the originating side when the first of two
calls 1s made

FIG. 11 illustrates an example flow diagram for the opera-
tion of the system at the destination side when the first of the
two calls 1s made.

FIG. 12 1llustrates an example flow diagram for the opera-
tion of the system when an originating validation server vali-
dates a VoIP route corresponding to the telephone number of
the destination client.

FIG. 13 illustrates an example flow diagram for the opera-
tion of the system when the second of the two calls 1s made.

FIG. 14 illustrates one embodiment of a method to validate
a call agent.

DESCRIPTION OF EXAMPLE EMBODIMENTS
OVERVIEW

Particular implementations facilitate the exchange and
security ol VoIP calls over public packet-based communica-
tions networks. According to particular implementations, the
present invention enables a call agent to use the PSTN system
to verily ownership of numbers at another call agent.
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As described 1n further detail below, in one implementa-
tion, a call agent claiming ownership to one or more telephone
numbers may modily a registry of VoIP call routing informa-
tion with address blocks containing telephone numbers and/
or prefixes 1n association with a network address of a call
agent. This registry 1s accessible to multiple call agents across
a network. The registry may be a maintained 1 a central
repository or 1n a distributed system, such as a peer-to-peer
(P2P) network, where each call agent 1s a peer operative to
exchange VoIP call routing information with other peers.

The registry may include a hash-based access mechanism
to protect uniettered access to the VoIP call routing informa-
tion. For example, instead of each entry of the registry includ-
ing a telephone number or prefix (or block of telephone num-
bers) stored unencrypted, the entry contains a hashed value of
cach telephone number or prefix. To create an entry in the
registry, a call agent may hash each of 1ts claimed telephone
numbers and prefixes and place each into the registry. Simi-
larly, an originating (calling) call agent, responsive to a call
initiation message 1dentifying a destination telephone num-
ber, may determine the IP address of a destination call agent
by hashing the destination telephone number and looking 1t
up 1n the registry. In one implementation, the originating call
agent searches the registry for a matching entry, where a
matching entry would contain an IP address corresponding to
the destination call agent. As described 1n more detail below,
the originating call agent may have the destination telephone
number, while the hash 1n the registry may be of a prefix that
covers the destination telephone number. Accordingly, in one
implementation, 11 there 1s not a matching entry for the hashed
destination telephone number, the originating call agent may
strip the last digit of the number, hash it, and perform another
search. The onginating call agent may repeat this process
until a match 1s found or until the number of remaining digits
1s reached to a predefined threshold number.

However, the usage of the registry alone 1s not suilicient for
secure operation of the system. The principle challenge to
solve 1s to be certain that the entries 1n the registry are correct.
In particular, 1t must be verified that the call agent that has
written an entry or series of entries into the registry 1s truly the
“owner” of those numbers. Here, “ownership” implies the
property that, had the call actually been routed over the
PSTN, itwould arrive at that same agent or an agent within the
same enterprise. As described 1n further detail below, 1n one
implementation, an originating call agent may validate own-
ership of a telephone number by making a PSTN call to the
destination call agent claiming to own the telephone number.
Both call agents record attributes of the PSTN call. PSTN call
attributes may include, for example, a start time, an end time
il applicable, a call length, caller 1D, and other attributes of
the call. Either during or after the call, the originating call
agent transmits a request, over 1P, for PSTN call attributes to
the destination call agent. If the destination call agent had not
recetved the PSTN call, 1t will not have access to these
attributes. Therefore, 11 1t can provide these attributes to the
originating call agent, it can demonstrate 1ts ownership of the
destination number. Depending on whether the destination
call agent responds successiully, the originating call agent
may apply an appropriate policy (e.g., store data associated
with the verified call agent 1n the cache so that, for example,
tuture calls can be connected immediately over VolP, con-
tinue the PSTN call, etc.).

As described 1n further detail below, 1n one implementa-
tion, a destination call agent may verity the caller identifica-
tion (ID) provided in a VoIP call signaling message sent by an
originating call agent by validating the originating call agent
against the cache or against the registry. In one implementa-
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tion, the destination call agent may also verify the caller 1D
provided by the originating call agent by making a PSTN call
to the number provided in the caller ID, where both call agents
record the PSTN call attributes. Either during or after the call,
the destination call agent transmaits, over IP, a request for
PSTN call attributes to the originating call agent. Depending
on whether the originating call agent successiully responds to
the request, the originating call agent may apply an appropri-
ate policy (e.g., display the caller ID or permit the call for a
verified call agent, etc.).

As also described 1n further detail below, 1n one implemen-
tation, the validation of VoIP routes may be separated from
the call agent. A validation server—instead of or in addition to
the call agent—may validate ownership of a telephone num-
ber or otherwise communicate with the registry. The valida-
tion server and the call agent may communicate using a
validation access protocol (VAP). Using VAP, the call agent
may transmit the PSTN call attributes to the validation server.
After validating VoIP routes, the validation server may trans-
mit the validated VoIP routes using VAP to the call agent for
storage 1n a cache. When determining whether to imtiate a call
to a destination telephone number over a VoIP network or
over the PSTN, the call agent may search the cache for a
corresponding validated route that matches the destination
telephone number. If the call agent finds a corresponding
validated route, then the call agent may 1nitiate the call over
the VoIP network. If the call agent fails to find the correspond-
ing validated route, the call agent may 1nitiate a call over the
PSTN.

The present invention 1s defined by the following claims,
and nothing 1n this section should be taken as a limitation on
those claims. Further aspects and advantages of the invention
are discussed below 1n conjunction with the example embodi-
ments.

Example Embodiments

FIG. 1 illustrates an example network environment includ-
ing a packet-switched communications network, supporting a
Voice over Internet Protocol (VoIP) network, and a Public
Switched Telephone Network (PSTN) system. In a specific
embodiment of the present invention, the system includes
enterprise networks 20a, 205, 20¢, and 204 that are operably
coupled to a public Internet 22. The enterprise networks 20a,
2056, 20c¢, and 20d include respective call agents 24a, 245,
24c, and 24d that are also operably coupled to a PSTN net-
work 26. Each of enterprise networks 20a, 2056, 20c¢, and 204
are also operably coupled to one or more clients 28a-28/ over
the respective enterprise networks.

A call agent 24, may be any component configured to
receive call control protocol messages. Alternatively or in
addition, the call agent 24 may be any component configured
to transmuit call control protocol messages. A VoIP call agent,
may be any call agent 24 configured to receive VoIP call
control protocol messages. Alternatively or 1n addition, the
VoIP call agent may be any call agent 24 configured to trans-
mit VoIP call control protocol messages. Examples of a VoIP
call control protocol include Session Initiation Protocol
(SIP), H.323 Protocol, or any other suitable signaling proto-
cols. In one implementation, a call agent 24 may be an IP-
PBX hosting call manager application, such as Cisco Call
Manager (CCM), or any node hosting VoIP call manager
functions. In another implementation, the call agent 24 may
be an IP to IP gateway, such as a Session Border Controller
(SBC) or Back-to-Back User Agent (B2BUA) connected to
an existing TDM PBX, IP PBX, or other voice or voice over
IP equipment. In another implementation, call agent 24 may
be a firewall or border router at the edge or near the edge of the
IP network 20. In yet another implementation, the call agent
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24 may be a softswitch. In one implementation, the call agents
24 may perform the processes described below, including
functionalities directed to accessing registries of VoIP call
routing information, making and recerving PSTN and VoIP
calls and veritying other call agents. In particular implemen-
tations, call agents 24 may possibly have media gateway
functionalities. In one implementation, a client 28 may be a
phone operably connected to a network or directly to a call
agent 24. Alternatively or in addition, the client 28 may be a
VoIP client.

A call agent 24, when implemented on an IP-PBX, may
switch calls between VoIP clients 28 on local lines while
allowing all VoIP clients 28 to share a certain number of
external PSTN network phone lines. The call agent 24 may
also switch calls between a VoIP user and a traditional tele-
phone user, or between two traditional telephone users 1n the
same way that a conventional PBX does.

In particular implementations, the call agents 24 are opera-
tive to connect through the public internet 22 to form a P2P
network for the purpose of maintaining a distributed registry
of VoIP call routing information. In another implementation,
call agents 24 all access a centralized or hierarchically struc-
tured common store, such as a database Domain Name Sys-
tem (DNS) servers for the purpose of storing and accessing,
the registry of VoIP call routing information. In one imple-
mentation, each call agent 24 i1s operable to maintain and
access a cache, where the cache may be a local cache that
resides in the call agent 24 or may be external to but accessible
by call agents 24 of the P2P network. As discussed below, the
local cache contains validated VoIP call routing information.
Each call agent 24 1s also operable to access a registry of VoIP
call routing information. A given call agent 24 may access 1ts
cache or the registry to store or to look up VoIP call routing
information of other call agents to make VoIP calls, as well as
to verily other call agents.

A PSTN 26 1s a circuit-switched network, comprising all or
a subset of the world’s public circuit-switched telephone
networks. The PSTN may include partial fixed-line analog
telephone systems, and partial digital telephone systems, as
well as mobile telephone systems. An advantage of utilizing,
the PSTN 26 1s that 1t may operatively connect many enter-
prises in the world that have PSTN connectivity and possibly
caller ID and connected party 1D.

FIG. 2 1llustrates for didactic purposes a hardware system
200, which may be used to implement a call agent host, such
as an Internet Protocol Private Branch Exchange (IP-PBX). In
one 1mplementation, hardware system 200 comprises a pro-
cessor 202, a cache memory 204, and one or more soitware
applications and drivers directed the functions described
herein. Additionally, hardware system 200 includes a high
performance input/output (I/0) bus 206 and a standard 1/O
bus 208. A host bridge 210 couples processor 202 to high
performance I/O bus 206, whereas 1/0O bus bridge 212 couples
the two buses 206 and 208 to each other. A system memory
214 and one or more network/communication interfaces 216
couple to bus 206. Hardware system 200 may further include
video memory (not shown) and a display device coupled to
the video memory. Mass storage 218 and I/O ports 220 couple
to bus 208. Hardware system 200 may optionally include a
keyboard and pointing device (not shown) coupled to bus 208.
Collectively, these elements are intended to represent a broad
category ol computer hardware systems, including but not
limited to general purpose computer systems based on the
Penttum® processor manufactured by Intel Corporation of
Santa Clara, Calif., as well as any other suitable processor.

The elements of hardware system 200 are described in
greater detail below. In particular, network interface 216 pro-
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vides communication between hardware system 200 and any
ol a wide range of networks, such as an Ethernet (e.g., IEEE
802.3) network, etc. Mass storage 218 provides permanent
storage for the data and programming instructions to perform
the above described functions implemented in the system
controller, whereas system memory 214 (e.g., DRAM) pro-
vides temporary storage for the data and programming
instructions when executed by processor 202. I/O ports 220
are one or more serial and/or parallel communication ports
that provide communication between additional peripheral
devices, which may be coupled to hardware system 200.

Hardware system 200 may include a variety of system
architectures, and various components of hardware system
200 may be rearranged. For example, cache 204 may be
on-chip with processor 202. Alternatively, cache 204 and
processor 202 may be packed together as a “processor mod-
ule,” with processor 202 being referred to as the “processor
core.” Furthermore, certain implementations of the present
invention may not require nor include all of the above com-
ponents. For example, the peripheral devices shown coupled
to standard I/O bus 208 may couple to high performance 1I/O
bus 206. In addition, in some 1implementations a single bus
may exist with the components of hardware system 200 being
coupled to the single bus. Furthermore, hardware system 200
may include additional components, such as additional pro-
cessors, storage devices, or memories.

As discussed above, 1n one embodiment, the operations of
the gateway or call manager described herein are imple-
mented as a series of software routines run by hardware
system 200. These software routines comprise a plurality or
series of 1nstructions to be executed by a processor 1n a
hardware system, such as processor 202. Initially, the series
ol instructions are stored on a storage device, such as mass
storage 218. However, the series of instructions can be stored
on any suitable storage medium, such as a diskette, CD-ROM,
ROM, etc. Furthermore, the series of instructions need not be
stored locally, and could be received from a remote storage
device, such as a server on a network, via network/commu-
nication interface 216. The instructions are copied from the
storage device, such as mass storage 218, into memory 214
and then accessed and executed by processor 202.

An operating system manages and controls the operation of
hardware system 200, including the input and output of data
to and from software applications (not shown). The operating
system provides an interface between the software applica-
tions being executed on the system and the hardware compo-
nents ol the system. According to one embodiment of the
present invention, the operating system 1s the Windows®
95/98/NT/XP operating system, available from Microsoit
Corporation of Redmond, Wash. However, other embodi-
ments of the present invention may be used with other suitable
operating systems, such as the Apple Macintosh Operating
System, available from Apple Computer Inc. of Cupertino,
Calif., UNIX operating systems, LINUX operating systems,
and the like.

In one embodiment, VoIP call routing information 1s main-
tained 1n a registry accessible to one or more call agents 24. In
one implementation, the registry may be discoverable and
publicly accessible. In one embodiment, the VoIP call routing
information may include a set of entries, each including a
telephone number or a prefix that represents a range of tele-
phone numbers (or a set of telephone numbers or prefixes).
For example, a given enterprise may own the telephone num-

ber +1-408-876-5432 and an address block of telephone num-
bers +1-973-952-5000 through +1-973-952-5999. As such,
the call agent 24 of the enterprise may create two entries and
would register, for each, a mapping that associates 1ts identity
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with the number or prefix. In one implementation, the key for
the mapping 1s the number or prefix of the number, including,

the digits only. In the example above, one key would be
14088765432, and the other would be 19739525, As such, 1n

one implementation, each call agent may register blocks of >

telephone numbers that it owns by treating the prefix as a
number and entering it 1n the registry. The 1dentity informa-
tion may include a network address (e.g., IP address, port
number, hostname, etc.) or any other type of information that
identifies a call agent.

In one embodiment, participation in the P2P network may
require the call agent to have a predefined minimum number
(e.g., a few dozen) of TCP connections to other nodes 1n the
network. Those connections may be established dynamically,
with the peers learned through the P2P protocols. In one
implementation, registration into the P2P network may
involve running an algorithm to select a peer to which a write
operation should take place. That peer, 1n turn, passes the
write onto another peer, and so on. This results 1n the data
being stored and distributed across the call agents participat-
ing in the P2P network.

As discussed above, the registry of VoIP call routing infor-
mation may include a hash-based mechanism protecting
against uniettered access to the registry. That 1s, the telephone
numbers or prefixes 1n the registry entries are hashed values.
To store an entry 1n the registry, a call agent may first hash 1ts
associated phone number or prefix before storing it 1n the
registry in association with 1ts identity. The call agent may
hash the telephone number or prefix using any suitable hash
algorithm, such as MD5 and SHA1. Generally, a strong hash
function should be used to ensure that the hashed value 1s
unique to a given telephone number or prefix. By hashing the
prefix or phone number, a given call agent may advertise
number blocks 1n a secure manner. For example, using hashed
telephone numbers or prefixes prevents telemarketers, spam-
mers and spitters (VoIP spammers) from simply collecting,
telephone numbers from the registry. A user would need to
know the correct telephone number first before attempting a
successiul search of the registry for VoIP call routing infor-
mation. Otherwise, 1t would be computationally expensive
(because of the computing resources required to compute the
hash) to attempt to learn a significant amount of the VoIP call
routing information maintained in the registry by repeatedly
selecting a telephone number or prefix, computing a hash
value and looking 1t up against the registry.

Topologically, the registry of VoIP call routing information
may be maintained 1n a variety of ways. In one implementa-
tion, the registry may be maintained using a P2P network. The
P2P network may be made up of all or some of the call agents
in the system, or the registry can be maintained in a different

P2P network, accessed by all of the call agents 1n the system.
When a P2P network 1s utilized, each node in the P2P network
(which may be the call agents), will end up maintaining a
subset of the information 1n the registry, depending on the P2P
protocols that are 1n use. Any suitable P2P protocol or tech-
nique may be used, including Chord, CAN, Bamboo, Kadem-
l1a, and so on.

In some embodiments that utilize a centralized registry
system, a central server may maintain the registry, where the
registry may be a central repository accessible by one ormore
call agents. In one embodiment, a given call agent may send
a phone number or prefix to a central data store, and the
central data store will store 1t. Other call agents may query the
central data store, and retrieve the mapping from the phone
number to the identity of the call agent. In another embodi-
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ment, the central registry may hash the phone number or
prefix and store the hashed phone number or prefix in the
registry.

In some embodiments that utilize a hierarchical registry
system, such as the domain name system (DNS), a given call
agent may transform the phone number or prefix into a hier-
archical identifier, for example, by utilizing a telephone num-
ber mapping protocol, such as the Electronic Numbering
(ENUM) protocol defined by the IE'TF 1in RFC 2916. The call
agent may then use this identifier to write the Vol P call routing
information into the hierarchical system at the appropriate
location. The servers 1n the hierarchy may be the same as the
call agents, or ditferent. If the DNS 1s used as the hierarchical
system, this may be a public DNS or a private DNS.

In some embodiments, a given call agent may receive a
telephone number 1n a call mnitiation message from an origi-
nating client or an originating call agent, and then use the
telephone number to lookup VoIP call routing information in
the registry. In one embodiment, the call agent may search the
registry for each of the N-1 prefixes of the N-digit destination
number. Searches may be based on exact matches, as opposed
to hierarchical matches. In other words, one address block
should be found, and 1t more than one address block 1s found,
the most specific one 1s used. Assuming there 1s a matching
entry in the registry, the identity of the terminating call agent
for that number or number block (which includes the IP
address and port number of the destination call agent) that
was found may be cached to avoid queries 1n the future.

In particular embodiments, where the registry stores
hashed telephone numbers or prefixes, a look up process
implemented on a call agent may perform the following
operations 1n order to look up VoIP call routing information.
FIG. 3 1llustrates an example process tlow implemented at a
call agent directed to looking up VoIP call routing information
in the registry. Responsive to some event (such as receiving a
call imitiation message identifying a telephone number), the
look up process computes a hash of an identified telephone
phone number (302). The look up process then accesses the
registry and determines if there 1s a matching entry, or spe-
cifically, 11 the hashed telephone number matches (based on
an exact string match) any hashed numbers in the registry
(304). It so, VoIP call routing information corresponding to
the matching entry 1s returned (306) and possibly used in
some other process implemented by the call agent. For
example, in one embodiment, the IP address of the destination
call agent corresponding to the telephone number may be
used to route a VoIP call.

If there 1s no matching entry, the look up process deter-
mines 1i the telephone number 1s stripped to a minimum
threshold number of digits (308). In one embodiment, the
minimum threshold may be a predefined number of digits.
For example, the mimimum threshold number may be 1 digit
(e.g., the smallest country code possible). If the telephone
number 1s stripped to a minimum threshold number of digits,
the look up process returns a “not found” message (310). The
call agent 24 may respond to this message 1n a variety of
manners depending on the context. For example, in one
implementation, an originating call agent may attempt to
make a PSTN call or may deny the call, optionally notifying
the originating client of the call denial and optionally provid-
ing a reason for denying the call.

If the destination phone number 1s not stripped to a mini-
mum threshold number, the look up process strips the last
digit of the telephone number (312). The onginating call
agent then re-computes the hash of the modified telephone
number (314) and determines 11 the re-computed hashed tele-
phone number matches any hashed telephone numbers in the
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registry (304). The call agent may continue this process until
a matching entry 1s found or until the destination phone num-
ber has been stripped down to the minimum threshold num-
ber.

This process provides security to the system, because with-
out a legitimate phone number, 1t would be computationally
expensive to acquire phone numbers. In one embodiment,
policies may be applied to detect suspicious nodes that trans-
mit queries that result in greater than a threshold number of
failures over a sliding window of time.

As described in more detail below, a given call agent may
use the facilities of a PSTN to validate VoIP call routing
information 1n the registry. For example, a call agent may
verily that another call agent can legitimately claim owner-
ship of a telephone number 1t wrote into the registry. Here,
“ownership” may imply the property that, had the call been
made over the PSTN, the call would have been routed to the
call agent which wrote the entry 1nto the registry, or 1f not that
call agent, another call agent under the same admimstrative
control. For example, a call agent, responsive to an identified
telephone number, may make a PSTN call to that telephone
number over PSTN 26. Generally, 1f the call agent claiming,
ownership of the destination telephone number 1s authentic, 1t
will recerve the PSTN call over PSTN 26 and will thus have an
opportunity to record one or more attributes of the PSTN call,
such as start time, end time, calling party 1dentifier, and the
like. The PSTN call attribute information can be used as a
shared secret to allow the first call agent to validate the other
call agent. As described in more detail below, verification of
a call agent may occur during or after a PSTN call.

In the implementation described below, a given call agent
may store verified VoIP call routing information 1n a local
cache. The call agent, responsive to a call imtiation message
identifying a destination telephone number, may selectively
place a PSTN or VoIP call to a given destination telephone
number depending on the presence, or absence, of validated
VoIP call routing information 1n the cache that corresponds to
the destination telephone number. Matching validated rout-
ing information in the cache generally means that the termi-
nating call agent has been verified. The originating call agent
may then place a VoIP call by transmitting a call initiation
message to the terminating call agent. If no validated match 1s
found 1n the cache, but the number 1s 1n the cache as a
consequence of a previous query to the registry, the call agent
may place a PSTN call and validate the call agent. If no match
1s found 1n the cache at all, the call agent may query the
registry for the number as described above, in addition to
placing a PSTN call.

FI1G. 4 1llustrates an example process tlow implemented at
an origiating call agent directed to selectively placing a
PSTN or VoIP call responsive to a call initiation message from
a calling node. As FI1G. 4 shows, the process begins when the
originating call agent (e.g., call agent 24a) receives a call
initiation message, such as a SIP mvite, from an originating
(calling) node (e.g., client 28a) (402). In one embodiment, the
call initiation message includes a destination telephone num-
ber.

The originating call agent accesses 1ts cache to determine 11
there 1s a matching validated cache entry, whereby the cached
address block 1s associated with the destination number, and
the destination number has been validated previously (404). IT
there 1s a matching validated entry 1n the cache, the originat-
ing call agent makes a VoIP call, transmitting signaling mes-
sages to the terminating call agent associated with the match-
ing address block 1n the local cache (406). This signaling
message can be sent directly to the destination call agent, or
can be sent through intermediate servers or providers.
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I1 there 1s no matching validated address block in the cache,
the originating call agent makes a PSTN call to the destination
telephone number (408). As FIG. 4 shows, the originating call
agent may also look up, using the telephone number, the
terminating call agent 1n the registry (408), 11 the destination
number 1s not in the cache at all. More specifically, in one
embodiment, the originating call agent may use the destina-
tion phone number to look up VoIP call routing information of
the destination call agent 1n the registry (see Section C,
above). If a matching entry 1s found (412), the originating call
agent may record one or more attributes of the PSTN call to be
used 1n a subsequent verification process. In the implemen-
tation shown, the originating call agent, after the PSTN call
ends (416), records one or more PSTN call attributes 1n a data
store (e.g. a called-out database) (418), and adds the termi-
nating call agent to a verification task list (420). In one imple-
mentation, the data store may be a temporary data store that
stores the mformation for a period of time, or 1t may be a
database with persistent storage. In another implementation,
the PSTN call attributes can be recorded for every call, and
then the registry can be queried as part of the procedures
tollowed when executing the verification task list.

A variety of PSTN call attributes can be stored. In one
implementation, the PSTN call attributes may include a
PSTN call start time, a PSTN call stop time, call length (e.g.,
how long the call lasted), a caller ID of the calling client, and
any other information that the originating VoIP network may
be used to verity that the destination received the PSTN call.
Other PSTN call attributes may include signatures of the
voice data as computed by the originating and terminating
gateways. For example, the call agents may compute the
amount and start times of silent periods during a call, or a
spectral signature of the voice data during the call. Other
PSTN call attributes may 1nclude a sequence of DTMF tones
that the originating gateway may transmit during some point
in the call (e.g., just prior to call termination).

One advantage of the implementations describe herein 1s
that they may be used with telephone numbers. Another
advantage 1s that implementations described herein are unde-
tectable by service providers. Because enterprises may still
make PSTN calls, implementations described herein may
reduce the volume of such PSTN calls.

Furthermore, other implementations are possible. For
example, even 1if matching VoIP call routing information 1s
found in the cache, the originating call agent (according to
some randomized or other process) may nevertheless select
the entry for re-validation, causing the call agent to make a
PSTN call and to add the call agent to a verification list. Still
turther, call agent may apply an aging algorithm to its cache
to flush old entries.

FIG. 5 illustrates an example process flow implemented at
a destination or terminating call agent directed to recording
one or more attributes associated with a recerved PSTN call.
To allow for verification, a terminating gateway may record
one or more attributes of a PSTN call 1n order to successiully
answer queries from the originating call agent. As FIG. 5
illustrates, the destination call agent receives a PSTN call
(502) and then forwards the PSTN call to the destination
client (504). After the call ends (506), the destination call
agent records the PSTN call attributes 1n a data store (e.g. a
called-in database) (508). In one implementation, the data
store may be a temporary data store that stores the informa-
tion for a period of time. The foregoing section identifies
example PSTN call attributes that the terminating call agent
may record.

If the originating call agent performs the verification after
the PSTN call, the originating call agent may perform the
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verification at various times depending on the specific imple-
mentation. For example, the originating call agent may per-
form verification immediately after the PSTN call. In other
implementations, the originating call agent may verity mul-
tiple destination call agents 1n a batch process run at off-peak
periods. In one implementation, the originating call agent
may verily the destination call agent at a random time after
the call 1s completed. The originating call agent may perform
one or more verification operations upon a triggering event
such as when receiving a new call initiation message.

As described 1n more detail below, the verification may be
a knowledge-based verification, where the originating call
agent queries the destination call agent for PSTN call
attributes corresponding to one or more prior PSTN calls. The
PSTN call attributes may be conceptualized as “shared
secrets” that only those two call agents would know.

FI1G. 6 1llustrates an example process tlow implemented at
the orniginating call agent and associated with verifying the
destination call agent. As FIG. 6 shows, for each destination
call agent 1n the verification list, the originating call agent
transmits a query for PSTN call attributes to the destination
call agent (602). The query may be transmitted over a packet-
based communications network using the IP address and port
of the destination call agent learned from the registry.

The call agents may communicate according to a variety of
different protocols. For example, 1n one implementation, the
“called-in” database maintained by a destination call agent
may be accessible to a verifving call agent by using a direc-
tory access. The originating call agent may send a query using,
the destination phone number as a key, and the terminating
agent would return the recorded PSTN attributes for calls
with that destination phone number. Any number of protocols
can be used for this purpose, including standard database and
directory protocols, such as LDAP and SQL, or HT'TP que-
ries, SOAP queries, or any other suitable technology for que-
rying for a piece of data and getting a response.

In an alternative implementation, an actual authentication
protocol can be used to improve security. In this implemen-
tation, the PSTN call attributes are mapped to a username and
password, and then a traditional authentication or login pro-
tocol can be used to verity the data. For example, the user
name may be the destination number and start time of the
PSTN call, and the password may be the stop time of the
PSTN call. As another example, the username can be the
destination number and a random time in the middle of the
call, and the password can be the start and stop times of the
call. As another example, the username can be the destination
number and caller ID, and the password can be the start time
and stop time of the call. In one implementation, the PSTN
call attributes may include information associated with the
content of the PSTN call. For example, during a given PSTN
call, both the oniginating and destination call agents may
execute a silence detection algorithm to detect silence and
talking. The VoIP may then generate a PSTN call signature or
fingerprint based on the detected silence and talking patterns.
This fingerprint or signature can be used as part of the user-
name and/or password. For example, the username could be
the destination number and start time of the call, and the
password could be the fingerprint. Or, the username could be
the destination number and signature over the first half of the
call, and the password is the signature over the second half.

In one mmplementation, the PSTN call attributes may
include a call signature or fingerprint. In one implementation,
the originating call agent may execute frequency spectrum
analysis or speech recognition algorithms to generate the call
signature or fingerprint. In one implementation, the originat-
ing call agent may, prior to the end of the PSTN call, send a
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random string using dual-tone multi-frequency (DTME) val-
ues that both call agents record. The call signature or finger-
print may then include the DTMF bits. In one implementa-
tion, the query may provide the destination call agent minimal
information such as the call start time. Based on the limited
information, the destination call agent may ascertain the
appropriate information to provide.

When the oniginating call agent receives a response to the
query for PSTN call attributes (604), the originating call
agent determines 11 the PSTN call attributes are confirmed
(606). In one implementation, the PSTN call attributes are
confirmed 1f the PSTN call attributes in the response from the
destination call agent match the PSTN call attributes that the
originating call agent stored in the “called out™ database. In
one implementation, when an authentication or log-in proto-
col 1s utilized, the PSTN call attributes are confirmed 1f the
log-1n or authentication protocol succeeds. In one implemen-
tation, the authentication protocol may function without
transmitting the PSTN call attributes from either call agent
during authentication. For example, the authentication proto-
col may be based on an Encrypted Key Exchange (EKE)
protocol that provides zero-knowledge password proof. In
one 1implementation, the validation may fail due to a given
PSTN call being forwarded to an 1llegitimate call agent.

If the PSTN call attributes are confirmed, the originating
call agent applies an approprate policy for verified destina-
tion call agents (608). For example, the originating call agent
mark the entry 1n the cache for this number as being validated,
resulting 1n future VoIP calls subsequently being made to that
call agent, as discussed above. That 1s, 11 the VoIP routing
information 1s validated for the first time, the originating call
agent will find a matching entry 1n the cache the next time, and
will thus able to make a VoIP call to the now verified call
agent. As such, no subsequent search to the registry would be
necessary.

Furthermore, the verifying call agent may establish a con-
nection to the verified call agent for routing of VolP call
initiation messages. In one implementation, once a Transmis-
s1on Control Protocol (TCP)/Transport Layer Security (TLS)
connection 1s established, the originating call agent may send
an SIP invite directly to the destination call agent. In one
implementation, a given call agent may maintain multiple
TCP/TLS connections up to a predefined number (e.g., 1,000
connections), atter which the call agent may terminate an
inactive or the least active connection.

If the PSTN call attributes are not confirmed, the originat-
ing call agent applies an appropriate policy for unverified
destination call agents (610). For example, the originating
call agent may log the verification failure 1n the cache, gen-
crate an alert message, add the call agent to a black list and the
like, etc.

Implementations of the verification process may be opti-
mized 1n a variety of ways. In one implementation, even 1f a
given phone number or prefix 1s stored/validated 1n the cache,
the verification may be augmented to cause a revalidation. For
example, 1n one implementation, the originating call agent
may randomly select some calls to re-verily that the destina-
tion call agent still owns the particular phone number of
phone number block. In one implementation, the originating
call agent may re-verily a predefined percentage of the calls
(e.g., 5%) or arandom number of calls. In another implemen-
tation, the call agent may timeout the validation after a con-
figured period of time, for example, one month, so that re-
verification 1s performed once a month.

In another optimization, when a particular number 1n a
block has been verified, other numbers 1n that same block can
also be considered verified. For example, 1if number A and
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number B within a block have been verified, the call agent can
consider all numbers between A and B within that block to
also be verified. In one implementation, this automatic veri-
fication can happen only when numbers A and B are close to
cach other, for example within 1000 numbers.

In another implementation, the shared secret may be
defined based on the last N PSTN calls, improving the secu-
rity of the mechanism. In one embodiment, instead of basing
the PSTN call attributes on the last N calls between any two
telephone numbers 1n a given block, the PSTN call attributes
may be based on the last N calls between specific telephone
numbers. In one implementation, 1f the originating call agent
may validate a predefined number or predefined percentage of
telephone phone numbers of a given address block (e.g., 2 out
of 50 telephone numbers, or 4%), the originating call agent

may accept the remaining telephone numbers of the address
block for future calls.

In one implementation, 11 the destination call agent 1s veri-
fied betore the PSTN call ends, the originating call agent may
optionally permit the PSTN call to continue even with the
successiul verification. As such, the VoIP call may be used for
enhanced features ontop of the voice portion of the calls (e.g.,
the PSTN call). For example, the originating call agent may
use the PSTN call for voice and use the VoIP call for enhanced
features such as video, sound, presence, Instant Messaging
(IM), and/or data applications.

Accordingly, implementations provide advantages such as
preventing call agents from claiming ownership to a tele-
phone number that they actually do not own. Also, implemen-
tations do not require any special PSTN configurations.

FIGS. 7A and 7B 1llustrate an example process flow imple-
mented at the originating call agent directed to veritying the
destination call agent during a PSTN call. As FIG. 7A shows,
the process begins when the orniginating call agent receives a
call imtiation message such as a SIP invite from an originat-
ing client (702). In one embodiment, the call initiation mes-
sage includes a destination telephone number.

The originating call agent accesses 1ts cache to determine 11
there 1s a validated matching entry with an address block
associated with the destination number (704). If so, the origi-
nating call agent makes a VoIP call (706).

If there 1s not a matching validated entry in the cache, the
originating call agent looks up the destination call agent in the
registry (708). If a match 1s not found (710), the originating
call agent makes a PSTN call (712).

If a match 1s found (710), the originating call agent still
makes a PSTN call (714) and also performs the following
steps. The originating call agent records the PSTN call
attributes 1n a data store (e.g. a called-out database) (716). As
described above, 1n one implementation, the data store may
be a temporary data store that stores the information for a
pertod of time. In one implementation, the PSTN call
attributes may include a PSTN call start time, a caller ID of
the destination client, voice signature imnformation (such as
spectral analysis or silence/activity periods), DTME, and any
other information that the originating call agent may use to

verily that the destination call agent 1s connected during the
PSTN call.

Referring to FIG. 7B, while the PSTN call 1s still in
progress, the originating call agent transmits a query for
PSTN call attributes to the destination VoIP (718). In particu-
lar implementations, the query may request that the destina-
tion call agent provides similar information as the query
described above 1n connection with step 602 of FIG. 6, except
that the PSTN call attributes would not include a call stop time
or a call length, as the PSTN call would still be 1n progress.
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In one implementation, when the destination call agent
receives a PSTN call, the destination call agent forwards the
PSTN call to the destination client, and records the PSTN call
attributes 1n a data store (e.g. a called-in database). Upon
receiving the query for PSTN call attributes, the destination
call agent sends a response. When the originating call agent
receives the response to the query for PSTN call attributes
(720), the oniginating call agent determines 11 the PSTN call
attributes are confirmed (722). If the PSTN call attributes are
confirmed, the originating call agent applies an appropriate
policy for verified destination call agents (724). For example,
the originating Call agent may cache the VoIP call routing
information, so future calls may go over VoIP. Or, it may
transier the PSTN call in-progress to a VoIP call. If the PSTN
call attributes are not confirmed, the originating Call agent
applies an appropnate policy for unverified destination call
agents (726). For example, the originating call agent may log
the verification failure in the cache, generate an alert message,
end the call, etc.

In one embodiment, 11 an attacker claims a telephone num-
ber that the attacker does not actually own, no call will ever be
made to the attacker over VolP, because the terminating call
agent ol the attacker would not be able to successtully
respond to a query for PSTN call attributes, since the PSTN
call would have gone to the actual owner of the telephone
number.

In one embodiment, 1f an attacker claims ownership to a
larger prefix than the attacker actually owns, the attacks may
not be detected 1nitially but would probably be detected. This
1s because some of the calls can be expected to be made over
the PSTN, thereby assuring that the falsified numbers are
eventually tried and detected. In one implementation, an
enterprise may require that a PSTN call be made at least once
to any particular destination telephone number. While this
may cause more PSTN calls to be made, 1t would eliminate
such attacks.

Because the registry 1s not used at the 1nitial call setup time,
any latency has no impact on call setup delays. Indeed, call
setup times using implementations disclosed herein will be
faster than even over the PSTN, because the originating call
agent communicates directly with the destination call agent.
In many cases, not even a Transmission Control Protocol
(TCP) connection setup 1s required, because such a connec-
tion may have already been established and maintained as a
consequence of a previous call to that terminating call agent.

However, in another implementation, when a PSTN call
arrives at the terminating call agent, the terminating call agent
holds the call and does not deliver 1t yet to the terminating
client. Rather, 1t examines the caller ID from the PSTN call
setup message, and queries the registry for this number. I a
match 1s found, the terminating call agent further holds the
call in anticipation of recerving a request to verily the PSTN
call attributes. Once this validation has succeeded, the origi-
nating call agent can place a VoIP call, and the terminating
call agent can reject the PSTN call and proceed with the VoIP
call. This eliminates the need for a PSTN call to actually be
completed, but increases call setup delays as a consequence.

Furthermore, implementations disclosed herein are fail-
safe 1n that the originating call agent may make PSTN calls
even when the destination call agent 1s verified against the
cache or against the registry. In other words, even 11 a given
originating call agent crashes and recovers, losing 1ts cache,
or 1f the registry 1s compromised 1 some way, or any of a
number of problems occur, the worst case 1s that calls still get
routed over the PSTN. As such, the end user experiences no
disruption 1n service. Some P2P VoIP overlay network pro-
viders need to provide centralized servers that hand out user
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names within their network and hand out certificates. Because
implementations described herein utilize telephone numbers
that have already been 1ssued to an enterprise, no such central
services are required.

As described in more detail below, the cache maintained by
the call agent and the registry may be used to verity caller 1D
information in received VoIP calls. For example, when a given
destination call agent recerves a call initiation message over a
packet-based communications network (e.g., SIP invite) hav-
ing an associated caller ID containing a phone number, the
destination VoIP may verily the caller 1D against the cache of
the call agents and/or against the public registry. This pro-
vides two levels of validation.

FIG. 8 1s a flow chart implemented at the destination call
agent and associated with verifying the caller ID 1n a recerved
call setup message. As FIG. 8 shows, the destination call
agent recerves a call initiation message such as a SIP invite
from an originating call agent (802). In one implementation,
the call imtiation message contains a caller ID. The destina-
tion call agent searches i1ts cache for a matching entry to
determine 1f the caller ID matches a phone number in the
cache, and whether that number has been verified. If 1t has
been verified, the call agent checks 11 the 1dentity of the entity
sending the call setup request matches the 1dentity of the call
agent that was verified (based on matching certificates used 1n
TLS procedures, or based on matching IP addresses, or any
other suitable means of comparison) (804). It so, the destina-
tion call agent applies one or more policies for originating call
agents that are validated against the cache (806). For example,
in one implementation, the destination call agent may indi-
cate to the user of the destination client that the sender (origi-
nating call agent) 1s verified. In one implementation, the
destination call agent may selectively show the caller 1D, or
add a symbol or character indicating a valid caller ID. In one
implementation, the destination call agent may permit the
call, etc.

If the caller ID has not been verified, but matches a number
in the cache, or the caller ID does not match any number 1n the
cache, the destination call agent may look for a matching
entry in the registry (808, 810). If there 1s a matching entry 1n
the registry or 1n the cache, and the identity of the call agent
in the registry entry (which may have been cached) matches
the identity of the agent that sent the call setup request (based
on matching certificates used in TLS procedures, or based on
matching IP addresses, or any other suitable means of com-
parison) the destination call agent applies one or more poli-
cies for originating call agents that are validated by the reg-
1stry (812). Similar to the one or more policies that may be
applied 1n step 806, 1n particular implementations, the desti-
nation call agent may indicate to the user of the destination
client that the sender (originating call agent) 1s verified (and
optionally indicate a second level of validation), may show
the caller ID, may permit the call, etc. If the caller ID does not
match a phone number in the registry, the destination call
agent applies one or more policies for unvalidated originating
call agents (814). For example, in one embodiment, the des-
tination call agent may indicate to the user of the destination
client that the sender 1s unverified, or may show no caller 1D,
or may deny the call, etc.

Because a malicious call agent may provide a false caller
ID, this process enables a given call agent to provide caller ID
information to two levels of verification. As described above,
the VoIP may utilize the cache or the registry to verity the
caller ID against previous verifications or against an IP
address and port number, the former of which cannot be
falsified. Accordingly, implementations described herein
have an advantage of preventing caller ID spoofing. For
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example, 1 an originating call agent of an enterprise launches
a SIP call with a fake caller 1D, the fake caller ID may match
an entry corresponding to a call agent of a different enterprise.

In one implementation, 1in addition to veritying the caller
ID against the cache or against the registry, the destination
call agent may also verily the originating call agent according
to the verification processes described above 1n connection
with FIGS. 4, 6, 7A, and 7B. As such, an originating call agent
using a fake ID would not be able to successtully respond to
a request for PSTN call attributes.

In one embodiment, the originating and destination call
agents may verily each other based on the same call. For
example, 1n one implementation, the originating call agent
may make both a PSTN call and a VoIP call to the destination
call agent. When recetving the PSTN call, 1t the destination
call agent determines that the caller ID eerrespends to another
call agent 1n the network, the destination call agent holds the
PSTN call for predeﬁned time period (e.g., a few seeends)
When the VoIP call arrives, mutual authentication is per-
formed. In other words, the eriginating and destination call
agents verily each other as described above. If mutual authen-
tication succeeds, the PSTN call 1s rejected and the VoIP call
proceeds.

This approach provides highly reliable validation of the
advertised number blocks in the P2P network, as well as
provides a VoIP anti-spam function. In one implementation, i1
an originating call agent 1s making too many VoIP calls, even
though 1t 1s validated, the terminating call agent can reject
incoming VoIP calls from that call agent, and redirect 1t to
utilize the PSTN 1nstead. This passes costs onto the originat-
ing call agent and therefore helps alleviate VoIP spam.

Also, because this technique uses telephone phone num-
bers, 1t may make 1t difficult for a spammer to change 1den-
tifiers. Changing identifiers in email 1s inexpensive and easy,
because domains and user IDs within a domain are practically
free and in infinite supply. This 1s not so with telephone
numbers, which are a more expensive and a finite resource.
Furthermore, because telephone numbers are used, an enter-
prise that 1s spamming can be traced back through its service
provider. Black lists also become much more effective,
because of the finite namespaces of phone numbers.

In one implementation, the validation of VoIP routes may
be separated from the call agent. A validation server—instead
of the call agent—may validate ownership of a telephone
number or otherwise communicate with the registry. The
separation may result mn: (1) elimination of use of the call
agent to connect to the P2P network; (2) a decoupling of the
call agent from the details of how VoIP routes are learned; (3)
climination of use of the validation server during the setup of
outgoing calls; and (4) the validation server may learn VoIP
routes for multiple call agents.

The elimination of the need for the call agent to connect to
the P2P network may be desirable. Administrators may be
reluctant 1n some cases to permit the call agent to be con-
nected to the P2P network. Call agents may be considered by
administrators to be critical infrastructure. Being connected
to the P2P network may require the call agent to process
background P2P tratfic. Additionally, traffic sent and recerved
on the P2P network may be encrypted. Unlike VoIP tratfic, a
firewall and/or a session border controller may not be able to
monitor the encrypted P2P network traffic.

FIG. 9 illustrates an example of a system 100 that separates
validation services from the services of the call agent 24. The
system 100 may include a validation server 102, the call agent
24, a firewall 104, and clients 28 of the call agent 24. The
system 100 may include different, fewer, or more compo-
nents. For example, the system 100 may not include the
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firewall 104. In one example the system 100 may include just
the validation server 102. In a second example, the system
100 may include multiple call agents 24. In a third example,
the registry 108 may be stored 1n the P2P network, which may
be maintained in validation server 102, in other validation
servers, 1n other call agents, or 1n any combination thereof.
Alternatively, the system 100 may include the registry 108 as
a centralized repository, such as a Telephone Number Map-
ping (ENUM) server.

The validation server 102 may include one or more pro-
cesses to validate VoIP routes and communicate with the
registry 108. In one example, the validation server 102 may
include a processor 110 and a memory 112. In a different
example, the validation server 102 may be soiftware without
hardware.

The memory 112 may be may be any now known, or later
discovered, data storage device. The memory 112 may be a
non-volatile and/or volatile memory, such as a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM), or flash
memory. The memory 112 may include an optical, magnetic
(hard-drive) or any other form of data storage device.

The processor 110 may be in communication with the
memory 112. The processor 110 may also be in communica-
tion with additional components, such as a display. The pro-
cessor 110 may be a general processor, central processing
unit, server, application specific integrated circuit (ASIC),
digital signal processor, field programmable gate array
(FPGA), digital circuit, analog circuit, or combinations
thereol. The processor 110 may be one or more devices oper-
able to execute computer executable instructions or computer
code embodied 1n the memory 112 or in other memory to
validate VoIP routes.

The call agent 24 may be 1n communication with the vali-
dation server 102. The call agent 24 may also be in commu-
nication with the PSTN 26 and the Internet 22. Additionally,
the call agent 24 may be in communication with the clients
28.

In addition to the validation server 102 being 1n communi-
cation with the call agent 24, the validation server 102 may be
in communication with the registry 108 over the Internet 22.
The firewall 104 may be between the Internet 22 and the
validation server 102 and/or between the Internet 22 and the
call agent 24.

During operation of the system 100, the validation server
102 may perform validation services and communicate with
the registry 108. For example, the validation server 102 may
communicate with the registry 108 using the P2P protocol or
any other suitable protocol used to communicate with the
registry 108. The validation server 102 may also communi-
cate with VoIP agents using an authentication protocol to
validate the VoIP agents for a telephone number or for arange
of telephone numbers. The validation server 102 may perform
P2P functions when the registry 108 1s implemented as a P2P
network. For example, the validation server may route P2P
messages based on finger tables included in a portion of the
P2P registry data 118 included in the validation server 102.

The validation server 102 and the call agent 24 may com-
municate using a validation access protocol (VAP). VAP may
be any protocol used to communicate information between
the validation server 102 and the call agent 24 to facilitate the
separation of validation services from services of the call
agent 24. For example, the call agent 24 may use VAP to
inform the validation server 102 of the telephone numbers for
which the call agent 24 claims ownership. In one example, the
call agent 24 may transmit the owned telephone numbers 114
to the validation server 102 1n the form of an XML document
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that includes Direct Inward Dialing (DID) information. The
validation server 102 may store at least a portion of the owned
telephone numbers 114 1n the memory 112. For example, the
portion of the owned telephone numbers 114 may include a
range of phone numbers 1dentified by a prefix. Alternatively
or additionally, the call agent 24 may ask the validation server
102 to place a portion of the owned telephony numbers 114
into the registry 108, without storing them in the validation
server 102. Alternatively or additionally, the owned telephone
numbers 114 stored in the memory 112 of the validation
server 102 may be entered by a user instead of received from
the call agent 24.

The validation server 102 may also store the owned tele-
phone numbers 114 or a portion of the owned telephone
numbers 114 in the registry 108. When the registry 108 1s
implemented as a P2P network, the portion of the P2P registry
data 118 may be stored 1n the memory 112 of the validation
server 102. By storing the owned telephone numbers 1n the
registry 108, the validation server 102 may advertise the call
agent 24 as owning the telephone numbers. By transmitting
the owned telephone numbers 114 to the validation server
102, the call agent 24 may control which telephone numbers
are stored 1n the registry 108 without being directly connected
to the P2P network. Additionally, the validation server 102
may advertise owned telephone numbers 114 for more than
one call agent 24.

The call agent 24 may use VAP to inform the validation
server when the call agent 24 makes and/or receives PSTN
calls. For example, the call agent 24 may transmit call
attributes to the validation server 102 for outgoing and incom-
ing PSTN calls. The call agent 24 may indicate whether the
call 1s an outgoing or mcoming PSTN call. The validation
server 102 may store the call attributes 116 recerved from the
call agent 24 1n the memory 112 of the validation server 102.
The validation server 102 may use the call attributes 116 of
the PSTN calls to vernity call agents as valid call agents for
telephone numbers or ranges of telephone numbers.

The process to verily the call agents for the telephone may
be any one of the processes described above for veritying call
agents. To verity the call agents as valid call agents for tele-
phone numbers, the validation server 102 may communicate
with the registry 108 and the call agents. To communicate
with the registry 108, the validation server 102 may use any
suitable registry protocol, such as a P2P protocol. For
example, the validation server 102 may query the registry 108
for a destination telephone number using a hash-based prefix
match. The validation server 102 may communicate with the
call agents using one of the authentication protocols
described above. For example, the validation server 102 may
initiate a TLS connection to the call agent found as a result of
querying the registry 108. The validation server 102 may
generate, exchange, and store the password used during
authentication to verily a call agent for the destination tele-
phone. In one example, the validation server 102 may com-
municate with a different validation server that 1s used by the
call agent to be verified instead of communicating with the
call agent directly.

In one example, the validation server 102 may discover and
verily a call agent for the destination telephone number
immediately after recerving the call attributes for the destina-
tion telephone number from the call agent 24. In a different
example, the validation server 102 may wait a random
amount of time aiter receiving the call attributes before dis-
covering and verifying the call agent for the destination tele-
phone number. In one example, the validation server 102 may
periodically verify the destination number.
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After the validation server 102 verifies one of the call
agents for a telephone number based on the call attributes 116,
the validation server 102 has learned a new VoIP route. A VoIP
route may map a destination telephone number to a call agent.
Alternatively or 1n addition, the VoIP route may map a prefix,
such as a portion of the destination telephone number, to the
call agent. In one example, the VoIP route may include a
destination telephone number and a network address of the
call agent to which the destination telephone number 1is
mapped. The validation server 102 may transmit the new VoIP
route to the call agent 24 over VAP. The call agent 24 may
store the new VoIP route for use 1n subsequently imitiating
VoIP calls to the destination telephone number.

The validation server 102, the call agent 24, or both may
store validation iformation, such as usernames and pass-
words, used when 1nitiating new calls to the call agents. Inone
example, the validation server 102 may transmit the valida-
tion iformation to the call agent 24 when transmaitting the
new VoIP route to the call agent 24. Alternatively or 1n addi-
tion, the call agent 24 may transmit a request for the validation
information to the validation server 102 as part of mnitiating a
new call to the call agent 1dentified 1n the new VoIP route. In
one example, the validation information may include a ticket
1ssued by the call agent that 1s 1dentified 1n the new VoIP route.

Upon receipt of the valid VoIP route, the call agent 24 may
store the route 1n a cache of valid VoIP routes 120. The cache
of valid VoIP routes 120 may be included 1n the call agent 24
or stored 1n a database separate from the call agent 24. Mul-
tiple call agents 24 may access the cache of valid VoIP routes
120 stored in the database. In one example, the multiple call
agents 24 may share a common validation server 102. Alter-
natrvely or in addition, the validation server 102 may store the
valid VoIP routes 120 1n the database instead of transmitting,
the valid VoIP routes 120 to the call agent 24 using VAP. In
one example, the call agent 24 may periodically transmit a
request to the validation server 102 for valid VoIP routes 120.
Alternatively or in addition, 11 there are multiple call agents
24, the validation server 102 may transmit the VoIP route to
all of the call agents 24.

The call agent 24 may recerve a call imtiation message
from one of the clients 28, where the call initiation message
identifies a destination telephone number. When the call
agent 24 recerves the call initiation message, the call agent 24
may search the valid VoIP routes 120 for the VoIP route
matching the destination telephone number. If the call agent
24 1inds a matching VoIP route, the call agent 24 may 1nitiate
a VoIP call based on the matching VoIP route instead of
mitiating a PSTN call. However, 11 the call agent 24 does not
find a matching VoIP route, the call agent 24 may 1nitiate a
PSTN call. In one example, upon receipt of the call imitiation
message from one of the clients 28, the call agent 24 may
transmit a request to the validation server 102 for a valid VoIP
route corresponding to the destination telephone number. I
the validation server 102 returns the valid VoIP route, the call
agent 24 may 1nitiate the call to the call agent identified 1n the
valid VoIP route. Otherwise, the validation server 102 may
initiate the call over the PSTN 26.

In one implementation, the call agent 24 may determine
whether the destination telephone number i1s a telephone
number internal to an enterprise associated with the call agent
24 or whether the destination telephone number 1s to a tele-
phone number external to the enterprise. The telephone num-
ber external to the enterprise may be reachable over the PSTN
26 and/or the internet 22. If the destination telephone number
1s internal to the enterprise, the call agent 24 may route the call
accordingly and avoid 1ssuing a request to the validation
server 102.
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The call agent 24 may receive a call imitiation message
from an originating call agent on the Internet 22. In one
implementation, the call agent 24 may transmit a request to
the validation server 102 to validate the call initiation mes-
sage. For example, the call agent 24 may transmit a password
and call information included 1n the call initiation message to
the validation server 102 for validation. The validation server
102 may send a response back to the call agent 24 1indicating
whether the call imitiation message 1s valid. The validation
server 102 may reject the call 11 the call intiation message 1s
invalid and accept the call initiation message otherwise. In
one implementation, the call agent 24 may validate the call
initiation message without the validation server 102. In one
implementation, the call agent 24 may accept the message
without validation of the call.

The call agent 24 may periodically flush or remove valid
VoIP routes 120. For example, each one of the VoIP routes
120 received from the validation server 102 may have an
expiration date. The call agent 24 may remove or not use any
expired VoIP routes 120 from the cache of valid VoIP routes.

In one example, the firewall 104 may send a request to the
validation server 102 to validate a call mitiation message
received from an originating call agent on the Internet 22. IT
the validation server 102 indicates the message 1s invalid, then
the firewall 104 may be configured to not forward the message

o the call agent 24. Alternatively or 1n addition, the firewall
104 may validate the call imtiation message without sending
the request to the validation server 102.

VAP may be based on Internet Protocol or any other suit-
able protocol. In one example, VAP may be based on transport
control protocol/Internet Protocol (TCP/IP) or TCP/TLS.
VAP may include programmatic interfaces for at least one of
the following: (1) to communicate the owned telephone num-
bers 114 of the call agent 24, (2) to communicate the call
attributes 116, (3) to communicate the valid VoIP routes 120,
and (4) verily passwords included in call in1tiation messages.
Alternatively or in addition, VAP may be based on an inter-
process communication (IPC) protocol, such as named pipes,
anonymous pipes, Common Object Request Broker Architec-
ture (CORBA), Stmple Object Access Protocol (SOAP), Dis-
tributed Component Object Model (DCOM), or any other
Remote Procedure Call (RPC) protocols. VAP may include
connection pooling, connection keep-alive and/or other fea-
tures for maintaiming and/or optimizing connectivity between
the validation server 102 and the call agent 24.

The separation of the functionality between the validation
server 102 and the call agent 24 may result in the validation
server 102 not being required to set up a new call. Instead, the
validation server 102 may be used to learn new valid VoIP
routes and to transmit the valid VoIP routes to the call agent 24
for later use.

FIGS. 10-13 illustrate example flow diagrams for the
operation of the system 100 when two calls are made from an
originating client to a destination client. In the examples
illustrated 1n FIGS. 11-14, the call agent 24 communicates
with a PBX gateway to make and receive calls over the PSTN
26.

FIG. 10 illustrates an example flow diagram for the opera-
tion system 100 at the originating side when the first of the
two calls 1s made. At the originating side, the operation may
begin 1n act 1002 when the client 28 transmits a setup mes-
sage to the call agent 24 to mitiate the first call. Inact 1004, the
call agent 24 may search the valid VoIP routes 120 for a
destination telephone number that 1s included in the setup
message. In act 1006, when the call agent 24 fails to find a
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valid route for the destination telephone number, the call
agent 24 may transmit an invite message to the gateway to
make a PSTN call.

In act 1008, the gateway indicates to the call agent 24 that
the 1nvite message was accepted at the destination client. In
act 1010, the call agent 24 transmits a connect message to the
client 28 to indicate the call 1s connected. Inact 1012, the call
agent 24 transmits an acknowledgement message to the gate-
way, and the first call 1s established over the PSTN 26.

In act 1014, the gateway detects a hang-up generated at the
destination client. In response, the gateway transmits, 1n act
1016, a message to the call agent 28 indicating that the call 1s
terminated. In act 1018, the call agent 28 transmits a hang-up
message to the client to relay the indication that the call 1s
over. In act 1020, the call agent 28 transmits an indication to
the gateway that the termination of the call was received. In
response to the termination of the first call, the call agent 28,
in act 1022, transmits call attributes 116 to the validation
server 102 for subsequent validation.

FI1G. 11 illustrates an example tlow diagram for the opera-
tion of the system 100 at the destination side when the first of
the two calls 1s made. In act 1102, the destination gateway, in
response to receipt of the setup request from the originating,
gateway, may transmit a setup message to the destination call
agent 24. In act 1104, the destination call agent 24 completes
the establishment of the first PSTN call.

In act 1106, the destination client 28 transmits a hang-up
message to the destination call agent 24 to indicate that the
first call 1s to be terminated. In act 1108, the destination call
agent 24 transmits a hang-up message to the destination gate-
way. In act 1110, the destination call agent 24 transmits an
indication to the destination client 28 that the call 1s termi-
nated.

In act 1112, 1n response to the termination of the call, the
destination call agent 24 transmits the call attributes 116 of
the first PSTN call to the destination validation server 102.

FI1G. 12 illustrates an example tlow diagram for the opera-
tion of the system 100 when the originating validation server
102 validates the VoIP route corresponding to the telephone
number of the destination client. Having receirved the call
attributes 116 of the first PTSN call, the validation server 102
may precede with learning a new VoIP route for the destina-
tion telephone number and validating the new VoIP route. For
example, the validation server 102 may, 1n act 1202, start the
process of learning and validating the new VoIP route when a
timer expires. In one example, the timer may be set to expire
alter a random length of time has passed since the timer last
triggered the process of learming and validating routes. Other
scheduling or triggers may be used.

In act 1204, the originating validation server 102 may
repeatedly transmit search requests to the registry 108 in
order to find a P2P node that matches the destination phone
number or a portion thereof. In each of the search requests, the
validation server 102 may use a ditferent portion of the des-
tination telephone number. In act 1206, the registry 108 may
return an identifier of the P2P matching the portion of the
destination telephone number in the search request. In the
example illustrated 1n FIG. 12, the identifier 1dentifies the
destination validation server 102.

In act 1208, the originating validation server 102 begins
authentication with the destination validation server 102
based on the call attributes of the first PSTN call. In act 1210,
the destination validation server 102 searches for calls match-
ing the iformation provided by the orniginating validation
server 102. Upon finding the call attributes for the first PSTN
call, the destination validation server 102, 1n act 1212, pro-
vides proof of knowledge of the first PSTN call, VoIP routing,
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information, and a ticket. The VoIP routing information may
include identification of the destination call agent 24. The
destination call agent 24 may, in some examples, require the
ticket 132 to be included 1n a call invite request before accept-
ing the call invite request. In act 1214, the originating valida-
tion server 102 validates the new VoIP route based on the
prool of knowledge of the first PSTN call provided by the
destination validation server 102.

In act 1216, the originating validation server 102 transmuits
the VoIP route including the ticket 132 to the origiating call
agent 24. In act 1218, the originating call agent 24 stores the
VoIP route 1n the cache of valid VoIP routes 120.

FIG. 13 1llustrates an example flow diagram for the opera-
tion of the system 100 when the second of the two calls 1s
made. As when initiating the first call, the originating client
28 begins the operation, 1n act 1302, by transmitting a setup
message to the origmating call agent 24. In act 1304, the
originating call agent 24 searches the cache of valid VoIP
routes 120 for the destination telephone number 1ncluded in
the setup message and finds the VoIP route corresponding to
the destination telephone number.

Using the information 1n the VoIP route, 1n act 1306, the
originating call agent 24 may establish, for example, a TCP/
TLS connection to the destination call agent 24. In act 1308,
the originating call agent 24 may transmit an 1nvite message
that includes the ticket to the destination call agent 24 over the
TCP/TLS connection. The mvite message may pass through
an originating firewall and a destination firewall on the way to
the destination call agent 24. The firewalls may also analyze
the vite message and decide whether to pass the invite
message toward the destination call agent 24. For example,
the destination firewall may include or be configured with an
application-level gateway (ALG) that determines whether the
ticket included 1n the mnvite message 1s valid. The ALG may
transmit the ticket to the destination validation server 102 in
a request for the destination validation server 102 to validate
the ticket.

The operation may continue, 1n act 1310, by the destination
call agent 24 verifying that the ticket 1n the 1mnvite message 1s
valid. To do so, the destination call agent 24 may transmit the
ticket to the destination validation server 102 1n a request for
the destination validation server 102 to validate the ticket. In
act 1312, the destination validation server 102 may respond to
the request indicating that the ticket 1s valid for the 1nvite
message. In act 1314, the destination validation server 102
may transmit an invite message to the destination client 28 to
complete the mitiation of the second call. Therefore, a VoIP
call 1s setup instead of a PSTN call.

FI1G. 14 illustrates one embodiment of a method to validate
a call agent. Additional, different, or fewer acts may be per-
formed. The acts may be performed 1n a different order than
illustrated in FIG. 14.

The method may begin in act 1402 by receving one or
more call attributes of one or more PSTN calls to a destination
telephone number. The method may, 1n act 1404, continue by
veritying the call agent for the destination telephone number
based on demonstrated knowledge of the one or more PSTN
calls. For example, verifying the call agent may include using
an EKE protocol to verily that the call agent or a correspond-
ing validation server has knowledge of the call attributes of
the PSTN calls.

In act 1406, the method may include determining whether
the call agent 1s verified for the destination telephone number.
If the call agent 1s not verified, then the method may complete.
If the call agent 1s verified, then the operation may continue 1n
act 1408 by transmitting an indication that the call agent was
verified for the destination telephone number. For example,
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the indication may be a VoIP route that includes a mapping of
the destination telephone number to the call agent.
As described above, implementations of the present inven-

tion provide a fully, 100% distributed solution that allows any
enterprise to make a VolP call to any other enterprise in the
world, without any central coordination, central services, or
configuration. It 1s completely plug-n-play, and 1s very
secure. Another advantage of the implementations described
herein 1s that they do require any special functionality from
PSTN providers. The implementations describe above enable
call agents to connect to each other directly over IP without
requiring an intermediate service provider for voice services.
Connections are seamless for end users, because they can
make and recetve calls with the phone numbers they already
use.

The present invention has been explained with reference to
specific embodiments. For example, while embodiments of

the present mvention have been described as operating in
connection with P2P networks and PSTN networks, the

present invention may be used 1n connection with any suitable
network environment.

Different components provide different functions for
implementing the functionality of the various embodiments.
The respective logic, soltware or istructions for implement-
ing the processes, methods and/or techniques discussed
above are provided on computer-readable storage media or
memories or other tangible media, such as a cache, bulfer,
RAM, removable media, hard drive, other computer readable
storage media, or any other tangible media or any combina-
tion thereof. The tangible media include various types of
volatile and nonvolatile storage media. The functions, acts or
tasks illustrated in the figures or described herein are executed
in response to one or more sets of logic or instructions stored
in or on computer readable storage media. The functions, acts
or tasks are independent of the particular type of instructions
set, storage media, processor or processing strategy and may
be performed by software, hardware, integrated circuits,
firmware, micro code and the like, operating alone or in
combination. Likewise, processing strategies may include
multiprocessing, multitasking, parallel processing and the
like. In one embodiment, the instructions are stored on a
removable media device for reading by local or remote sys-
tems. In other embodiments, the logic or instructions are
stored 1n a remote location for transfer through a computer
network or over telephone lines. In yet other embodiments,
the logic or instructions are stored within a given computer,
central processing umt (“CPU”), graphics processing unit
(“GPU™), or system. Logic encoded 1n one or more tangible
media for execution 1s defined as instructions that are execut-
able by the processor and that are provided on the computer-
readable storage media, memories, or a combination thereof.

Any of the devices, features, methods, and/or techniques
described may be mixed and matched to create different sys-
tems and methodologies. While the invention has been
described above by reference to various embodiments, 1t
should be understood that many changes and modifications
can be made without departing from the scope of the mven-
tion. It 1s therefore intended that the foregoing detailed
description be regarded as illustrative rather than limiting,
and that 1t be understood that it 1s the following claims,
including all equivalents, that are intended to define the spirit
and scope of this mnvention.
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What 1s claimed 1s:
1. An apparatus comprising:
a memory; and
a processor i communication with the memory, the
memory including computer code executable with the
processor, wherein the computer code 1s configured to:

recerve at least one call attribute for each respective one of
at least one public switched telephone network (PSTN)
call mmitiated from an originating Voice-over-Internet-
Protocol (VoIP) call agent over the PSTN to a destina-
tion telephone number;

verily calls to the destination telephone number over the

PSTN reach a destination VoIP call agent based on
receipt of demonstrated knowledge by the destination
VoIP call agent of at least one corresponding call
attribute, the at least one corresponding call attribute
determined to match the at least one call attribute for
cach respective one of the at least one PSTN call 1niti-
ated over the PSTN to the destination telephone number,
the at least one call attribute for each respective one of
the at least one PSTN call demonstrating knowledge of
a respective one of the at least one PSTN call; and
transmit an indication to the originating VoIP call agent that
a VoIP route mapping the destination telephone number
to the destination VoIP call agent 1s valid based on the
verification that calls to the destination telephone num-
ber over the PSTN reach the destination VoIP call agent.

2. The apparatus of claim 1, wherein the computer code
configured to receive the at least one call attribute 1s further
configured to recerve the at least one call attribute from the
originating call agent.

3. The apparatus of claim 1, wherein the computer code 1s
turther configured to:

recerve at least one telephone number assigned to the origi-

nating VoIP call agent; and

store the at least one telephone number 1n a peer-to-peer

network to indicate the at least one telephone number 1s
assigned to a node 1n the peer-to-peer network, wherein
the node 1s associated with the originating VolP call
agent.

4. The apparatus of claim 1, wherein the computer code 1s
further configured to:

recerve a call attribute of a PSTN call to at least one tele-

phone number, wherein the originating VoIP call agent
recetved the PSTN call;

recerve a request to demonstrate knowledge of the PSTN

call; and

in response to the request, transmit proot of the knowledge

of the call attribute of the PSTN call.

5. The apparatus of claim 1, wherein the at least one call
attribute includes a start time of the respective one of the at
least one PSTN call.

6. The apparatus of claim 1, wherein the at least one call
attribute includes an end time of the respective one of the at
least one PSTN call.

7. The apparatus of claim 1, wherein the VoIP route 1s
included 1n the indication that the VoIP route 1s valid.

8. Logic encoded 1n one or more tangible non-transitory
media for execution with a processor and when executed
operable to:

transmit, to a validation server, at least one call attribute for

a public switched telephone network (PSTN) call 1niti-
ated to a destination telephone number over the PSTN;
receive, from the validation server, information indicative
of a verification of a destination Voice-over-Internet-
Protocol (VoIP) call agent as an owner of the destination
telephone number, wherein the verification 1s based on a




US 8,228,902 B2

25

determination that the destination VoIP call agent dem-
onstrates knowledge of at least one corresponding call
attribute that indicates the at least one corresponding call
attribute matches the at least one call attribute of the
PSTN call imitiated over the PSTN, the at least one call
attribute demonstrating knowledge of the PSTN call;
receive a call intiation message, the call inttiation message
including the destination telephone number; and
initiate, i response to receipt of the call initiation message,
a VoIP call over a VoIP network to the destination VoIP
call agent instead of a new PSTN call over a circuit
switched network based on receipt of the mnformation
indicative of the verification of the destination VoIP call
agent as the owner of the destination telephone number.

9. The tangible media of claim 8, wherein the logic when
executed 1s further operable to store a VoIP route 1n a cache of
valid VoIP routes 1n response to receipt of the imformation
indicative of the verification of the destination VoIP call agent
as the owner of the destination telephone number, wherein the
VoIP route maps the destination telephone number to the
destination VoIP call agent.

10. The tangible media of claim 9, wherein the logic to
initiate the VoIP call over the VoIP network to the destination
VoIP call agent 1s further operable to search the cache of valid
VoIP routes for an entry matching the destination telephone
number to determine whether the information indicative of
the verification of the destination VoIP call agent as the owner
ol the destination telephone number was received.

11. The tangible media of claim 8, wherein the logic when
executed 1s Turther operable to transmit information recerved
in a VoIP 1nvite message to the validation server for validation
of the VoIP invite message.

12. The tangible media of claim 8, wherein the logic when
executed 1s further operable to transmit owned telephone
numbers to the validation server for advertisement of an origi-
nating call VoIP agent as an owner of the owned telephone
numbers.

13. The tangible media of claim 8, wherein communication
to and from the validation server conforms to a validation
access protocol.

14. A method comprising:

receiving at least one call attribute of at least one public

switched telephone network (PSTN) call initiated from
an originating Voice-over-Internet-Protocol (VoIP) call
agent to a destination telephone number over the PSTN,
the at least one call attribute demonstrating knowledge
of the at least one PSTN call;

verifying, with a processor, that calls to the destination

telephone number over the PSTN reach a destination
VoIP call agent based on a determination that the desti-
nation VolIP call agent demonstrates knowledge of at
least one corresponding call attribute that indicates the at
least one corresponding call attribute matches the at
least one call attribute of the at least one PSTN call to the
destination telephone number over the PSTN; and
transmitting, to the originating VoIP call agent, an indica-
tion that calls to the destination telephone number are
routable as VoIP calls to the destination VoIP call agent
based on the venfication that calls to the destination
telephone number over the PSTN reach the destination
VoIP call agent.

15. The method of claim 14, wherein verifying that calls to
the destination telephone number over the PSTN reach the
destination VoIP call agent further comprises:

transmitting a request to a destination validation server

associated with the destination VoIP call agent, the
request mndicating the destination validation server 1s to
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demonstrate knowledge of the at least one call attribute
of the at least one PSTN call; and

receving a response to the request from the destination

validation server, the response including proof of knowl-
edge ofthe atleast one corresponding call attribute of the
at least one corresponding PSTN call, the proof of
knowledge indicating that the destination VoIP call
agent demonstrates knowledge of the at least one corre-
sponding call attribute.

16. The method of claim 14, wherein veritying that calls to
the destination telephone number reach the destination VoIP
call agent over the PSTN further comprises delaying a ran-
dom amount of time after receiving the at least one call
attribute of the at least one PSTN call before transmitting a
request for proof of knowledge of the at least one call attribute
of the at least one PSTN call.

17. The method of claim 14 further comprising querying a
peer-to-peer network to discover a network address of the
destination VoIP call agent associated with the destination
phone number.

18. The method of claim 14, wherein transmitting the indi-
cation that calls to the destination telephone number are
routable as VoIP calls to the destination VoIP call agent com-
prises transmitting Voice over Internet Protocol (VolP) call
routing information to the originating VolIP call agent, the
VoIP call routing information including the destination tele-
phone number and a network address of the destination VoIP
call agent.

19. The method of claim 14 further comprising:

receving a range of telephone numbers assigned to the

originating call agent; and

storing the range of telephone numbers and an 1dentifier of

the originating VoIP call agent in a peer-to-peer network
to advertise the originating call VoIP agent as assigned to
the range of telephone numbers.
20. An apparatus comprising:
a memory; and
a processor i communication with the memory, the
memory including computer code executable with the
processor, wherein the computer code 1s configured to:

recetve at least one call attribute of at least one public
switched telephone network (PSTN) call received at a
destination Voice-over-Internet-Protocol (VoIP) call
agent and 1mitiated to a destination telephone number
over the PSTN, the at least one call attribute of the at
least one PSTN call demonstrating knowledge of the at
least one PSTN call; and

transmit proof of knowledge of the at least one call attribute
of the at least one PSTN call as verification that calls
over the PSTN to the destination telephone number
reach the destination VoIP call agent, the proof ol knowl-
edge transmitted over a network different than the
PSTN, wherein calls to the destination telephone num-
ber from an orniginating VoIP call agent are routed as
VoIP calls to the destination VoIP call agent in response
to a determination that the prootf of knowledge recerved
from the apparatus indicates a match of the at least one
call attribute of the at least one PSTN call with at least
one corresponding call attribute of at least one corre-
sponding call mitiated from the originating VoIP call
agent.
21. The apparatus of claim 20 further configured to receive
a request for the vernification that calls over the PSTN to the
destination telephone number reach the destination VoIP call
agent, wherein the apparatus 1s configured to transmit the
prool of knowledge of the at least one call attribute of the at
least one PSTN call 1n response to receipt of the request.
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22. The apparatus of claim 20 further configured to:

receive at least one call attribute of at least one call to a
target telephone number 1nmitiated from the destination

VoIP call agent over the PSTN; and
verily that calls to a target telephone number over t

1C

PSTN reach the originating VoIP call agent based on t.

1C

28

at least one call attribute of the at least one call to the
target telephone number mitiated from the destination

VoIP call agent over the PSTN.
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