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(57) ABSTRACT

A system and method for access control to a Femto cell
network. The system prevents access for unauthorized user
equipments (UE) to a Femto cell with a particular Location
Area Code (LAC) by temporarily averting access to that
particular FAP. If the Femto cell Access Point (FAP) gets a
connection request from an unauthorized UE, the FAP fails
the first authentication check for that particular UE. Upon
authentication failure, the UE activate a first timer and checks
if the FAP sends a second authentication request belore
expiry of the first timer. In an embodiment, FAP does not send
second authentication request 1f the UE 1s found to be unau-
thorized. Then the UE activates a second timer and goes to
1dle state. Further, the UE will not scan for FAPs with that
particular Location Area Code till expiry of the second timer.

4 Claims, 4 Drawing Sheets
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FRAMEWORK FOR ACCESS CONTROL
WITHOUT BARRING LOCATION AREA
CODLEL

TECHNICAL FIELD

The embodiments herein relate to wireless communication
networks and, more particularly, to an access control mecha-
nism in Femto cell based wireless communication networks.

BACKGROUND

Femto cells/Femto cell access points (FAP) are small cel-
lular base stations designed for extending coverage of wire-
less communication networks. Each Femto cells provide ser-
vices to users registered to that particular FAP. FAPs use
broadband router in order to connect to the network.

Each FAP 1s distinguished by using a code called “Location
Area Code” (LAC). Due to limited availability of Location
Area Codes, multiple FAPs may be assigned with the same
Location Area Code. In any geographic area, 1t 1s possible for
many FAPs to share the same LAC as aresult. In certain cases,
User Equipments (UE) may try to access an unauthorized
network, 11 the UE detects a FAP 1n 1ts vicinity. When the FAP
receives a connection request from an unknown UE, the FAP
checks authorization of the UE and denies access to the UE 1f
that particular 1s found to be unauthorized. The FAP checks it
the UE 1s authorized by comparing the UE’s 1dentity to a list

of UE 1dentities present with the FAP which are authorized to
access the FAP.

In an existing method to control access to a FAP, whena UE
1s not authorized to connect to that FAP, the FAP sends a
message to the UE, where the message indicates that the UE
1s “not allowed at the Location Area Code”. In an existing
method, when the Location Update procedure 1s “rejected”
with cause “not allowed at the Location Area”, the message
also implicitly indicates that the UE not attempt turther con-
nections to the FAP. In the existing method, the UE moves the
LAC 1nto a forbidden list of LACs present within the UE.
Hereaftter, the UE will not attempt to connect to that FAP until
the UE 1s power cycled (rebooted) or the Umiversal Subscriber
Identity Module (USIM) card 1s reimnserted.

As the LAC 1s present within the forbidden list, the UE wall
not attempt to connect any cellular site sharing or broadcast-
ing the same LAC. Once the UE comes in the vicinity of a
FAP with the same LAC (where the UE 1s authorized to
connect to that FAP), the UE will not attempt a connection, as
the LAC 1s present within the forbidden list. In order to enable
the UE to connect to an authorized FAP with a LAC that 1s
present 1n the forbidden list of that UE, the user of the UE has
to either remove and reinsert the USIM card or has to power

cycle the UE.

SUMMARY

In view of the foregoing, an embodiment herein provides a
system and method for an unauthorized User Equipment
(UE) to be rejected by a Femto Access Point (FAP)1n a Femto
network without undesirable effects. The method implements
at the FAP a scheme to deliberately force an authentication
tailure at the UE 11 the UE 1s found to be unauthorized to
access the FAP. Upon detection of the Authentication failure,
the UE responds to the FAP with an Authentication failure
message and activates a timer. If the UE has not received a
subsequent Authentication Request message from the FAP
betore the expiry of the timer, the UE considers the cellular
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2

site mvalid 1tself “barred” for a duration of time Tharred. At
the expiry of the timer Thbarred, the UE may attempt access at
the cellular site 1f necessary.

Further, a Femto Access Point (FAP) 1n the Femto network
comprise means adapted for sending an authorization failure
message to the User Equipment (UE), 1 the said UE 1s “unau-
thorized”.

These and other aspects of the embodiments herein will be
better appreciated and understood when considered 1n con-
junction with the following description and the accompany-
ing drawings.

BRIEF DESCRIPTION OF THE FIGURES

The embodiments herein will be better understood from
the following detailed description with reference to the draw-
ings, in which:

FIG. 1 illustrates a general block diagram of a Femto cell
network, as disclosed 1n embodiments herein;

FIG. 2 illustrates a Femto Access Point (FAP), as disclosed
in embodiments herein;

FIG. 3 1illustrates a sequence of processes that shows the
method of restricting access to a FAP network, as disclosed in
embodiments herein; and

FIG. 4 illustrates a flow diagram which describes the pro-
cesses 1nvolved 1n the access control mechanism, as disclosed
in embodiments herein.

DETAILED DESCRIPTION OF EMBODIMENTS

The embodiments herein and the various features and
advantageous details thereol are explained more fully with
reference to the non-limiting embodiments that are illustrated
in the accompanying drawings and detailed 1n the following
description. Descriptions of well-known components and
processing techniques are omitted so as to not unnecessarily
obscure the embodiments herein. The examples used herein
are intended merely to facilitate an understanding of ways 1n
which the embodiments herein may be practiced and to fur-
ther enable those of skill in the art to practice the embodi-
ments herein. Accordingly, the examples should not be con-
strued as limiting the scope of the embodiments herein.

The embodiments herein disclose a method for access con-
trol to a Femto cell network by temporarily averting access to
FAPs with a particular Location Area Code. Referring now to
the drawings, and more particularly to FIGS. 1 through 4,
where similar reference characters denote corresponding fea-
tures consistently throughout the figures, there are shown
embodiments.

FIG. 1 1llustrates a general block diagram of a femto cell
network as disclosed in the embodiments herein. The femto
cell network comprises a plurality of user devices (UE) 101,
a plurality of femto access points (FAP) 102, internet 103 and
a femto gateway 104. The user 101 communicates with the
cellular network through FAP 102 and the femto gateway 104
over an internet network 103. The user 101 may use a suitable
device such as a mobile phone or any other device capable of
communicating using a cellular network to communicate
withthe FAP102. The UEs 101 are connected to the FAPs 102
using a suitable connection means. In an embodiment, only
authorized UEs 101 are authorized to access the FAPs 102. In
another embodiment, multiple UEs 101 can be supported by
a single FAP 102. In another embodiment, each UE 101
identifies corresponding FAP 102 using a suitable means such
as “Location Area Code” (LAC). In another embodiment, the
same LAC may be assigned to multiple FAPs 102, wherein
the FAPs 102 may be separated by certain geographical dis-
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tance. In FIG. 1, the UE 101.5 1s authorized to access the
102.5, while the UE 101.a 1s not authorized to access the FAP
1025. If the UE 101.a tries to access the FAP 102.5, the FAP
102.5 1dentifies the UE 101.a as an unauthorized device and
the FAP 102.56 refuses connection to the UE 101.a. Further,
the FAP 102 connects to the cellular network using an internet
connection 103 via the femto gateway 104. The femto gate-
way 104 manages traflic between the FAPs 102 and the cel-
lular network. In an embodiment, the femto gateway 104 also
performs authentication of each FAP 102 and interfaces the
FAP 102 with mobile network core switches using standard
protocols.

FIG. 2 illustrates a Femto Access Point (FAP), as disclosed
in the embodiments herein. The FAP 102 comprises of a
Femto Management Module (FMM) 201 and memory unit
202. The FMM 201 selects and manages a L.ocation area code
(LAC) on the startup of the system. Further, Femto Access
Point 102 manages data transier between UE 101 and Femto
gateway 104. Further, the memory unit 202 comprises list of
UEs 101 (UE Id l1st) authorized to access each FAP 102. In an
embodiment, UE Id list may comprise Ids corresponding to
cach UE so as to1dentily the UEs. In another embodiment, the
UE Ids may be any or all of International Mobile Subscriber
Identity (IMSI)/Electronic Serial Number (ESN)/Interna-
tional Mobile Equipment Identity (IMEI) or any such user
equipment specific identity. Upon receiving a connection
request from a UE 101, the FMM 201 checks 1if that particular
UE 101 1s authorized to access the FAP 102 by checking 11 the
Id of that UE 101 1s present 1n the UE Id list corresponding to
that particular FAP.

FIG. 3 illustrates a sequence of processes that shows the
method of restricting access to a FAP network as disclosed in
the embodiments herein. The UE 101 initially sends a Radio
Resource Control (RRC) connection request to the FAP 102,
where the FAP 102 has a LAC which 1s recognized by the UE
101 as a LAC to which the UE 101 can connect. In response,
the FAP 102 sends a Connection Setup message to the UE
101. Upon reception of the connection setup message from
the FAP 102, the UE 101 completes the connection setup.
Once the connection setup 1s successiully complete, the UE
101 1initiates an mitial direct transier message to the FAP 102.
In an embodiment, the 1nitial direct transfer message tells the
FAP 102 that the UE 101 wants to perform the location update
procedure. In response to the initial direct transier message,
the FAP 102 sends an Identity Request message to the UE
101. In response to the Identity Request message, the UE 101
sends an Identity Response message to the FAP 102. The
Identity Response message comprises an unambiguous,
unique UE 1dentification and other parameters related to the
UE 101. The FAP 102 verifies the Identity sent by the UE 101.
In an embodiment, the FAP 102 maintains a list of authorized
User Equipments (UE). In another embodiment, the FAP 102
verifies authorization of a partlcular UE 101 by checking 1f
that particular UE 101 1s present in the authorized UE list. IT
the FAP 102 identifies that the UE 101 1s not authorized to
access the FAP 102, the FAP 102 fails access control for that
particular UE 101. In the typical embodiment, FAP 102 sends
a Location Update Reject message to UE 101 with cause “Not
allowed 1n this Location Area”. In such embodiment, UE 101
marks and stores the LAC as “Forbidden to enter”. In such
embodiment, UE 101 1s forbidden to access any other cellular
site even those other than FAP 102 so long as the same LAC
1s used. In the proposed embodiment however, the FAP 102
upon detecting the UE 101 1s “unauthorized”, forcibly creates
the Authentication procedure to fail at UE 101. The FAP 102
sends an “Authentication Request” message to the UE with
invalid MAC and SQN parameters forcing the UE 101 to fail
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the Authentication procedure. Upon reception of the
“Authentication Request” message, the UE 101 activates a
first timer and checks 1f the FAP 102 sends any subsequent
Authentication Request message before expiry of the timer.
In an embodiment, the first timer may be a T3216 timer or any
such suitable timers. If the UE 101 does not receirve any
subsequent Authentication Request message before expiry of
the first timer, the UE 101 considers the FAP invalid and
activates a second timer. After activating the second timer, the
UE 101 enters IDLE state. In an embodiment, the second
timer can be represented as 1, ..

FIG. 4 1llustrates a flow diagram which describes the pro-
cesses mvolved 1n the access control mechanism as disclosed
in the embodiments herein. When a UE 101 detects a FAP
102, the UE 101 sends (401) a connection request to the FAP
102. Upon reception of the connection request, the FAP 102
performs an Access Control check (402) to determine
whether the UE 101 1s authorized to access the FAP 102 or
not. In an embodiment, the FAP 102 checks authorization of
a particular UE 101 by sending an Identity Request message
and verilying the identity derived from the Identity Response

from the UE 101. If the UE 101 1s authorized to access that
particular FAP 102, the FAP 102 allows that particular UE
101 to establish (413) a connection. If the UE 101 1s found to
be not authorized, the FAP 102 sets (403) the authentication
parameter AUTN equal to zero in the Authentication Request
message and sends the message to the UE 101. In an embodi-
ment, a zero value of AUTN parameter causes the ciphering to
fail at the UE 101. Upon reception of AUTN value equal to
zero, the UE 101 fails (404) the Authentication procedure. In
an embodiment, both Message Authentication Code (MAC)
and Sequence Number (SQN) are derivations of the Authen-
tication Procedure. When UE 101 detects an invalid MAC or
an mvalid SQN, the UE 101 considers the network 1s unau-
thenticated. Upon failure of first SQN check, the UE 101
activates (403) a first timer. In an embodiment, the first timer
can be a T 3216 timer or any such suitable timers. In another
embodiment, the time period in the first timer can be preset by
the system. The UE 101 then checks (406) 11 the first timer has
expired. I the first timer has expired, then the UE 101 checks
(408) 1f the FAP 102 has sent a second Authentication
Request message before expiry of the first timer. In the
embodiment proposed, the FAP 102 does not send a second
authentication request Authentication Request message 1f the
UE 101 1s determined to be unauthorized during the Access
Control check 402. If the UE 101 1dentifies that the FAP 102
has not sent a second authentication request before expiry of
the first timer, the UE 101 activates (409) a second timer. In
the embodiment proposed, the second timer may be repre-
sented as T, _ . In another embodiment, a Non Access Stra-
tum (NAS) layer in the UE 101 tells Radio Resource Control-
ler (RRC), not to consider that particular cell for selection/
reselection t1ll expiry of the second timer. In an embodiment,
the UE 101 goes to an idle state after starting the second timer.
The UE 101 checks (410) atter a particular time 11 the second
timer has expired or not. If the second timer has expired, then
the UE 101 starts scanning (412) for an available cell includ-
ing FAP 102. I the second timer has not expired, the UE 101
tries to access (411) other available cells in the vicinity and do
not attempt a connection to the FAP 102 till expiry of the
second timer. The various actions 1 method 400 may be
performed in the order presented, 1n a different order or simul-
taneously. Further, in some embodiments, some actions listed
in FIG. 4 may be omitted.

The embodiments disclosed herein can be implemented
through at least one software program running on at least one
hardware device and performing network management func-




US 8,226,340 Bl

S

tions to control the network elements. The network elements
shown 1n FIG. 2 include blocks which can be at least one of a
hardware device, or a combination of hardware device and
software module.

The embodiment disclosed herein specifies a system for
controlling access to a Femto cell network. The mechanism
overcomes the limitations of forbidding location area codes
and enables the frequent reuse of location area code (LAC),
providing a system thereof. Therefore, 1t 1s understood that
the scope of the protection 1s extended to such a program and
in addition to a computer readable means having a message
therein, such computer readable storage means contain pro-
gram code means for implementation of one or more steps of
the method, when the program runs on a server or mobile
device or any suitable programmable device. The method 1s
implemented 1n a preferred embodiment through or together
with a software program written 1 e.g. Very high speed
integrated circuit Hardware Description Language (VHDL)
another programming language, or implemented by one or
more VHDL or several software modules being executed on
at least one hardware device. The hardware device can be any
kind of device which can be programmed including e.g. any
kind of computer like a server or a personal computer, or the
like, or any combination thereof, e.g. one processor and two
FPGAs. The device may also include means which could be
¢.g. hardware means like e.g. an ASIC, or a combination of
hardware and software means, e.g. an ASIC and an FPGA, or
at least one microprocessor and at least one memory with
software modules located therein. Thus, the means are at least
one hardware means and/or at least one software means. The
method embodiments described herein could be 1mple-
mented 1 pure hardware or partly in hardware and partly in
software. The device may also include only software means.
Alternatively, the invention may be implemented on different
hardware devices, e.g. using a plurality of CPUs.

The foregoing description of the specific embodiments will
so fully reveal the general nature of the embodiments herein
that others can, by applying current knowledge, readily
modily and/or adapt for various applications such specific
embodiments without departing from the generic concept,
and, therefore, such adaptations and modifications should and
are intended to be comprehended within the meaning and
range of equivalents of the disclosed embodiments. It 1s to be
understood that the phraseology or terminology employed
herein 1s for the purpose of description and not of limitation.
Theretore, while the embodiments herein have been
described in terms of preferred embodiments, those skilled 1n
the art will recognize that the embodiments herein can be
practiced with modification within the spirit and scope of the
claims as described herein.

What 1s claimed 1s:

1. A method for a Femto Access Point (FAP) to prohibit a
User Equipment (UE) to connect to said Femto Access Point
(FAP) in a Femto network, said method comprising:

sending an authorization request message to said UE by

said FAP to forcibly fail an authorization procedure, on
said UE failing to get authorized to connect to said FAP;
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sending a Radio Resource Control (RRC) connection
request to said FAP by said UE, wherein said FAP com-
prises a Location Area Code (LAC) which 1s recognized
by said UE as a LAC to which said UE 1s allowed to
connect,

sending a connection setup message to said UE by said

FAP 1n response to said RRC connection request;
completing a connection setup by said UE upon reception
of said connection setup message from said FAP;
imitiating an mitial direct transfer message by said UE to
said FAP upon completion of said connection setup;
sending an identity request message to said UE by said FAP
in response to said initial direct transier message;
sending an identity response message to said FAP by said
UE inresponse to said identity request message, wherein
said identity response message comprises an unambigu-
ous, unique UE 1dentification and parameters related to
Sald UE;
verilying 1dent1ty sent by said UE, wherein said FAP main-
tains a list of authornized UE;
verilying authorization of Sald UE by said FAP checking
for a presence of said UE 1n the authorized UE list; and
failing access control for said UE upon said FAP identify-
ing that said UE 1s not authorized to access said FAP.

2. The method of claim 1, wherein said method further
COmprises:

said FAP causing a Message Authentication Code (MAC)

check to fail at said UE upon said UE receiving said
authorization request message; and

said FAP deliberately causing a Sequence Number (SQN)

check to fail at said UE upon said UE recerving said
authorization request message.

3. The method of claim 1, wherein said initial direct trans-
fer message conveys to said FAP that said UE wants to per-
form a location update procedure.

4. The method of claim 2, wherein said method further
COmprises:

activating a first timer by UE upon said UE recerving said

authorization request message with at least one of an
invalid MAC and an mvalid SQN, wherein said first
timer comprises at least one of a T3216 timer and any
suitable timer;

checking for a subsequent authorization request message

to said UE from said FAP before expiry of said first
timer;
considering said FAP 1nvalid and activating a second timer
upon said UE not receiving said subsequent authoriza-
tion request message before expiry of said first timer;

said UE entering an 1dle state after activating said second
timer;

accessing other available cells 1n said Femto network and

not attempting a connection to said FAP by said UE until
an expiry of said second timer; and

scanning for an available cell in said Femto network

including said FAP by said UE upon expiration of said
second timer.
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