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PROCESSING MESSAGES FROM A MOBILE
COMPUTING DEVICE FOR DIAGNOSIS OR
SERVICE SELECTION

BACKGROUND

Mobile computing devices, such as cellular phones, smart
phones, and personal digital assistants can encounter failure
events, such as a software crash. Further, these devices can be
used 1n many different ways according to the preferences of
the users thereol. The mobile devices can communicate wire-
lessly via a wireless network to a server computer, which can
provide Tunctions such as data backup, data restore, the pro-
vision of new applications, updating or upgrading soitware of
the device, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A through 1F illustrate a mobile computing device
from various views, according to an exemplary embodiment;

FIG. 2 1s a block diagram of the mobile computing device
of FIGS. 1A through 1F, according to an exemplary embodi-
ment;

FIG. 3 1s a block diagram of a system and method for
processing messages from a mobile computing device,
according to an exemplary embodiment;

FI1G. 4 1s a flowchart showing processes for index creation,
according to an exemplary embodiment;

FIG. 5 15 a flowchart showing processes for attribute selec-
tion, according to an exemplary embodiment;

FI1G. 6 1s a flowchart showing search processes, according,
to an exemplary embodiment;

FI1G. 7 1s a flowchart showing service selection and delivery
processes, according to an exemplary embodiment; and

FIG. 8 1s a block diagram of a remote diagnostics trending
example, according to an exemplary embodiment.

(Ll

DETAILED DESCRIPTION OF TH
EXEMPLARY EMBODIMENTS

Described herein are various exemplary embodiments of

systems and methods for analyzing trends, events, data logs
and other data for one or more mobile computing devices.
Some embodiments may provide greater flexibility in the type
of diagnostics and trend analysis which can be performed.
Some embodiments may enable early diagnosis and remedy
or repair of device faults, bugs or failures. Some embodiments
may further enable earlier and more accurate selection of a
service needed by a mobile computing device. Some embodi-
ments may allow analysis of usage trends of a mobile device
or type ol mobile device and may further enable selection and
offering of services based on the determined usage trends.
The teachings herein extend to those embodiments that fall

within the scope of the appended claims, regardless of

whether they accomplish one or more of the above-mentioned
exemplary advantages.

Referring to FIGS. 1A through 1F, a mobile computing
device 100 1s shown from various angles, according to an
exemplary embodiment. FIG. 1A 1s a front view of device
100; FIG. 1B 1s a rear view of device 100; FIGS. 1C and 1D
are side views of device 100; and FIGS. 1F and 1F are top and

bottom views of device 100. The device may be any type of

communications or computing device (e.g., a cellular phone,
other mobile device, digital media player (e.g., audio or
audio/video), personal digital assistant, etc.).

Device 100 may be a smart phone, which 1s a combination
mobile telephone and handheld computer having personal
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2

digital assistant (“PDA”) functionality. The teachings herein
can be applied to other mobile computing devices (e.g., a
laptop computer) or other electronic devices (e.g., a desktop
personal computer, etc.). PDA functionality can comprise one
or more ol personal information management, database func-
tions, word processing, spreadsheets, voice memo recording,
location-based services, device backup and lock, media play-
ing, Internet browsing, etc. and 1s configured to synchronize
personal information or user data (e.g., contacts, e-mail, cal-
endar, notes, to-do list, web browser favorites, etc.) from one
or more applications with a computer (e.g., desktop, laptop.,
server, etc.). Device 100 1s further configured to receive and
operate additional applications provided to device 100 after
manufacture, e.g., via wired or wireless download, Secure
Digital card, etc.

Device 100 may be a handheld computer (e.g., a computer
small enough to be carried 1n a typical front pocket found 1n
a pair ol pants or other similar pocket), comprising such
devices as typical mobile telephones and PDAs, but the term
“handheld” and the phrase “configured to be held 1n a hand
during use” excluding typical laptop computers and tablet
personal computers (“PCs”) for purposes of this disclosure.
In alternative embodiments, the teachings herein may extend
to laptop computers, tablet PCs, desktop PCS, and other
clectronic devices. The various iput devices and other parts
of device 100 as described below may be positioned any-
where on device 100 (e.g., the front side of FIG. 1A, the rear
side of FIG. 1B, the sides of FIGS. 1C and 1D, etc.).

Device 100 includes various user mput devices. For
example, the user iput devices may include a send button
104 usable to select options appearing on display 103 and/or
send messages, a S-way navigator 105 usable to navigate
through options appearing on display 103, a power/end but-

ton 106 usable to select options appearing on display 103 and
to turn on display 103, a phone button 107 usable to access a
phone application screen, a calendar button 108 usable to
access a calendar application screen, a messaging button 109
usable to access a messaging application screen (e.g., e-mail,
text, Multimedia Messaging Service (MMS), etc.), an appli-
cations button 110 usable to access a screen showing avail-
able applications, a thumb keyboard 111 (which includes a
phone dial pad 112 usable to dial during a phone application),
a volume button 119 usable to adjust the volume of audio
output of device 100, a customizable button 120 which a user
may customize to perform various functions, a ringer switch
122 usable to switch the device from one mode to another
mode (such as switching from a normal rnger mode to a
meeting ringer mode), and a touch screen display 103 usable
to select control options displayed on display 103.

Device 100 also includes various audio circuits. The audio
circuits may include phone speaker 102 usable to listen to
information in a normal phone mode, external speaker 116
louder than the phone speaker (e.g. for listening to music, for
a speakerphone mode, etc.), headset jack 123 to which a user
can attach an external headset which may include a speaker
and/or a microphone, and a microphone that can be used to
pick up audio information such as the user’s end of a conver-
sation during a phone call.

Device 100 may also include a status indicator 101 that can
be used to indicate the status of device 100 (such as messages
pending, charging, low battery, etc.), a stylus slot 113 for
receiving a stylus usable to input data on touch screen display
103, a digital camera 115 usable to capture images, a mirror
114 positioned proximate camera 115 such that a user may
view themselves in mirror 114 when taking a picture of them-
selves using camera 115, a removable battery 118, and a
connector 124 which can be used to connect device 100 to
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either (or both) an external power supply such as a wall outlet
or battery charger or an external device such as a personal
computer, a global positioning system (“GPS”) unit, a display
unit, or some other external device.

Device 100 may also include an expansion slot 121 that 5
may be used to recerve a memory card and/or a device which
communicates data through slot 121, and a Subscriber Iden-
tity Module (SIM) card slot 117, located behind battery 118,
configured to receive a SIM card or other card that allows the
user to access a cellular network. 10

In various embodiments device 100 may include a housing,
140. Housing 140 may be configured to retain or secure a
screen 1n a fixed relationship above a plurality of user input
devices 1n a substantially parallel or same plane. A fixed
relationship may exclude a hinged or movable relationship 15
between the screen and plurality of keys 1n the fixed embodi-
ment, though hinged or movable relationships may be used in
other embodiments.

Housing 140 could be any size, shape, and dimension. In
some embodiments, housing 140 has a width 152 (shorter 20
dimension) of no more than about 200 mm or no more than
about 100 mm. According to some of these embodiments,
housing 140 has a width 152 of no more than about 85 mm or
no more than about 65 mm. According to some embodiments,
housing 140 has a width 152 of atleast about 30 mm or at least 25
about 50 mm. According to some of these embodiments,
housing 140 has a width 152 of at least about 55 mm.

In some embodiments, housing 140 has a length 154
(longer dimension) of no more than about 200 mm or no more
than about 150 mm. According to some of these embodi- 30
ments, housing 140 has a length 154 of no more than about
135 mm or no more than about 125 mm. According to some
embodiments, housing 140 has a length 154 of at least about
70 mm or at least about 100 mm. According to some of these
embodiments, housing 140 has a length 154 of at least about 35
110 mm.

In some embodiments, housing 140 has a thickness 150
(smallest dimension) of no more than about 150 mm or no
more than about 50 mm. According to some of these embodi-
ments, housing 140 has a thickness 150 of no more than about 40
30 mm or no more than about 25 mm. According to some
embodiments, housing 140 has a thickness 150 of at least
about 10 mm or at least about 15 mm. According to some of
these embodiments, housing 140 has a thickness 150 of at
least about S0 mm. According to some embodiments, housing 45
140 has a thickness 150 of 11 mm or less.

In some embodiments, housing 140 has a volume of up to
about 2500 cubic centimeters and/or up to about 13500 cubic
centimeters. In some of these embodiments, housing 140 has
a volume of up to about 1000 cubic centimeters and/or up to 50
about 600 cubic centimeters.

Device 100 may include an antenna 130 system for trans-
mitting and/or recerving radio frequency signals. Each trans-
ceiver of device 100 may include individual antennas or may
include a common antenna 130. The antenna system may 55
include or be implemented as one or more 1nternal antennas
and/or external antennas.

While described with regards to a handheld device, many
embodiments are usable with portable devices which are not
handheld and/or with non-portable devices/systems. 60

Device 100 may provide voice communications function-
ality 1n accordance with different types of cellular radiotele-
phone systems. Examples of cellular radiotelephone systems
may include Code Division Multiple Access (“CDMA”) cel-
lular radiotelephone communication systems, Global System 65
for Mobile Communications (“GSM”) cellular radiotele-
phone systems, etc.

4

In addition to voice communications functionality, device
100 may be configured to provide data communications func-
tionality 1n accordance with different types of cellular radio-
telephone systems. Examples of cellular radiotelephone sys-
tems olfering data communications services may include
GSM with General Packet Radio Service (“GPRS”) systems
(“GSM/GPRS”), CDMA/1xRTT (1 times Radio Transmis-
sion Technology) systems, Enhanced Data Rates for Global
Evolution (“EDGE”) systems, Evolution Data Only or Evo-
lution Data Optimized (“EV-DO”) systems, efc.

Device 100 may be configured to provide voice and/or data
communications functionality through wireless access points
(“WAPs”) 1n accordance with different types of wireless net-
work systems. A wireless access point may comprise any one
or more components of a wireless site used by device 100 to
create a wireless network system that connects to a wired
infrastructure, such as a wireless transceiver, cell tower, base
station, router, cables, servers, or other components depend-
ing on the system architecture. Examples of wireless network
systems may further include a wireless local area network
(“WLAN”) system, wireless metropolitan area network
(“WMAN”) system, wireless wide area network (“WWAN™)
system (e.g., a cellular network), and so forth. Examples of
suitable wireless network systems offering data communica-
tion services may include the Institute of Electrical and Elec-
tronics . Jngmeers (“IEEE”) 802.xx series of protocols, such
as the IEEE 802.11a/b/g/n series of standard protocols and
variants (also referred to as “WiF1”), the IEEE 802.16 series
of standard protocols and variants (also referred to as
“Wi1IMAX™), the IEEE 802.20 series of standard protocols and
variants, a wireless personal area network (“PAN”) system,
such as a Bluetooth® system operating 1n accordance with the
Bluetooth Special Interest Group (“SIG™) series of protocols.

As shown 1n the embodiment of FIG. 2, device 100 com-
prises a processing circuit 201, which may comprise a dual
processor architecture, including a host processor 202 and a
radio processor 204 (e.g., a base band processor or modem).
Host processor 202 and radio processor 204 may be config-
ured to communicate with each other using an iterface 206
such as one or more universal serial bus (“USB”) interfaces,
micro-USB 1nterfaces, universal asynchronous receiver-
transmitter (“UART”) interfaces, general purpose imput/out-
put (“GPIO”) interfaces, control/status lines, control/data
lines, shared memory, and so forth.

Host processor 202 may be configured to execute various
computer programs (€.g., software, firmware, or other code)
such as application programs and system programs to provide
computing and processing operations for device 100. Radio
processor 204 may be responsible for performing various
voice and data communications operations for device 100
such as transmitting and recerving voice and data information
over one or more wireless communications channels.
Although embodiments of the dual processor architecture
may be described as comprising host processor 202 and radio
processor 204 for purposes of 1llustration, the dual processor
architecture of device 100 may comprise one processor, more
than two processors, may be implemented as a dual- or multi-
core chip with both host processor 202 and radio processor
204 on a single chip, etc. Alternatively, a single processor or
multiple processors may perform the functions of host pro-
cessor 202 and radio processor 204, such as a single, unified
processor that handles host and radio functions, or other
multiprocessor topologies which do notrely on the concept of
a host. Alternatively, processing circuit 201 may comprise
any digital and/or analog circuit elements, comprising dis-
crete and/or solid state components, suitable for use with the
embodiments disclosed herein.

L.L
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In various embodiments, host processor 202 may be imple-
mented as a host central processing unit (“CPU”) using any
suitable processor or logic device, such as a general purpose
processor. Host processor 202 may comprise, or be imple-
mented as, a chip multiprocessor (“CMP”), dedicated proces-
sor, embedded processor, media processor, mput/output (“I/
(") processor, co-processor, lield programmable gate array
(“FPGA”), programmable logic device (“PLD”), or other
processing device 1n alternative embodiments.

Host processor 202 may be configured to provide process-
ing or computing resources to device 100. For example, host
processor 202 may be responsible for executing various com-
puter programs such as application programs and system
programs to provide computing and processing operations for
device 100. Examples of application programs may include,
for example, a telephone application, voicemail application,
e-mail application, instant message (“IM™) application, short
message service (“SMS”) application, multimedia message
service (“MMS”) application, web browser application, per-
sonal information manager (“PIM”) application (e.g., contact
management application, calendar application, scheduling
application, task management application, web site favorites
or bookmarks, notes application, etc.), word processing
application, spreadsheet application, database application,
video player application, audio player application, multime-
dia player application, digital camera application, video cam-
era application, media management application, a gaming
application, and so forth. The application software may pro-
vide a graphical user intertace (“GUI”) to communicate infor-
mation between device 100 and a user. The computer pro-
grams may be stored as firmware on a memory associated
with processor 202, may be loaded by a manufacturer during,
a process ol manufacturing device 100, and may be updated
from time to time with new versions or software updates via
wired or wireless communication.

System programs assist in the running of a computer sys-
tem. System programs may be directly responsible for con-
trolling, integrating, and managing the individual hardware
components of the computer system. Examples of system
programs may 1include, for example, an operating system
(“OS”), a kernel, device drivers, programming tools, utility
programs, software libraries, an application programming

interface (“API”), a GUI, and so forth. Device 100 may utilize
any suitable OS 1n accordance with the described embodi-
ments such as a Palm OS®, Palm OS® Cobalt, Microsoit
Windows® OS, Microsoit Windows® CE, Microsoft Pocket
PC, Microsoit Mobile, Symbian OS™, Embedix OS, any
Linux distribution, Binary Run-time Environment for Wire-
less (“BREW?™) OS, JavaOS, a Wireless Application Protocol
(“WAP”) OS, and so forth.

Device 100 may comprise a memory 208 coupled to host
processor 202. In various embodiments, memory 208 may be
configured to store one or more computer programs to be
executed by host processor 202. Memory 208 may be imple-
mented using any machine-readable or computer-readable
media capable of storing data such as volatile memory or
non-volatile memory, removable or non-removable memory,
crasable or non-erasable memory, writeable or re-writeable
memory, and so forth. Examples of machine-readable storage

media may 1nclude, without limitation, random-access
memory (“RAM”), dynamic RAM (“DRAM”), Double-

Data-Rate DRAM (“DDRAM™), synchronous DRAM
(“SDRAM)”, static RAM (“SRAM?”), read-only memory
(“ROM”), programmable ROM (“PROM?”), erasable pro-
grammable ROM (“EPROM?”), electrically erasable pro-
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6

grammable ROM (“EEPROM”), flash memory (e.g., NOR or
NAND flash memory), or any other type of media suitable for
storing information.

Although memory 208 1s shown as being separate from
host processor 202 for purposes of illustration, 1n various
embodiments some portion or the entire memory 208 may be
included on the same integrated circuit as host processor 202.
Alternatively, some portion or the entire memory 208 may be
disposed on an integrated circuit or other medium (e.g., hard
disk drive) external to the integrated circuit of host processor
202. In various embodiments, device 100 may comprise a
memory port or expansion slot 121 (shown in FIG. 1) to
support a multimedia and/or memory card, for example. Pro-
cessing circuit 201 may use memory port or expansion slot
121 to read and/or write to a removable memory card having
memory, for example, to determine whether a memory card 1s
present 1n port or slot 121, to determine an amount of avail-
able memory on the memory card, to store subscribed content
or other data or files on the memory card, etc.

Device 100 may comprise a user input device 210 coupled
to the host processor 202. User imput device 210 may com-
prise, for example, a alphanumeric, numeric or QWERTY
key layout and an integrated number dial pad. Device 100 also
may comprise various keys, buttons, and switches such as, for
example, input keys, preset and programmable hot keys, left
and right action buttons, a navigation button such as a multi-
directional navigation button, phone/send and power/end but-
tons, preset and programmable shortcut buttons, a volume
rocker switch, a ringer on/oif switch having a vibrate mode, a
keypad and so forth. Examples of such objects are shown in
FIG. 1 as 5-way navigator 105, power/end button 106, phone
button 107, calendar button 108, messaging button 109, appli-
cations button 110, thumb keyboard 111, volume button 119,
customizable button 120, and ringer switch 122.

The host processor 202 may be coupled to display 103.
Display 103 may comprise any suitable visual interface for
displaying content to a user of device 100. For example,
display 103 may be implemented by a liqud crystal display
(“LCD”) such as a touch-sensitive color (e.g., 16-bit color)
thin-film transistor (*““IFT”) LCD screen. In some embodi-
ments, the touch-sensitive LCD may be used with a stylus
and/or a handwriting recognizer program.

Device 100 may comprise an I/O mterface 214 coupled to
the host processor 202. I/O mterface 214 may comprise one or
more I/0 devices such as a serial connection port, an infrared
port, integrated Bluetooth® wireless capability, and/or inte-
grated 802.11x (WiF1) wireless capability, to enable wired
(e.g., USB cable) and/or wireless connection to a local com-
puter system, such as a PC, or a remote computer system,
such as a computer server. In various implementations, device
100 may be configured to transfer and/or synchronize infor-
mation with the local computer system, such as personal
information management data stored 1 one or more data-
bases 1n memory 208.

Host processor 202 may be coupled to various audio/video
(“A/V”") devices 216 that support A/V capability of device
100. Examples of A/V devices 216 may include, for example,
a microphone, one or more speakers, an audio port to connect
an audio headset, an audio coder/decoder (codec), an audio
player, a digital camera, a video camera, a video codec, a
video player, and so forth.

Host processor 202 may be coupled to a power supply 218
configured to supply and manage power to the elements of
device 100. In various exemplary embodiments, power sup-
ply 218 may be implemented by a rechargeable battery, such
as a removable and rechargeable lithium 10n battery to pro-
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vide direct current (“DC”) power, and/or an alternating cur-
rent (“AC”) adapter to draw power from a standard AC main
power supply.

As mentioned above, radio processor 204 may perform
voice and/or data communication operations for device 100.
For example, radio processor 204 may be configured to com-
municate voice information and/or data information over one
or more assigned frequency bands of a wireless communica-
tion channel. Radio processor 204 may be implemented as a
communications processor using any suitable processor or
logic device, such as a modem processor or baseband proces-
sor. Radio processor 204 may comprise, or be implemented
as, a digital signal processor (“DSP”), a media access control
(“MAC”) processor, or any other type of communications
processor 1n accordance with the described embodiments.
Radio processor 204 may be any of a plurality of modems
manufactured by Qualcomm, Inc. or other manufacturers.

Device 100 may comprise a transcerver 220 coupled to
radio processor 204. Transcerver 220 may comprise one or
more transceivers configured to communicate using different
types of protocols, communication ranges, operating power
requirements, RF sub-bands, information types (e.g., voice or
data), use scenarios, applications, and so forth. For example,
transceiver 220 may comprise a Wi-Fi1 transceiver and a cel-
lular or WAN transceiver configured to operate simulta-
neously.

Transceiver 220 may be implemented using one or more
chips as desired for a given implementation. Although trans-
ceiver 220 1s shown as being separate from and external to
radio processor 204 for purposes of illustration, 1n various
embodiments some portion or the entire transceiver 220 may
be included on the same integrated circuit as radio processor
204.

Device 100 may comprise an antenna or antenna system
130 for transmitting and/or receiving electrical signals. As
shown, antenna system 130 may be coupled to radio proces-
sor 204 through transceiver 220. Radio tower 230 and server
232 are shown as examples of potential objects configured to
receive a signal from antenna system 130.

Device 100 may comprise a memory 224 coupled to radio
processor 204. Memory 224 may be implemented using any
type of memory described with reference to memory 208.
Although memory 224 1s shown as being separate from and
external to radio processor 204 for purposes of 1llustration, 1n
various embodiments some portion or the entire memory 224
may be included on the same 1ntegrated circuit as radio pro-
cessor 204. Further, host processor 202 and radio processor
204 may share a single memory.

Device 100 may comprise a SIM 226 coupled to radio
processor 204. SIM 226 may comprise, for example, a remov-
able or non-removable smart card configured to encrypt voice
and data transmissions and to store user-specific data for
allowing a voice or data communications network to identity
and authenticate the user. SIM 126 also may store data such as
personal settings specific to the user.

Device 100 may comprise an I/O interface 228 coupled to
the radio processor 204. I/O interface 228 may comprise one
or more I/O devices to enable wired (e.g., serial, cable, etc.)
and/or wireless (e.g., Wik1, short range, etc.) communication
between device 100 and one or more external computer sys-
tems.

In various embodiments, device 100 may comprise loca-
tion or position determination capabilities. Device 100 may
employ one or more position determination techniques

including, for example, GPS techniques, Cell Global Identity
(“CGT7) techmques, CGI including timing advance (“TA™)
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techniques, Time Difference of Arrival (“TDOA™) tech-
niques, Angle of Arrival (“AOA”) techniques, Advanced For-
ward Link Trlateration (“AFTL”) techniques, Observed
Time Ditlerence of Arrival (“OTDOA”), Enhanced Observed
Time Dafference (“EOTD”) techmiques, Assisted GPS
(“AGPS”) techniques, hybrid techniques (e.g., GPS/CGI,
AGPS/CGI, GPS/AFTL or AGPS/AFTL for CDMA net-
works, GPS/EOTD or AGPS/EOTD for GSM/GPRS net-
works, GPS/OTDOA or AGPS/OTDOA for UMTS net-
works), etc.

In various embodiments, device 100 may comprise dedi-
cated hardware circuits or structures, or a combination of
dedicated hardware and associated software, to support posi-
tion determination. For example, transceiver 220 and antenna
system 130 may comprise GPS receiver or transceiver hard-
ware and one or more associated antennas coupled to radio
processor 204 to support position determination.

Host processor 202 may comprise and/or implement at
least one location-based service (“LBS”) application. In gen-
cral, the LBS application may comprise any type of client
application executed by host processor 202, such as a GPS
application configured to communicate position requests
(e.g., requests for position fixes) and position responses.
Examples of LBS applications include, without limitation,
wireless 911 emergency services, roadside assistance, asset
tracking, fleet management, iriends and family locator ser-
vices, dating services, and navigation services which may
provide the user with maps, directions, routing, traffic
updates, mass transit schedules, information regarding local
points-of-interest (“POI”) such as restaurants, hotels, land-
marks, and entertainment venues, and other types of LBS
services 1n accordance with the described embodiments.

Radio processor 204 may be configured to generate a posi-
tion fix by configuring a position engine and requesting a
position fix. For example, a position engine interface on radio
processor 204 may set configuration parameters that control
the position determination process. Examples of configura-
tion parameters may include, without limitation, location
determination mode (e.g., standalone, Mobile Station-as-
sisted, Mobile Station-based), actual or estimated number of
position fixes (€.g., single position fix, series of position fixes,
request position assist data without a position {ix), time inter-
val between position fixes, Quality of Service (“QoS”) val-
ues, optimization parameters (€.g., optimized for speed, accu-
racy, or payload), Position Determination Entity address
(e.g., IP address and port number of LPS or MPC), etc. In one
embodiment, the position engine may be implemented as a
QUALCOMM® gpsOne® engine.

Referring now to FIG. 3, a block diagram of a system and
method for processing messages from one or more mobile
computing devices will be described. System 300 may be
operable on one or more server computers, such as server 232.
Message 302 represents one or more messages being recerved
from the one or more mobile computing devices, which mes-
sages may be received via a wireless network. For example,
mobile device 100 may be configured to transmit messages
over any of the wireless networks or communication links
described herein for receipt by a server computer of a wireless
service provider or wireless carrier, which may then route the
messages via one or more other computers to system 300.
Messages may be received from one mobile computing
device, a plurality of mobile computing devices, mobile com-
puting devices configured to operate on a particular wireless
carrier’s network, mobile computing devices having a par-
ticular model number and/or software version number,
mobile computing devices that have signed-up, registered, or
opted-in to services provided by system 300, etc. The mes-
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sages are stored 1n a memory 304, which may be a database or
any type of memory described herein. A user interface 306 1s
configured to interact with a user, who may be an agent or
representative of a manufacturer of device 100, a wireless
carrier, or other provider of system 300. User interface 306 1s
configured to receive a characteristic definition 308 from a
user, the characteristic being a characteristic of the messages
stored 1n memory 304, which represent a characteristic of
devices 100. The characteristic may be, for example, an event,
such as a trend or trending event or any other characteristic or
attribute of interest to the user. An event may be any occur-
rence on one or more of devices 100, examples of which are
described below. A trend may be a characteristic of a device
over time, a characteristic of a group of devices which may or
may not be over time, a tendency of a device or devices, the
occurrence ol certain events over devices or over time, a
pattern of events or occurrences or usage of device 100, or
other trends of devices 100 as represented by or recorded by
data within messages 302. Each characteristic may comprise
one or more attributes, which may be defined by a user, and
which may comprise a key word representing a characteristic,
a file type to be queried, a type of data to be queried, or other
attributes of messages 302 or data stored therein. Character-
1stics 308 may be stored in a memory 310, which may be any
type of memory described herein. In this embodiment,
memory 310 comprises a characteristic database configured
to store characteristic definitions and query results 1n a table
or other form.

System 300 may be configured to run a query 312, which 1s
based on the attributes of the characteristic definition, and
may be 1n the form of one or more expressions. Query 312
may be run upon request from a user via user interface 306,
periodically according to a predetermined period (e.g., every
week, every day, every hour, every minute, etc.), in response
to the occurrence of an event or a criteria being met (e.g.,
based on certain data identified from previous queries, in
response to the manufacturer of device 100 completing a new
software version, or other criteria or events). Query 312 1s run
against all or a subset of messages in memory 304. For
example, expressions of query 312 may be applied to data 1n
the messages or data based on the messages. In one embodi-
ment, the data may have been extracted from the messages
prior to querying and saved in the form of an index, 1n which
case the query may be run against the index. The data can be
words, keywords, tokens, patterns, or other data.

Query result 314 may comprise data from memory 304
and/or metadata or other data related to the data being que-
ried. Query results are stored 1n a query result portion 316 of
memory 310. While shown 1n this exemplary form in separate
memories 304 and 310, the elements described herein may be
stored 1n a single memory or database, or 1n more than two
different memories.

A service selection module 318 1s configured to review the
query results 316 and to select a service from a plurality of
services stored 1n services memory 320 for one or more
mobile computing devices. The selection may be done under
control of or per request from a user via a user 1nterface 322
(which may be part of user interface 306 or a separate user
interface) or may be done 1n response to the detection of a
certain query result by service selection module 318, the
presence ol certain data, or other criteria or triggering events,
which may occur automatically. According to one example,
message 302 may comprise diagnostic data, such as a set of
crash data and/or a log of data from processes which were
operating on device 100 during a crash event or other failure
of a process. In this example, message 302 1s generated by
device 100 1n response to the failure of the process on device
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100. Query 312 and query result 314 can determine a char-
acteristic of the crash event which can then be analyzed by
service selection module 318 to 1dentily a service to remedy
the failure, such as an upgrade of system software to a more
recent version, a bug fix program, or other service. Process
324 represents a process to send the selected service to the
mobile computing device, which may be done via a wireless
network 1n a similar manner as messages were recetved at
messages 302, but alternatively may be sent over a wired
connection, by e-mail to device 100, by instructing a user to
take one or more actions with device 100, etc.

System 300 can be applied 1n a diagnostics or crash recov-
ery situation, or may alternatively be configured to identity
other characteristics and/or select a service applicable for
those characteristics. For example, the characteristic may be
an event which occurs on a wireless device, such as an event
of a wireless connection failure, 1n which device 100 has
failed to connect to a wireless device, such as a Bluetooth
headset, wireless Wi-Fi access point, a cellular network, or
other network. The characteristic can relate to dropped calls,
wherein a loss of a cellular network 1s experienced by device
100 during a telephone call. The characteristic may be a
dropped data connection, which would be a similar loss of
signal during the data communication, such a receiving an
email, browsing the internet, etc. The characteristic may
relate to a failure or crash of a personal information manage-
ment application, such as a contacts, calendar, messaging,
tasks, notes, or other application. The characteristic may
relate to a use or non-use of the device such as a phone call, a
lack of use of the device for a predetermined period of time,
a power-related event such as low battery, a power start event,
a battery at, below or above X % (e.g., 50%) event, or other
events. The characteristic may relate to one or more failures of
certain applications or types of applications, which may occur
based on certain geography. The characteristic may relate to
the presence of failures in certain use situations of device 100,
which may define one or more user habits. The characteristic
may relate to or be used to 1dentily one or more frequent
causes or types of failure (e.g., a top 10 types of failures), a
number of failures or a number of failures of a particular type,
ctc. Other characteristics, trends or patterns of device or user
behavior are contemplated.

Services memory 320 can comprise any of a number of
different services which may be selected as being relevant,
material, responsive, or of interest to device 100 or a user
thereol based on the query results of system 300. For
example, 1n addition to soitware upgrades, the services may
comprise the offer of a soltware application not currently
operating on device 100 when system 300 detects that a user
may have a need for such application (e.g., a .pdf reader
application after detecting a user failed to open a .pdf attach-
ment to an email). As another example, a service may include
an offer to upgrade software coupled with an offer for a
discount on a fee associated with the service (e.g., free service
use for x amount of time), etc. The selected service may be
configured to remedy the failure 1n any of a number of ways,
such as by fixing a bug in software or firmware, downloading,
new soltware or firmware, notifying the user via the display
on device 100 of an 1irrecoverable failure, partially addressing
the failure, etc.

Referring now to FIG. 4, an exemplary method for index-
ing data will be described. As mentioned with reference to
FIG. 3, messages are stored in memory 304. In one exemplary
embodiment, after messages are recerved at a step 400, data
(e.g., textual information) may be extracted from one or more
of the messages, which may further occur using an informa-
tion retrieval program implemented with an information
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retrieval library. In one embodiment, a token-based indexing,
method may be used, though any method of indexing may be
used 1n alternative embodiments. For example, indexing may
comprise collecting, parsing, and/or storing data to facilitate
information retrieval. At step 404, the extracted textual infor-
mation may be stored in an index, for example, 1n memory
304.

In one example, extracted data from messages 302 may
comprise tokens, which are an occurrence of a term from the
text of a field 1n a document or file. The token may comprise
the text. Alternatively, the token may comprise the text along,
with a start and/or end ofiset of the term 1n the text of the field.
As a further alternative, the token may comprise a type string.
In an embodiment 1n which offsets are included as part of the
token, the offsets may be configured to permit applications to
re-associate a token with its source text or to show matching
text fragments. The token type may be a string assigned by a
lexical analyzer or tokenizer which names a lexical syntactic
class to which the token belongs. The token may optionally
have metadata 1n other forms. According to one exemplary
embodiment, an open source information retrieval library
may be used, such as Lucene, developed by Apache Software
Foundation, or alternatively other information retrieval
libraries may be used. The Lucene information retrieval
library uses the concept of a document containing fields of
text, which allows its application programming interface to
be 1independent of file format. Text from .pdf files, HIML
files, Microsoit Word documents, and other file types can be
indexed wherein the textual information can be extracted.

Referring now to FIG. 5, an exemplary method of attribute
selection for a characteristic definition (1n this example, an
event definition) will be described. As described with refer-
ence to FI1G. 3, the user interface may be configured to receive
a user request to create an event defimition which 1s to include
a set of attributes (step 500). The attributes may comprise data
to be searched, which may be textual information, such as a
pattern, token, word, such as keyword, etc. The attributes may
also comprise atype offile to be searched (e.g., alogfile, such
as a system log, any text data file format, such as a text data file
format known to a Linux-based operating system, etc., a text
data file which has been indexed, etc.), or other attributes. At
step 502, system 300 1s configured to receive an event name
from a user, which i1dentifies the event or set of attributes
being stored by the user. At step 504, system 300 1s configured
to receive one or more attributes to form the query to be run
against the data from the messages. At step 506, system 300 1s
configured to store the event name and event attributes as an
event definition 1n memory 310.

One or more characteristic definitions having different
attribute sets can be created by a user and stored in memory
310. Each characteristic definition can be used to create one
or more expressions that can be applied to the index (as shown
in FIG. 6 below) to extract data out of the index file system
and put the data in database 310 as query result 316, which
can then be used for processing, such as analysis, such as
trend analysis. A variety of event definitions can be created by
a user to generate a variety of different reports or query
results. The characteristic definitions may be configured to
discover or develop a trend for a particular type of device 100
(e.g., model, wireless carrier associated with device 100, or
model/carrier combination), a particular device, etc. A user
can use a characteristic definition to define an event to record
for training purposes. The event definition can be generic to
any specific device event or device and may comprise an
expression which can capture a plurality of occurrences or
trend of occurrences of an event or attribute 1n the index. For
example, one manner 1n which the event definition may be
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generic 1s 1n the case where one or more segmentation faults
(or segfaults) or other type of faults at device A may be the
same or substantially the same as segfaults at device B,
wherein devices A and B may be of different models, types, or
families. A segmentation fault may occur when a program
attempts to perform a memory operation that it 1s not allowed
to perform; however, other faults are contemplated. After
running a report, additional event defimtions may be created
by the user for extracting additional query results based at
least 1n part on query results from a first query. Another sense
in which an event definition may be generic 1s that each event
definition can be assigned any Lucene query, thus making the
event definition generic in the way in which events are
defined.

Referring now to FIG. 6, amethod of searching or querying,
will be described according to an exemplary embodiment. At
step 600, system 300 1s configured to detect a request to
execute a search query based on an event definition. The
request may come from a user via user interface 306, or it may
come from a process configured to periodically run a search
or to run a search in response to a criteria or other event. At
step 602, an event definition 1s retrieved from memory 310,
which may be a trending database. At step 604, the event
definition 1s run as one or more expressions against the data
stored in memory 304 (e.g., an index file comprising tokens 1n
one embodiment). The querying may comprise searching for
keywords among the tokens to 1dentify the characteristic that
1s the subject of the event definition. At step 606, query results
are aggregated, for example, by collecting query results and
storing them 1n a relational database. At step 608, query
results are stored in memory 310 for further use by a user, a
service selection module or other users or devices.

According to one embodiment, data from the messages 1s
stored in the form of an index 1n memory 304 to provide a
generic database against which queries can be run to generate
a report. Queries may be run from time to time, on different
days, and the extracted data can be stored in memory 310,
which may be a database of trends or events, and which may
create a generic schema which can be utilized for reporting
purposes. Query results may comprise tokens, pointers to the
actual log file or files so that the log file can be retrieved
directly, and/or other data or metadata.

According to one embodiment, heuristics may be applied
by a user through user mterface 306 or by a process operable
on system 300, or some combination thereol, which are
designed to solve problems with one or more devices 100, by
looking for specific attributes and characteristics of the
devices based on searching the message data. Heuristics can
be applied to do trending analysis and to identify character-
1stics, 1ssues or occurrences that can be fixed or improved on
device 100. Service selection module 318 can apply heuris-
tics to select one or more services from services memory 320
to address the needs of device 100. For example, software
updates can be sent 1f needed and 11 1t 1s determined by system
300 that a software update will address an 1ssue being encoun-
tered by one or more of devices 100. An event definition can
be configured to correlate certain pieces of textual informa-
tion from log files received by way of the messages from
device 100 to come up with a conclusion as to what type of
remedial service may be needed. Normalization can be done
through the mdexing process, and the event definitions can
tell the indexing engine what kind of information to retrieve.

According to one exemplary embodiment, system 300 may
provide an event query which may be generic to any of the
tokens 1n the index and a database of attributes that can be
extracted using plug in modules. Plug in modules are devel-
oped using generic exXpressions.
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Referring now to FIG. 7, a method of service selection and
delivery 1s disclosed. At step 700, service selection module
318 and/or a user may review query results in memory 310,
which may be a trending database, to 1dentify a need for a
service, as shown in step 702. At step 704, a service 1s selected
from a plurality of available services. At step 706, the selected
service 1s sent to one or more mobile computing devices.

Referring now to FIG. 8, a remote diagnostics trending
example will be described. An exemplary message 800 is
shown which, 1n this embodiment, 1s a log file related to a
system crash event on a device 100. The log file 1s com-
pressed, which may occur on device 100. In this case, the log
file 1s a syslog.txt file and 1s 1n a Tar (tape archive) file format,
which 1s a file format for distribution or archiving which may
comprise file system information such as user end group
permissions, dates, and directory structures. Message 800
comprises a file having a plurality of file entries, fields or
records 802a, 8025, . . .802x, each entry comprising text. The
text can be extracted to create an index file stored in this
exemplary embodiment as a Lucene 1index 804. One exem-
plary token of the index is the token *“Starting Bluetooth-
Monitor.” The Lucene index 804 may be a database which can
be searched generically using expressions 1n an event defini-
tion. Each Lucene query expression 1s associated with an
event’s name, as described above, which 1s a key for a par-
ticular user-defined event. Message 800 i1s generated by
device 100 and sent to system 300 upon or shortly after a crash
event, but may alternatively be sent periodically. According to
one example, an event definition can be constructed to deter-
mine what type of error happened that resulted in the crash
event.

Two steps of extraction occur in the exemplary system of
FIG. 8. First, tokens representing key words within message
800 are extracted to create the index file stored as Lucene
index 804. Then, after querying, selected data 1s extracted
from the Lucene index and/or other message data associated
with the token 1n the Lucene index for aggregation as will be
described hereinbelow. From time to time, additional mes-
sages may be recerved or extracted for indexing, and stored 1n
Lucene index 804.

User interface 806 represents a user interface usable by a
user to create trending events having certain attributes. For
example, a trending event 1s created with a Lucene query
attribute of “Starting BluetoothMonitor” and a type of file of
“syslog.txt.”” This event definition 1s stored in an event table
810 within trending database 812 according to 1ts event name
814, which i1s “StartBluetooth Event.” Additional event defi-
nitions may be stored 1n the event table. Under control of a
user or at a predetermined time, a trending engine 816 1s
configured to read one or more event definitions from trend-
ing database 812 and run one or more event definitions
against Lucene index 804 as a Lucene query. Query results are
aggregated by trending engine 816 and stored in trending
database 812 1n an EventsFound table. The query results are
processed using pre-defined expressions and events are
mined as an end result. The events may then be analyzed by a
user or by software to 1dentify trends and data.

According to one embodiment, message 800 may be
indexed and data stored 1n tables as follows. Message 800, 1n
a compressed format (e.g., a .tar.gz format, which may be a
Tar file compressed using a compression utility such as gzip,
bzip2, or compress) 1s uploaded to a remote diagnostics
server. Message 800 comprises one or more files such as log
files and other relevant files. The remote diagnostics server
receives the file, uncompresses 1t and indexes each individual
file within the Tar file as configured. A Lucene index 804 and
the actual files are stored 1n a shared file system. Lucene index
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queries relating to particular string patterns 1n the indexed text
files are 1dentified and stored as trend events. For example, 1n
a syslog.txt file, 1f the pattern of interest for identification 1s
“Starting BluetoothMonitor,” a trend event may be created
through a user interface 806 to the remote diagnostics server,
the trend event being associated with the following Lucene
query: “.*Starting BluetoothMonitor.*” The trend event may
be run against keyword patterns of message 800 to identify
the pattern “Starting Bluetooth Monitor” in the field or
record: “2008-05-27T03:06:02.5245737 user.debug Blue-
toothMonitor: Starting BluetoothMonitor.”” The trend event
queries are run against mndex 804 and 1f any matches are
found, database entries are made to note the particular event
was found 1n a particular file. For example, for the file and
trend event described above, an entry would be recorded in
the database table as “StartBluetoothEvent, foo.tar.gz, sys-
log.txt, 06/17/2008.”

According to one embodiment, messages may comprise
crash data, system logs, and other data, which may comprise
data to represent processes that took place prior to the crash
happening on the device. These logs comprise raw data which
may be searched by the expressions 1n the event definitions.
Using the events recerved from the searches, trends could be
developed for a particular model or particular carrier.

According to one exemplary embodiment, data {from one or
more mobile devices may be aggregated to assess trends over
multiple messages or multiple devices. Data from a plurality
of devices may be stored in a single database and various
kinds of reports may be generated based on the database.

According to one exemplary embodiment, each event defi-
nition may operate according to a plug-in model.

According to one exemplary embodiment, a query may be
run against the mdex before or after changes are made to the
index according to additional messages received from device
100.

According to one exemplary embodiment, meamngiul text
tokens can be extracted from log data, crash data, etc. to allow
trends to be 1dentified, and services can be provided based on
the trends, usage patterns, etc. User calling patterns and other
non-diagnostic events can also be used monitored.

The embodiments disclosed herein have been described
with reference to block diagrams and flow diagrams. Each
block may represent one or more computer programs (e.g.,
soltware, firmware, etc.) and/or the hardware or processing
circuitry on which the computer programs operate (e.g.,
microprocessors, microcontrollers, applications-specific
integrated circuits, programmable logic, programmable gate
array, etc.). Use of the term module herein may refer to either
computer program and/or circuit components operating the
computer program to carry out the functions described herein.
Modules may interface with other modules at a hardware
and/or computer program level, and may operate at and/or
interface with other modules at any applicable computer pro-
gram level specified in the Open Systems Interconnection
(OSI) model, such as application layer, presentation laver,
session layer, transport layer, network layer, data link, physi-
cal layer, etc. Modules may be represented by a block, mul-
tiple blocks or portions of blocks 1n the various figures herein.
The recitation of a module, computer, server, or other unit 1n
the specification (including claims) hereof1s meant to include
the use of multiple units or partial units configured to operate
as the unit 1s described.

The embodiments illustrated 1n the FIGS and described
above are offered by way of example only. Accordingly, the
present ivention 1s not limited to a particular embodiment,
but extends to various modifications that nevertheless fall
within the scope of the appended claims.
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What 1s claimed 1s:

1. A method of selecting a service for a mobile computing
device, comprising:

receiving a message from the mobile computing device via

a wireless network, the message comprising diagnostic
data generated in response to a failure of an application
on the mobile computing device;

storing data from the message;

querying the data to 1identily a characteristic;

selecting a service from a plurality of services based on the

identified characteristic, the service comprising a sofit-
ware upgrade to the application configured to remedy
the failure; and

sending the selected service to the mobile computing

device.

2. The method of claim 1, wherein the data comprises
tokens and wherein the step of querying comprises searching,
for keywords among the tokens to identily the characteristic.

3. The method of claim 1, wherein the stored data com-
prises log data, further comprising indexing the log data using,
an information retrieval library.

4. The method of claim 3, wherein querying the data to
identily a characteristic comprises:

selecting attributes of the characteristic to be 1dentified;

storing the attributes 1n a database as an event definition;

and

extracting the stored data based on the event definition.

5. The method of claim 4, wherein querying the data to
identify a characteristic further comprises aggregating the
extracted data and storing the aggregated data 1n a table.

6. The method of claim 1, wherein the characteristic 1s
selected from the group consisting of a wireless connection
failure, a dropped call, a dropped data connection, and a
failure of a personal information management application.

7. The method of claim 1, wherein the characteristic 1s a
characteristic of the mobile computing device.

8. The method of claim 1, wherein the characteristic 1s a
characteristic of a model of mobile computing device.

9. The method of claim 1, wherein the characteristic 1s a
characteristic of a wireless carrier associated with the mobile
computing device.

10. The method of claim 1, wherein the characteristic 1s a
trend.

11. A system comprising one or more server computers
configured to recerve a message from the mobile computing
device via a wireless network, store data from the message,
query the data to i1dentify a characteristic, select a service
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from a plurality of services based on the 1dentified character-
1stic, and send the selected service to the mobile computing
device, wherein the message comprises diagnostic data gen-
erated 1n response to a failure of an application on the mobile
computing device, and the service comprises a soltware
upgrade to the application configured to remedy the failure.

12. The system of claim 11, wherein the characteristic
comprises a trend.

13. The system of claim 11, wherein the stored data com-
prises log data, the one or more server computers configured
to index the log data using an mmformation retrieval library,
select attributes of the characteristic to be 1dentified, store the
attributes 1n a database as an event definition, and extracting
the stored data based on the event definition.

14. A method, comprising:

recerving messages from a plurality of mobile computing

devices via a wireless network, the messages comprising

diagnostic data generated 1n response to a failure of one

or more applications on the mobile computing devices;
indexing data 1n the messages to generate an index;
generating a set of attributes;

querying the index based on the attributes to generate query

results;

selecting a service from a plurality of services based on the

query results, the service comprising a software upgrade
to the one or more applications configured to remedy the
failure; and

storing the query results 1n a database.

15. The method of claim 14, wherein the data comprises
tokens and wherein the step of querying comprises searching
for keywords among the tokens to 1dentify a characteristic.

16. The method of claim 14, wherein the data in the mes-
sages comprises log data, wherein the data 1s indexed using an
information retrieval library.

17. The method of claim 14, wherein the set of attributes 1s
generated using a user interface.

18. The method of claim 14, further comprising:

generating a plurality of additional sets of attributes differ-

ent than the set of attributes and different than each
other; and

querying the index based on the additional sets of

attributes.

19. The method of claim 14, wherein the received mes-
sages comprise log data for different events occurring on the
plurality of mobile computing devices, wherein the imdex
comprises index data for the different events.
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