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METHOD, SYSTEM AND DEVICE FOR
TRANSMITTING A MEDIA INDEPENDENT
HANDOVER MESSAGE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of International Patent
Application No. PCT/CN2007/070909, filed Oct. 16, 2007,
which claims priority to Chinese Patent Application No.

200610156349 X, filed Dec. 29, 2006, both of which are
hereby incorporated by reference 1n their entirety.

FIELD OF THE TECHNOLOGY

The present 1invention relates to the communication tech-
nology field, and more particularly, to a method, system, and
device for transmitting a media independent handover (MIH)
message.

BACKGROUND

With the rapid development of data communication and
wireless communication technology and the appearance of a
large number of mobile terminals, more and more users wish
to access the Internet efficiently and flexibly without being
limited by time and space. The Internet 1s not only supposed
to provide existing data services, multimedia audio and video
services, but also realize function of a mobile Internet and
provide a wireless Internet access service for a mobile termi-
nal.

As the mobile terminal needs to roam between wireless
access networks or fixed networks having structures different
from the wireless access networks, seamless handover
between the networks becomes a necessary requirement.
Media independent handover (MIH) service i1s an Internet
protocol (IP) handover service adapted to facilitate and opti-
mize on heterogeneous networks. The mobile terminal may
only detect surrounding network state information thereof,
and global mformation of the whole network including a
neighboring cell list and the like will be revealed by a network
node. Thus, to realize handover of the mobile terminal
between different networks, cooperation between the mobile
terminal and the network node 1s required. The i1dea of the
MIH 1s introducing one new protocol layer, namely, an MIH
layer, which 1s located between a data link layer and a net-
work layer. The MIH layer provides a service support for
protocols of the network layer and upper layers thereof. At the
same time, the MIH layer needs to use service supports pro-
vided by protocols of the data link layer and lower layers
thereol. The MIH layer may provide three types of services,
namely, event services (ES), command services (CS), and
information services (IS). The MIH ES provides real time
transmission services for events at lower layers of the link
layer or events at a remote link. The MIH CS provides com-
mand transmission services to change bottom layer link state
or a connecting point. The MIH IS provides information
transmission services for network topology and location
related information. Messages defined based on the three
services are an MIH ES message, an MIH CS message, and an
MIH IS message, respectwely

The MIH message 1s transmitted between an MIH client
and an MIH server, so as to help achieve the seamless han-
dover for the mobile terminal. Generally speaking, the mobile
terminal including an MIH service entity 1s the MIH client,
and the network node including the MIH service entity may
serve as the MIH client and the MIH server at the same time.
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In a practical network deployment, the MIH service entity
may exist separately, or may also coexist with other func-
tional entities in a certain physical entity.

In the conventional art, a user-datagram protocol (UDP)
and the IP are utilized for the transmission of MIH messages.
FIG. 1 1s a schematic view of a system for transmitting MIH

messages 1in the conventional art. Referring to FIG. 1, the
system 1ncludes an MIH client 110 and an MIH server 120.
The MIH client 110 and the MIH server 120 each include an

MIH service entity, a UDP transmission entity, an IP trans-
mission enftity, and an MIH timer.
A specific transmission process includes the following

steps. An MIH message 1s generated by an MIH service entity
111 of the MIH client 110. The MIH message is sent to a UDP

transmission entity 112. The UDP transmission entity 112
divides the recetved MIH message into a plurality of packets
with the same length, encapsulates each of the packets into a
UDP datagram, and sends the UDP datagrams corresponding
to the packets to an IP transmission entity 113. The IP trans-
mission entity 113 encapsulates each of the received UDP
datagrams 1n an IP data packet, and sends out the IP data
packets corresponding to the UDP datagrams. An IP trans-
mission entity 123 of the MIH server 120 receives the IP data
packets, removes an IP header of each of the IP data packets
to obtain the UDP datagram, and sends the UDP datagrams
corresponding to the IP data packets to a UDP transmission
entity 122. The UDP transmission entity 122 removes a UDP
header of each of the received UDP datagrams to obtain the
packets of the MIH message, combines the packets into the
MIH message, and sends the MIH message to an MIH service
entity 121.

In addition, 1n order to ensure secure transmission, after the
MIH service entity 111 of the MIH client 110 sends an MIH
message, an MIH timer 114 1s set for the message. After the
MIH server 120 receives the MIH message, a response 1s

made for the MIH message. The response message of the
MTH message 1s returned to the MTH client 110, and when
the response message 1s being returned, an MIH timer 124

also needs to be set.

When time of the MIH timer 114 of the MIH client 110
terminates, 1i the MIH service entity 111 of the MIH client
110 does notrecerved the response message of the MIH server
120, the MIH message 1s retransmitted.

In the above-mentioned conventional solution, as the UDP
1s used as a bearer protocol for the MIH message, the flow
control may not be realized by the UDP itself, so that the flow
control function 1s not available for the transmission of the
MIH message. In addition, 1n the method for transmlttmg the
MIH message, a timer for a single MIH message 1s set, instead
of setting a timer for a single packet of the MIH message, so
that when a certain packet of the MIH message 1s lost, the
whole MIH message has to be retransmitted, resulting 1in a

low efliciency for the MIH message transmission.

SUMMARY

In view of the above, various embodiments of the present
invention provide a method for transmitting a media indepen-
dent handover (MIH) message, which 1s capable of 1mple-
menting tlow control of the MIH message transmission, and
enhancing transmission eiliciency of the MIH message.

Various embodiments of the present invention further pro-
vide a system and a device for transmitting an MIH message,
which are capable of implementing the tlow control of the
MIH message transmission, and enhancing the transmission
elficiency of the MIH message.
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The method for transmitting an MIH message includes the
tollowing steps. The MIH message 1s divided into segments

and each of the segments 1s encapsulated 1into a transmission
control protocol (TCP) segment. Each TCP segment 1s encap-
sulated 1nto an Internet Protocol (IP) data packet. The IP data
packet 1s sent out.

The system for transmitting an MIH message at the same
time 1ncludes a first MIH device and a second MIH device.

The first MIH device 1s adapted to generate the MIH mes-
sage, divide the MIH message into segments and encapsulate
cach of the segments 1into a TCP segment, encapsulate each
TCP segment into an IP data packet, and send the IP data
packets to the second MIH device.

The second MIH device 1s adapted to receive the IP data
packets, decapsulate the IP data packets to obtain the TCP
segments, decapsulate the TCP segments to obtain the seg-
ments of the MIH message, and combine the segments of the
MIH message to obtain the MIH message.

The device for transmitting an MIH message at the same
time includes an MIH service entity, a TCP transmission
entity, and an IP transmission entity.

The MIH service entity 1s adapted to generate the MIH
message, send the MIH message to the TCP transmission
entity, and receive the MIH message sent by the TCP trans-
mission entity.

The TCP transmission entity 1s adapted to divide the MIH
message mnto segments and encapsulate each of the segments
into a TCP segment and send the TCP segments to the IP
transmission entity; decapsulate each of the recerved TCP
segments and combine the obtained segments of the MIH
message to obtain the MIH message; and send the MIH mes-
sage to the MIH service entity.

The IP transmission entity 1s adapted to encapsulate each
of the TCP segments into an IP data packet and send out the
IP data packets and decapsulate the received IP data packets
to obtain the TCP segments and send the obtained TCP seg-
ments to the TCP transmission entity.

In the method, the system and the device for transmitting,
the MIH message provided according to the embodiments of
the present mvention, as the TCP and the IP are used to
transmit the MIH message, flow control of the MIH message
transmission 1s realized by using the flow control function of
the TCP. In addition, the TCP has retransmission function, so
when the MIH message 1s being transmitted, it 15 not neces-
sary to set a timer for a single segment of the MIH message.
If an error occurs 1n the transmission of a certain segment of
the MIH message, only the segment needs to be retransmaitted,
instead of retransmitting the MIH message, thus enhancing

the transmission efficiency of the MIH message.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic view of a system for transmitting a
Media Independent Handover (MIH) message 1n a conven-
tional solution;

FIG. 2 1s a flowchart of a method for transmitting an MIH
information services (IS) message according to an embodi-
ment of the present invention;

FI1G. 3 15 a flowchart of a method for transmitting an MIH
event services (ES) message according to an embodiment of
the present invention;

FI1G. 4 15 a flowchart of a method for transmitting an MIH
command services (CS) message according to an embodi-
ment of the present invention;

FIG. 5 15 a schematic structural view of address informa-
tion of an MIH service entity 1n a routing announcement
according to an embodiment of the present invention;
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FIG. 6 1s a schematic structural view of the address infor-
mation of the MIH service entity in a dynamic host configu-

ration protocol (DHCP) message according to an embodi-
ment of the present invention;

FIG. 7 1s a schematic structural view of the address infor-
mation of the MIH service entity 1n an IP control protocol
(IPCP) message according to an embodiment of the present
invention;

FIG. 8 1s a schematic structural view of the address infor-
mation of the MIH service entity in a signaling message of a
Wireless Local Area Network (WLAN) according to an
embodiment of the present invention;

FIG. 9 1s a schematic structural view of a system for trans-
mitting an MIH message according to an embodiment of the
present invention;

FIG. 10 1s a schematic structural view of a first preferred
embodiment of a system for transmitting an MIH message
according to the present ivention;

FIG. 11 1s a schematic structural view of a second preferred
embodiment of a system for transmitting an MIH message
according to the present invention; and

FIG. 12 1s a schematic structural view of a device for
transmitting an MIH message according to an embodiment of
the present invention.

DETAILED DESCRIPTION

The present invention will be illustrated in detail in the
following by referring to the accompanying drawings and
specific embodiments.

An embodiment of the present invention provides a method
for transmitting a media independent handover (MIH) mes-
sage. The method includes the following steps. At a sending
end of the MIH message, the MIH message 1s divided into
segments and each of the segments 1s encapsulated into a
transmission control protocol (TCP) segment. Each of the
TCP segments 1s encapsulated into an Internet protocol (IP)
data packet. The IP data packets are sent out.

Atareceiving end of the MIH message, the recerved IP data
packets are decapsulated to obtain the TCP segments. The
TCP segments are decapsulated to obtain the segments of the
MIH message. The segments of the MIH message are com-
bined to obtain the MIH message.

In the method, encapsulating a segment of the MIH mes-
sage refers to adding a TCP header to the front of the segment
of the MIH message. Decapsulating the TCP segment refers
to removing the TCP header of the TCP segment.

Encapsulating the TCP segment refers to adding an IP
header to the front of the TCP segment. Decapsulating the IP
data packet refers to removing the IP header of the IP data
packet.

The TCP 1s used as a bearer protocol for the MIH message,
and the TCP has a flow control function, so that flow control
may be realized for the transmission of the MIH message.
Meanwhile, the TCP has retransmission function, so it 1s not
necessary to set a timer for a single MIH message to realize
retransmission, thus enhancing transmission etficiency of the
MIH message.

Preferably, the present mvention may also further use a
security protocol to realize secure transmission of the MIH
message. The security protocol may be an IP security (IPSec)

protocol or a transport layer security (TLS) protocol.

When the IPSec protocol 1s further used to realize the
secure transmission for the MIH message, before the MIH
message 1s divided into segments and the segments are encap-
sulated 1nto the TCP segments, the method further includes

establishing a security association parameter for the sending
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end and the receiving end of the MIH message by using the
IPSec protocol. Betore the sending end sends out the IP data
packets, the method further includes encrypting the IP data
packets by using the security association parameter. Before
the receiving end decapsulates the received IP data packets,
the method further includes decrypting the IP data packets by
using the security association parameter.

When the TLS protocol 1s further used to realize the secure
transmission of the MIH message, before the MIH message 1s
divided into segments and the segments are encapsulated into
the TCP segments, the method further includes realizing
mutual authentication between the sending end and the
receiving end of the MIH message and establishing an
encryption channel by using the TLS protocol. Before the
sending end encapsulates the TCP segments into the IP data
packets, the method further includes encrypting the TCP seg-
ments by using an encryption key of the encryption channel.
Betore the receiving end decapsulates the TCP segments, the
method further includes decrypting the TCP segments by
using a decryption key of the encryption channel.

For three different types of messages of the MIH, namely,
an MIH information services (IS) message, an MIH event
services (ES) message, and an MIH command services (CS)
message, a transmission process 1s 1llustrated as follows.

FI1G. 2 15 a flowchart of a method for transmitting a media
independent handover (MIH) information services (IS) mes-
sage according to an embodiment of the present mvention.
Referring to FIG. 2, 1n the method, an MIH client 1s an MIH
IS client, and an MIH server 1s an MIH IS server. Steps of
transmitting the MIH IS message are described 1n the follow-
ing.

In Step 201, a security association parameter 1s established
between the MIH IS client and the MIH IS server by using the
IPSec protocol; or the mutual authentication 1s performed,
and the encryption channel 1s established by using the TLS
protocol.

In Step 202, the MIH IS client generates an MIH IS request
message, divides the message into segments and encapsulates
the MIH IS request message mto the TCP segments, encap-
sulates the TCP segments into the IP data packets, and sends
the IP data packets to the MIH IS server. In this process, the 1P
data packets or the TCP segments are encrypted by using the

security association parameter or the encryption channel
established 1n Step 201.
The MI

H IS server removes the IP header of the received IP
data packets to obtain the TCP segments, removes the TCP
header of the TCP segments to obtain the segments of the
MIH IS request message, and combines the segments to
obtain the MIH IS request message. In this process, the IP
data packets or the TCP segments are decrypted by using the
security association parameter or the encryption channel
established 1n Step 201.

In Step 203, the MIH IS server returns a corresponding
MIH IS acknowledgement (Ack) message to the MIH IS
client. The MIH IS Ack message includes whether the
requested information 1s available, a size of the requested
information, and features of information transmission 1n a
next step, etc., as well as an IP address and a temporary port.
The method for transmitting the MIH IS Ack message 1s the
same as that in Step 202.

In Step 204, the MIH IS server uses the IP address and the
temporary port in the MIH IS Ack message to send to the
client an MIH IS message content that the client has
requested. The method for transmitting the MIH IS message
content 1s similar to Step 202, only except that the TCP
segment 1s encapsulated by using a new IP address and tem-

porary port.
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In Step 205, the MIH IS client completes receirving the
entire MIH IS message content, returns an MIH IS transmis-
s1ion complete Ack message to the MIH IS server. The method
for transmlttmg the MIH IS transmission complete Ack mes-
sage 1s different from that 1n Step 202.

In the above flow, the following steps may be added
between Step 201 and Step 202.

Step 2011: The MIH IS client sends an MIH registration
request message to the MIH IS server.

Step 2012: The MIH IS server returns the MIH registration
Ack message to the MIH IS client.

Moreover, Step 203 and Step 205 are not essential steps,
and may be omitted.

In the above steps, the MIH IS message content, the MIH IS
request message, the MIH IS Ack message, and the MIH IS
transmission complete Ack message may use the same trans-
mission channel, that 1s, they are in the same socket connec-
tion, or may use diflerent transmission channels, that 1s, they
are 1n different socket connections.

FIG. 3 1s a tlow chart of a method for transmitting an MIH
ES message according to the embodiment of the present
invention. Referring to FIG. 3, in the method, the MIH client
1s an MIH ES client, and the MI I[H ES server.

H serverisan M.
Steps for transmitting the MIH ES message are 1llustrated 1n
the following.

In Step 301, the security association parameter 1s estab-
lished for the MIH ES client and the MIH ES server by using
the IPSec protocol. Or, the mutual authentication 1s per-
formed, and the encryption channel 1s established by using
the TLS protocol.

In Step 302, the MIH ES client generates an MIH ES
registration request message, divides the MIH ES registration
request message mto segments and encapsulates the seg-
ments into the TCP segments, encapsulates the TCP segments
into the IP data packets, and sends the IP data packets to the
MIH IS server. In this process, the IP data packets or the TCP
segments are encrypted by using the security association
parameter or the encryption channel established 1n Step 301.

The MIH ES server removes the IP header of the received
IP data packets to obtain the TCP segments, removes the TCP
header of the TCP segments to obtain the segments of the
MIH ES registration request message, and combines the seg-
ments to obtain the MIH ES registration request message. In
this process, the IP data packets or the TCP segments are
decrypted by using the security association parameter or the
encryption channel established in Step 301.

In Step 303, the MIH ES server verifies the MIH ES reg-
istration request message, returns an MIH ES registration Ack
message icluding a registering result and feature coding of
registering event to the MIH ES client. The method for trans-
mitting the MIH ES registration Ack message 1s the same as
that in Step 302.

In Step 304, the MIH ES server generates an event, and
sends an MIH ES notification message to the MIH ES client.
The method for transmitting the MIH ES notification mes-
sage 1s the same as that 1n Step 302.

Registration of the event may be canceled with the MIH ES

client leaving the MIH server, or the registration of the event
may also be canceled by using Step 305.
In Step 305, the MIH ES client sends an MIH ES canceling
request message to the MIH ES server. The method for trans-
mitting the MIH ES canceling request message 1s the same as
that in Step 302.

In the above flow, the following steps may be added
between Step 301 and Step 302.

Step 3011: The MIH ES client sends the M.

request message to the MIH ES server.

H registration
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Step 3012: The MIH ES server returns the MIH registration
Ack message to the MIH ES client.

Also, Step 302 to Step 305 15 only one mode of implemen-
tation; transmission directions of the messages 1n Step 302 to
Step 305 may be changed. That 1s to say, the MIH ES server
sends the MIH ES registration request message to the MIH ES
client; the MIH ES client returns the MIH ES registration Ack
message to the MIH ES server; the MIH ES client sends the
MIH ES notification message to the MIH ES server; and the
MIH ES server sends the MIH ES canceling request message
to the MIH ES client. The modes of encapsulating and decap-
sulating the messages are the same as those discussed 1n Step
302 to Step 305.

FIG. 4 1s a flowchart of a method for transmitting an MIH
CS message according to the embodiment of the present
invention. Referring to FIG. 4, 1n the method, the MIH client
1s an MIH CS client, and the MIH server 1s an MIH CS server.
Steps of transmitting the MIH CS message are illustrated 1n
the following.

In Step 401, the security association parameter 1s estab-
lished for the MIH CS client and the MIH CS server by using
the IPSec protocol. Or, the mutual authentication i1s per-
tformed, and the encryption channel 1s established by using
the TLS protocol.

In Step 402, the MIH CS server generates an MIH CS
request message, divides the MIH CS request message into
segments and encapsulates the segments into the TCP seg-
ments, encapsulates the TCP segments 1nto the IP data pack-
ets, and sends the IP data packets to the MIH CS client. In this
process, the IP data packets or the TCP segments are
encrypted by using the security association parameter or the
encryption channel established in Step 401.

The MIH CS client removes the IP header of the received
IP data packets to obtain the TCP segments, removes the TCP
header of the TCP segments to obtain the segments of the
MIH CS request message, and combines the segments to
obtain the MIH CS request message. In this process, the 1P
data packets or the TCP segments are decrypted by using the
security association parameter or the encryption channel
established 1n Step 401.

In Step 403, the MIH CS client receives a command,
returns an MIH CS Ack message including an executing
result to the MIH CS server. If a process of executing the
command 1s relatively long, the MIH CS Ack message may be
returned {irst, and notifies the MIH CS server of the executing
result after the command has been executed. The method for
transmitting the MIH CS Ack message 1s the same as that in
Step 402.

In the above flow, the following steps may be added
between Step 401 and Step 402.

Step 4011: The MIH CS client sends the MTH registration
request message to the MIH CS server.

Step 4012: The MIH CS server returns the MI
tion Ack message to the MIH CS client.

Betfore the MIH client sends the MIH message, address
information of an MIH service entity of the MIH server needs
to be obtained first. The address information of the MIH
service entity may be obtained in a manner of manually
configuring correlations for a network node and the MIH
service entity themselves, and when the MIH client 1s a
mobile terminal, the mode that the mobile terminal obtains
the address information of the MIH service entity of the MIH
server 1s described as follows.

If 1n a mobile IPv6 (MIPv6) system, the mobile terminal
obtains a forwarding address at a foreign network by a state-
less address automatic configuration process. Then the

address information of the MIH service entity may be
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included 1n a routing announcement of a router. The router
serves as one network node, which obtains the address infor-
mation of the MIH service entity in the manner of manually
configuring correlations. In the routing announcement, a new
MIH option type may be defined. Referring to FIG. 5, a
schematic structural view of the address information of the

MIH service entity in the routing announcement according to

the embodiment of the present invention 1s shown.

In FIG. 5, Type 1s an MIH service option; Length 1s a length

of an MIH option; an IP address/domain name 1s an IP address

or a domain name address of an MIH service enfity that
provides services; A marks whether the following address
field 1s the IP address or the domain name address:; I, E, C
mark whether the server provides IS, ES, CS services; and
Reserve 1s a reserved field. If a plurality of servers provides
the MIH services, a plurality of MIH options may then be
included 1n a route advertisement, and the Reserve field 1s

used to represent a priority of the server.

-

I'he mobile terminal obtains the address information of the

MIH service entity of the MIH server by a state address

automatic configuration process in the manner of a dynamic
host configuration protocol (DHCP). The address informa-
tion of the MIH service entity may be included 1n a DHCP
message. A new MIH option type may be defined 1n the
DHCP message. The address information may be a practical
IP address, or may be a domain name that supports the MIH
service. In addition, a transmission protocol (for example, a
user-datagram protocol (UDP) or the TCP) supported by the
MIH service, and a service port intercepted by the MIH
service may be included in the MIH option type. As the
DHCP has two different versions supporting IPv4 protocol
and IPv6 protocol respectively, a process for the mobile ter-
minal to obtain the address information of the MIH server in
the manner of a DHCP includes the following two modes.
In the first mode, the mobile terminal sends a Discovery
message to a DHCP server. The DHCP server returns an offer
message to the mobile terminal. The ofl

er message carries the
address information of the MIH server. The mobile terminal
sends a Request message to the DHCP server to rent an IP
address. The DHCP server returns an Ack message to the
mobile terminal.

In the second mode, the mobile terminal sends a Discovery
message to a DHCP server. The DHCP server returns an offer
message to the mobile terminal. The Offer message does not
carry the address information of the MIH server. The mobile
terminal sends a Request message to the DHCP server, and an
MIH address request 1s carried 1n the Request message. The
DHCP server returns the Ack message to the mobile terminal,
and the address information of the MIH server 1s included 1n
the Ack message.

Referring to FIG. 6, a schematic structural view of the
address information of the MIH service entity in the DHCP
message according to the embodiment of the present inven-

tion 1s shown.
In FIG. 6, OPTION_MIH_Xservice 1s used to identifly

identifiers (ID) of MIH services, including IDs of the MIH
IS/ES/CS services. Option-len 1s used to 1dentify a length of
the MIH option. Searchlist represents a location of the MIH
service enfity, 1.e., an IP address of the MIH service entity.

The modes for the mobile terminal to obtain the address
information of the MIH service entity of the MIH server may
also be obtaining the address information of the MIH service
entity by a discovery method of Domain Name Service for
service discovery (DNS for Service Discovery, or DNS SRV).

For the three different services of the MIH, the following
records are defined 1n a DNS Server 1n a network:
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_ MIHIS._ TCP TTL Class SRV Priority Weight Port Target
_ MIHES._ TCP TTL Class SRV Priority Weight Port Target
_ MIHCS. TCP TTL Class SRV Priority Weight Port Target

Or, a NAME field adapted to represent an accessed domain
name may be included in the records. Moreover, record using,
the UDP may be defined. Thus, the following exemplary
records may be defined 1n the DNS Server:

_ MIHIS. _TCP._ NAME TTL Class SRV Priority Weight Port Target
_ MIHES. TCP._ NAME TTL Class SRV Priority Weight Port Target
_ MIHCS.__TCP._ NAME TTL Class SRV Priority Weight Port Target
_ MIHIS. _UDP. NAME TTL Class SRV Priority Weight Port Target
~ MIHES. UDP. NAME TTL Class SRV Priority Weight Port Target
_ MIHCS.__UDP._ NAME TTL Class SRV Priority Weight Port Target

The meaming of each field 1in the records 1s described as
follows:
MIHXX represents a service name;
TCP/UDP represents a protocol name;
NAME represents a domain name that 1s accessed;
TTL 1s a standard DNS parameter, representing a valid
period of the record;
Class 1s a standard DNS parameter, representing a protocol
type,
SRV represents that the record 1s a SERVER record type;
Priority represents a priority of the record;
Weight represents a weight of the record;
Port represents a port number mntercepted by the service;
Target represents a domain name of a server where the
service 1s located.
Exemplary records using the record format are as follows:

Service Proto Name Class Pri Weight Port Target
_ MIHIS._ TCP._ Example.Com. IN SRV 0 0 1600
_ MIHES. TCP._ _Example.Com. IN SRV 0 0 1601
_ MIHCS. TCP._ Example.Com. INSRV 0 0 1602
_ MIHIS. UDP._ Example.Com. IN SRV 0 0 1600
_ MIHES. UDP._ Example.Com. INSRV 0 0 1601
_ MIHCS.__UDP._ Example.Com. IN SRV 0 0 1602

In the exemplary records, 6 SRV records are defined
respectively. The 6 SRV records correspond to three services
of different transmission protocols and having different inter-
ception ports. In practical implementation, three service types
may be mtegrated into an MIH service, and the interception
ports may also be integrated. In the implementation, the ser-
vice name and port are only exemplary. In practical imple-
mentations, the service name and port also need to be
approved by JANA.

After the mobile terminal accesses a new access domain,
the mobile terminal sends an SRV query to the DNS Server.
The query name (QNAME) 1s: _Service.Proto.Name. The
mobile terminal may obtain the address information of the
MIH service entity through a response of the DNS Server.

The mode for the mobile terminal to obtain the QNAME
includes: (1) a static configuration mode; (2) a dynamic
obtaining mode, for example, a DHCP mode; or, (3) a mode
combining the two modes. For example, the service name 1s
configured statically, an access domain name 1s obtained
dynamically, and the QNAME 1is obtained 1n the manner of
generating the QNAME by combining the two names.
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The mobile terminal generates the service QNAME 1n
different manners, and then sends a service query request to
the DNS server. The DNS server recetves the service query
request, for example, finds a corresponding SRV record, and
returns a service query response including the SRV record to
the mobile terminal. The mobile terminal receives the service
query response, and then obtains the domain name where the
MIH service entity 1s located. According to this domain
name, the mobile terminal sends a domain name query
request to the DNS server. The DNS server receives the
domain name query request to query an internal database. If a
corresponding A record (IPv4 address) or AAAA record
(IPv6 address) 1s discovered, the record result 1s included in a
domain name query response, and the record result 1s the
address information of the MIH service entity.

The mobile terminal may also obtain the address informa-
tion of the MIH service entity during an authentication pro-
cess for the mobile terminal to access a visited network.

I the mobile terminal accesses a wireless network via a
Point-to-Point protocol (PPP), after the mobile terminal
passes link negotiation and verification, the mobile terminal
enters a network negotiation stage. At this time, the mobile
terminal and the visited network uses an IP control protocol
(IPCP) to negotiate the network parameters. These network
parameters include an IP address, a DNS address, etc. The
address information of the MIH service entity may be added
into an IPCP message to define a new MIH option type.
Referring to F1G. 7, a schematic structural view of the address
information of the MIH service entity 1n the IPCP message
according to the embodiment of the present mvention 1s
shown.

In FIG. 7, Type 1s an MIH service option; Length 1s an
option length; Sub-Type (ES/CS/IS) 1s a subtype of an MIH
option; and IP Address of MIH Service Entity 1s an IP address

of the MIH service entity.

MIHIS.EXAMPLE.COM.
MIHES.EXAMPLE.COM.
MIHCS.EXAMPLE.COM.
MIHIS.EXAMPLE.COM.
MIHES.EXAMPLE.COM.
MIHCS. EXAMPLE.COM.

The mobile terminal may obtain the address information of
the MIH service entity 1n the following mode. The mobile
terminal may add the address information of the MIH service
entity into a wireless signaling periodically sent by the visited
network, for example, 1nto a signaling message 1n a wireless
local area network (WLAN). Referring to FIG. 8, a schematic
structural view of the address information of the MIH service
entity in the signaling message of the WL AN according to the

embodiment of the present invention 1s shown.
In FIG. 8, MIH-Type 1s an MIH service type, and IP

Address of MIH Service Entity 1s an IP address of the MIH
service entity.

I1 the visited network of the mobile terminal 1s a local area
network (LAN), the mobile terminal may obtain the address
information of the MIH service entity by application proto-
cols such as a service location protocol (SLP). A service agent
or a directory service entity exists in the network, and location
information of the MIH service entity 1s stored 1n the service
agent or the directory service entity. When the mobile termi-
nal 1s visiting an LAN, the mobile terminal may request a
location of the service agent or the directory service entity in
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the manner of broadcasting or multicasting. Next, the mobile
terminal sends a request to the service agent or the directory
service entity to obtain the address information of the MIH
service entity.

A system for transmitting a media independent handover
(MIH) message 1s provided 1n an embodiment of the present
invention at the same time. The system 1ncludes a first MIH
device and a second MIH device.

The first MIH device 1s adapted to generate the MIH mes-
sage, divide the MIH message into segments and encapsulate
the segments 1nto transmission control protocol (TCP) seg-
ments, encapsulate the TCP segments into Internet protocol
(IP) data packets, and send the IP data packets to the second
MIH device.

The second MIH device 1s adapted to receive the IP data
packets, decapsulate the IP data packets to obtain the TCP
segments, decapsulate the TCP segments to obtain segments
of the MIH message, and combine the segments of the MIH
message to obtain the MIH message.

In the system, the first MIH device and the second MIH
device each include a media independent handover (MIH)
service enftity, a transmission control protocol (TCP) trans-
mission entity, and an Internet protocol (IP) transmission
entity. FIG. 9 1s a schematic structural view of a system for
transmitting an MIH message according to an embodiment of
the present invention. Referring to FIG. 9, the system includes
a first MIH device 910 and a second MIH device 920.

The first MIH device 910 includes an MIH service entity
911, a TCP transmission entity 912, and an IP transmission
entity 913.

The MIH service entity 911 1s adapted to generate the MIH
message, and send the MIH message to the TCP transmission
entity 912.

The TCP transmission entity 912 1s adapted to divide the
received MIH message 1into segments, encapsulate the seg-
ments of each MIH message into TCP segments, and send the
TCP segments to the IP transmission entity 913.

The IP transmission entity 913 1s adapted to encapsulate
the received TCP segments into IP data packets, and send the
IP data packets to an IP transmission entity 923 of the second
MIH device 920.

The second MIH device 920 includes an MIH service
entity 921, a TCP transmission entity 922, and the IP trans-
mission entity 923.

The IP transmission entity 923 of the second MIH device
920 15 adapted to remove an IP header of the recerved IP data
packets, and send the obtained TCP segments to the TCP
transmission entity 922,

The TCP transmission entity 922 1s adapted to remove a
TCP header of the recetved TCP segments, combine the
obtained segments of the MIH message to obtain the MIH
message, and send the MIH message to the MIH service
entity 921.

The MIH service entity 921 1s adapted to recerve the MIH
message sent by the TCP transmission entity 922.

Preferably, 1n the system, the first MIH device 1s further
adapted to establish a security association parameter between
the second MIH device, and encrypt the IP data packets by
using the security association parameter.

The second MIH device 1s further adapted to establish the
security association parameter between the first MIH device,
and decrypt the IP data packets by using the security associa-
tion parameter.

The first MIH device and the second MIH device may
turther each include an IP security (IPSec) protocol transmis-
sion entity. FIG. 10 1s a schematic structural view of a first

preferred embodiment of a system for transmitting an MIH
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message according to the present invention. Referring to FIG.
10, the system 1ncludes a first MIH device 1010 and a second
MIH device 1020. The first MIH device 1010 and the second
MIH device 1020 each include an MIH service entity, a TCP
transmission entity, an IP transmission entity, and an IPSec
protocol transmission entity. The IP transmission entity and
the IPSec protocol transmission entity are at the same net-
work hierarchy, 1.e., a network layer.

Betore the MIH message 1s transmitted, a security associa-
tion parameter 1s established between an IPSec protocol
transmission entity 1014 of the first MIH device 1010 and an
IPSec protocol transmission entity 1024 of the second MIH
device 1020. Belfore an IP transmission entity 1013 of the first
MIH device 1010 sends an IP data packet, the IPSec protocol
transmission entity 1014 encrypts the IP data packet by using

the security association parameter. After an IP transmission
entity 1023 of the second MIH device 1020 receives the 1P

data packet, the IPSec protocol transmission entity 1024
decrypts the IP data packet by using the security association
parameter.

Preferably, 1n the system, the first MIH device 1s further
adapted to perform mutual authentication and establish an
encryption channel between the second MIH device, and
encrypt a TCP segment by using the encryption channel;

The second MIH device 1s further adapted to perform the
mutual authentication and establish the encryption channel
between the first MIH device, and decrypt the TCP segment
by using the encryption channel.

The first MIH device and the second MIH device may
further each include a transport layer security (TLS) protocol
transmission enftity. FIG. 11 1s a schematic structural view of
a second preferred embodiment of a system for transmitting
an MIH message according to the present mvention. Refer-
ring to FIG. 11, the system 1ncludes a first MIH device 1110
and a second MIH device 1120. The first MIH device 1110
and the second MIH device 1120 each include an MIH service
entity, a TCP transmission entity, an IP transmission entity,
and a TLS protocol transmission entity. The TCP transmis-
s1on entity and the protocol transmission entity are at the same
network hierarchy, 1.e., a transport layer.

Belore the MIH message 1s transmitted, mutual authenti-
cation 1s performed and an encryption channel 1s established
between a TLS protocol transmission entity 1114 of the first
MIH device 1110 and a TLS protocol transmission entity
1124 of the second MIH device 1120. Belore a TCP trans-
mission entity 1112 of the first MIH device 1110 sends a TCP
segment, the TLS protocol transmission entity 1114 encrypts
the TCP segment by using an encryption key of the encryption
channel. After a TCP transmission entity 1122 of the second
MIH device 1120 recerves the TCP segment, the TLS proto-
col transmission entity 1124 decrypts the TCP segment by
using a decryption key of the encryption channel.

A device for transmitting a Media Independent Handover
(MIH) message 1s provided 1n an embodiment of the present
invention at the same time. FIG. 12 1s a schematic structural
view ol the device for transmitting the MIH message accord-
ing to the embodiment of the present invention. Referring to
FIG. 12, the device includes an MIH service entity 1201, a
TCP transmission entity 1202, and an IP transmission entity
1203.

When the device for transmitting the MIH message sends
the MIH message, the functions of the entities are described
as follows.

The MIH service entity 1201 1s adapted to generate the
MIH message, and send the MIH message to the TCP trans-

mission entity 1202.
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The TCP transmission entity 1202 1s adapted to divide the
MIH message into segments and encapsulate the segments
into TCP segments, and send the TCP segments to the IP
transmission entity 1203.

The IP transmission entity 1203 1s adapted to encapsulate
the recerved TCP segments 1nto IP data packets and send the
IP data packets to another device for transmitting the MIH
message.

When the device for transmitting the MIH message
receives the MIH message, the functions of the entities are
described as follows.

The IP transmission entity 1203 1s adapted to decapsulate
the recerved IP data packets to obtain TCP segments, and send
the obtained TCP segments to the TCP transmission entity
1202.

The TCP transmission entity 1202 1s adapted to decapsu-
late the recerved TCP segments to obtain segments of the
MIH message, combine the obtained segments of the MIH
message to obtain the MIH message, and send the MIH mes-
sage to the MIH service entity 1201.

The MIH service entity 1201 1s adapted to receive the MIH
message sent by the TCP transmission entity 1202.

Preferably, the device for transmitting the MIH message
according to the present invention further includes an IPSec
protocol transmission entity. The IPSec protocol transmis-
sion entity and the IP transmission entity are at the same
network hierarchy, 1.¢., a network layer.

Betore the MIH message 1s transmitted, a security associa-
tion parameter 1s established for the IPSec protocol transmis-
sion entities between the devices for transmitting the MIH
message. The IPSec protocol transmission entity encrypts the
IP data packet sent by the IP transmission entity, and decrypts
the IP data packet received by the IP transmission entity by

using the security association parameter.

Or the device for transmitting the MIH message according,
to the present invention further includes a TLS protocol trans-
mission entity. The TLS protocol transmission entity and the
TCP transmission entity are at the same network hierarchy,
1.€., a transport layer.

Betfore the MIH message 1s transmitted, mutual authenti-
cation 1s realized and an encryption channel 1s established for
the TLS protocol transmission entities between the devices
for transmitting the MIH message. The TLS protocol trans-
mission entity encrypts the TCP segments sent by the TCP
transmission entity by using an encryption key of the encryp-
tion channel, decrypts the TCP segments received by the TCP
transmission entity by using a decryption key of the encryp-

tion channel.

It 1s clear that for the method, the system and the device
adapted to transmit the MIH message provided in embodi-
ments of the present mvention, the MIH message 1s transmit-
ted by using a TCP and an IP. As the TCP has flow control
function, so that tlow control may be realized for transmission
of the MIH message according to the present invention. As
error control function of the TCP 1s used, a timer does not
need to be set for the MIH message during the transmission of
the MIH message according to the present invention. When
errors occur to transmission of a segment of one MIH mes-
sage, only the segment needs to be retransmitted nstead of
retransmitting the MIH message. Thus, the transmission effi-
ciency of the MIH message 1s enhanced. In addition, as a
security transmission protocol 1s used, for example, an IPSec
protocol and a TLS protocol, secure transmission of the MIH
message may be ensured. At the same time, the present inven-
tion also provides a method for a mobile terminal to obtain the
address information of the MIH service entity before the MIH
service 1s transmuitted.
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What 1s claimed 1s:
1. A method for transmitting a media independent han-
dover (MIH) message, comprising:
obtaining the address information of an MI
entity;
dividing the MIH message into segments;
encapsulating the segments mto transmission control pro-
tocol (TCP) segments at a sending end,;
encapsulating the TCP segments into Internet protocol (IP)
data packets at the sending end; and
sending out the IP data packets at the sending end;
wherein the obtaining the address information of the MIH

service entity comprises:
defining an address record of the MIH service entity 1n a

domain name service (DNS) server;

obtaining, by an entity sending the IP data packet, a query
name (QNAME);

sending, by the entity sending the IP data packet, a query
request to the DNS Server; and

returning, by the DNS Server, the address mformation of
the MIH service entity to the entity sending the IP data
packet;

wherein the QNAME
lowing modes:

a static configuration mode;

a dynamic obtaining mode; and

a mode configuring a service name and a protocol name 1n
the QNAME statically, obtaining an access domain
name 1 the QNAME dynamically, and generating the
QNAME by concatenating the service name, the proto-
col name, and the access domain name.

2. A device for transmitting a media independent handover

(MIH) message, comprising:

an MIH service entity adapted to generate and send the
MIH message;

a transmission control protocol (TCP) transmission entity
adapted to recerve the MIH message, divide the MIH
message mnto segments, encapsulate the segments mnto
TCP segments, and send the TCP segments; and

an internet protocol (IP) transmission entity adapted to
receive the TCP segments, encapsulate the TCP seg-
ments mto IP data packets, and transmit the IP data
packets;

wherein the device further comprises:

a module for obtaining address information of the MIH
service entity;

wherein the module for obtaining address information of
the MIH service entity comprises:

a sub-module for obtaining a query name (QNAME);

a sub-module for sendmg a query request to adomain name
Service (DNS) server, 1n which an address record of the
MIH service entity 1s defined;

a sub-module for receiving the address information of the
MIH service entity returned from the DNS Server;

wherein the QNAME 1s obtained through one of the fol-
lowing modes:

a static configuration mode;

a dynamic obtaining mode; and

a mode configuring a service name and a protocol name 1n
the QNA\/[E statically, obtaining an access domain
name 1 the QNAME dynamically, and generating the
QNAME by concatenating the service name, the proto-
col name, and the access domain name.

H service

1s obtained through one of the fol-
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