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(57) ABSTRACT

This disclosure describes, generally, methods and systems for
implementing event driven audit logging. The method
includes establishing, at an audit logging system, audit log-
ging framework configured to provide application indepen-
dent connectivity and further configured to provide event
driven audit logging. The method further includes receiving,
at the audit logging system, a selection of an application to
provide event driven auditing, enabling event driven auditing
tfor the selected application, and recerving a selection of event
types to enable for auditing by the audit logging framework.
Furthermore, the method includes based on the selected event
types, tracking the application actions associated with the
selected events, creating an event log for the application, and
providing access to the event log.
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1
EVENT DRIVEN AUDIT LOGGING

COPYRIGHT STAITEMENT

A portion of the disclosure of this patent document con-
tains material that 1s subject to copyright protection. The

copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclosure

as 1t appears 1n the Patent and Trademark Office patent file or
records, but otherwise reserves all copyright rights whatso-
ever.

FIELD OF THE INVENTION

The present invention relates, 1n general, to audit logging
and, more particularly, to application independent audit log-

oimng.
BACKGROUND

Typically, large enterprises have a few hundred (or even a
tew thousand) users and administrators which have access to
various documents (or transactions), some of which can post
and other of which can unpost, modity, etc. It1s a considerable
challenge to know which the users or administrators did what
to which document and when. In some products the user 1d
and date-time of a change are not even recorded, and 11 this 1s
recorded, then only the last change 1s recorded and the details
of any previous changes are overwritten (and hence lost for-
ever). In cases where multiple users have made modifications
to the same document (or transaction), a significant potions of
the activities associated with the document are not visible.

Another option 1s to use record level tracking. The disad-
vantages of record level tracking 1s that all the changes which
occur to the record are logged (irrespective of significance)
and hence the volume of the logs 1s overwhelming and
unmanageable. In addition, there 1s no convenient way of
viewing/searching through such logs. Hence, for at least these
reasons, there 1s a need for improvements in the art.

BRIEF SUMMARY

Embodiments of the present invention are directed to a
computer implemented method of implementing event driven
audit logging. The method includes establishing, at an audit
logging system, audit logging framework configured to pro-
vide application independent connectivity and further config-
ured to provide event driven audit logging. The method fur-
ther includes receiving, at the audit logging system, a
selection of an application to provide event driven auditing,
enabling event driven auditing for the selected application,
and recerving a selection of event types to enable for auditing
by the audit logging framework. Furthermore, the method
includes based on the selected event types, tracking the appli-
cation actions associated with the selected events, creating an
event log for the application, and providing access to the event
log.

In an alternative embodiment, a machine-readable medium
implementing event driven audit logging. The machine-read-
able medium includes instructions for establishing, at an audit
logging system, audit logging framework configured to pro-
vide application independent connectivity and further config-
ured to provide event driven audit logging. The machine-
readable medium further includes instructions for recerving,
at the audit logging system, a selection of an application to
provide event driven auditing, enabling event driven auditing,
tor the selected application, and recerving a selection of event
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types to enable for auditing by the audit logging framework.
Furthermore, the machine-readable medium includes instruc-
tions for based on the selected event types, tracking the appli-
cation actions associated with the selected events, creating an

event log for the application, and providing access to the event
log.

BRIEF DESCRIPTION OF THE DRAWINGS

A further understanding of the nature and advantages of the
present invention may be realized by reference to the remain-
ing portions of the specification and the drawings wherein
like reference numerals are used throughout the several draw-
ings to refer to similar components. In some instances, a
sub-label 1s associated with a reference numeral to denote one
of multiple similar components. When reference 1s made to a
reference numeral without specification to an existing sub-
label, 1t 1s 1ntended to refer to all such multiple similar com-
ponents.

FIG. 1 1s a generalized schematic diagram illustrating a
computer system, 1n accordance with various embodiments
ol the present invention.

FIG. 2 1s a block diagram 1illustrating a networked system
of computers, which can be used i accordance with various
embodiments of the present invention.

FIG. 3 1s a flow diagram illustrating a method of event
driven audit logging, 1in accordance with one embodiment of
the present invention.

FIG. 4 1s a flow diagram illustrating a method of event
driven audit logging, in accordance with a further embodi-
ment of the present invention.

FIG. 5 15 a block diagram 1illustrating a system for imple-
menting event driven audit logging, in accordance with one
embodiment of the present invention.

FIG. 6 1s a user interface illustrating an interface for setting
up event driven audit logging, in accordance with one
embodiment of the present invention.

FIG. 7 1s a flow diagram illustrating a method of event
driven auditlogging, 1n accordance with another embodiment
of the present invention.

FIG. 8 1s a user interface 1llustrating an interface for access-
ing event driven audit logging, in accordance with one
embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

While various aspects of embodiments of the mvention
have been summarized above, the following detailed descrip-
tion illustrates exemplary embodiments 1n further detail to
enable one of skill 1n the art to practice the invention. In the
following description, for the purposes of explanation,
numerous specific details are set forth 1n order to provide a
thorough understanding of the present invention. It will be
apparent, however, to one skilled 1n the art that the present
invention may be practiced without some of these specific
details. In other instances, well-known structures and devices
are shown 1n block diagram form. Several embodiments of
the invention are described below and, while various features
are ascribed to different embodiments, 1t should be appreci-
ated that the features described with respect to one embodi-
ment may be incorporated with another embodiment as well.
By the same token, however, no single feature or features of
any described embodiment should be considered essential to
the mvention, as other embodiments of the invention may
omit such features.

Aspects of the present invention relate to event driven audit
logging to provide specialized and customized logging for
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documents, application, etc. The present invention provides
for logging and reporting for any given document or applica-
tion based on any event that touches (or involves) the given
document or application. For example, 11 a user desires to log
any modifications to document X, or alternatively to log
postings and updates performed by application Y, such func-
tionality 1s made possible by the present invention.

Turning now to FIG. 1 provides a schematic 1llustration of
one embodiment of a computer system 100 that can perform
the methods of the invention, as described herein. It should be
noted that FIG. 1 1s meant only to provide a generalized
illustration of various components, any or all of whichmay be
utilized as appropriate. FIG. 1, therefore, broadly illustrates
how individual system elements may be implemented 1n a
relatively separated or relatively more integrated manner.

The computer system 100 1s shown comprising hardware
clements that can be electrically coupled via a bus 105 (or
may otherwise be 1n communication, as appropriate). The
hardware elements can include one or more processors 110,
including without limitation, one or more general purpose
processors and/or one or more special purpose processors
(such as digital signal processing chips, graphics acceleration
chips, and/or the like); one or more input devices 115, which
can include without limitation a mouse, a keyboard and/or the
like; and one or more output devices 120, which can include
without limitation a display device, a printer and/or the like.

The computer system 100 may further include (and/or be in
communication with) one or more storage devices 123, which
can comprise, without limitation, local and/or network acces-
sible storage and/or can include, without limitation, a disk
drive, a drive array, an optical storage device, a solid state
storage device such as a random access memory (“RAM”)
and/or aread-only memory (“ROM”), which can be program-
mable, tlash updateable and/or the like. The computer system
100 might also include a communications subsystem 130,
which can include without limitation a modem, a network
card (wireless or wired), an infrared communication device, a
wireless communication device and/or chipset (such as a
Bluetooth™ device, an 802.11 device, a WiF1 device, a
WiMax device, cellular communication facilities, etc.), and/
or the like. The communications subsystem 130 may permit
data to be exchanged with a network (such as the network
described below, to name one example), and/or any other
devices described herein. In many embodiments, the com-
puter system 100 will turther comprise a working memory
135, which can include a RAM or ROM device, as described
above.

The computer system 100 also can comprise soltware ¢le-
ments, shown as being currently located within the working,
memory 135, including an operating system 140 and/or other
code, such as one or more application programs 145, which
may comprise computer programs of the mvention, and/or
may be designed to implement methods of the invention
and/or configure systems of the invention, as described
herein. Merely by way of example, one or more procedures
described with respect to the method(s) discussed above
might be implemented as code and/or instructions executable
by a computer (and/or a processor within a computer). A set
of these mstructions and/or codes might be stored on a com-
puter-readable storage medium, such as the storage device(s)
125 described above. In some cases, the storage medium
might be incorporated within a computer system, such as the
system 100. In other embodiments, the storage medium might
be separate from a computer system (i.e., a removable
medium, such as a compact disc, etc.), and 1s provided 1n an
installation package, such that the storage medium can be
used to program a general purpose computer with the mnstruc-
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tions/code stored thereon. These instructions might take the
form of executable code, which 1s executable by the computer
system 100 and/or might take the form of source and/or
installable code, which, upon compilation and/or 1nstallation
on the computer system 100 (e.g., using any of a variety of
generally available compilers, installation programs, com-
pression/decompression utilities, etc.), then takes the form of
executable code.

It will be apparent to those skilled 1n the art that substantial
variations may be made 1n accordance with specific require-
ments. For example, customized hardware might also be
used, and/or particular elements might be implemented in
hardware, software (including portable software, such as
applets, etc.), or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

In one aspect, the mvention employs a computer system
(such as the computer system 100) to perform methods of the
invention. According to a set of embodiments, some or all of
the procedures of such methods are performed by the com-
puter system 100 1n response to processor 110 executing one
or more sequences ol one or more nstructions (which might
be incorporated into the operating system 140 and/or other
code, such as an application program 143) contained 1n the
working memory 135. Such instructions may be read into the
working memory 135 from another machine-readable
medium, such as one or more of the storage device(s) 125.
Merely by way ol example, execution of the sequences of
instructions contained in the working memory 135 might
cause the processor(s) 110 to perform one or more procedures
of the methods described herein.

The terms “machine-readable medium” and “computer
readable medium,” as used herein, refer to any medium that
participates in providing data that causes a machine to operate
in a specific fashion. In an embodiment implemented using
the computer system 100, various machine-readable media
might be involved 1n providing mstructions/code to
processor(s) 110 for execution and/or might be used to store
and/or carry such istructions/code (e.g., as signals). In many
implementations, a computer-readable medium 1s a physical
and/or tangible storage medium. Such a medium may take
many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media
includes, for example, optical or magnetic disks, such as the
storage device(s) 125. Volatile media includes, without limi-
tation, dynamic memory, such as the working memory 135.
Transmission media includes coaxial cables, copper wire and
fiber optics, including the wires that comprise the bus 105, as
well as the various components of the communications sub-
system 130 (and/or the media by which the communications
subsystem 130 provides communication with other devices).
Hence, transmission media can also take the form of waves
(including without limitation radio, acoustic and/or light
waves, such as those generated during radio wave and infra-
red data communications).

Common forms of physical and/or tangible computer-
readable media include, for example, a floppy disk, a flexible
disk, a hard disk, magnetic tape, or any other magnetic
medium, a CD-ROM, any other optical medium, punchcards,
papertape, any other physical medium with patterns of holes,
a RAM, a PROM, an EPROM, a FLASH-EPROM, any other
memory chip or cartridge, a carrier wave as described here-
inafter, or any other medium from which a computer can read
instructions and/or code.

Various forms of machine-readable media may be involved
1n carrying one or more sequences ol one or more instructions
to the processor(s) 110 for execution. Merely by way of
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example, the instructions may initially be carried on a mag-
netic disk and/or optical disc of a remote computer. A remote
computer might load the instructions into its dynamic
memory and send the 1nstructions as signals over a transmis-
sion medium to be received and/or executed by the computer
system 100. These signals, which might be in the form of
clectromagnetic signals, acoustic signals, optical signals and/
or the like, are all examples of carrier waves on which instruc-
tions can be encoded, 1n accordance with various embodi-
ments of the invention.

The communications subsystem 130 (and/or components
thereot) generally will recerve the signals, and the bus 105
then might carry the signals (and/or the data, instructions,
etc., carried by the signals) to the working memory 135, from
which the processor(s) 110 retrieves and executes the 1nstruc-
tions. The 1nstructions received by the working memory 135
may optionally be stored on a storage device 1235 either before
or after execution by the processor(s) 110.

Merely by way of example, FIG. 2 1llustrates a schematic
diagram of a system 200 that can be used 1n accordance with
one set ol embodiments. The system 200 can include one or
more user computers 205. The user computers 205 can be
general purpose personal computers (including, merely by
way of example, personal computers and/or laptop computers
running any appropriate tlavor of Microsoit Corp.’s Win-
dows™ and/or Apple Corp.”’s Macintosh™ operating sys-
tems) and/or workstation computers running any of a variety
of commercially available UNIX™ or UNIX-like operating
systems. These user computers 205 can also have any of a
variety of applications, including one or more applications
configured to perform methods of the invention, as well as
one or more oflice applications, database client and/or server
applications, and web browser applications. Alternatively, the
user computers 205 can be any other electronic device, such
as a thin-client computer, Internet-enabled mobile telephone,
and/or personal digital assistant (PDA), capable of commu-
nicating via a network (e.g., the network 210 described
below) and/or displaying and navigating web pages or other
types of electronic documents. Although the exemplary sys-
tem 200 1s shown with three user computers 205, any number
of user computers can be supported.

Certain embodiments of the imnvention operate in a net-
worked environment, which can include a network 210. The
network 210 can be any type of network familiar to those

skilled 1n the art that can support data communications using
any of a variety of commercially available protocols, includ-
ing without limitation TCP/IP, SNA, IPX, AppleTalk, and the
like. Merely by way of example, the network 210 can be a
local area network (“LAN”), including without limitation an
Ethernet network, a Token-Ring network and/or the like; a
wide-area network (WAN); a virtual network, including with-
out limitation a virtual private network (“VPN”); the Internet;
an 1ntranet; an extranet; a public switched telephone network
(“PSTN”); an infrared network; a wireless network, including
without limitation a network operating under any of the IEEE
802.11 suite of protocols, the Bluetooth™ protocol known 1n
the art, and/or any other wireless protocol; and/or any com-
bination of these and/or other networks.

Embodiments of the invention can include one or more
server computers 2135. Each of the server computers 215 may
be configured with an operating system, including without
limitation any of those discussed above, as well as any com-
mercially (or freely) available server operating systems. Each
of the servers 2135 may also be running one or more applica-
tions, which can be configured to provide services to one or
more clients 205 and/or other servers 215.
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Merely by way of example, one of the servers 215 may be
a web server, which can be used, merely by way of example,
to process requests for web pages or other electronic docu-
ments from user computers 205. The web server can also run
a variety of server applications, including HT TP servers, FTP
servers, CGI1 servers, database servers, Java™ servers, and
the like. In some embodiments of the invention, the web
server may be configured to serve web pages that can be
operated within a web browser on one or more of the user
computers 205 to perform methods of the mnvention.

The server computers 2135, 1n some embodiments, might
include one or more application servers, which can include
one or more applications accessible by a client running on one
or more of the client computers 205 and/or other servers 215.
Merely by way of example, the server(s) 215 can be one or
more general purpose computers capable of executing pro-
grams or scripts 1n response to the user computers 205 and/or
other servers 215, including without limitation web applica-
tions (which might, 1n some cases, be configured to perform
methods of the invention). Merely by way of example, a web
application can be implemented as one or more scripts or
programs written 1 any suitable programming language,
such as Java™, C, C#™ or C++, and/or any scripting lan-
guage, such as Perl, Python, or TCL, as well as combinations
of any programming/scripting languages. The application
server(s) can also include database servers, including without
limitation those commercially available from Oracle™,
Microsoit™, Sybase™, IBM™ and the like, which can pro-
cess requests from clients (including, depending on the con-
figuration, database clients, API clients, web browsers, etc.)
running on a user computer 205 and/or another server 215. In
some embodiments, an application server can create web
pages dynamically for displaying the mformation in accor-
dance with embodiments of the invention. Data provided by
an application server may be formatted as web pages (com-
prising HI' ML, Javascript, etc., for example) and/or may be
forwarded to a user computer 205 via a web server (as
described above, for example). Similarly, a web server might
receive web page requests and/or mput data from a user
computer 205 and/or forward the web page requests and/or
input data to an application server. In some cases a web server
may be integrated with an application server.

In accordance with further embodiments, one or more serv-
ers 213 can function as a file server and/or can include one or
more of the files (e.g., application code, data files, etc.) nec-
essary to implement methods of the invention incorporated by
an application running on a user computer 205 and/or another
server 215. Alternatively, as those skilled 1n the art will appre-
ciate, a file server can include all necessary files, allowing
such an application to be invoked remotely by a user com-
puter 205 and/or server 215. It should be noted that the func-
tions described with respect to various servers herein (e.g.,
application server, database server, web server, file server,
etc.) can be performed by a single server and/or a plurality of
specialized servers, depending on implementation-specific
needs and parameters.

In certain embodiments, the system can include one or
more databases 220. The location of the database(s) 220 1s
discretionary. Merely by way of example, a database 220q
might reside on a storage medium local to (and/or resident in)
a server 215a (and/or a user computer 205). Alternatively, a
database 2205 can be remote from any or all of the computers
203, 215, so long as the database can be 1n communication
(e.g., via the network 210) with one or more of these. In a
particular set of embodiments, a database 220 can reside 1n a
storage-area network (“SAN") familiar to those skilled 1n the
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art. (Likewise, any necessary files for performing the func-
tions attributed to the computers 205, 215 can be stored
locally on the respective computer and/or remotely, as appro-
priate.) In one set of embodiments, the database 220 can be a
relational database, such as an Oracle™ database, that 1s
adapted to store, update, and retrieve data in response to
SQL-formatted commands. The database might be controlled
and/or maintained by a database server, as described above,
for example.

Name

Application

(Document) Code

(Document) Name

Audit Log
Tablename

Event

Event Code

Turning now to FIG. 3, which illustrates a method 300 of
implementing event driven audit logging according to aspects
of the present invention. At process block 305, an application
independent event driven audit logging framework 1s estab-
lished. In one embodiment, the framework 1s application
independent in that any type of application may “plug-in” to
the framework. For example, the framework may be utilized
by a document management application, an access manage-
ment application, a supply database application, etc. In order
to access the framework, any application can simply access
the framework’s APIs and utilize the audit logging function-
ality of the framework.

In a further embodiment, the event driven aspect of the

framework may include the ability to configure the frame-
work to log activities associated with certain events with
respect to the application. For example, and event may be a
document creation, a document deletion, an update, a sub-
mission for approval, approval, an overwrite, a post, a can-
cellation, a confirmation, a resubmiut, etc. Any such event type
(or any other even which touches an application (or an appli-

cation’s data/documents) may be audited and logged.

At process block 310, multiple application framework
tables may be maintained. Such tables may be stored in a
database, or the like. In one embodiment, the framework
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application tables may correspond to each application which
1s configured to utilize the framework. The tables may include
conflguration data and parameters (e.g., logging parameters,
access parameters, etc.), information about the applications,
and event logging parameters (i.e., the types of events for
which the application 1s to monaitor.

The following Table 1 i1s one example of an application
framework table according to embodiments of the present
invention:

TABLE 1
Description Implications
This 1s the This field 1s a search parameter.
application/product. E.g. AP,  Establishing this in the search
AR, GL page will set the context for the

main page. This is translatable.
Use the code since the document
name will be translatable.

This 1s editable on the main page.
This 1s translatable (by way of a
language record). Also, the
product developer has to add to
documents that are being covered
by Audit Logging here.

The audit logging utility may look
at this field to determine the table
into which the data is written.
The table exists in the database
with the same structure as
expected by the application.
Events added under a document
are considered as registered. The
individual products may
determine the superset of events
for each of their documents. The
application development team for
the product may enhance their
code to call the Audit Logging
utilities when the document
reaches this state/status. This is
translatable(by way of a language
record).

The codes may be unique for a
document. The application passes
this as a parameter to the audit

logging utility.

This 1s the code for the

document.
This the document name

This 1s the table in which the

audit logs of the document
will be recorded.

This 1s the event/state of the
document.

This 1s the code for the event

Furthermore, new applications may be added to the appli-
cation framework tables. A determination 1s made by the audit
logging framework whether a new application table had been
added (decision block 315). In other words, a determination 1s
made whether a new application has been configured to uti-
lize the audit logging framework. If a new application has

been added, then at process block 320, a new table entry 1s
added to the framework tables such that the new application 1s
configured to utilize the framework. Otherwise, 1f no new
applications have been added, then the process moves to
process block 325.

At process block 325, the audit logging framework 1s con-
figured to recetve logging parameters. Audit logging param-
cters may 1nclude event types to audit, security parameters,
application log on parameters, document type parameters,
and so forth. Hence, based on such parameters, the audit
logging framework proceeds to log various events 1n connec-
tion with the applications as specified. For example, 11 the
application 1s a document access and storage application, and
the application 1s configured the framework to monitor post-
ing and editing of documents within the application, then the
framework would log any such activity that fits the criteria.
Accordingly, as the application and the auditing parameters
for each application are changed, the framework will audit
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and log different events, per the application configuration
parameters. The logging 1s completely scalable and customi-
zable to log as much or as little as the user or administrator
desires.

At process block 335, the logs are stored for each of the
applications. In one embodiment, the logs may be stored 1n a
log database, or the like, and further the logs may be sorted
any organmized for ease of access and viewing. Then, at pro-
cess block 340, the logs are made available to each applica-
tion (or application user/administrator), respectively. The
logs may be view, sorted, and filters as desired by the user or
administrator. Furthermore, the logs may be viewed 1n a
browser, on any display type, on a portable or handheld
device, a mobile device or any other device suitable for dis-
playing such audit logging information.

Referring next to FIG. 4, which 1llustrates a method 400 of
implementing event driven audit logging according to further
aspects of the present invention. At process block 405, within
the audit logging framework an application (or product) may
be selected such that the application may utilize the audit
logging framework. At process block 410, audit logging
within the framework may be enabled.

Furthermore, in connection with, or separately from
enabling the audit logging, specific events within the appli-
cation to be logged my be selected (process block 415).
Events may be those similar to the events described above, or
any other event which may occur 1n any of the applications for
which the event driven audit logging framework had been
enabled.

Thus, based on the selected events occurring within the
application, a log file of table 1s generated any the events are
logged within the table (process block 420). Furthermore, the
log file or table 1s stored such that 1s may be accessed and view
by users or administrators of the application.

Turning now to FIG. 5, which illustrates a system 500 for
implementing event driven audit logging according to aspects
of the present invention. In one embodiment, system 500 may
include an application server 305, an audit logging system
510, a parameter database 515, and log tables 520. In one
embodiment, system 500 may be utilized to implement meth-
ods 300, 400, and 600 (FIGS. 3, 4, and 6). For example,
application server 505 my execute any one of the applications
described above, and furthermore, audit logging system 510
may be configured to execute the event driven audit logging
framework, described above.

Furthermore, parameters database 515 may stored audit
parameters for each of the applications, and log tables 520
may be configured to store the audit log table generated by the
audit logging framework, per the parameters stored 1n param-
cters database 513.

For example, application server 5035°s application may
transmit required data to the audit logging framework running,
on audit logging system 510 via, for example, the audit log-
oging frameworks’ APIs. Additionally, the application may
pass configuration parameters to audit logging system 510 to
be stored 1n parameter database 515 by audit logging system
510. Then, audit logging system 510 checks parameter data-
base 515 to determine whether audit logging has been
enabled.

Accordingly, 11 audit logging 1s enabled, then as applica-
tion server 505’°s application performs events which corre-
spond to the events selected 1n the parameters, then audit
logging framework running on audit logging system 510
would log such activities and store the logs 1n log tables 520.
Further, a user and/or administrator 1s granted access to log
tables 520, via audit logging system 310, 1n order to view (or
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read) and display the log data. Further, audit logging system
may include a configurable search mechanism for searching
audit data.

In one embodiment, the search page for each document 1s
be displayed based on the configuration 1n, for example, an
audit search setup page. Turning now to FI1G. 6, which 1llus-
trates one embodiment of such a page. In one embodiment, a
framework administrator may utilize audit search setup 600
to provide an application developer of each product to input
the relevant data corresponding to each document. In a further
embodiment, the data shown 1n audit search setup 600 may be
entered by an accounts payable application developer for the
setup of payment audit log search.

The data entered 1n audit search setup page 600 may be
used to design an audit log search page for each document
during runtime. The field names shown 1n the grid are fields
for which the table specified 1n audit table name field 1n this
page. Seq column field 6035 shows the sequence of arranging
the search fields on the search page, Field Name column 610
shows the name to be displayed against the field on the search
page, and Page Field Type column 613 indicates whether the
field 1s an edit box or a drop down.

Furthermore, Index column field 620 shows whether the
field 1s based on an index. While looking into the search page
below, a dropdown against Index column field 620 (instead of

eh__ 2

="). The dropdown may have the following options shown 1n
Table 2:

TABLE 2
begins with
contains
ends with
1s equal to

1s greater than

1s greater than or equal to
1s less than

1s less than or equal to

1s not equal to

Set control value column field 625 shows whether set con-
trol based functionality 1s enabled. Furthermore, Search Cri-
teria column field 630 indicates whether the field should be
displayed 1n a Search Page, Purge Criteria column field 635
indicates whether this field should be displayed in a Purge
Page, Required Field column field 640 indicates whether the
current field 1s a required field or not, and Prompt column
field 645 assigns a prompt table for the field. Further, Set 1D
value column field 650 shows whether set ID based function-
ality 1s enabled.

FIG. 7 illustrates a method 700 of implementing event
driven audit logging according to further aspects of the
present invention. At process block 703, application 505 may
register for audit logging with audit logging system 510. At
process block 720, search fields for the audit table may be
setup. In one embodiment, establishing these search fields 1n
a search page will set the context for a main page, which 1s
translatable.

Atprocess block 715, application 505 may be enhanced (or
modified) for audit logging. The process continues to audit
logging system 510, and at process block 720, audit logging
1s enabled by auditlogging system 510. At process block 725,
the changes to documents of other application data 1s logged
for the specified events. Then at process block 730, the audit
logs may be view and then purges, as necessary (process
block 735). The logs may be purged in order to provide users



US 8,204,361 B2

11

and administrators of applications running on application
server 5035 with a more manageable and readable set of logs,
which are fresh and new.

Now turning to FIG. 8, which illustrates an iterface 800
for accessing event driven audit logging information 1n accor-
dance with aspects of the present invention. Certain aspects of
the present invention may utilize user interfaces (Uls) i order
to provide users, power users, administers, and the like with
access to the audit framework 1n order to configure the audit
logging framework, as well as view and manipulate log files.
The specific layout of Ul 800 1s merely for exemplary pur-
poses, and one skilled 1n the art would recognize that any
number of Uls and Ul configurations may be used 1n conjunc-
tion with embodiments of the present invention.

While the invention has been described with respect to
exemplary embodiments, one skilled 1n the art will recognize
that numerous modifications are possible. For example, the
methods and processes described herein may be implemented
using hardware components, software components, and/or
any combination thereof. Further, while various methods and
processes described herein may be described with respect to
particular structural and/or functional components for ease of
description, methods of the invention are not limited to any
particular structural and/or functional architecture but instead
can be implemented on any suitable hardware, firmware,
and/or soltware configuration. Similarly, while various func-
tionalities are ascribed to certain system components, unless
the context dictates otherwise, this functionality can be dis-
tributed among various other system components in accor-
dance with different embodiments of the invention.

Moreover, while the procedures comprised in the methods
and processes described herein are described 1n a particular
order for ease ol description, unless the context dictates oth-
erwise, various procedures may be reordered, added, and/or
omitted 1n accordance with various embodiments of the
invention. Moreover, the procedures described with respectto
one method or process may be incorporated within other
described methods or processes; likewise, system compo-
nents described according to a particular structural architec-
ture and/or with respect to one system may be organized in
alternative structural architectures and/or incorporated within
other described systems. Hence, while various embodiments
are described with—or without—certain features for ease of
description and to illustrate exemplary features, the various
components and/or features described herein with respect to
a particular embodiment can be substituted, added and/or
subtracted from among other described embodiments, unless
the context dictates otherwise. Consequently, although the
invention has been described with respect to exemplary
embodiments, 1t will be appreciated that the invention 1is
intended to cover all modifications and equivalents within the
scope of the following claims.

What 1s claimed 1s:
1. A method of implementing event driven audit logging
with at least one processor, the method comprising:

establishing, at an audit logging system, an audit logging
framework configured to provide application indepen-
dent connectivity and further configured to provide
event driven audit logging;

receiving, at the audit logging system, a selection of an
application to provide event driven audit logging,
wherein event driven audit logging comprises logging
any event that involves the application and associated
applications or documents;
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plugging in the application 1nto the audit logging frame-
work, wherein the plugging in provides integrated com-
munication between the audit logging framework and

the application;

enabling event driven auditing for the selected application;

receving a selection of event types to enable for auditing

by the audit logging framework;

based on the selected event types, tracking the application

actions which are only associated with the selected
events;

creating an event log for the application, wherein the event

log only includes the tracked applications for the
selected events; and

providing access to the event log.

2. The method of claim 1, wherein the event types comprise
one or more of the following: creation, deletion, update, sub-
mission for approval, approval, overwrite, post, cancellation,
confirmation, and resubmit.

3. The method of claim 1, wherein an application com-
prises a document.

4. The method of claim 3, wherein a document comprises
one or more of the following: a voucher, a deposit, and a
payment.

5. The method of claim 1, further comprising maintaining
a plurality of framework tables.

6. The method of claim 5, wherein the plurality of frame-
work tables comprise entries configured to indicate applica-
tions utilizing the audit logging framework.

7. The method of claim 6, further comprising receving a
new application framework table for a new application to
utilize the audit logging framework.

8. The method of claim 7, wherein the new application
framework comprises a plurality of parameters associated
with the auditing of the new application.

9. The method of claim 8, wherein the plurality of param-
cters comprise one or more event types to track for the new
application.

10. The method of claim 1, further comprising storing the
event log.

11. The method of claim 1, further comprising providing a
user interface (UI) configured to recerve mput for modifying,
the event types and to display audit logs.

12. The method of claim 1, wherein the application 1s an
enterprise application.

13. The method of claim 1, wherein the application 1s a
product or service.

14. The method of claim 1, further comprising registering
the application with the audit logging system.

15. The method of claim 1, further comprising based on
activation of a purge function, purging the audit log.

16. A machine-readable memory device having sets of
instructions stored thereon for implementing event driven
audit logging which, when executed by a machine, cause the
machine to:

establish an audit logging framework configured to provide

application independent connectivity and further con-
figured to provide event driven audit logging;

recerve a selection of an application to provide event driven

audit logging, wherein event driven audit logging com-
prises logging any event that involves the application
and associated applications or documents;

plug 1n the application into the audit logging framework,

wherein the plugging 1n provides itegrated communi-
cation between the audit logging framework and the
application; enable event driven auditing for the selected
application; recerve a selection of event types to enable
for auditing by the audit logging framework;

based on the selected event types, track the application

actions which are only associated with the selected

events;
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create an event log for the application, wherein the event
log only includes the tracked applications for the

selected events; and

provide access to the event log.

17. The machine-readable medium of claim 16, wherein
the sets of instructions, when further executed by the
machine, cause the machine to maintain a plurality of frame-
work tables.

18. The machine-readable medium of claim 17, wherein
the plurality of framework tables comprise entries configured
to indicate applications utilizing the audit logging frame-
work.
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19. The machine-readable medium of claim 18, wherein
the sets of imstructions, when further executed by the
machine, cause the machine to receive a new application
framework table for a new application to utilize the audit
logging framework.

20. The machine-readable medium of claim 19, wherein
the new application framework comprises a plurality of

parameters associated with the auditing of the new applica-
tion.
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