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DEVICE HAVING CAPABILITY TO SWITCH
FROM TUNNELING COMMUNICATION TO
P2P COMMUNICATION WITH OTHER
DEVICE UNDER THE CONTROL OF

NETWORK ADDRESS TRANSLATION
DEVICES

CROSS-REFERENCE TO RELATED
APPLICATION D

This application claims priority to Japanese Patent Appli-
cationNo. 2009-210379, filed Sep. 11, 2009, the disclosure of
which 1s hereby incorporated by reference 1n 1ts entirety.

BACKGROUND

The present invention relates to a terminal device, a com-
munication method and a computer-readable medium storing,
a communication program for communicating with another
terminal device that 1s under control of a different network
address translation (NAT) device.

Communication of video or audio between terminal
devices over the Internet 1s sometimes performed via a device
provided with a NAT function (heremafter referred to as a
NAT device). Various methods have been proposed to per-
form communication between terminals device that are
respectively under control of different NAT devices. One such
method 1s disclosed, for example, 1n which communication
data 1s encapsulated using the HyperText Transfer Protocol

(HT'TP) and 1s transmitted by way of an HI'TP tunneling
Server.

SUMMARY

Inthe method described above, 1t1s necessary for the HT'TP
server to relay the audio and video 1n real time. As a result,
there may be a high load on the server and delays are likely to
OCCUL.

Various exemplary embodiments of the general principles
herein provide a terminal device, a communication method
and a computer-readable medium storing a communication
program that are capable of promptly starting communication
between terminal devices and that are also capable of reduc-
ing the occurrence of delays during communication.

Exemplary embodiments provide a terminal device that 1s
connected to an internal network, which 1s under control of a
NAT device connected to an external network, and that 1s

capable of communicating with another terminal device that
1s connected to another internal network, which 1s under
control of another NAT device that 1s different to the NAT
device. The terminal device includes a first communication
portion, an identification portion, a selection portion, a
switching portion, and a second commumnication portion. The
first commumnication portion performs tunneling communica-
tion with the other terminal device via a server that 1s con-
nected to the external network. The server 1s adapted to real-
1ze tunneling communication between the terminal device
and the other terminal device by encapsulating and decapsu-
lating packets based on a communication protocol by which
the NAT device can transier the packets. The identification
portion identifies, by communication with a management
server that 1s connected to the external network, type infor-

—

mation of at least one of the NAT device and the other NAT
device. The type information 1s classified by a port mapping
method. The selection portion selects, based on the type infor-
mation 1identified by the 1dentification portion, from a proce-
dure list stored 1n storage portion, a start-up procedure that 1s
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necessary to start peer to peer (P2P) communication between
the terminal device and the other terminal device via the NAT
device and the other NAT device. The switching portion per-
forms communication based on the start-up procedure
selected by the selection portion and starts the P2P commu-
nication with the other terminal device, and then switches
from the tunneling communication to the P2P communica-
tion by terminating the tunneling commumnication being per-
formed by the first communication portion. The second com-
munication portion performs the P2P communication with
the other terminal device after switching from the tunneling
communication to the P2P communication by the switching
portion.

Exemplary embodiments also provide a communication
method of performing communication between a terminal
device that 1s connected to an internal network, which 1s under
control of a NAT device connected to an external network,
and another terminal device that 1s connected to another inter-
nal network, which 1s under control of another NAT device
that 1s different to the NAT device. The communication
method 1ncludes the step of performing tunneling communi-
cation with the other terminal device via a server that is
connected to the external network. The server 1s adapted to
realize tunneling communication between the terminal
device and the other terminal device by encapsulating and
decapsulating packets based on a communication protocol by
which the NAT device can transier the packets. The commu-
nication method also includes the step of identifying, by
communication with a management server that 1s connected
to the external network, type information of at least one of the
NAT device and the other NAT device. The type information
1s classified by a port mapping method. The communication
method further includes the step of selecting, based on the
identified type information, from a procedure list stored 1n a
storage portion, a start-up procedure that 1s necessary to start
peer to peer (P2P) communication between the terminal
device and the other terminal device via the NAT device and
the other NAT device. The communication method further
includes the step of performing communication based on the
selected start-up procedure and starting the P2P communica-
tion with the other terminal device, and then switching from
the tunneling communication to the P2P communication by
terminating the tunneling communication. The communica-
tion method still turther 1includes the step of performing the
P2P communication with the other terminal device after
switching from the tunneling communication to the P2P com-
munication.

Exemplary embodiments further provide a computer-read-
able medium storing a communication program for performs-
ing communication between a terminal device that 1s con-
nected to an internal network, which 1s under control of a NAT
device connected to an external network and another terminal
device that 1s connected to another internal network, which 1s
under control of another NAT device that 1s different to the
NAT device. The communication program includes instruc-
tions that cause a controller of the terminal device to perform
the step of performing tunneling communication with the
other terminal device via a server that 1s connected to the
external network. The server 1s adapted to realize tunneling
communication between the terminal device and the other
terminal device by encapsulating and decapsulating packets
based on a communication protocol by which the NAT device
can transier the packets. The communication program further
includes 1nstructions that cause the controller to perform the
step of 1dentitying, by communication with a management
server that 1s connected to the external network, type infor-
mation of at least one of the NAT device and the other NAT
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device. The type information 1s classified by a port mapping
method. The communication program further includes
instructions that cause the controller to perform the step of
selecting, based on the i1dentified type information, from a
procedure list stored 1n a storage portion, a start-up procedure
that 1s necessary to start peer to peer (P2P) communication
between the terminal device and the other terminal device via
the NAT device and the other NAT device. The communica-
tion program further includes instructions that cause the con-
troller to perform the step of performing communication
based on the selected start-up procedure and starting the P2P
communication with the other terminal device, and then
switching from the tunneling communication to the P2P com-
munication by terminating the tunneling communication.
The communication program still further includes instruc-
tions that cause the controller to perform the step of perform-
ing the P2P communication with the other terminal device
after switching from the tunneling communication to the P2P
communication.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments will be described below 1n detail
with reference to the accompanying drawings in which:

FIG. 1 1s a schematic diagram showing an overview of a
communication system 1;

FI1G. 2 1s a block diagram showing an electrical configura-
tion of a server 5;

FIG. 3 1s a block diagram showing an electrical configura-
tion of a NAT device 8;

FI1G. 4 15 a block diagram showing an electrical configura-
tion of a terminal device 11;

FIG. 5 1s a schematic diagram showing a procedure list
841;

FIG. 6 15 a tflowchart showing terminal device processing;

FIG. 7 1s a flowchart showing the terminal device process-
ing and 1s a continuation of FIG. 6;

FIG. 8 1s a flowchart showing Universal Plug and Play
(UPnP) determination processing;

FIG. 9 1s a flowchart showing NAT type determination
processing;

FI1G. 10 1s a flowchart showing the NAT type determination
processing and 1s a continuation of FIG. 9;

FIG. 11 1s a flowchart showing change pattern prediction
processing;

FI1G. 12 1s a flowchart showing timing adjustment process-
12,

FI1G. 13 1s a flowchart showing first synchronizing process-
12,

FIG. 14 1s a flowchart showing second synchronizing pro-
cessing;

FIG. 15 1s a sequence diagram showing communication
between a terminal device 9 and a terminal device 10;

FIG. 16 1s an explanatory diagram of display timing of
video 1mage data 1n the first synchronizing processing;

FIG. 17 1s an explanatory diagram of display timing of
video image data in the second synchronizing processing; and

FI1G. 18 1s a flowchart showing a modified example of the
terminal device processing.

DETAILED DESCRIPTION

Hereinafter, a commumnication system 1 according to the
present invention will be explained with reference to the

drawings. As shown in FIG. 1, the communication system 1
includes a Simple Traversal of UDP through NATs (STUN)
server 2, a Session Initiation Protocol (SIP) server 3, an HTTP

10

15

20

25

30

35

40

45

50

55

60

65

4

server 4, a NAT device 6, a NAT device 7, a terminal device 9
and a terminal device 10. Hereinafter, when the STUN server
2, the SIP server 3 and the HTTP server 4 are collectively
referred to, or when no distinction 1s made between the serv-
ers 2, 3 and 4, they are referred to as “server 5 or “servers 5”.
When the NAT devices 6 and 7 are collectively referred to, or
when no distinction 1s made between the NAT devices 6 and
7, they are referred to as a “NAT device 87 or “NAT devices
8" When the terminal devices 9 and 10 are collectively
referred to, or when no distinction 1s made between the ter-
minal devices 9 and 10, they are referred to as “terminal
device 117 or “terminal devices 11.” The servers 5 and the
NAT devices 8 are respectively connected to the Internet 15.
The NAT devices 6 and 7 are respectively connected to a
subordinate local area network (LAN) 12 and a subordinate
[LAN 13. Hereinafter, when the LAN 12 and the LAN 13 are
collectively referred to, or when no distinction 1s made
between the LAN 12 and the LAN 13, they are referred to as
a “LAN 14” or “LANs 14" The terminal devices 11 are
respectively connected to the LANs 14. Inthe example shown
in FIG. 1, the terminal device 9 1s connected to the LAN 12
that 1s under control of the NAT device 6. The terminal device
10 1s connected to the LAN 13 that 1s under control of the NAT
device 7.

Through performing communication with the terminal
devices 11, the STUN server 2 provides the terminal devices
11 with necessary information to perform Peer to Peer (P2P)
communication between the terminal devices 11. Based on
SIP, the SIP server 3 performs call control between the ter-
minal devices 11. By transferring HT'TP based packets, the
HTTP server 4 controls distribution of Web information to the
terminal devices 11. By encapsulating the packets using
HTTP, the HI'TP server 4 realizes tunneling communication
between the terminal devices 11. The terminal device 11
performs tunneling communication with the other terminal
device 11 via the HTTP server 4. The terminal device 11
performs P2P commumnication with the other terminal device
11. The terminal device 11 may be, for example, a personal
computer. The NAT device 8 1s a device that 1s provided with
a NAT function.

The NAT devices 8 can be classified into four types, that 1s,
a Full Cone NAT, an Address-Restricted Cone NAT, a Port-
Restricted Cone NAT and a Symmetric NAT, depending on an
IP address and a method to convert a port number, namely,
depending on a port mapping method. To resolve the so-
called “NAT traversal problem” and enable P2P communica-
tion between the terminal devices 11, an optimum start-up
procedure (UPnP, user datagram protocol (UDP) hole punch-
ing, UDP multi hole punching, for example) should be
selected for each of the above-described NAT classifications
(heremafiter referred to as a “NAT type”), and communication
based on the selected start-up procedure should be performed.

In the present embodiment, tunneling communication 1s
performed between the terminal devices 11 via the HTTP
server 4 1n parallel with identifying the NAT types of the NAT
devices 8 and executing the start-up procedure. Normally,
communication via the HTTP server 4 1s allowed between
umdentified terminal devices 11, and packets transferred via
the HTTP server 4 are not blocked by the NAT devices 8. As
a consequence, by performing tunneling communication via
the HT'TP server 4, the communication between the terminal
devices 11 can be started promptly. After the NAT types of the
NAT devices 8 are identified and communication 1s per-
formed based on the start-up procedure, a state 1s achieved 1n
which P2P communication can be performed between the
terminal devices 11. In this case, the tunneling communica-
tion via the HT'TP server 4 1s stopped, and P2P communica-
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tion between the terminal devices 11 1s performed instead. In
the P2P communication, communication 1s performed with-
out going via a server etc., and communication delays etc. can

therefore be resolved.
As shown 1n FIG. 2, the server 5 includes a CPU 21, a ROM

22, a RAM 23 and an HDD 24. The CPU 21 controls com-
munication with the NAT devices 8 and the terminal devices
11. At least a boot program and default parameters are stored
in the ROM 22. At least data generated during processing by
the CPU 21 may be temporarily stored in the RAM 23. At
least a program to be executed by the CPU 21 1s stored 1n the
HDD 24. The CPU 21 1s electrically connected to the ROM
22, the RAM 23 and the HDD 24. The CPU 21 can access
storage areas of the ROM 22, the RAM 23 and the HDD 24.

The server 5 includes an input driver 25. The input driver 25
detects information that 1s input via a keyboard 251. The CPU
21 1s electrically connected to the input driver 25. The 1mput
driver 25 1s electrically connected to the keyboard 251. The
CPU 21 can recognize the information that 1s input via the
keyboard 251. The server 3 includes a display driver 26. The
display driver 26 performs control to display 1mages on a
display 261. The CPU 21 1s electrically connected to the
display driver 26. The display driver 26 1s electrically con-
nected to the display 261. The CPU 21 can cause a desired
image to be displayed on the display 261.

The server 5 includes a communication module 27. The
communication module 27 enables communication via the
Internet 15. The CPU 21 1s electrically connected to the
communication module 27. The CPU 21 can perform com-
munication via the Internet 15. The server 3 1s provided with
a disk drive 28. The disk drive 28 1s a drive device to access
information stored in a recording medium 281. The CPU 21 1s
clectrically connected to the disk drive 28. When the record-
ing medium 281 is inserted in the disk drive 28, the CPU 21
can access the information stored 1n the recording medium
281. The program to be executed by the CPU 21, for example,
may be stored 1n the recording medium 281. When the server
5 1s set up, the program may be istalled from the recording
medium 281 to the HDD 24.

As shown 1n FIG. 3, the NAT device 8 includes a CPU 51,
a ROM 52, a RAM 53 and a flash memory 57. The CPU 51
controls communication with the servers 5 and the terminal
devices 11. At least a program to be executed by the CPU 51
1s stored in the ROM 32. At least data generated during
processing by the CPU 51 may be temporarily stored in the
RAM 53. A port number may be stored 1n the flash memory 57
as log information. The CPU 51, the ROM 52, the RAM 53
and the flash memory 57 are electrically connected. The CPU
51 can access storage areas of the ROM 52, the RAM 33 and
the flash memory 57.

The NAT device 8 1s provided with a display portion 54.
The display portion 54 can display a status of the NAT device
8 etc. The CPU 51 1s electrically connected to the display
portion 54. The CPU 31 can cause desired information to be
displayed on the display portion 54. An LED can be used as
the display portion 54, for example. The NAT device 8
includes an 1input portion 55. The input portion 55 receives an
input operation to the NAT device 8 by a user. The CPU 51 1s
clectrically connected to the mnput portion 55. The CPU 51
recognizes information input via the input portion 55. A
switch or a touch sensor, for example, can be used as the input

portion 55.

The NAT device 8 includes a communication module 58.
The communication module 58 enables communication via
the Internet 15. The CPU 51 1s electrically connected to the
communication module 58. The CPU 51 can perform com-
munication via the Internet 15. The NAT device 8 includes a
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communication module 59. The communication module 59
enables communication via the L ANs 14. The CPU 51 1s

clectrically connected to the communication module 59. The

CPU 31 can perform communication via the LANs 14.
As shown 1n FIG. 4, the terminal device 11 includes a CPU

81, a ROM 82, a RAM 83 and an HDD 84. The CPU 81

controls communication with the NAT devices 8 and the
servers 5. At least a boot program and default parameters are
stored 1n the ROM 82. At least data generated during process-
ing by the CPU 81 may be temporarily stored in the RAM 83.
At least a program to be executed by the CPU 81 and a list for
a start-up procedure (hereimaiter referred to as a “procedure
list”) are stored 1n the HDD 84. The procedure list may be
used when causing P2P communication between the terminal
devices 11 to start. The CPU 81 1s electrically connected to
the ROM 82, the RAM 83 and the HDD 84. The CPU 81 can
access storage areas of the ROM 82, the RAM 83 and the
HDD 84.

The terminal device 11 includes an input driver 85. The
input driver 83 detects information that 1s input via akeyboard
851. The CPU 81 1s electrically connected to the input driver
85. The mput driver 83 1s electrically connected to the key-
board 851. The CPU 81 can recognize the information that 1s
input via the keyboard 851. The terminal device 11 1s pro-
vided with a display driver 86. The display driver 86 performs
control to display images on a display 861. The CPU 81 1is
clectrically connected to the display driver 86. The display
driver 86 1s electrically connected to the display 861. The
CPU 81 can cause a desired 1mage to be displayed on the
display 861.

The terminal device 11 includes a communication module
87. The communication module 87 enables communication
via the LANs 14. The CPU 81 1s electrically connected to the
communication module 87. The CPU 81 can perform com-
munication via the LANs 14. The terminal device 11 includes
a disk drive 88. The disk drive 88 1s a drive device to access
information stored in a recording medium 881. The CPU 81 1s
clectrically connected to the disk drive 88. When the record-
ing medium 881 1s inserted 1n the disk drive 88, the CPU 81
can access the information stored in the recording medium
881. The program to be executed by the CPU 81, for example,
may be stored in the recording medium 881. When the termi-
nal device 11 is set up, the program may be installed from the
recording medium 881 to the HDD 84.

A procedure list 841, which 1s an example of the procedure
list stored 1n the HDD 84, will be explained with reference to
FIG. 5. Start-up procedures are defined in the procedure list
841. Each of the start-up procedures corresponds to a com-
bination of the NAT type of the NAT device 8 (hereinafter
referred to as an “own NAT device™) that1s directly connected
to the terminal device 11 viathe LAN 14, and of the NAT type
of the NAT device 8 (hereinafter sometimes referred to as a
“partner NAT device”) that1s directly connected to the partner
terminal device 11, that 1s, a partner in performing P2P com-
munication, via the LAN 14. In terminal device processing to
be explained later, the start-up procedure 1s determined based
on the procedure list.

For example, when the type of either one of the own NAT
device and the partner NAT device 1s one of “no NAT device”
and “Full Cone NAT”, 1t 1s defined that no start-up procedure
1s necessary. Further, when both of the NAT types are either
one of “Address-Restricted Cone NAT™ and “Port-Restricted
Cone NAT”, UDP hole punching 1s defined as the start-up
procedure. In addition, when both of the NAT types are “Sym-
metric NAT”, UDP multi-hole punching 1s defined as the

start-up procedure (only 1n a case in which a change pattern of
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the port number can be predicted). Details of how the proce-
dure list 1s used will be explained later.

Terminal device processing shown in FIG. 6 to FIG. 14 1s
started and executed by the CPU 81 when a command 1s input
by the user via the keyboard 851 for the terminal device 11 to
perform communication with another terminal device 11. In
the following explanation, terminal device processing 1s
described in which the terminal device 9 performs P2P com-
munication with the terminal device 10 and the terminal
device processing 1s executed by the CPU 81 of the terminal
device 9.

As shown 1n FIG. 6, when the terminal device processing 1s
started, communication 1s performed 1n order to start tunnel-
ing communication with the terminal device 10 via the HTTP
server 4 (step S11). The terminal device 9 can then perform
tunneling communication with the terminal device 10. In
tunneling communication, packets are encapsulated in HT'TP
by the HTTP server 4. The H1'TP-encapsulated packets reach

the terminal devices 9 and 10 without being blocked by the
NAT devices 6 and 7.

In a state in which tunneling communication 1s enabled,
SIP-based call control communication with the terminal
device 10 1s performed by the terminal device 9. In this way,
the terminal device 9 enters a connected state to the terminal
device 10. Transmission and reception of Real-time Transport
Protocol (RTP)-based packets 1s started between the terminal
device 9 and the terminal device 10 that are in the connected
state (step S13). In the present embodiment, 1t1s assumed that
video 1image data are transmitted and received between the
terminal devices 9 and 10. The video 1image data are pack-
ctized by the terminal device 10, and the terminal device 9
receives video packets transmitted from the terminal device
10.

UPnP determination processing 1s performed to determine
whether the NAT device 6 and the NAT device 7 are each

equipped with UPnP functions (step S15). The UPnP deter-
mination processing will be explained with reference to FIG.

8. Search packets to search for a NAT device 8 that is

equipped with UPnP functions are transmitted by multicast
(step S61). When the NAT device 8 equipped with UPnP

functions receives the search packet, the NAT device 8 returns
a response packet. On the terminal device 9, a determination
1s made as to whether response packets 1n response to the
search packets have been recerved (step S63). In a case where
the response packets have not been received from both the
NAT device 6 and the NAT device 7 (no at step S63), at least
one of the NAT device 6 and the NAT device 7 1s not equipped
with UPnP functions. In this case, the CPU 81 terminates the
UPnP determination processing and returns to the terminal
device processing shown in FIG. 6.

In a case where the response packets have been received
from both the NAT device 6 and the NAT device 7 (yes at step

S563), the NAT device 6 and the NAT device 7 are both
equipped with UPnP functions. Then a request packet is
transmitted to each of the NAT device 6 and the NAT device
7 (step S63). The request packet requests an IP address and a
port number allocated on the Internet 15 side. In response to
the request packet, the NAT device 6 and the NAT device 7
cach return a response packet to which 1s added the IP address
and the port number. On the terminal device 9, a determina-
tion 1s made as to whether the response packets have been
received (step S67). In a case where the response packet has

not been received from at least one of the NAT device 6 and
the NAT device 7 (no at step S67), UPnP-based communica-

—

tion cannot be performed via the NAT device 6 and the NAT
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device 7. In this case, the CPU 81 terminates the UPnP deter-
mination processing and returns to the terminal device pro-
cessing shown in FIG. 6.

In a case where the response packets 1n response to the
request packets have been received from both the NAT device
6 and the NAT device 7 (yes at step S67), the terminal device

9 can perform UPnP-based communication with the terminal
device 10. In this case, the terminal device 9 and the terminal
device 10 can perform mutual P2P communication without
going through any specific start-up procedure. Flag informa-
tion 1ndicating that the UPnP-based commumnication can be
performed 1s temporarily stored in the RAM 83 (step S69).
The CPU 81 terminates the UPnP determination processing
and returns to the terminal device processing shown in FI1G. 6.

As shown 1n FIG. 6, following the UPnP determination
processing (step S13), the tlag information stored in the RAM
83 1s referred to and a determination 1s made as to whether
UPnP-based communication can be performed with the ter-
minal device 10 (step S17). In a case where UPnP-based
communication can be performed with the terminal device 10
(ves at step S17), communication based on the specific start-
up procedure 1s not necessary. Namely, the terminal device 9
1s 1n a state i which the terminal device 9 can start P2P
communication with the terminal device 10. Accordingly, by
P2P communication, packets including video image data are
transmitted and received between the terminal devices 9 and
10 (step S27). The CPU 81 advances to processing at step S37
shown 1n FIG. 7.

In a case where the UPnP-based communication cannot be

performed between the terminal devices 9 and 10 (no at step
S17), NAT type determination processing 1s performed (step
S19). In the NAT type determination processing, the NAT
type of the NAT device 6 1s identified through a predeter-
mined communication by the terminal device 9 with the
STUN server 2.
The NAT type determination processing will be explained
with reference to FIGS. 9 and 10. A request packet 1s trans-
mitted to the STUN server 2, requesting a response packet to
be returned to the terminal device 9. The request packet 1s
transmitted to a port (a first port) of the STUN server 2 (step
S71). A determination 1s made as to whether the response
packet has been recerved (step S73). In a case where the
response packet has not been recerved (no at step S73), the
terminal device 9 cannot perform P2P communication with
the terminal device 10. Thus, flag information indicating that
P2P communication cannot be performed 1s temporarily
stored 1n the RAM 83 (step S83). The CPU 81 terminates the
NAT type determination processing and returns to the termi-
nal device processing shown in FIG. 6.

In a case where the response packet has been recerved from
the STUN server 2 (ves at step S73), the IP address and the
port number included 1n the recerved response packet are
extracted from the response packet. The IP address and the
port number 1included 1n the received response packet are the
IP address and the port number of the NAT device 6 on the
Internet 15 side (hereinafter sometimes referred to as a “NAT
IP”” and a “NAT port”, respectively). A determination 1s made
as to whether a transmission source IP address that 1s used
when the terminal device 9 transmits the request packet
matches the NAT IP, and also whether a transmission source

port number that 1s used when the terminal device 9 transmits
the request packet matches the NAT port (step S73). In a case

where the transmission source IP address and the NAT IP do

not match and/or 1n a case where the transmission source port
number and the NAT port do not match (no at step S73), this
indicates that the NAT device 6 1s located between the termi-
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nal device 9 and the STUN server 2. In this case, the CPU 81
advances to processing at step S83 shown 1n FIG. 10.

In a case where the transmission source IP address and the
NAT IP match and the transmission source port number and
the NAT port also match (yes at step S75), a request packet,
which requests that a response packet be returned to the
terminal device 9, 1s transmitted to the first port of the STUN
server 2 (step S77). The request packet that 1s transmitted at
step S77 requests, to the STUN server 2, that the response
packet be transmitted from another transmission source IP
address and another transmission source port number that are
different from those of the response packet returned in
response to the request packet transmitted at step S71. A
determination 1s made as to whether the response packet has
been recerved (step S79). In a case where the response packet
has not been received (no at step S79), the terminal device 9
cannot perform P2P communication with the terminal device
10. Therefore, flag information indicating that the P2P com-
munication cannot be performed 1s temporarily stored 1n the
RAM 83 (step S83). The CPU 81 terminates the NAT type
determination processing and returns to the terminal device
processing shown in FIG. 6.

In a case where the response packet has been recerved from
the STUN server 2 (yes at step S79), the NAT device 6 1s not
located between the terminal device 9 and the STUN server 2.
Therefore, the terminal device 9 can perform P2P communi-
cation with the terminal device 10 without going through any
specific start-up procedure. Flag information indicating that
there 1s no 1ntervention by the NAT device 6 1s temporarily
stored 1n the RAM 83 (step S81). The CPU 81 terminates the
NAT type determination processing and returns to the termi-
nal device processing shown in FIG. 6.

In processing at step S85 shown in FIG. 10, a request
packet requesting that a response packet be returned to the
terminal device 9 i1s transmitted to a first port of the STUN
server 2. The request packet that 1s transmitted at step S85
requests, to the STUN server 2, that the response packet be
transmitted from another transmission source IP address and
another transmission source port number that are different
from those of the response packet returned 1n response to the
request packet transmitted at step S71. A determination 1s
made as to whether the response packet has been received
(step S87). In a case where the response packet has been
received (yes at step S87), the NAT type of the NAT device 6
that 1s located between the terminal device 9 and the STUN
server 2 1s 1dentified as being Full Cone NAT. This 1s because
both of the response packets with the different transmission
source IP addresses and transmission source port numbers are
transierred by the NAT device 6. Flag information indicating,
the NAT type, namely indicating Full Cone NAT, 1s tempo-
rarily stored in the RAM 83 (step S89). The CPU 81 termi-
nates the NAT type determination processing and returns to
the terminal device processing shown 1n FIG. 6.

In a case where the response packet has not been received
(no at step S87), a request packet requesting that a response
packet be returned to the terminal device 9 1s transmitted to a
port (a second port) of the STUN server 2 that has a different
port number to the first port (step S91). A determination 1s
made as to whether the response packet has been received
(step S92). In a case where the response packet has been
received (yes at step S92), the NAT IP and the NAT port

included 1n the response packet recerved at step S73 (shown 1n
FIG. 9) are compared with the NAT IP and the NAT port

included 1n the response packet recerved at step S92 (step
S93). In a case where the NAT IPs match and the NAT ports
also match (yes at step S93), a request packet requesting that
a response packet be returned to the terminal device 9 1is
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transmitted to the first port of the STUN server 2 (step S95).
The request packet transmitted at step S95 requests, to the
STUN server 2, that the response packet be transmitted from
the same transmission source IP address and a different port
number as the response packet recerved at step S92. A deter-
mination 1s made as to whether the response packet has been
received (step S97). In a case where the response packet has

been received (yes at step S97), the NAT type of the NAT
device 6 1s 1dentified as being Address-Restricted Cone NAT.
This 1s because the NAT device 6 transiers the response
packet even when the transmission source port number 1s
different. Flag information indicating the NAT type, namely
indicating Address-Restricted Cone NAT, 1s temporarily
stored 1n the RAM 83 (step S99). The CPU 81 terminates the
NAT type determination processing and returns to the termi-
nal device processing shown in FIG. 6. In a case where the
response packet has not been recerved (no at step S97), the
NAT type of the NAT device 6 1s 1dentified as being Port-
Restricted Cone NAT. This 1s because the NAT device 6 does
not transier the response packet when the transmission source
port number 1s different. Flag information indicating the NAT
type, namely indicating Port-Restricted Cone NAT, 1s tempo-
rarily stored 1n the RAM 83 (step S101). The CPU 81 termi-
nates the NAT type determination processing and returns to
the terminal device processing shown 1n FIG. 6.

In a case where the response packet 1s not received 1n the
processing at step S92 (no at step S92), and 1n a case where 1t
1s determined in the processing at step S93 that the IP
addresses do not match and the port numbers do not match, or
that either the IP addresses do not match or the port numbers
do notmatch (no at step S93), the NAT type of the NAT device
6 1s 1dentified as being Symmetric NAT. Flag information
indicating the NAT type, namely indicating Symmetric NAT,
1s temporarily stored in the RAM 83 (step S103). Then
change pattern prediction processing (step S103) 1s per-
formed to predict a change pattern of the port number when
port mapping 1s performed in the NAT device 6. Alter per-
forming the change pattern prediction processing, the CPU 81
" type determination processing and

terminates the NAI
returns to the terminal device processing shown 1n FIG. 6.

The change pattern prediction processing will be explained
with reference to FIG. 11. A request packet, which requests
that a response packet be transmitted to the terminal device 9,
1s transmitted to a port (a third port) of the STUN server 2 that
has a different port number to the first port and the second port
(step S111). A determination 1s made as to whether the
response packet has been received (step S113). In a case
where the response packet has not been received (no at step
S113), the CPU 81 cannot predict the change pattern. There-
fore, flag information indicating that the change pattern can-
not be predicted 1s temporarily stored in the RAM 83 (step
S123). The CPU 81 terminates the change pattern prediction
processing and returns to the NAT type determination pro-
cessing shown 1n FIG. 10.

In a case where the response packet has been recetved (yes
at step S113), a determination 1s made as to whether the
STUN server 2 1s equipped with another port with a port
number other than the first port, the second port and the third
port (step S115). In a case where the STUN server 2 1s
equipped with a port with a port number other than the first
port, the second port and the third port (yes at step S1135), the
CPU 81 returns to the processing at step S111. The above-
described processing is repeated to transmit a request packet
to a port with a port number that has not yet been used.

In a case where request packets have been transmitted to all
the ports provided to the STUN server 2 (no at step S115), the
change pattern 1s predicted from changes 1n the NAT IPs and
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the NAT ports included in the received response packets (step
S117). For example, 1n a case where the port number has been
increased by a predetermined port width, 1t 1s determined that
the change pattern can be predicted. In a case where the
change pattern can be predicted (yes at step S119), informa-
tion indicating the predicted change pattern 1s temporarily
stored 1n the RAM 83 (step S121). The CPU 81 terminates the
change pattern prediction processmg and returns to the NAT
type determination processing shown i FIG. 10. In a case
where, for example, the port number changes 1n a random
manner, 1t 1s determined that the change pattern cannot be
predicted (no at step S119) and information indicating that
the change pattern cannot be predicted 1s temporarily stored
in the RAM 83 (step S123). The CPU 81 terminates the
change pattern prediction processmg and returns to the NAT
type determination processing shown in FIG. 10.

As shown 1n FI1G. 6, following the NAT type determination
processing (step S19), the NAT type of the NAT device 6
stored 1n the RAM 83 and the procedure list stored 1n the
HDD 84 are referred to, and a determination 1s made as to
whether a specific start-up procedure 1s necessary (step S21).
More specifically, a determination 1s made as to whether one
of condition (1) and condition (2) below 1s satisfied.

(1) There 1s no NAT device 6 between the terminal device

9 and the STUN server 2.

(2) The NAT type of the NAT device 6 1s Full Cone NAT. In
a case where one of condition (1) and condition (2) 1s
satisfied, P2P communication can be performed
between the terminal device 9 and the terminal device 10
without performing communication based on a specific
start-up procedure (no at step S21). Accordingly, by P2P
communication, video image data are transmitted and
received between the terminal device 9 and the terminal
device 10 (step S27). The CPU 81 advances to process-
ing at step S37 shown in FIG. 7.

In a case where neither condition (1) nor condition (2) 1s
satisiied, 1t 1s determined that a specific start-up procedure 1s
necessary (yes at step S21). In this case, communication 1s

performed with the STUN server 2 1n order to acquire the
NAT type of the NAT device 7 that 1s connected to the termi-
nal device 10. The NAT type of the NAT device 7 1s acquired
(step S23). Based on the acquired NAT type of the NAT
device 7 and on the procedure list, a determination 1s made as
to whether the specific start-up procedure 1s necessary (step
S25). More specifically, a determination 1s made as to
whether one of condition (3) and condition (4) below 1s sat-
1sfied.

(3) There 1s no NAT device 7 between the terminal device

10 and the STUN server 2.

(4) The NAT type of the NAT device 7 1s Full Cone NAT. In
a case where one of condition (3) and condition (4) 1s
satisfied, P2P communication can be performed
between the terminal device 9 and the terminal device 10
without performing communication based on a specific
start-up procedure (no at step S25). Accordingly, by P2P
communication, video 1mage data are transmitted and
received between the terminal device 9 and the terminal
device 10 (step S27). The CPU 81 advances to the pro-
cessing at step S37 shown in FIG. 7.

In a case where neither condition (3) nor condition (4) 1s
satisiied, 1t 1s determined that a specific start-up procedure 1s
necessary (yes at step S23). In this case, a determination 1s
made as to whether UDP hole punching i1s possible (step S29).
More specifically, based on the NAT types of the NAT device
6 and the NAT device 7 and on the procedure list, a determai-
nation 1s made as to whether any one of condition (3), condi-
tion (6), and condition (7) below 1s satisfied.
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(5) The NAT type of the NAT device 7 1s Address-Re-
stricted Cone NAT.

(6) The NAT type of the NAT device 7 1s Port-Restricted
Cone NAT and the NAT type of the NAT device 6 1s one
of Address-Restricted Cone NAT and Port-Restricted
Cone NAT.

(7) The NAT type of the NAT device 7 1s Symmetric NAT
and the NAT type of the NAT device 6 1s Address-
Restricted Cone NAT.

In a case where one of the conditions (5) to (7) 1s satistied,
it 1s determined that UDP hole punching is possible (yes at
step S29), and UDP hole punching is selected as the start-up
procedure. Communication 1s performed based on UDP hole
punching (step S31), and P2P communication 1s thus made
possible between the terminal device 9 and the terminal
device 10. By P2P communication, video 1mage data are
transmitted and received between the terminal device 9 and
the terminal device 10 (step S27). The CPU 81 advances to the
processing at step S37 shown in FIG. 7.

In a case where none of the conditions (5) to (7) 1s satisfied,
it 1s determined that UDP hole punching 1s not possible (no at
step S29). In this case, a determination 1s made as to whether
UDP multi-hole punching 1s possible (step S33). More spe-
cifically, based on the NAT types of the NAT device 6 and the
NAT device 7, on prediction results of the change pattern
prediction processing shown in FIG. 11 and on the procedure
l1st, a determination 1s made as to whether one of condition (8)
and condition (9) below 1s satisfied and it 1s also determined
as to whether the change pattern of port mapping on the
terminal device 9 and the terminal device 10 can be predicted.

(8) The NAT type of the NAT device 7 1s Symmetric NAT,
and the NAT type of the NAT device 6 1s one of Port-
Restricted Cone NAT and Symmetric NAT.

(9) The NAT type of the NAT device 7 1s Port-Restricted
Cone NAT and the NAT type of the NAT device 6 is
Symmetric NAT.

In a case where one of the above-described conditions (8)
and (9) 1s satisfied and also the change pattern of port map-
ping on the terminal device 9 and the terminal device 10 can
be predicted, it 1s determined that UDP multi-hole punching
1s possible (yes at step S33), and UDP multi-hole punching is
selected as the start-up procedure. Communication 1s per-
formed based on UDP multi-hole punching (step S35) and
P2P communication 1s thus made possible between the ter-
minal device 9 and the terminal device 10. In a state where
P2P communication 1s possible, video image data are trans-
mitted and recerved between the terminal device 9 and the
terminal device 10 (step S27). The CPU 81 advances to the
processing at step S37 shown in FIG. 7. When the above
conditions are not satisfied (no at step S33), the CPU 81
advances immediately to the processing at step S37 shown 1n
FIG. 7.

In the processing at step S37 shown 1n FIG. 7, a determi-
nation 1s made as to whether P2P communication has been
started between the terminal device 9 and the terminal device
10 through the processing at step S27 shown 1n FIG. 6 (step
S37). For example, in a case where 1t has been determined that
P2P communication 1s not possible at step S83 of the NAT
type determination processing shown i FI1G. 9, P2P commu-
nication 1s not performed (no at step S37). In this case, the
CPU 81 cannot stop tunneling communication via the HI'TP
server 4, and thus terminates the terminal device processing in
that state. In a case where P2P communication 1s being per-
formed (yes at step S37), in order to switch from tunneling
communication via the HT'TP server 4 to P2P communica-
tion, the CPU 81 performs timing adjustment processing (step

341).
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The timing adjustment processing will be explained with
reference to FI1G. 12 to FI1G. 14. A determination 1s made as to
whether a packet has been received from the terminal device
10 by tunneling communication via the HI'TP server 4 (step
S131). Heremafter, the packet received by tunneling commu-
nication via the HTTP server 4 will be referred to as an
“HTTP packet.” In a case where the HI'TP packet has been

received (yes at step S131), a packet number of the received
packet 1s stored in the RAM 23 as a variable nH (step S133).

The packet number 1s a number that 1s sequentially added to
the packets. The variable nH 1s a variable to manage a most
recent packet number among the packet numbers of the HT'TP
packets. The CPU 81 causes the display 861 to display video
image data included 1n the recerved HTTP packet to play the
video 1mage data (step S135). A user can view the video
image data on the display 861. The packet number (nH) of the
HTTP packet that 1s the basis of the video image data that 1s
being played 1s stored 1n the RAM 23 as a variable n'T. The
variable nT 1s a variable to manage the packet number of the
packet that 1s the basis of the video 1image data that has been
played last. The CPU 81 returns to the processing at step
S131.

In a case where the HT'TP packet has not been recerved (no
at step S131), a determination 1s made as to whether a packet
has been received from the terminal device 10 by P2P com-
munication (step S137). Hereinafter, the packet received
from the terminal device 10 by P2P communication will be
referred to as a “direct packet” In a case where the direct
packet has not been recerved (no at step S137), the CPU 81
returns to the processing at step S131. In a case where the
direct packet has been received (yes at step S137), a packet
number of the direct packet 1s stored 1n the RAM 23 as a
variable nD (step S139). The varniable nD 1s a variable to
manage a most recent packet number among the packet num-
bers of the direct packets.

Processing 1s performed to switch a packet from which the
video 1image data to be played 1s extracted (hereinafter some-
times referred to as a “packet to be played™) from the HT'TP
packet to the direct packet (step S141 to step S145).

Values of the variable nH and the variable nD are compared
(step S141). In a case where the variable nD 1s larger than the
variable nH (yes at step S141), 1t indicates that the direct
packet has reached the terminal device 9 in advance of the
HTTP packet. In this case, first synchronizing processing
(step S143) 1s performed. In the first synchronizing process-
ing, the packetto be played 1s switched from the HT'TP packet
to the direct packet. In a case where the vaniable nD 1s equal
to or smaller than the variable nH (no at step S141), 1t 1ndi-
cates that the HT'TP packet has reached the terminal device 9
in advance of the direct packet. In this case, second synchro-
nizing processing (step S143) 1s performed. In the second
synchronizing processing, the communication 1s continued as
it 1s until the direct packet reaches the terminal device 9 1n
advance of the HTTP packet, and following that, the packet to
be played 1s switched from the HTTP packet to the direct
packet. Following one of the first synchronizing processing
and the second synchronizing processing, the CPU 81 termi-
nates the timing adjustment processing and returns to the
terminal device processing shown in FIG. 7.

As shown 1n FIG. 13, 1n the first synchronizing processing,
the direct packet recerved at step S137 shown 1n FIG. 12 1s
stored at the end of a queue prepared 1n the HDD 24. The
packet number of the recerved direct packet (nD) 1s stored in
the RAM 23 as a variable nQ) (step S161). The variable n(Q) 1s
a variable that indicates the packet number of the packet
stored at the head of the queue, namely, the packet number of
the packet to be first extracted from the queue.
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A determination 1s made as to whether the vaniable nQ 1s
larger than a value (nH+1) obtained by adding 1 to the vari-
able nH (step S163). In a case where the variable nQ) 1s larger
than the value nH+1 (ves at step S163), the direct packet
cannot be used as the packet to be played. Thus, a determi-
nation 1s made as to whether the HT'TP packet has been newly
received (step S165). In a case where the HI'TP packet has
been recerved (yes at step S165), the packet number of the
HTTP packet 1s stored as the variable nH (step S173). The
video 1image data included 1n the recerved HT'TP packet are
played, and displayed on the display 861 (step S174). A time
at which the video 1image data are displayed 1s stored in the
RAM 23 as avariable t that indicates a time at which the video
image data are displayed (step S175). The CPU 81 returns to
the processing at step S163 and repeatedly performs the
above-described processing.

In a case where the HT'TP packet has not been received (no
at step S165), a determination 1s made as to whether the direct
packet has been received (step S167). When the direct packet
has not been received (no at step S167), the CPU 81 returns to
the processing at step S165 and continues to monitor recep-
tion of the HT'TP packet and the direct packet. In a case where
the direct packet has been received (yes at step S167), the
packet number of the direct packet1s stored as the variable nD
(step S169). The recerved direct packet 1s stored at the end of
the queue (step S171). The CPU 81 returns to the processing
at step S1635 and repeatedly performs the above-described
processing.

In a case where the above-described processing 1s repeated,
the variable nH 1s updated, and the variable n(Q becomes equal
to or less than the value nH+1 (no at step S163), the direct
packet, not the HT'TP packet, can be used as the packet to be
played. Thus, tunneling communication via the HT'TP server
4 15 stopped (step S177).

A display iterval Tmin 1s added to the vaniable t. As Tmuin,
a minimum interval may be used that will not cause the user
to feel strangeness viewing the video 1image data when they
are intermittently displayed on the display 861. A timer inter-
rupt 1s set, using the calculated value (t+1Tmin) as a timer
interrupt time period (step S179). The timer interrupt occurs
when the time t+1min 1s reached. After that, the timer inter-
rupt occurs periodically at each Tmin interval.

In a state 1n which the timer interrupt 1s set, a determination
1s made as to whether the direct packet has been received (step
S181). In a case where the direct packet has been received
(ves at step S181), the packet number of the direct packet 1s
stored as the variable nD (step S183). The received direct
packet 1s stored at the end of the queue (step S185). The CPU
81 returns to the processing at step S181 and repeatedly
performs the above-described processing.

In a case where the direct packet has not been received (no
at step S181), a determination 1s made as to whether the timer
interrupt set 1n the processing at step S179 has occurred (step
S189). If the timer interrupt has not occurred (no at step
S189), the CPU 81 returns to the processing at step S181, and
repeatedly performs the above-described processing. It the
timer interrupt has occurred (yes at step S189), a determina-
tion 1s made as to whether the queue 1s empty (step S191). In
a case where there are no direct packets stored 1n the queue
and the queue 1s empty (yes at step S191), there are no direct
packets that can be displayed on the display 861. Thus, the
CPU 81 terminates the first synchronizing processing and
returns to the timing adjustment processing shownin FI1G. 12.

In a case where a direct packet 1s stored in the queue and the
queue 1s not empty (no at step S191), the direct packet that has
the packet number nQ) 1s retrieved (step S193). The video
image data included 1n the retrieved direct packet are played
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and displayed on the display 861 (step S195). The display
time 1s stored as the variable t (step S197). The variable nQ 1s
updated by adding 1 (step S199). The CPU 81 returns to step
S179 and repeatedly performs the above-described process-
ing.

As shown 1n FI1G. 14, in the second synchronizing process-
ing, a display interval Tmax 1s added to the variable t that
indicates a time at which the video 1mage data are displayed.
As Tmax, amaximum interval may be used that will not cause
the user to feel strangeness viewing the video image data
when they are continuously displayed on the display 861. A
timer 1nterrupt 1s set, using the calculated value (t+Tmax) as
a timer 1nterrupt time period (step S211). The timer interrupt
occurs when the time t+Tmax 1s reached. After that, the timer
interrupt occurs periodically at each Tmax interval.

In a state 1n which the timer interrupt 1s set, a determination
1s made as to whether the HT'TP packet has been recerved
(step S213). In a case where the HT'TP packet has been
received (yes at step S213), the packet number of the HT'TP
packet 1s stored as the variable nH (step S215). The received
HTTP packet 1s stored at the end of a queue prepared in the
HDD 24. The packet number of the HT'TP packet is stored as
the variable nQ (step S217). The CPU 81 returns to the pro-
cessing at step S213 and repeatedly monitors reception of the
HTTP packet.

In a case where the HT' TP packet has not been recetved (no
at step S213), a determination 1s made as to whether the direct
packet has been received (step S219). In a case where the
direct packet has been received (yes at step S219), the packet
number of the direct packet 1s stored as the variable nD (step
S221). The variable nD and the variable nT are compared
(step S223). In a case where the variable nD 1s equal to or less
than the variablenT (no at step S223), the direct packet cannot
be used as the packet to be played. Thus, the CPU 81 returns
to the processing at step S213 and continuously monitors
reception of the HT'TP packet.

In a case where the variable nD 1s larger than the variable
nT (yes at step S223), the direct packet, not the HI'TP packet,
can be used as the packet to be played. Thus, tunneling com-
munication via the HT'TP server 4 1s stopped (step S225). The
CPU 81 terminates the second synchronizing processing and
returns to the timing adjustment processing shown in FI1G. 12.

In a case where the direct packet has not been recerved (no
at step S219), a determination 1s made as to whether the timer
interrupt set in the processing at step S211 has occurred (step
S227). It the timer iterrupt has not occurred (no at step
S5227), the CPU 81 returns to the processing at step S213, and
repeatedly performs the above-described processing. If the
timer 1nterrupt has occurred (yes at step S227), of the HT'TP
packets stored in the queue, the HT'TP packet that has the
packet number nQ) 1s retrieved (step S229). The video image
data included 1n the retrieved HTTP packet are played, and
displayed on the display 861 (step S231). The packet number
(nQ) ofthe displayed HT TP packet 1s stored as the variable n'T
(step S233), and the display time 1s stored as the variable t
(step S235). The variable nQ) 1s updated by adding 1 (step
S5237). The CPU 81 returns to the processing at step S211 and
repeatedly performs the above-described processing.

As shown 1n FIG. 7, after one of the first synchronizing
processing shown 1n FIG. 13 and the second synchromizing
processing shown in FIG. 14 1s terminated, and further, after
the timing adjustment processing shown 1n FIG. 12 1s termi-
nated, in the terminal device processing, a determination 1s
made as to whether the direct packet has been recerved (step
S45). As tunneling communication via the HI'TP server 4 has
already been stopped, the HI'TP packet will not be recerved.
In a case where the direct packet has been recerved (yes at step
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S45), the video 1mage data included 1n the direct packet are
played and displayed on the display 861 (step S49). The CPU
81 returns to step S45 and continues to monitor reception of
the direct packet. In a case where the direct packet has not
been recerved (no at step S45), a determination 1s made as to
whether an operation has been performed by the user with the
keyboard 851 to stop communication with the terminal device
10 (step S33). In a case where the operation has not been
performed (no at step S33), the CPU 81 returns to the pro-
cessing at step S435 and continuously monitors reception of
the direct packet. In a case where the operation has been
performed to stop the communication (yes at step S53), the
communication between the terminal device 9 and the termi-
nal device 10 1s stopped and the terminal device processing 1s
terminated.

A communication sequence 1n the communication system
1 will be explained with reference to FIG. 15. Note that, 1n
FIG. 15, the NAT devices 6 and 7 are omuitted.

To cause tunneling communication via the HI'TP server 4
to be started between the terminal device 9 and the terminal
device 10, the terminal device 9 transmits a connection
request packet to the HT'TP server 4 (101). The HTTP server
4 returns to the terminal device 9 an approval notification
packet, which notifies the terminal device 9 that tunneling
communication 1s approved (103). In order to establish a
SIP-based session with the terminal device 10, the terminal
device 9 transmits a connection request packet (INVITE) to
the SIP server 3 (105). The SIP server 3 forwards the connec-
tion request packet (INVITE) to the terminal device 10 (107).
Communication of the connection request packet (INVITE)
via the SIP server 3 1s performed by tunneling communication
via the HT'TP server 4.

In order to start tunneling communication via the HITP
server 4, the terminal device 10, which has received the con-
nection request packet (INVITE) via the SIP server 3 and the
HTTP server 4, transmits a connection request packet to the
HTTP server 4 (109). The HT'TP server 4 returns an approval
notification packet to the terminal device 10 (111).

In order to establish the SIP-based session with the termi-
nal device 9, the terminal device 10 transmits a connection
response packet (200 OK) to the SIP server 3 (113). The SIP
server 3 forwards the connection response packet (200 OK) to
the terminal device 9 (115). In response to the connection
response packet (200 OK), the terminal device 9 transmits an
ACK packet (117). The ACK packet reaches the terminal
device 10 via the SIP server 3 (118). Communication of the
connection response packet (200 OK) and the ACK packet via
the SIP server 3 1s performed by tunneling communication via
the HT'TP server 4. A state 1s achieved in which tunneling
communication viathe HI'TP server 4 1s possible between the
terminal device 9 and the terminal device 10 (step S11 1n FIG.
6). A session 1s established by SIP-based communication, and
the terminal device 9 and the terminal device 10 are 1n a
connected state.

Communication of packets including video image data 1s
performed between the terminal device 9 and the terminal
device 10 (119; step S13 1n FIG. 6). On the terminal device 9,
the video 1image data included 1n the recerved HTTP packet
are displayed on the display 861 (step S174 1n FIG. 13, and
step S231 1n FIG. 14).

In the state 1n which tunneling communication 1s per-

formed, processing 1s started to perform P2P communication
between the terminal device 9 and the terminal device 10. A

determination 1s made as to whether the NAT device 6 and the

NAT device 7 are equipped with UPnP functions (step S135 in
FIG. 6). By communication with the STUN server 2, the NAT

types of the NAT device 6 and of the NAT device 7 are
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identified (121, 123; step S19 and step S23 1n FIG. 6). Based
on whether or not the NAT devices 8 are equipped with UPnP
functions and on the NAT types, communication of the start-
up procedure necessary to perform P2P communication 1s
selected (step S17, step S21, step S25, step S29 and step S33
in FIG. 6). Based on the selected start-up procedure, commu-
nication 1s performed between the terminal device 9 and the
terminal device 10 and P2P communication becomes pos-
sible (125; step S31 and step S33 in FIG. 6). By P2P commu-
nication, communication of the packets including the video
image data 1s performed between the terminal device 9 and
the terminal device 10 (127; step S27 1n FIG. 6).

After P2P communication has been started, at a predeter-
mined timing, tunneling communication via the HI'TP server
4 1s terminated (step S177 in FI1G. 13, and step S225 in FIG.
14). As a result, the packet to be played 1s switched from the
HTTP packet to the direct packet (step S41 1n FI1G. 7), and the
video 1image data included in the direct packet are extracted
and displayed on the display 861 (step S195 1n FIG. 13, and
step S49 1n FIG. 7).

When a command to terminate communication 1s input via
the keyboard 851 of the terminal device 9, the terminal device
9 transmits a communication end packet (BYE) to the termi-
nal device 10 1n order to terminate the communication (129).
When the terminal device 10 recerves the communication end
packet (BYE), it returns a response packet (200 OK) to the
terminal device 9 (131). Communication between the termi-
nal device 9 and the terminal device 10 1s terminated (step S53
in FIG. 7).

Display timings of video image data in the first synchro-
nizing processing and the second synchronizing processing
will be explained with reference to FIG. 16 and FIG. 17. FIG.
16 and FIG. 17 respectively show reception timings on the
terminal device 9 of the packets (the HI'TP packets and the
direct packets) transmitted from the terminal device 10 and
also show timings of display on the display 861 of the video
image data included 1n the packets to be played.

As shown 1n FIG. 16, tunneling communication via the
HTTP server 4 1s started (140), and the HT'TP packet 1is
received (141; step S131 in FIG. 12). The HTTP packet 1s
used as the packet to be played (143), and the video 1mage
data included 1n the packet to be played are displayed on the
display 861 (145; step S135 1n FIG. 12).

As a result of communication performed based on the
specific start-up procedure, P2P communication becomes
possible and P2P communication 1s started (147). The direct
packet 1s received (149; step S137 in FIG. 12). The packet
number of the direct packet 1s “5” and the packet number of
the packet to be played at this time point 1s “2” (yes at step
S141 in FI1G. 12). Theretore, the first synchronizing process-
ing (step S143 1n FIG. 12) 1s performed. The direct packet 1s
stored 1n the queue (step S161 1n FIG. 13). The variable nQ}
(=5) 1s larger than the value nH+1 (=3) (yes at step S163 1n
FIG. 12), and thus the HTTP packet with the packet number
“3” 1s used as the packet to be played and the video image data
are displayed (151; step S174 1in FIG. 13). The direct packet
with the packet number “6” 1s stored in the queue (step S171
in FIG. 13).

When the HTTP packet with the packet number “4” 1s used
as the packet to be played and the video 1mage data are
displayed (153; step S174 1n FIG. 13), the vanable nQQ (=5)
becomes equal to the value nH+1 (=3) (no at step S163 1n FIG.
13). Therefore, the tunneling communication 1s stopped (157;
step S177 1n FIG. 13). The direct packet with the packet
number 77 1s then receiwved (155) and stored 1n the queue
(step S1835 1n FIG. 13). The direct packet stored 1n the queue
1s retrieved at the predetermined interval (Tmin, 159) (161;
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step S193 1n FIG. 13). The retrieved direct packet 1s used as
the packet to be played and the video 1image data are displayed
(163, 165; step S195 1n FIG. 13).

When the processing advances and there are no more direct
packets stored 1n the queue (yes at step S191 1n FIG. 13), the
video 1mage data are extracted from the direct packet (169) at
a timing at which the direct packet 1s recerved (167) and
displayed (171; step S49 in FIG. 7).

As described above, even when the packet to be played 1s
switched from the HTTP packet to the direct packet, the
shortest display interval of the video image data 1s Tmuin.
Thus, 1t 1s possible to switch to a state 1n which the direct
packet 1s used as the packet to be played without causing the
user to feel strangeness when viewing the video image due to
the display interval of the video 1mage data being too short.

As shown 1n FIG. 17, tunneling communication via the
HTTP server 4 1s started and the HT'TP packet 1s recerved
(172,173; step S131 in FI1G. 12). The HT'TP packet1s used as
the packet to be played (174), and the video image data
included in the packet to be played are displayed on the
display 861 (175; step S135 1n FIG. 12).

As a result of communication based on the specific start-up
procedure, P2P commumnication becomes possible and P2P
communication 1s started (177). The direct packet 1s recerved
(179; step S137 in FI1G. 12). The packet number of the direct
packetis “2” and the packet number of the packet to be played
at this time point 1s “3” (no at step S141 1n FIG. 12). There-
fore, the second synchronizing processing (step S145 1in FIG.
12) 1s performed. When the HTTP packet has been received
(ves at step S213 in FIG. 14), the HT'TP packet 1s stored in the
queue (step S217 i FIG. 14).

When the direct packets with the packet numbers “3” and
“4” are recerved (181, 183; yes at step S219 in FIG. 14), the
packet numbers “3” and “4” are both equal to or less than the
packet number “4” of the packet to be played (no at step S22
in FIG. 14) and tunneling communication 1s therefore not
terminated. The HTTP packet stored 1n the queue 1s retrieved
at the predetermined interval (ITmax, 184) (185, 187; step
5229 1n FIG. 14). The retrieved HTTP packet 1s used as the
packet to be played, and the video 1image data are displayed
(189, 191; step S231 1n FIG. 14).

When the direct packet with the packet number “7” 1s
received (193) and the packet number of the direct packet
becomes larger than the packet number “6” of the packet to be
played at this time point (195) (ves at step S223 in FI1G. 14),
tunneling communication 1s stopped (197, step S225 in FIG.
14). Following that, the video 1mage data are extracted at a
timing at which the direct packet 1s received (201). The
extracted video 1mage data are displayed (203; step S49 1n
FIG. 7).

In the manner described above, even when the packet to be
played 1s switched from the HTTP packet to the direct packet,
the longest display interval of the video image data 1s Tmax.
Thus, 1t 1s possible to switch to a state in which the direct
packet 1s used as the packet to be played without causing the
user to feel strangeness when viewing the video image due to
the display interval of the video 1mage data being too long.

As described 1n the above explanation, 1n the communica-
tion system 1, until P2P commumnication 1s started between the
terminal device 9 and the terminal device 10, tunneling com-
munication via the HI'TP server 4 1s performed. For that
reason, 1t 1s possible to reduce the time required until com-
munication 1s started between the terminal device 9 and the
terminal device 10. After communication based on the spe-
cific start-up procedure 1s performed, tunneling communica-
tion 1s switched to P2P communication. For that reason, com-
munication delays that are likely to occur in tunneling
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communication can be suppressed. Thus the terminal device
9 can receive and output the packets transmitted from the
terminal device 10 without any delay.

Around the time at which tunneling communication
between the terminal device 9 and the terminal device 10 1s
stopped and switched to P2P communication, the timing to
display video image data on the display 861 1s adjusted. More
specifically, the display interval of the video image data 1s
adjusted such that 1t does not become smaller than Tmin and
does not become larger than Tmax. In a case where through-
put sigmificantly differs between tunneling communication
and P2P communication, the timings of arrival of the packets
on the terminal device 9 side may be different between the
HTTP packet and the direct packet. However, 1n the present
embodiment, by adjusting the display timing of the video
image data, an impact on a display state caused by differences
in the arrival timings can be suppressed. As a result, the user
can view the video 1mage data without feeling strangeness.

Terminal device processing according to a modified
example of the above-described embodiment will be
explained with reference to FIG. 18. In the modified example,
when P2P communication can be performed with the termi-
nal device 10 without going through a start-up procedure,
tunneling communication via the HI'TP server 4 1s not per-
tormed. Processing other than the terminal device processing
1s the same as 1n the above-described embodiment, and a
turther explanation 1s therefore omitted here. Furthermore, an
explanation will be simplified or omitted of parts of the ter-
minal device processing that are the same as the above-de-
scribed embodiment.

As shown 1n FI1G. 18, when the terminal device processing
1s started, a determination 1s made as to whether UPnP-based
communication can be performed between the terminal
device 9 and the terminal device 10 (step S15). In a case where
UPnP-based communication 1s possible (yes at step S17),
communication based on a specific start-up procedure 1s not
necessary. Therefore, Video image data are then transmitted
and received between the terminal device 9 and the terminal
device 10 by P2P communication (step S27).

In a case where UPnP-based communication between the
terminal device 9 and the terminal device 10 cannot be per-
formed (no at step S17), processing 1s performed to determine
the NAT type of the NAT device 6 (step S19). Based on the
NAT type of the NAT device 6, a determination 1s made as to
whether communication based on a specific start-up proce-
dure 1s required to perform P2P communication (step S21). In
a case where communication based on the specific start-up
procedure 1s not necessary (no at step S21), video image data
1s transmitted and received between the terminal device 9 and
the terminal device 10 by P2P commumnication (step S27).

In a case where communication based on the specific start-
up procedure 1s necessary (yes at step S21), communication1s
performed i order for tunneling communication via the
HTTP server 4 to be started between the terminal device 9 and
the terminal device 10 (step S2351). In a state 1n which tun-
neling communication 1s possible, the transmission and
reception of packets between the terminal device 9 and the
terminal device 10 1s started (step S253). The type of the NAT
device 7 (the partner NAT device) 1s acquired (step S23), and,
based on the NAT types of the NAT device 6 and of the NAT
device 7, a determination 1s made as to whether communica-
tion based on a specific start-up procedure 1s necessary (step
S25, step S29 and step S33). As necessary, after the commu-
nication based on the specific start-up procedure 1s performed
(step S31 and step S35), video 1image data are transmitted and
received between the terminal device 9 and the terminal
device 10 by P2P communication (step S27).
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As described above, 1n the modified example, based on the
NAT type of the NAT device 6, the determination 1s made as
to whether communication based on the specific start-up pro-
cedure 1s necessary. When 1t 1s determined that communica-
tion based on the specific start-up procedure 1s not necessary,
tunneling communication via the HI'TP server 4 1s not per-
formed, and P2P communication 1s performed. Thus, the
terminal device 9 can promptly start P2P commumnication with
the terminal device 10 without occurrence of communication
delays that are likely to occur at a time of tunneling commu-
nication.

The present invention 1s not limited to the above embodi-
ment and modified example, and various modifications can be
made. For example, 1n the present embodiment, tunneling
communication 1s realized by HTTP encapsulation of the
packets by the HITP server 4. However, other general tun-
neling communication technology may be used. For example,
tunneling communication may be realized by using Secure
SHell (SSH) to encapsulate the packets.

In the embodiment, after establishing the session between
the terminal device 9 and the terminal device 10 by commu-
nication control of the SIP server 3, the packets are transmut-
ted and received between the terminal device 9 and the ter-
minal device 10. However, communication based on another
communication protocol, such as the File Transter Protocol
(FTP) etc. may be performed under the tunneling communi-
cation.

In the modified example, 1t 1s determined whether or not
communication based on a specific start-up procedure 1s nec-
essary depending on the NAT type of the NAT device 6.
However, 1t may be determined whether communication
based on the specific start-up procedure 1s necessary depend-
ing on the NAT type of the NAT device 7, or depending on the
NAT types of the NAT devices 6 and 7.

The apparatus and methods described above with reference
to the various embodiments are merely examples. It goes
without saying that they are not confined to the depicted
embodiments. While various features have been described 1n
conjunction with the examples outlined above, various alter-
natives, modifications, varations, and/or improvements of
those features and/or examples may be possible. Accordingly,
the examples, as set forth above, are intended to be 1llustra-
tive. Various changes may be made without departing from
the broad spirit and scope of the underlying principles.

What 1s claimed 1s:

1. A terminal device that 1s connected to an internal net-
work, which 1s under control of a NAT device connected to an
external network, and that 1s capable of communicating with
another terminal device that 1s connected to another internal
network, which 1s under control of another NAT device that 1s
different to the NAT device, the terminal device comprising:

a first communication portion that performs tunneling

communication with the other terminal device via a
server that 1s connected to the external network, the
server being adapted to realize tunneling communica-
tion between the terminal device and the other terminal
device by encapsulating and decapsulating packets
based on a communication protocol by which the NAT
device can transier the packets;

an 1dentification portion that identifies, by communication

with a management server that 1s connected to the exter-
nal network, type information of at least one of the NAT
device and the other NAT device, the type information
being classified by a port mapping method;

a selection portion that selects, based on the type informa-

tion 1dentified by the 1dentification portion, from a pro-
cedure list stored 1n storage portion, a start-up procedure
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that 1s necessary to start peer to peer (P2P) communica-
tion between the terminal device and the other terminal
device via the NAT device and the other NAT device;

a switching portion that performs communication based on
the start-up procedure selected by the selection portion
and starts the P2P communication with the other termi-
nal device, and then switches from the tunneling com-
munication to the P2P communication by terminating
the tunneling communication being performed by the
first communication portion; and

a second communication portion that performs the P2P
communication with the other terminal device after
switching from the tunneling communication to the P2P
communication by the switching portion.

2. The terminal device according to claim 1, wherein the
identification portion identifies the type information of at
least one of the NAT device and the other NAT device by
communication with the management server, in a state 1n
which the tunneling communication 1s being performed by
the first communication portion.

3. The terminal device according to claim 1, further com-
prising:

a determination portion that determines, based on the type
information identified by the identification portion,
whether 1t 1s possible to start the P2P communication
with the other terminal device without performing the
communication based on the start-up procedure;

wherein,

the 1dentification portion 1dentifies the type information of
at least one of the NAT device and the other NAT device
by communication with the management server, before
the tunneling communication by the first communica-
tion portion 1s started, and

the first communication portion, 1n a case where the deter-
mination portion determines that it 1s not possible to start
the P2P communication with the other terminal device
without performing the communication based on the
start-up procedure, performs the tunneling communica-
tion with the other terminal device.

4. The terminal device according to claim 3, further com-

prising;:

a third communication portion that, in a case where the
determination portion determines that it 1s possible to
start the P2P communication with the other terminal
device without performing the communication based on
the start-up procedure, performs the P2P communica-
tion with the other terminal device.

5. The terminal device according to claim 1, further com-

prising:

an output portion that 1s adapted to output at least one of
data included 1n a first packet and data included 1n a
second packet, the first packet being a packet received
from the other terminal device by the tunneling commu-
nication, and the second packet being a packet recerved
from the other terminal device by the P2P communica-
tion; and

an output control portion that causes the output portion to
output the data included in the first packet in a state
betfore the tunneling communication 1s switched to the
P2P communication by the switching portion, and that
causes the output portion to output the data included 1n
the second packet 1n a state after the tunneling commu-
nication 1s switched to the P2P communication by the
switching portion;

wherein,

the output control portion, 1n a case where the second
packet 1s 1 advance of the first packet at a start time
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point of the P2P communication, causes the output por-
tion to output the data included 1n the second packet at a
first predetermined interval, and, in a case where the first
packet 1s 1n advance of the second packet, causes the
output portion to output the data included in the first
packet to the output portion at a second predetermined
interval, the second predetermined interval being longer
than the first predetermined interval.

6. A communication method of performing communica-
tion between a terminal device that 1s connected to an internal
network, which 1s under control of a NAT device connected to
an external network, and another terminal device that 1s con-

nected to another internal network, which 1s under control of
another NAT device that 1s different to the NAT device, the

communication method comprising the steps of:

performing tunneling communication with the other termi-
nal device via a server that 1s connected to the external
network, the server being adapted to realize tunneling
communication between the terminal device and the
other terminal device by encapsulating and decapsulat-
ing packets based on a communication protocol by
which the NAT device can transfer the packets;

identitying, by communication with a management server
that 1s connected to the external network, type informa-
tion of at least one of the NAT device and the other NAT
device, the type information being classified by a port
mapping method;
selecting, based on the 1dentified type information, from a
procedure list stored 1n a storage portion, a start-up
procedure that 1s necessary to start peer to peer (P2P)
communication between the terminal device and the
other terminal device via the NAT device and the other
NAT device;

performing communication based on the selected start-up
procedure and starting the P2P communication with the
other terminal device, and then switching from the tun-
neling communication to the P2P communication by
terminating the tunneling communication; and

performing the P2P communication with the other terminal
device after switching from the tunneling communica-
tion to the P2P communication.

7. The communication method according to claim 6,
wherein the type information of at least one of the NAT device
and the other NAT device 1s 1dentified by communication
with the management server, 1n a state 1n which the tunneling
communication 1s being performed.

8. The communication method according to claim 6, fur-
ther comprising the step of:

determining, based on the identified type information,

whether 1t 1s possible to start the P2P commumnication

with the other terminal device without performing the

communication based on the start-up procedure;
wherein,

the type information of at least one of the NAT device and

the other NAT device 1s identified by communication
with the management server, before the tunneling com-
munication 1s started, and

in a case where 1t 1s determined that 1t 1s not possible to start

the P2P communication with the other terminal device
without performing the communication based on the
start-up procedure, the tunneling communication 1s per-
formed with the other terminal device.

9. The communication method according to claim 8, fur-
ther comprising the step of:

performing the P2P communication with the other terminal

device, 1n a case where 1t 1s determined that 1t 1s possible
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to start the P2P communication without performing the
communication based on the start-up procedure.

10. The communication method according to claim 6, fur-
ther comprising the steps of:

in a state before switching from the tunneling communica-

tion to the P2P communication, causing an output por-
tion to output data included 1n a first packet, the first
packet being a packet received from the other terminal
device by the tunneling communication; and

in a state after switching from the tunneling communica-

tion to the P2P communication, in a case where a second
packet 1s 1n advance of the first packet at a start time
pomnt of the P2P communication, causing the output
portion to output data included in the second packet at a
first predetermined interval, and, 1n a case where the first
packet 1s 1n advance of the second packet, causing the
output portion to output the data included 1n the first
packet at a second predetermined interval that 1s longer
than the first predetermined interval, the second packet
being a packet received from the other terminal device
by the P2P communication.

11. A non-transitory computer-readable medium storing a
communication program for performing communication
between a terminal device that 1s connected to an internal
network, which 1s under control of a NAT device connected to

an external network and another terminal device that 1s con-
nected to another internal network, which 1s under control of
another NAT device that 1s different to the NAT device, the
communication program comprising instructions that cause a
controller of the terminal device to perform the steps of:
performing tunneling communication with the other termai-
nal device via a server that 1s connected to the external
network, the server being adapted to realize tunneling
communication between the terminal device and the
other terminal device by encapsulating and decapsulat-
ing packets based on a communication protocol by
which the NAT device can transfer the packets;
identifying, by communication with a management server
that 1s connected to the external network, type informa-
tion of at least one of the NAT device and the other NAT
device, the type information being classified by a port
mapping method;
selecting, based on the 1dentified type mnformation, from a
procedure list stored 1n a storage portion, a start-up
procedure that 1s necessary to start peer to peer (P2P)
communication between the terminal device and the
other terminal device via the NAT device and the other
NAT device;
performing communication based on the selected start-up
procedure and starting the P2P communication with the
other terminal device, and then switching from the tun-
neling communication to the P2P communication by
terminating the tunneling communication; and
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performing the P2P communication with the other terminal
device after switching from the tunneling communica-
tion to the P2P communication.

12. The non-transitory computer-readable medium accord-

ing to claim 11, wherein the type information of at least one of
the NAT device and the other NAT device 1s identified by
communication with the management server, 1n a state 1n

which the tunneling communication 1s being performed.

13. The non-transitory computer-readable medium accord-
ing to claim 11, wherein:

the communication program further includes instructions

that cause the controller to perform the step of determin-
ing, based on the identified type information, whether 1t
1s possible to start the P2P communication with the other
terminal device without performing the communication
based on the start-up procedure;

the type information of at least one of the NAT device and

the other NAT device 1s identified by communication
with the management server, before the tunneling com-
munication 1s started; and

in a case where 1t 1s determined that 1t 1s not possible to start

the P2P communication with the other terminal device
without performing the communication based on the
start-up procedure, the tunneling communication is per-
formed with the other terminal device.

14. The non-transitory computer-readable medium accord-
ing to claim 13, wherein the communication program further
includes 1nstructions that cause the controller to perform the
step of performing the P2P communication with the other
terminal device, in a case where 1t 1s determined that 1t 1s
possible to start the P2P communication without performing
the communication based on the start-up procedure.

15. The non-transitory computer-readable medium accord-
ing to claim 11, wherein the communication program further
includes instructions that cause the controller to perform the
steps of:

in a state before switching from the tunneling communica-

tion to the P2P communication, causing an output por-
tion to output data included 1n a first packet, the first
packet being a packet received from the other terminal
device by the tunneling communication; and

in a state after switching from the tunneling communica-

tion to the P2P communication, 1n a case where a second
packet 1s 1 advance of the first packet at a start time
point of the P2P communication, causing the output
portion to output data included in the second packet at a
first predetermined interval, and, 1n a case where the first
packet 1s 1n advance of the second packet, causing the
output portion to output the data included in the first
packet at a second predetermined interval that 1s longer
than the first predetermined 1nterval, the second packet
being a packet recerved from the other terminal device
by the P2P communication.
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