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EXPERT SYSTEM ANALYSIS AND
GRAPHICAL DISPLAY OF PRIVILEGE
ELEVATION PATHWAYS IN A COMPUTING
ENVIRONMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s related to co-pending application Ser.
No. 11/244,017 filed Oct. 3, 2005 , and application Ser. No.

11/243,922 filed Oct. 5, 2005 . The contents of both applica-
tions are hereby incorporated by reference.

BACKGROUND

Computers and computer networks are complex systems.
The security environment 1s constantly changing as new soft-
ware programs are installed, each introducing new variables
and relationships into the system. These systems have a
degree of sharing, interdependency, and interactivity, which
makes the entire computer or network vulnerable to flaws
introduced at any part of the system.

A particular risk 1n computer systems 1s associated with
privilege elevation. Any time the concept of 1dentity 1s repre-
sented on a system there 1s the possibility of accidental cross-
ing of those identities. Processes executing on a computer
cach have an associated identity and privilege. Similarly,
access to files and resources may also have been granted to
only certain i1dentities or privileges. Privileges are used to
specily the available files or resources for a particular process
Or user account.

Problems can arise where entities interact with other enti-
ties of different privileges. These problems are known as
privilege elevation flaws. In one such example, a first account
may have write access to a file that a second account executes
or has read access to. This may potentially allow the first
account to execute code as the second account because the
first account can alter or change the executable that the second
account runs. Multiple privilege hops or elevations can be
joined 1nto elevation chains. By following a privilege eleva-
tion path or chain, a hacker or malicious user can potentially
gain complete access to a computer system’s resources and
accounts, and possibly access to other computers on the net-
work.

While the problems associated with privilege elevation
flaws are known, they are notoriously difficult to locate or
diagnose. Modem operating systems provide a variety of
privilege and access control functionality, but they offer no
teedback regarding how effectively those privilege and
access control functionalities are being used. Because com-
puter processes interact with each other and the computer
operating system 1n a variety of ways, potential new privilege
flaws can be introduced 1nto a system with every new sofit-
ware 1nstallation or account creation.

SUMMARY

A data collection application 1s executed on a target sys-
tem. Various data indicative of privilege elevation pathways 1s
collected, including user account data, file permission data,
and system registry data. The collected data 1s analyzed
according to heuristics. System accounts are displayed on a
graph as nodes. Detected privilege elevations between the
accounts are displayed as edges between their corresponding
accounts. A user may customize the displayed graph to focus
on particular goal accounts, and categories of privilege eleva-
tions.

10

15

20

25

30

35

40

45

50

55

60

65

2
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 15 a flow diagram 1illustrating an exemplary method
for privilege elevation detection in accordance with the mnven-
tion;

FIG. 2a 1s a screenshot illustrating privilege elevation path-
ways detected by an exemplary privilege elevation detection
system 1n accordance with the invention;

FIG. 26 1s a screenshot 1llustrating privilege elevation path-
ways detected by an exemplary privilege elevation detection
system 1n accordance with the invention;

FIG. 3 15 a flow diagram 1illustrating an exemplary method
for privilege elevation graph generation i1n accordance with
the invention;

FIG. 4 1s a graph from an exemplary privilege elevation
graph generation system in accordance with the invention;

FIG. 5 15 a flow diagram 1illustrating an exemplary method
for privilege elevation graph generation 1n accordance with
the invention;

FIG. 6 1s a graph generated by an exemplary privilege
clevation graph generation system in accordance with the
imnvention;

FIG. 7 1s a graph generated by an exemplary privilege
clevation graph generation system in accordance with the
imnvention; and

FIG. 8 1s a block diagram showing an exemplary comput-
ing environment in which aspects of the mvention may be
implemented.

DETAILED DESCRIPTION

FIG. 1 1s a diagram 1llustrating an exemplary method for
privilege elevation analysis. A data collection program 1s
executed. The data collection program collects permission
information from various resources of a computer including
network resources. The collected data 1s analyzed using a
variety of heuristics designed to detect privilege elevation
flaws 1n the computer system. Certain goal accounts are
defined by a user or administrator and those goals are solved
for. The user 1s then presented with a report detailing the
various accounts that are able to reach the goal accounts using
detected privilege elevations. The user may then revise the
goal accounts, or request further detail about particular privi-
lege elevations flaws. In addition, the detected privilege
clevation flaws may be compared with detected privilege
clevation flaws from previous executions of the data collec-
tion program to determine 11 improvements have been made
to the system, or to view new vulnerabilities introduced by a
recent software nstall, for example.

At 110, a data collection program 1s executed on the system
being analyzed. The data collection program desirably col-
lects permission data from a variety of resources on the sys-
tem. This may include, but 1s not limited to registry data, file
system permission data, services permissions, COM and
DCOM objects, any executing programs with known security
flaws, group permissions, user account privileges and rights,
and kernel object access permissions. The collected data may
also be collected from network resources such as active direc-
tory and file servers, for example. The data collection pro-
gram may be executed locally on the particular system being
tested, or may be executed remotely from another computer
on a network, for example. However, the data collection pro-
gram 1s desirably given full access permissions on the host
system. Providing the data collection program the highest
access rights ensures that the program can collect the desired
permission data from the system. Any system, method or
technique known 1n the art for data collection may be used.
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The data collection program may store the collected datain a
database, file or collection of files, or any other storage device
known 1n the art, for example.

At 120, heuristics may be applied to the collected data to
detect privilege elevation flaws. A privilege elevation flaw
allows a user account to potentially gain the privileges of
another user account. For example, 1f a first user account 1s
able to write to an executable that a second user account
executes, then the first user account could potentially alter the
executable, effectively providing the ability to execute code
as the second user account. The heuristics are desirably used
to 1dentily situations where a privilege elevation may occur
by looking for patterns that may 1dentity a privilege elevation.
Over time the heuristics used may be changed to reflect new
information regarding privilege elevations. A privilege eleva-
tion flaw may exist between accounts, between groups and
accounts, or between groups. More generally, privilege eleva-
tions may exist between any two security identifiers including
transient security identifiers, for example. Any system,
method or technique known 1n the art for detecting privilege
clevation tlaws may be incorporated into the heuristics. These
heuristics may 1nclude, but are not limited to, the heuristics
described below:

User Group Membership

A user may not be assigned access to a resource, but he or
she may be part of a group that 1s assigned access. Therefore,
membership 1n a group may be considered an elevation for
users 1n the group. For example, a user who has membership
in Power Users can act as a Power User.

Admuinistrators

Generally, administrators are given the highest privileges
in a system. Therefore, privilege elevations to an administra-
tor account may be treated as an elevation to the Local Sys-
tem, since Administrators can be considered Local System.
A process Running as a User may Become Groups of that
User

A process that 1s running as a particular user account may
become that user. Because users may act as groups that the
user account 1s a member of, there may be a privilege eleva-
tion between the process and groups that the user account 1s a
member of. This may be represented by a process access
token, for example.

Shared Start-up Directory Privileges

Accounts that have access to the shared start up directory
may be able to become accounts that execute programs found
or referenced 1n the shared start-up directory. Therefore, there
may be a privilege elevation between an account with access
to the start-up directory, and accounts that execute programs
found 1n the start-up directory.

User Logins

Users logged 1nto a particular system may potentially be
impersonated by the system that the users are logged into.
Therefore, it may be desirable to consider users logged into a
system as possible privilege elevations from the system to
those users.

Past File Executions

A first user that has write permissions on an executable that
was executed by a second user could potentially indicate a
privilege elevation between the first user and the second user
account. The list of previously executed files for any account
may be found 1n the system audit log, for example.
Executables owned by administrator or system

Executables that are owned by an Administrator or the
System account that are writable by a user account may be a
potential privilege elevation between the user who has write
access and the Administrator or System account.

Processes that Load Modules

If a process has loaded a module 1n a directory that 1s
writable, or 1n a directory path where any previous directory
1s writable, then there may be a privilege elevation from the
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4

accounts that have write access to the directory and the
account that owns the process.
At 140, the detected privilege elevation tlaws identified by

the described heuristics may be presented to a user or admin-
istrator as part of a computer generated report. The detected
privilege elevation flaws may be presented to the user as
privilege elevation paths, for example. A privilege elevation
path 1s a chain of privilege elevation tlaws from one security
identifier, such as an account or group, to another. The privi-
lege elevation path 1llustrates the ways a hacker or itruder
could gain the permissions of a high level system account
using privilege elevation flaws.

The detected privilege elevation pathways may be pre-
sented relative to a selected goal or target account. For
example, the user may be interested 1 low privileged user
accounts, that through a particular privilege elevation path-
way, could be used to reach a user account with administrative
rights. Because the accounts could potentially gain the privi-
leges of the admimistrative account, 1t may be desirable to
focus the report to these types of privilege elevation path-
ways.

In another example, the user may be interested in user
hat can reach a particular user account with unique

accounts t
access rights, like the user account of the president of a
company, for example. Identitying the accounts that could
access this particular account may help the user better protect
the account. Any system, method, or technique known 1n the
art for identitying a privilege elevation pathway relative to a
goal account may be used.

As shown 1n the exemplary screenshot at FIG. 2a the user
may be presented with a report relative to selected goal
accounts. In this case the user may have selected to view the
accounts that through privilege elevations, could reach the
Matt account. Accordingly, the user 1s presented with two
detected privilege elevation pathways from authenticated
users to Matt through a process called foo.exe.

As described above, the user may wish to change the par-
ticular start or goal accounts used to view the detected privi-
lege elevation flaws. As shown 1n FIG. 25, the user may have
selected to view a particular privilege elevation path from the
authenticated user accounts to the Local System account. In
general, the Local System account may be a desirable goal
account because 1t represents the highest level of privilege,
and 11 a user can get the privileges of that account, they can
control the entire system.

At 150, the detected privilege elevation pathways may be
compared between different system states. As described
above, the data collection program may be executed on a
particular computer system. The particular features present
on the system, including accounts, installed applications, etc.,
may be described as a state of the system. By comparing
successive states of a system, the overall improvements or
detriments created by the installation of a particular applica-
tion can be measured.

For example, an administrator may wish to determine 1f the
addition of a new email application imntroduces any additional
privilege elevation tlaws into the system. The administrator
may execute the privilege elevation pathway detection pro-
gram on a system state prior to installing the email applica-
tion, then the administrator may execute the privilege eleva-
tion detection program on a system state aiter the mstallation
of the application. The program may then display any new
privilege elevation flaws introduced 1nto the system, or alter-
natively, the program may display those flaws that create a
path from a low privilege account to a high privilege account
such as Local System, for example. Any system, method, or
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technique known 1n the art for comparing the detected privi-
lege elevation flaws between systems may be used.

FIG. 3 1s a diagram 1illustrating an exemplary method for
generating a graphical representation of privilege elevation
flaws 1n a computer system. A privilege elevation analysis 1s
performed on a host system. Selected user accounts are 1llus-
trated on a graph as nodes. Detected privilege elevation path-
ways between the selected nodes are illustrated on the graph
as edges between the nodes. The user may then interact with
the generated graph to increase the level of detail provided,
and add or change specific goal nodes.

At 305, a privilege elevation analysis 1s desirably per-
formed on a host computer. The privilege elevation analysis
may be conducted using the method as described with respect
to FIG. 1, for example.

At 310, a user may select desired accounts to view on the
privilege elevation graph. As described above, privilege
clevation flaws may allow a malicious user to move from one
account to another by exploiting the privilege elevations.
These accounts, or security identifiers, can be represented as
nodes on a connected graph. The particular privilege eleva-
tion tlaw that allows the user to move between any two nodes
can be represented as an edge between the nodes on the graph.

Because there may be many security identifiers in a par-
ticular system, 1t may be desirable for a user to first select the
relevant security identifiers to view on the graph. For
example, a user may wish to see accounts or security 1denti-
fiers that through privilege elevation flaws can reach Local
System. Accordingly, the user may specily that nodes asso-
ciated with accounts that can reach Local System be dis-
played. In another example, the user may wish to see low
privileged accounts that are able to move to higher privileged
accounts, regardless of whether they canreach Local System.
Accordingly, nodes associated with these accounts may be
displayed. Any system, method, or techmque known in the art
for selecting the security identifiers to view may be used.

At 320, nodes corresponding to the relevant or selected
security identifiers may be displayed on a graph and con-
nected using the detected privilege elevation flaws from 305.
As described 1n FIG. 1, a plurality of privilege elevation flaws
may have been detected by applying the heuristics to data
collected from the host system. These detected privilege

clevation flaws may be represented as edges between the
selected nodes.

For example, FI1G. 4 illustrates an exemplary graph gener-
ated from the detected privilege elevation flaws for a particu-
lar host system. The graph shows the various privilege eleva-
tions that may allow a user to get to Local System. These are
represented by edges 450, 460, 470, and 480. In this example,
the user 1s presented with a subset of the privilege elevations
from the accounts Network Service 410 and Matt 420, to
Local System 430. The user may then click on, or otherwise
select, one of the edges to view the details of the underlying
privilege elevation. For example, a user has selected one of
the edges between Network Service 410 and Matt 420.
Accordingly, a text box 486 1s displayed indicating the that
clevation 1s through a process called bar.exe. Any system,
method or technique known 1n the art for displaying selected
data may be used.

As shown, several edges, or privilege elevations are 1llus-
trated between each node. However, the user may wish to
simplity the displayed graph by showing only a single edge
between each node. The user may be able to view the various
underlying privilege elevations by clicking on, or otherwise
selecting the particular edge, for example. Any system,
method, or technique known 1n the art may be used.
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At 330, the user may refine how the graph 1s displayed. For
example, the user may desire to revise the nodes selected to
view and add or remove nodes from the graph. When the user
adds or removes nodes, the corresponding privilege eleva-
tions, or edges, are desirably added or removed from the
graph. The user may select desired nodes from a menu, for
example. Any system, method, or technique known 1n the art
for selecting nodes to display on a graph may be used.

In addition, the user may be able to select the particular
privilege elevations displayed on the graph. For example,
certain privilege elevations may be considered more serious
than others, or the user may be interested 1n a specific type of
privilege elevation. Similar to the nodes described above, the
user may select the particular types or categories of privilege
clevations displayed on the graph. In addition, the privilege
clevations may be categorized according to the types of privi-
lege elevations, or the percerved seriousness of the elevations,
for example.

FIG. 5 1s a diagram 1llustrating an exemplary method for
generating a network privilege elevation graph. A privilege
clevation tlaw detection analysis 1s performed on a host sys-
tem on a network. In addition, accounts on the host system are
identified that have access to, or corresponding accounts on,
other systems on the network. Privilege elevation analyses are
performed on one or more of the network systems corre-
sponding to the identified accounts. A privilege elevation
graph of the host system 1s generated from the privilege
clevation analysis. The graph includes account nodes and
edges 1llustrating the detected privilege elevations between
the accounts on the host system. In addition, nodes for the
network systems are added to the graph along with edges
connecting to the nodes corresponding to the accounts 1den-
tified as having access to the particular network systems. The
user may then select a particular network system node and
view 1ts corresponding privilege elevations.

At 520, a privilege elevation analysis 1s desirably per-
formed on a host computer. The privilege elevation analysis
may be conducted using the method as described with respect
to FIG. 1, for example.

At 330, accounts on the host system that have access to
other systems on the network are i1dentified. For example, a
user account Matt may have an associated account, or rights
on other computers on the network. These accounts can be
conceptually thought of as privilege elevations from the Matt
account to the particular computers on the network because a
malicious user who gains access to the account Matt on the
host system may have access to the corresponding accounts
on the other systems on the network. Thus, the malicious user
may potentially gain access to other systems on the network
through privilege elevations on the computer. Any system,
method or technique known in the art for identitying local
accounts with access to computers on the network may be
used.

At 340, a privilege elevation analysis may be performed on
all or some of the systems that were 1dentified as potentially
accessible from the Local System. The privilege elevation
analysis may be similar to the analysis as performed at 520.
The analysis may be performed remotely from the host sys-
tem, or at the systems themselves, for example.

At 550, a privilege elevation graph may be generated. The
privilege elevation graph may be generated using the method
described with respect to FIG. 3, for example. To facilitate the
addition of the network systems to the graph, an edge may be
added to the graph from accounts that have access to other
systems to the corresponding account at the other systems.
For example, 11 a user account Matt on Computer A has access
to a corresponding user account Matt on other systems, then
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an edge may be generated on the graph connecting the rel-
evant systems through the user account Matt.

Because the privilege elevation graph may span several
systems, the user may initially be presented a graph compris-
ing nodes for the relevant systems 1n the network, connected
by edges representing the linking accounts. Where there are
multiple edges connecting systems, the user may choose to
view each separate edge, or a single edge between each sys-
tem.

For example, FIG. 6 illustrates an exemplary screenshot of
such a network privilege elevation graph. As described above,
the graph may be mitially displayed with only the edges
connecting the host system to the various computers on the
network. As shown, the host system 620 1s connected though
one or more accounts (not shown) to computers A and B.
While only three computers are shown, 1t 1s not meant to limait
the invention to only four computers, there 1s no limait to the
number of computers that may be supported.

The user may wish to further refine the displayed graph to
display the detected privilege elevations. The user may click,
or otherwise select, a computer from the graph to display the
detected privilege elevations for that system, 1f any.

For example, as illustrated in FIG. 7, the user may have
selected to view the privilege elevations of the host system
620 1n greater detail. As shown, the host system node 620
from FIG. 6 has been replaced with all or some of the privilege
clevations and accounts 1n the host system 620 and accounts
on computers A and B. For example, host system 620 has
beenreplaced with the node authenticated user 710. Node 710
1s connected through the privileged elevation 710 to the net-
work service node 720 on computer A. Computer A 1s con-
nected to computer B through the account node matt 740,
privilege elevation 704, and the account node matt 750. While
not illustrated 1n FIG. 7, the account nodes may be displayed
using a different size, color, or shape than the computer nodes
to help dif:

ferentiate them.

EXEMPLARY COMPUTING ENVIRONMENT

FIG. 8 1llustrates an example of a suitable computing sys-
tem environment 800 1n which the mvention may be imple-
mented. The computing system environment 800 1s only one
example of a suitable computing environment and 1s not
intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing
environment 800 be interpreted as having any dependency or
requirement relating to any one or combination of compo-
nents 1llustrated 1n the exemplary operating environment 800.

The mnvention 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited to,
personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputers, mainirame computers, distrib-
uted computing environments that include any of the above
systems or devices, and the like.

The mvention may be described 1n the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement particu-
lar abstract data types. The invention may also be practiced 1in
distributed computing environments where tasks are per-
tformed by remote processing devices that are linked through
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8

a communications network or other data transmission
medium. In a distributed computing environment, program
modules and other data may be located 1n both local and
remote computer storage media including memory storage
devices.

With reference to FIG. 8, an exemplary system for imple-
menting the mvention includes a general purpose computing
device 1n the form of a computer 810. Components of com-
puter 810 may include, but are not limited to, a processing
unit 820, a system memory 830, and a system bus 821 that
couples various system components including the system
memory to the processing unit 820.

Computer 810 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 810 and includes
both volatile and non-volatile media, removable and non-
removable media. By way of example, and not limitation,
computer readable media may comprise computer storage
media and communication media. Computer storage media
includes both volatile and non-volatile, removable and non-
removable media implemented in any method or technology
for storage of information such as computer readable mstruc-
tions, data structures, program modules or other data. Com-
puter storage media includes, but 1s not limited to, RAM,
ROM, EEPROM, tflash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can accessed by computer 810.

The system memory 830 includes computer storage media
in the form of volatile and/or non-volatile memory such as
ROM 831 and RAM 832. A basic input/output system 833
(BIOS), containing the basic routines that help to transfer
information between elements within computer 810, such as
during start-up, 1s typically stored in ROM 831. RAM 832
typically contains data and/or program modules that are
immediately accessible to and/or presently being operated on
by processing unit 820. By way of example, and not limita-
tion, FIG. 8 1llustrates operating system 834, application pro-
grams 835, other program modules 836, and program data
837.

The computer 810 may also include other removable/non-
removable, volatile/non-volatile computer storage media. By
way of example only, FIG. 8 1llustrates a hard disk drive 840
that reads from or writes to non-removable, non-volatile mag-
netic media, a magnetic disk drive 831 that reads from or
writes to aremovable, non-volatile magnetic disk 852, and an
optical disk drive 855 that reads from or writes to a remov-
able, non-volatile optical disk 856, such as a CD-ROM or
other optical media. Other removable/non-removable, vola-
tile/non-volatile computer storage media that can be used in
the exemplary operating environment include, but are not
limited to, magnetic tape cassettes, tlash memory cards, digi-
tal versatile disks, digital video tape, solid state RAM, solid
state ROM, and the like. The hard disk drive 841 1s typically
connected to the system bus 821 through a non-removable
memory interface such as interface 840, and magnetic disk
drive 851 and optical disk drive 855 are typically connected to
the system bus 821 by aremovable memory interface, such as
interface 850.

The drives and their associated computer storage media
provide storage of computer readable instructions, data struc-
tures, program modules and other data for the computer 810.
In FIG. 8, for example, hard disk drive 841 1s illustrated as
storing operating system 844, application programs 845,
other program modules 846, and program data 84°7. Note that
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these components can either be the same as or different from
operating system 834, application programs 835, other pro-
gram modules 836, and program data 837. Operating system
844, application programs 845, other program modules 846,
and program data 847 are given different numbers here to
illustrate that, at a minimum, they are different copies. A user
may enter commands and information mto the computer 810
through input devices such as a keyboard 862 and pointing,
device 861, commonly referred to as a mouse, trackball or
touch pad. Other mnput devices (not shown) may include a
microphone, joystick, game pad, satellite dish, scanner, or the
like. These and other input devices are often connected to the
processing unit 820 through a user input interface 860 that 1s
coupled to the system bus, but may be connected by other
interface and bus structures, such as a parallel port, game port
or a universal serial bus (USB). A monitor 891 or other type of
display device 1s also connected to the system bus 821 via an
interface, such as a video interface 890. In addition to the
monitor, computers may also include other peripheral output
devices such as speakers 897 and printer 896, which may be
connected through an output peripheral interface 895.

The computer 810 may operate 1n a networked environ-
ment using logical connections to one or more remote com-
puters, such as a remote computer 880. The remote computer
880 may be a personal computer, a server, a router, a network
PC, a peer device or other common network node, and typi-
cally includes many or all of the elements described above
relative to the computer 810, although only a memory storage
device 881 has been illustrated 1n FIG. 8. The logical connec-
tions depicted include a LAN 871 and a WAN 873, but may
also 1nclude other networks. Such networking environments
are commonplace 1n oflices, enterprise-wide computer net-
works, intranets and the internet.

As mentioned above, while exemplary embodiments of the
present nvention have been described in connection with
various computing devices, the underlying concepts may be
applied to any computing device or system.

The various techniques described herein may be imple-
mented in connection with hardware or software or, where
appropriate, with a combination of both. Thus, the methods
and apparatus of the present invention, or certain aspects or
portions thereof, may take the form of program code (i.e.,
instructions ) embodied 1n tangible media, such as floppy dis-
kettes, CD-ROMs, hard drives, or any other machine-read-
able storage medium, wherein, when the program code 1s
loaded 1nto and executed by a machine, such as a computer,
the machine becomes an apparatus for practicing the mven-
tion. In the case of program code execution on programmable
computers, the computing device will generally include a
processor, a storage medium readable by the processor (in-
cluding volatile and non-volatile memory and/or storage ele-
ments), at least one mput device, and at least one output
device. The program(s) can be implemented 1n assembly or
machine language, 1f desired. In any case, the language may
be a compiled or interpreted language, and combined with
hardware implementations.

The methods and apparatus of the present invention may
also be practiced via communications embodied 1n the form
of program code that 1s transmitted over some transmission
medium, such as over electrical wiring or cabling, through
fiber optics, or via any other form of transmission, wherein,
when the program code 1s received and loaded into and
executed by a machine, such as an EPROM, a gate array, a
programmable logic device (PLD), a client computer, or the
like, the machine becomes an apparatus for practicing the
invention. When implemented on a general-purpose proces-
sor, the program code combines with the processor to provide
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a unique apparatus that operates to invoke the functionality of
the present invention. Additionally, any storage techniques
used 1n connection with the present invention may invariably
be a combination of hardware and software.

While the present invention has been described 1n connec-
tion with the preferred embodiments of the various figures, 1t
1s to be understood that other similar embodiments may be
used or modifications and additions may be made to the
described embodiments for performing the same function of
the present invention without deviating therefrom. Therefore,
the present mvention should not be limited to any single
embodiment, but rather should be construed in breadth and
scope 1n accordance with the appended claims.

What 1s claimed:

1. A method of generating a privilege elevation graph, the
method comprising:

performing a privilege elevation analysis on a computer

system having a plurality of associated security 1denti-
fiers, each security identifier corresponding to an object
that potentially accesses another object and gains
clevated privileges on the computer system, the per-
forming of the privilege elevation analysis on the com-
puter system including detecting privilege elevations
between security 1dentifier pairs; and

generating a graph 1illustrating the results of the privilege

elevation analysis, the generating of the graph compris-

ng:

generating a node for each of the security identifiers; and

for each detected privilege elevation between security
identifier pairs, generating at least one edge directly
between the nodes corresponding to the security 1den-
tifier pairs, the edges including a first edge and a
second edge directly leading from a first node to a
second node of a first security identifier pair; and

displaying the generated graph, the displaying comprising:

displaying the first and the second edges as two separate
edges between the first node and the second node; and

providing an option to combine the first and the second
edges 1nto a single edge directly leading from the first
node to the second node, and further providing an
ability to view underlying privilege elevations.

2. The method of claim 1, further comprising;

selecting a subset of the nodes as goal nodes;

determinming nodes that are connected to the goal nodes

through one or more edges; and

highlighting the edges connecting the nodes that are con-

nected to the goal nodes through one or more edges.

3. The method of claim 1, wherein the privilege elevations
have an associated privilege elevation category, and only
generating an edge between security identifier pairs for privi-
lege elevations belonging to a selected category.

4. The method of claim 1, further comprising:

for each detected privilege elevation between security

identifier pairs, generating a third edge from the second
node to a third node, and a fourth edge from the first node
to the third node, the fourth edge bypassing the second
node,

the detecting of privilege elevations between security 1den-

tifier pairs including detecting a plurality of privilege
clevations from a {irst one of a particular security 1den-
tifier pair directly to a second one of the particular secu-
rity 1dentifier pair, each detected privilege elevation
from the first one directly to the second one of the par-
ticular security identifier pair representing a distinct and
differing avenue of gaining elevated privilege from the
first one directly to the second one of the particular
security 1dentifier patr,
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the generating of the edge between the nodes correspond-
ing to the particular security identifier pair including
generating an edge for each of the plurality of privilege
clevations between the nodes corresponding to the par-
ticular secunity identifier pairs, the edges for all of the
plurality of detected privilege elevations between the
first and second ones of the particular security identifier

pair representing all of the distinct and differing avenues
of gaining elevated privilege from the first one directly to
the second one of the particular security 1dentifier pair,
and departing from the node corresponding to the first
one of the particular security identifier pair and arriving
at the node corresponding to the second one of the par-
ticular security 1dentifier pair,

receiving an input identifving one of the edges between the
first and second ones of the particular security identifier
pair; and

displaying a description of the privilege elevation corre-
sponding to the identified edge in response to the
received mput, the displayed description residing 1n a
text box adjacent the 1dentified edge.

5. The method of claim 1, wherein the each of the first and
the second edges are uni-directional edges leading from the
first node to the second node.

6. The method of claim 1, wherein viewing underlying
privilege elevations comprises displaying in response to a
user mput, a text box containing a description of a privilege
clevation.

7. The method of claim 6, wherein the description includes
an 1dentity of a process associated with the privilege eleva-
tion.

8. A system for generating a privilege elevation graph,
comprising:

a processor with a storage coupled thereto, the storage
having a plurality of associated security identifiers, each
security 1dentifier corresponding to an object that poten-
tially accesses another object and gains elevated privi-
leges, the processor adapted to:
perform a privilege elevation analysis including detect-

ing privilege elevations between security identifier
pairs; and

generate a graph 1llustrating the results of the privilege
clevation analysis by:
generating a node for each of the security identifiers; and
for each detected privilege elevation between security

identifier pairs, generating at least one edge directly
between the nodes corresponding to the security 1den-
tifier pairs, the edges including a first edge and a
second edge directly leading from a first node to a
second node of a first security 1dentifier pair; and

a display adapted to display the generated graph, the dis-
playing comprising:
displaying the first and the second edges as two separate

edges between the first node and the second node; and
providing an option to combine the first and the second
edges 1nto a single edge directly leading from the first
node to the second node, and further providing an
ability to view underlying privilege elevations.

9. The system of claim 8, wherein the processor 1s further
adapted to:

select a subset of the security 1dentifiers;

generate a node for each of the security 1dentifiers 1n the
subset of security identifiers; and

for each detected privilege elevation between security
identifier pairs, generate an edge between the nodes

corresponding to the security identifier pairs.
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10. The system of claim 8, wherein each of the first and the
second edges are uni-directional edges leading from the first
node to the second node.

11. The system of claim 8, wherein the processor 1s further
adapted to:

select a subset of the nodes as goal nodes; and

1dentily nodes that are connected to the goal nodes through

one or more generated edges.

12. The system of claim 9, wherein the privilege elevations

have an associated privilege elevation category, and the pro-
cessor 1s further adapted to only generate an edge between
security 1identifiers pairs for privilege elevations belonging to
a selected category.

13. The system of claim 11, wherein the display 1s further
adapted to highlight the generated edges connecting the 1den-
tified nodes that are connected to the goal nodes through one
or more generated edges.

14. The system of claim 13, wherein the display 1s further
adapted to display a description of the associated privilege
clevation next to one or more highlighted generated edges.

15. A hardware machine readable storage medium with
computer-executable instructions stored thereon for perform-
ing a method comprising:

performing a privilege elevation analysis on a computer

system having a plurality of associated security identi-
fiers, each security identifier corresponding to an object
that potentially accesses another object and gains
clevated privileges on the computer system, the per-
forming of the privilege elevation analysis on the com-
puter system including detecting privilege elevations
between security 1dentifier pairs; and

generating a graph 1illustrating the results of the privilege

clevation analysis, the generating of the graph compris-

ng:

generating a node for each of the security identifiers; and

for each detected privilege elevation between security
identifier pairs, generating at least one edge directly
between the nodes corresponding to the security 1den-
tifier pairs, the edges including a first edge and a
second edge directly leading from a first node to a
second node of a first security identifier pair; and

displaying the generated graph, the displaying comprising:

displaying the first and the second edges as two separate
edges between the first node and the second node; and

providing an option to combine the first and the second
edges 1nto a single edge directly leading from the first
node to the second node, and further providing an
ability to view underlying privilege elevations.

16. The machine readable storage medium of claim 15,
wherein generating the graph comprises computer-execut-
able structions for:

selecting a subset of the security identifiers;

generating a node for each of the security 1identifiers 1n the

subset of security identifiers; and

for each detected privilege elevation between security

identifier pairs, generating an edge between the nodes
corresponding to the security identifier pairs.

17. The machine readable storage medium of claim 16,
wherein the privilege elevations have an associated privilege
clevation category, and further comprising computer-execut-
able 1nstructions for only generating an edge between secu-
rity 1dentifier pairs for privilege elevations belonging to a
selected category.

18. The computer-readable storage medium of claim 15,
wherein each of the first and the second edges are uni-direc-
tional edges leading from the first node to the second node.
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