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TWO-LAYER SWITCH APPARATUS TO
AVOID FIRST LAYER INTER-SWITCH LINK
DATA TRAFFIC IN STEERING PACKETS
THROUGH BUMP-IN-THE-WIRE SERVICEL
APPLICATIONS

BACKGROUND OF THE

INVENTION

1. Field of the Invention

The field of the invention 1s data processing, or, more
specifically, methods, apparatus, and products for link-level
data communications.

2. Description of Related Art

The development of the EDVAC computer system of 1948
1s often cited as the beginning of the computer era. Since that
time, computer systems have evolved 1nto extremely compli-
cated devices. Today’s computers are much more sophisti-
cated than early systems such as the EDVAC. Computer sys-
tems typically include a combination of hardware and
soltware components, application programs, operating sys-
tems, processors, buses, memory, iput/output devices, and
so on. As advances 1n semiconductor processing and com-
puter architecture push the performance of the computer
higher and higher, more sophisticated computer architectures
have evolved to take advantage of the higher performance of
the hardware, resulting 1n computer systems today that are
much more powertful than just a few years ago.

One of the areas that has seen substantial improvement 1s
data communications through packet switching. Today many
systems provide processing ol data communications packets
that 1s transparent to the operations of the source computer,
the sender, and the destination of the packets. That 1s, neither
the source nor the ultimate destination of the packets 1s ever
made aware that such transparent processing occurs. Such
transparent processing may include for example security pro-
cessing, load balancing functions among data communica-
tions equipment, statistical surveys, and so on. Such transpar-
ent processing can include processing by not just one, but
several interim service applications, one providing security
services, another performing statistical surveys, another per-
forming load balancing, and so on.

When data packets are to be processed by several service
applications the problem of routing the data stream from one
service application to another naturally arises. For service
applications that carry out packet analysis and therefore oper-
ate 1 ‘bump-in-the-wire promiscuous mode,” that 1s, trans-
parently and 1nvisibly sitting between two or more network-
ing devices listening to all packets exchanged between the
devices, preserving the packet headers 1s required. Because
such service applications commonly perform inspection on
the packet headers and the payload, the entire packet—pay-
load+headers—must be considered “payload” to this kind of
service application. Each such bump-in-the-wire service
application must return each packet it handles to the commu-
nications system with the original header addresses intact so
as not to interfere with the overall transmission of the packet
from 1ts original source to 1ts ultimate destination.

Prior art has attempted to solve this problem by encapsu-
lating the entire packet—payload+headers—and wrapping 1t
with a new header that specifies the routing of the packet to
bump-in-the-wire applications. This new encapsulation
header must be understood by all the various hardware,
switches, NICs, and so on, and potentially even by the bump-
in-the-wire service applications themselves. This require-
ment to process this additional layer of headers 1s a burden to
hardware developers and application providers who must
now design, develop, test, and support an additional configu-
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ration of their core product. In addition, some solutions
require that application providers not only integrate new

header processing, but also port their application to specific
hardware and operating system platiforms.

Another solution attempted in prior art was to modily
packets 1n certain ways, such as changing the destination
MAC address, for example. This option changes the packet
and limits the ability to perform the types of analysis that rely
on possession of the original addresses 1n the packet. More-
over, this solution requires hardware developers to provide
additional modifications of routers, bridges, and switches that
use 1t to track the original addresses and return them to the
packets upon return from the bump-in-the-wire service appli-
cations.

SUMMARY OF THE INVENTION

Methods, apparatus, and products are disclosed for link-
level data communications. Link-level data communications
are carried out 1n a switching apparatus which includes modu-
lar link-level data communications switches disposed within
a modular computer cabinet, the modular computer cabinet
also having disposed within it a plurality of modular com-
puter systems. The switching apparatus 1s configured as two
layers of link-level data communications switches, a first
layer and a second layer. The first layer switches are coupled
for data communications to data communications networks.
The first layer switches are also coupled to one another for
link-level data communications by inter-switch links. Each
first layer switch 1s also coupled for link-level data commu-
nications to each of the second layer switches. Fach second
layer switch 1s coupled for link-level data communications to
at least one of the modular computer systems so that each
second layer switch provides data communications connec-
tions to the switching apparatus only for service applications
in the modular computer system to which a second layer
switch 1s coupled. All of the switches that are stacked by a
stacking protocol share administrative configuration infor-
mation through the mter-switch links and all of the switches
that are stacked by a stacking protocol are presented to the
networks and to the modular computer systems as a single
logical switch.

The switching apparatus also includes a plurality of data
communications ports. At least two of the ports couple the
switching apparatus to at least two data communications net-
works, and at least two additional ports are connected to
service applications on at least two of the modular computer
systems that carry out transparent, bump-in-the-wire data
processing of data communications packets traveling among
the networks. Each service application 1s associated with a
unmique, link-level identifier. The switching apparatus also
includes rules governing the steering of data communications
among the service applications and networks connected to the
switching apparatus. Each rule includes an association of an
ingress port and a switch egress. One or more of the rules may
optionally also include at least one network code that 1denti-
fies two networks between which packets may travel through
the switching apparatus and a direction of travel between the
two networks.

Link-level data communications include recerving, 1n the
switching apparatus through an ingress port from a source
network, data communications packets directed to a destina-
tion network. Each packet includes a source network address
that 1dentifies the source of the packet in the source network.
Each packet optionally also includes a destination network
address that 1dentifies a destination of the packet in the des-
tination network. Link-level data communications also
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includes steering by the switching apparatus each packet
among the applications and through an egress port to the
destination network. Such steering is carried out only 1n
accordance with the rules, without using the link-level 1den-
tifier of any service application, steering none of the packets
through any of the inter-switch links among the first layer
switches.

The foregoing and other objects, features and advantages
of the mmvention will be apparent from the following more
particular descriptions of example embodiments of the inven-
tion as 1llustrated 1n the accompanying drawings wherein like
reference numbers generally represent like parts of example
embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 sets forth a functional block diagram of automated
computing machinery, example automated apparatus for
link-level data communications according to embodiments of
the present invention.

FI1G. 1A sets forth a functional block diagram of automated
computing machinery, an example modular computer cabinet
according to embodiments of the present invention.

FIG. 2 sets forth a functional block diagram of automated
computing machinery, a link-level data communications
switch adapted for link-level data communications according
to embodiments of the present invention.

FIG. 3 sets forth a flow chart illustrating an example
method of link-level data communications according to
embodiments of the present invention.

FIG. 4 sets forth a flow chart illustrating an example
method of link-level data communications according to
embodiments of the present invention.

FIG. 5 sets forth a flow chart illustrating an example
method of link-level data communications according to
embodiments of the present invention.

DETAILED DESCRIPTION OF
EMBODIMENTS

EXAMPL.

(L.

Example methods, apparatus, and products for link-level
data communications 1n accordance with the present imven-
tion are described with reference to the accompanying draw-
ings, beginning with FIG. 1. FIG. 1 sets forth a functional
block diagram of automated computing machinery, example
automated apparatus for link-level data communications
according to embodiments of the present invention. The appa-
ratus of FIG. 1 includes a link-level data communications
switching apparatus (150) that includes modular link-level
data communications switches (230, 232, 234, 236, 238,
240). The modular link-level data communications switches
(230, 232, 234, 236, 238, 240) of FIG. 1 are disposed within
a modular computer cabinet (102 on FIG. 1A) that also
includes a plurality of modular computer systems (104) dis-
posed within the modular computer cabinet. A modular com-
puter cabinet 1s a frame or enclosure for mounting multiple
computing devices. A modular computer cabinet may be
embodied, for example, as a blade enclosure, a rack-mount
chassis, and 1n other ways as will occur to those of skill in the
art.

For explanation of the modular aspect of apparatus accord-
ing to embodiments of the present invention, FIG. 1A 1llus-
trates a modular computer cabinet (102) that includes a num-
ber ol modular computer systems (104) as well as link-level
data communications switching apparatus (150) composed of
several modular link-level data communications switches

(230,232,234, 236, 238, 240). In the example of FIG. 1A, the
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4

modular computer systems (104) have the blade form factor,
and the modular link-level data communications switches
(230, 232, 234, 236, 238, 240) arc rack-mount units. In the
example of FIG. 1A, second-layer switches (238, 240) are
depicted as modular link-level data communications switches
mounted with the modular computer cabinet (102). Readers
will recognize that as an optional alternative (233), the sec-
ond-layer switches (238, 240) can be physically included as a
sub-module within a modular computer system (104). Such
second-layer switches can be embodied as, for example, a
PCI Mezzanine Card, a Switched Mezzanine Card, a riser
card, or other form of IO adapter as will occur to those of skill
in the art.

In the example of FIG. 1, the switching apparatus 1s con-
nected through network connections (218) to several data
communications networks (A, B, C, D) and through link-
level data commumnications connections (250) to service
applications (A ... A ) executing on computers (C, ... C,).
A ‘service application,” as the term 1s used here, 1s a module of
automated computing machinery configured to carry out data
processing tasks with regard to data communications packets
without altering the packets. The packets travel on data com-
munications networks between a source computer and a des-
tination computer, and the service applications carry out data
processing tasks regarding the packets 1n a manner that 1s
transparent to the operations of the sources as well as the
destinations of the packets. Such data processing with regard
to the packets can be ‘transparent” because the packets are not
altered. The data processing tasks carried out by service
applications include, for example, security processing, load
balancing functions among data communications equipment,
statistical surveys, and so on. Such transparent processing can
include processing by not just one, but several interim service
applications, one providing security services, another per-
forming statistical surveys, another performing load balanc-
ing, and so on. The term ‘bump-in-the-wire’ as applied to the
service applications here refers to the fact that, from the point
of view of the source or destination, the service applications
are physically in-line with the network architectures—as
opposed to “bump-in-the-stack’ service applications that may
mampulate layer 2/3 protocols like VLANs, ARP, and DHCP
to control access to the service applications.

The terms ‘link-level” and ‘layer-2’ both refer to the data
link layer of the Open Systems Interconnection Reference
Model (‘OSI Model”). The data link layer 1s often referred to
in this specification as the ‘link layer’ or the ‘link level.” The
first, third, and fourth layers of the OSI Model, also pertinent
to this discussion, are the Physical Layer, the Network Layer,
and the Transport Layer respectively. The Physical Layer of
the OSI Model defines the electrical and physical specifica-
tions for data communications devices, typically devices con-
nected 1n effect to a local area network or ‘LAN.” Layer 3 or
the Network Layer of the OSI Model provides functional and
procedural means of transferring variable length data
sequences from a source to a destination via one or more
networks, generally including routing functions. The Net-
work Layer 1s implemented with routers that communicate
with one another according to data communications proto-
cols. The well known Internet Protocol (‘IP’) operates gen-
erally as an OSI Network Layer data communications proto-
col. In fact, although IP 1s definitely not the only Network
Layer protocol, IP 1s so ubiquitous at this point 1n time as to be
almost a synonym for Network Layer functionality.
Examples of other layer 3 protocols include ICMP, IGMP,
and IPsec. The Transport Layer provides reliable data transfer
services to the other layers. The Transport Layer controls the
reliability of a given link through flow control as well as
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segmentation and desegmentation ol packets. Transport
Layer protocols are typically connection oriented. By far the
most common examples of Transport Layer protocols are the
Transmission Control Protocol (*TCP’) and the User Data-
gram Protocol (‘UDP’). Examples of other layer 4 protocols
include DCCP, SCTP, RSVP, and ECN.

The data link layer of the OSI Model 1s implemented with
switches that commumicate with one another according to
link layer data communications protocols. Like IP in the
network layer, the Ethernet protocol, not the only link-level
protocol, nevertheless 1s so ubiquitous as to be almost syn-
onymous with the link layer. Examples of other link-level
protocols include ARP, RARP, NDP, OSPF, and L2TP. Link-
level switches connect to other devices, typically on a LAN,
through connections referred to as “ports.” Ports can be imple-
mented as wireless connections as well as wireline connec-
tions. Each wireline port 1s made up of the connectors, inter-
connections, electrical or optical conductors, and so on, as
required to effect connections from the switch to other
devices, such other devices including, for example, comput-
ers on a LAN, other switches, routers, and so on. Wireless
ports may include antennas, amplifiers, other radio compo-
nents, and the like, as needed to effect wireless communica-
tions between a switch and other devices. A switch receives
data communications in data units referred to as ‘packets.” It
1s common 1n the art to refer to link layer data units as
‘frames,” but this specification uses the slightly more descrip-
tive term ‘packets.” In this specification, the term ‘packet’
refers to all data units in data communications, including
units traveling 1n the physical layer, in the network layer, and
in other layers as well.

In the example of FIG. 1, the switching apparatus (150)
includes modular link-level data communications switches
(230,232,234, 236, 238, 240). In the example of FIG. 1, each
data communications switch i1s a device of the kind some-
times referred to as a bridge, an n-port bridge, a layer-2
switch, a smart switch, or just a ‘switch.” Within the scope of
the present invention, any link-level switch having a number
of ports sulficient to support such connectivity among the
networks (A, B, C, D), the switches, and the data communi-
cations applications can be improved to carry out link-level
data communications according to embodiments of the
present invention, including, for example, ordinary Ethernet
switches. In many embodiments, however, switches that are
improved for link-level data communications according to
embodiments of the present mvention will be fabric-type
switches, Fibre Channel switches, Infiniband switches, Eth-
ernet Fabric switches, and so on.

In the example of FIG. 1, the switching apparatus (150)
includes two layers of link-level data communications
switches (230,232, 234,236,238, 240), a first layer (244 ) and
a second layer (246). The first layer switches (244) are
coupled for data communications to data communications
networks (A, B, C, D). In the example of FIG. 1, at least some
of the first layer switches (244) are incorporated 1n one or
more link aggregation groups (222, 224, 226, 228) for data
communications with the networks, each link aggregation
group presenting to at least one of the networks multiple
physical links as a single logical link. ‘Link aggregation
group’ (‘LAG”), as the term 1s used here, refers to the use of
multiple network cables and ports 1n parallel to increase link
speed beyond the limits of any one single cable or port—and
to 1ncrease the redundancy for higher availability. A LAG 1s
made up of multiple links that are aggregated together, so that
the link aggregation group can be treated as though 1t were a
single link. LAGs are used to ‘trunk’ links together so that
data commumnications can be distributed and load balanced
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6

across the multiple links to provide improved throughput and
redundancy compared to a single link. Networks that support
link aggregation typically operate a link aggregation protocol
that presents multiple physical links to the network as a single
logical link. Many LAG implementations conformto an IEEE
standard, IEEE 802.1AX. Other terms for link aggregation
include ‘port teaming,” ‘port trunking,” and ‘link bundling.’
In the example of FIG. 1, the first layer switches (244) are

also coupled to one another for link-level data communica-
tions by imter-switch links (‘ISL’) (100). The ISLs (100)
implement the first layer switches 1n the switching apparatus
of FIG. 1 as stacked switches, coupled by high-speed inter-
switch links, operating a stacking protocol (257) that shares
configuration data and other administrative data across the
switches and presenting a single IP address to a system man-
agement server for administrative purposes. Examples of
stacking protocols that can be utilized for such switch stack-
ing include the Cisco™ Inter-Switch Link protocol, the
Cisco™ Dynamic Inter-Switch Link protocol, and so on. The
ISLs serve as communications paths among the first-layer
switches, but the second layer switches can also be stacked by
running the stacking protocol and sharing administrative
communications across links (242). The ISLs (100) 1n FIG. 1
can be embodied, for example, as an Ethernet link over which
data communications between switches are encapsulated
according the stacking protocol. The ISLs (100) in FIG. 1 can
also be embodied, for a further example, as a connection
between the Expansion Ports, or E_ports, of two Fibre Chan-
nel switches.

In the example of FIG. 1, switches 1n the switching appa-
ratus are stacked by a stacking protocol (257) that shares
administrative configuration information among the switches
through the inter-switch links (100), and optionally through
links (242), and presents all the switches 1n the switching
apparatus to the networks and to the modular computer sys-
tems as a single logical switch. The stacked switches are
presented to the networks (A, B, C, D) and to the modular
computer systems as a single logical switch 1n the sense that
there 1s a single IP address for remote administration of the
stack of switches as a whole, not an IP address for the admin-
istration of each switch within the stack. The stacked switches
therefore exhibit the characteristics of a single switch but
have the port capacity of the sum of the combined switches.

In the example of FIG. 1, each first layer switch (244) 1s
also coupled for link-level data communications to each of
the second layer switches (246). The first layer switches and
second layer switches are connected to each other through
level-2 data communications links (242). In the example of
FIG. 1, each second layer switch (246) 1s coupled for link-
level data communications to at least one of the modular
computer systems (C, ... C, ) sothateach second layer switch
provides data communications connections (230) to the
switching apparatus (150) only for data communications
applications 1n the modular computer system to which a sec-
ond layer switch 1s coupled.

The link-level data communications switching apparatus
(150) of FIG. 1 also includes a plurality of data communica-
tions ports. In the example of FIG. 1, at least two of the ports
couple the switching apparatus (150) to at least two data
communications networks, such as networks A, B, C, and D.
In the example of FIG. 1, each network 1s connected to a
plurality of devices that function as sources and destinations
of data communications packets traveling between networks.

Such source and destination devices in this example include
desktop computers (202, 210, 212), a laptop (204), servers
(206, 215, 216), and a mobile phone (208).
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In the example of FIG. 1, at least two additional ports in the
switching apparatus (150) are connected to service applica-
tions (254) on at least two of the modular computer systems
that carry out transparent, bump-in-the-wire data processing
of data communications packets traveling among the net-
works. The service applications (254) are labeled A, .. . A to
denote that, although there are only four ports expressly con-
nected to two service applications in this example, 1n fact a

switching apparatus that carries out link-level data commu-
nications according to embodiments of the present invention
can include any number of connections to any number of
bump-in-the-wire service applications. Each service applica-
tion (254) in FIG. 1 1s associated with a unique, link-level
identifier (252), designated 1n this example as ID, .. . IDA_,
where 1D, 1s the link-level i1dentifier for service application
A, ID, 1s the link-level identifier for service application A,
and so on through service application A, and its link-level
identifier 1D, . Examples of link-level identifiers include a
Media Access Control (‘MAC’) address and a World Wide
Name (*WWN’) or World Wide Identifier (*WWID’). MAC
addresses are used generally in Ethernet addressing, and
WWNs or WWIDs are used 1n other contexts including, for
example, Fibre Channel addressing and 1n Serial Attached
SCSI storage networks.

In the example of FIG. 1, the switching apparatus (150)
also includes rules (256) governing the steering of data com-
munications among service applications (254) and networks
(A, B, C, D) connected to the switching apparatus (150). Each
rule 1s composed of an association of an ingress port and a
switch egress. In addition to the association of an ingress port
and a switch egress, each rule can optionally also include a
network code that identifies two networks between which
packets may travel through the switching apparatus and a
direction of travel between the two networks. Network codes
are further explained with reference to Table 1.

TABLE 1
Network Code Table
Ingress Port Network Code
Pl: P4 AB
PE: P5: P?: PID BA
PB: PE: PS: Pll CD
PQ: P12 DC

Each record in Table 1 associates a network code with a set of
ingress ports. The ingress ports in Table 1 are ports of mitial
ingress into the switching apparatus (150) from the networks
(A, B, C, D). According to the network connections (218) and
the inter-switch links 1n FIG. 1 and the records of Table 1:
packets ingressing through ports P, and P,, which could
travel to Networks B, C, or D, are specified by the first
record of Table 1 to be traveling from network A to
network B, represented by the network code AB;
packets ingressing through ports P, P, P, and P, ,, which
could travel to Networks A, C, or D, are specified by the
second record of Table 1 to be traveling from network B
to network A, represented by the network code BA;
packets ingressing through ports P,, P, P, and P, ,, which
could travel to Networks A, B, or D, are specified by the
third record of Table 1 to be traveling from network C to
network D, represented by the network code CD; and
packets ingressing through ports P, and P, ,, which could
travel to Networks A, B, or C, are specified by the fourth
record of Table 1 to be traveling from network D to
network C, represented by the network code DC.

10

15

20

25

30

35

40

45

50

55

60

65

8

Readers will recognize that Table 1 1llustrates the fact that,
given the data communications architecture represented by
the network connections (218), specifications of the direc-
tions of travel expressed by the network codes, and an 1nitial
port of ingress from any network into the switching appara-
tus, a direction of travel between networks 1s known.

The rules goverming packet steering are further explained
with reference to Table 2. Each record of Table 2 represents a
packet switching rule governing the steering of data commu-
nications among service applications (254) and networks (A,
B, C, D) connected to the switching apparatus (150). Each
rule associates a switch ingress with a switch egress. Both the
switch 1ngresses and the switch egresses 1n this example are
expressed as a port identifier or port number of a port through
which a packet enters or exits a switch. The rules 1n this
example are predefined by a user or system administrator and
configured 1nto the switching apparatus (150) in computer
memory of some kind, preferably in a high speed ternary
content addressable memory or “TCAM,’ but alternatively 1n
Flash memory or EEPROM, a microdisk, ordinary RAM, or
other memory as will occur to those of skill 1in the art. To the
extent that the switches of the switching apparatus are
stacked, the system administrator may enter the rules once
into memory on one switch, and the stacking protocol will
distribute the rules among the other switches of the switching
apparatus.

TABL.

(Ll

2

Rules Table

Rule Number Switch Ingress Switch Egress Network Code
1 P, P 3 AB
2 P, P s AB
3 P, P, P31, Pys AB
4 LAG-222 Pi3, Pys AB
S Poys Pas Pg AB
6 P3g P37, Py, AB
7 P P4 AB
8 P55 Py AB
9 Pig Py AB

10 P3 P>s, Pag, Po7, Pog  AB
11 P, P, AB
12 Pis Ps AB
13 Pis LAG-224 AB
14 P-q LAG-224 AB
15 P14: Plﬁ: PIS: PED PE: PS: P?: PID AB
16 Pia, Pis Pig, Py LAG-224 AB
17 PS: PG: PS: Pll PIS: PlS: Pl?: Plg CD
18 P>15 P, Poz, Poy Pog CD
19 Pio Pis, Psy CD
20 P P4 CD
21 P55 Py CD
22 Pig P, CD
23 P35 P57, Pog CD
24 Pis LAG-228 CD
25 P-q LAG-228 CD

Each record 1n the example of Table 2 represents a packet
steering rule composed of an association of an 1ngress port, a
switch egress, and, optionally, a network code. The rules of
Table 2 are further explained with reference to the example
apparatus of FIG. 1. Rules 1-16 effect link-level data com-
munications between networks A and B so that packets enter-

ing the switching apparatus from network A will travel
through the switching apparatus only to network B, never to
networks C or D. This particular example of rules 1-16 effects
link-level data communications from network A to network B
only through service applications A, and A, although readers
will recognize rules can be added to the rules table to govern
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link-level data communications between additional networks
and through any number of service applications.

Rules 1 and 2 steer packets entering the switching appara-
tus from network A through ports P, and P, of switches (230,
232), egressing the packets through ports P, ; and P, . toward
switch (238). Rules 3 and 4 are both different forms of rules
1 and 2, included here only for completeness of explanation.
The commas 1n rule 3 indicate a logical ‘or’ so that rule 3
signifies to switches (230, 232) an instruction to egress
through ports P, ; or P, < packets entering through ports P, or
P,. Rule 4 is eflectively the same as rule 3 operable for
switching apparatus in which ports P, and P, are implemented
in a LAG, here LAG (222). Rule 4 therefore represents an
instruction to switches (230, 232) to egress through ports P, ,
or P, packets entering through the ports composing LAG
(222), that 1s, ports P, or P,,.

Rules 5 steers packets that enter switch (238) through
either port P,, or port P,,. Rule 6 egresses packets through
port P, to computer C, for processing by service application
A, . Rule 6 steers packets that have been processed by service
application A, and arrive in switch (238) through port P,,.
Rule 6 egresses packets to switch (240) through port P, or
port P,,. Rule 6 steers packets to switch (240) by directing
packets that ingress at port P, directly to switch (240) by
egressing the packets through P,-, or indirectly to switch
(240) by egressing the packets through port P, , . Packets that
egress though port P, are subsequently ingressed to switch
(230) through port P,, and egressed from switch (230)
through port P, , using rule 7. Packets that egress from switch
(230) through port P, , using rule 7 are subsequently ingressed
into switch (240) through port P,.. Readers will recognize
that packets directed from switch (238) to the first-layer
switches could be directed to any of the first-layer switches
and then back down to switch (240) for further processing by
service application A . This example limits the round trip to
the first layer to port P,, only for ease of explanation.

Rules 8 and 9 steer packets that ingress through ports P, -
and P, 1mto switch (240) to computer C, for processing by
service application A . Rule 8 steers packets that ingress
switch (240) through port P, to service application A, by
egressing the packets through port P;, to computer C . Rule 9
steers packets that ingress into switch (240) through port P,
to service application A by egressing the packets through
port P,, to computer C,..

Rule 10 steers packets that ingress through port P,, 1nto
switch (240). According to rule 10, packets will egress from
switch (240) either through port P, ., P, ., P,-, or P,.. Switch
(240) can selectamong P,-, P, P,-, or P, 1n any fashion that
may occur to those of skill 1n the art, randomly, always using,
the same port, by round-robin load balancing, and so on. In
this example, rule 10 has a network code of ‘AB,” indicating,
that the rule 1s only applied to packets that are traveling from
network A to network B. Determining that a packet 1s travel-
ing from network A to network B can be carried out, for
example, by retrieving the network code that 1s associated
with the port through which the packet initially ingressed into
the switching apparatus from a table such as Table 1. If the
network code that 1s associated with the ingress port ito the
switching apparatus for a packet 1s ‘AB,” the packet is travel-
ing from network A to network B.

Rules 11-16 steer packets that ingress into switches (230,
232, 234, 236) to network A. In Table 2, rules 11-16 have a
network code of ‘AB,” indicating that rules 11-16 are only
applied to steer packets that are being transierred from net-
work A to network B as described above. Rule 15 steers
packets that ingress switches (230, 232, 234, 236) through

ports P, ., P, P, and P,,. According to rule 13, a packet that
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ingresses into switch (230) through port P,, will egress to
network B through port P,, a packet that ingresses switch
(232) through port P,  will egress to network B through port
P., a packet that ingresses into switch (234) through port P, 4
will egress to network B through port P, and a packet that
igresses into switch (236) through port P,, will egress to

network B through port P,,. Rule 16 1s a duplicate of the
functionality of rule 15 and 1s included here only for com-

pleteness of explanation. Rules 11-14 also duplicate the func-
tionality of rule 15 and are also included here only for com-
pleteness of explanation.

Rules 17-25 effect link-level data communications
between networks C and D so that packets entering the
switching apparatus from network C will travel through the
switching apparatus only to network D, never to networks A
or B. This particular example of rules 17-25 steers packets
from network C to network D only through service applica-
tions A, and A, although readers will recognize rules can be
added to the rules table to govern packet steering also from
additional networks and through any number of service appli-
cations.

Rule 17 steers packets that ingress into switches (230, 232,
234, 236) through ports P;, P, P., and P,,. Rule 17 steers
packets to switch (238) by egressing packets through ports
P,;, P, P,-,,and P, ,. Rule 18 steers packets that ingress into
switch (238) through ports P,,, P,,, P,;, and P,,. Rule 18
steers packets to computer C, by egressing the packets
through port P,,. Rule 19-22, which are duplicates of rules
6-9, steer packets 1nto switch (238), switch (240), computer
C,, and back into switch (240) as described above with ret-
erence to rules 6-9.

Rule 23 steers packets that ingress into switch (240)
through port P,,. Rule 23 steers packets to switches (234,
236) through egress ports P,, or P,.. Rule 23 includes a
network code of *‘CD,” and as such, rule 23 1s only applied to
packets that are traveling from network C to network D.
Determining that a packet 1s traveling from network C to
network D can be carried out, for example, by retrieving the
network code that 1s associated with the port through which
the packet imitially ingressed into the switching apparatus
from a table such as Table 1. If the network code that is
associated with the ingress port into the switching apparatus
for a packet 1s ‘CD,’ the packet 1s traveling from network C to
network D.

Rules 24 and 25 steer packets from that ingress switches
(234, 236) through ports P, and P,,. Rules 24 and 25 steer
packets to network D through egress ports Po and P, . In Table
2, rules 24 and 25 are only applied i the network code 1s *CD,’
which indicates that packets are being transferred from net-
work C to network D as described above.

In the example of FIG. 1, because the switches within the
switching apparatus (150) are logically stacked to form a
single switch 1mage for LAG and application definitions,
rules can be written to define ports into and out of the switch-
ing apparatus, without creating rules for inter-switch routing.
In an example 1n which packets are steered first to service
application A, and then to service application A, the example
of Table 2 can be made more concise as 1llustrated 1n Table 3.

TABLE 3
Rules Table
Rule Number Switch Ingress Switch Egress Network Code
1 Py, Py P9
2 P30 P3
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TABLE 3-continued
Rules Table
Rule Number Switch Ingress Switch Egress Network Code
3 P LAG-224 AB
4 PS: PG: PS: Pll PEQ
5 P35 LAG-228 CD

In the example of Table 3, rule 1 steers packets from ingress
in the switching apparatus at ports P, or P, to egress through
port P, toward service application A, . Rule 2 steers packets
returning from service application A, that ingress into the
switching apparatus through port P, to service application
A by egressing the packet from the switching apparatus
(150) through port P,,. Rule 3 steers packets returning from
service application A that ingress 1nto the switching appara-
tus through port P,, to LAG-224. Rule 3 has a network code
of ‘AB,” so that rule 3 1s only applied to packets traveling from
network A to network B. Rule 4 steers packets that ingress
into the switching apparatus through ports P, P, P,,and P,
to service application A, through egress port P,,. Rule 5
steers packets returning from service application A, that
ingress into the switching apparatus through port P, to LAG-
228. Rule 5 has a network code of ‘CD,’ so that rule 5 1s only
applied to packets traveling from network C to network D.

The example switching apparatus of FIG. 1 operates gen-
erally by receiving, through an ingress port from a source
network, data communications packets directed to a destina-
tion network. Each packet in the example of FIG. 1 contains
a source network address that identifies the source of the
packet 1n the source network. Fach packet also optionally
contains a destination network address that identifies a desti-
nation of the packet in the destination network. The source of
the packet in the first network typically 1s one of the auto-
mated devices connected to the first network, such as, for
example, desktop computer (202) or laptop computer (204).
Similarly, the destination of the packet 1n the second network
1s one of the devices connected to the second network, such
as, Tfor example, server (206) or mobile phone (208). The
network addresses are OSI layer-3 addresses; in the Internet
Protocol, these would be IP addresses, for example. The
example switching apparatus of FIG. 1 steers each packet
among the service applications and through an egress port to
the destination network. In the example of FI1G. 1, the steering
1s carried out only in accordance with the rules (256), without
using the link-level identifier of any service application.

In the example of FIG. 1, the switching apparatus steers
none of the packets through any of the ISLs among the first-
layer switches. Administrative communications may flow
through the ISLs among the first-layer switches, including,
for example, the sharing of learned associations among
ingress ports and network codes, but none of the packets
traveling from a source network to a destination network are
ever steered across an ISL between any of the first-layer
switches. This 1s a benefit of link-level data communications
according to embodiments of the present invention because
steering packets through such ISLs 1s inetficient, always add-
ing at least one additional link to any packet’s route among
the service applications, often adding more than one link. The
switching apparatus can steer packets with no need to traverse
first-layer ISLs because of the architecture of the link (242)
between the first-layer switches (244) and the second-layer
switches (246). The fact that each first layer switch 1s coupled
for link-level data communications to each of the second
layer switches means that: there 1s a path from any network
port 1n the first layer switches to any computer port in the
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second layer switches; and there 1s a path from any computer
port in the second layer switches to any network port in the
first layer switches; and there 1s a path from any computer port
in the second layer switches through any first layer switch to
any other computer port 1n the second layer switch. Further
that these paths are available for packet steering without the
need to cross any ISL between first layer switches.

Consider, as an example of link-level data communications
according to embodiments of the present invention, a packet
sent from network A to network B, explained with reference
to the rules of Table 2. In this example, one of the data
communications devices (202, 204) connected to network A
1s the source of the packet, and one of the devices (206, 208)
connected to network B 1s the destination of the packet. The
packet can be sent over network connections (218) that form
LAG (222). A packet sent over network connections (218)
that form LAG (222) will ingress to switch (230) through port
P, or into switch (232) through port P,,. IT the packet ingresses
into switch (230) through port P, the packet will egress from
switch (230) through port P, , according to rule 1 1n Table 2.
[t the packet ingresses 1nto switch (232) through port P, the
packet will egress from switch (232) through port P, . accord-
ing to rule 1 1n Table 2. In both cases, the packet will ingress
into switch (238).

The packet in the example above will ingress into switch
(238) either through port P,, or P,,. In either case, the packet
will egress from switch (238) through port P, as dictated by
rules S or 18. Readers will recognize that rule 18 effectively
includes the packet steering provided by rule 3, so that as a
practical matter, rule 5 1s not actually required. Rule 5 1s
nevertheless included here for ease of explanation. A similar
comment would apply to rules 6 and 19,7 and 20, 8 and 21, as
well as 9 and 22, each of which 1s a literal duplicate of the
other.

The packet egressing switch (238) through port P, enters
computer C, through port P, where service application A,
processes the packet. The packet then egresses from computer
C, through port P,, and ingresses back into switch (238)
t_’lrough port P;,. The packet egresses from switch (238)
through ports P,, or P,, 1n accordance with rule 6. It the
packet egresses from switch (238) through port P,-, the
packet will ingress 1into switch (240) through port P,,. If the
packet egresses from switch (238) through port P,,, the
packet will ingress 1nto switch (230) through port P, 5. Sucha
packet will subsequently egress from switch (230) through
port P,, according to rule 7 and ingress nto switch (240)
through port P,..

In this example, if the packet mngresses into switch (240)
through port P, ., the packet will egress from switch (240)
through port P;, 1n accordance with rule 8. If the packet
ingresses ito switch (240) through port P,,, the packet will
egress from switch (240) through port P, , 1n accordance with
rule 9. In erther case, service application A will subsequently
process the packet, the packet will egress from computer C_
through port P, ., and the packet will ingress into switch (24 0)
through port P,,. Once the packet has ingressed into switch
(240) through port P,,, the packet has ingressed through a
port that could concervably trigger rule 10 or rule 23. Rules 10
and 23, however, include a network code that 1dentifies two
networks between which packets may travel through the
switching apparatus and a direction of travel between the two
networks. In this example, rule 10 has a network code of ‘AB,’
which means that the rule 1s associated with network traffic
that 1s traveling from network A to network B. Rule 23 has a
network code of ‘CD,” which means that the rule 1s associated
with network traffic that is traveling from network C to net-
work D. Determinming which rule to apply can be carried out,
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for example, by retrieving the network code that 1s associated
with the port through which the packet initially ingressed into
the switching apparatus from a table such as Table 1. If the
network code that 1s associated with the ingress port ito the
switching apparatus for a packet 1s ‘AB,” the packet is travel-
ing from network A to network B. If the network code that 1s
associated with the ingress port into the switching apparatus
for a packet1s ‘CD, the packet 1s traveling from network C to
network D. In this example, the packets are ingresssing into
the switching apparatus through port P,, which 1s associated
with network code ‘AB’ and indicates that the packets are
traveling from network A to network B. The switching appa-
ratus will therefore 1dentity rule 10 as the appropriate rule to
apply. According to rule 10, the packet will egress from
switch (240) through either of ports P,., P,., P,-, or P,..
Switch (240) can select among P, ., P,., P,,, or P, 1n any
fashion that may occur to those of skill 1n the art, randomly,
always using the same port, by round-robin load balancing,
and so on.

In this example, a packet that egresses from switch (240)
through port P, . will ingress switch (230) through port P, ,. A
packet that egresses from switch (240) through port P, will
ingress switch (232) through port P, .. A packet that egresses
from switch (240) through port P, will ingress switch (234)
through port P,5. A packet that egresses from switch (240)
through port P, will ingress switch (236) through port P, . In
cach case, the packet will egress from 1its respective switch to
network B according to rule 15. Rule 16 would also work, but
rule 16 1s a duplicate of the functionality of rule 15 included
here only for completeness of explanation. Rules 11-14
would work here also, but they also are explanatory dupli-
cates of the functionality of rule 15. According to rule 15, a
packet that ingresses 1into switch (230) through port P, , will
egress to network B through port P, a packet that ingresses
switch (232) through port P, will egress to network B
through port P, a packet that imngresses into switch (234)
through port P, s will egress to network B through port P, and
a packet that ingresses into switch (236) through port P, , will
egress to network B through port P, .

The example above 1llustrates that although a packet sent
from a particular source network can take a variety of paths,
the rules are configured so that the packet always arrives at the
destination network. Steering packets 1n such a way requires
using neither the source network address of the packet, the
destination network address of the packet, nor the link-level
identifier of any service application. Some rules steer only by
a switch 1mgress port and a switch egress, either a port or a
LAG. For such rules, inclusion of a network code 1s optional.
Some rules require a network code for proper operation. For
rules that are ambiguous according to switch ingress, that 1s,
ingress 1s through the same port on two or more rules which
specily different egresses, such rules operate according to a
network code that disambiguate such rules and such rules are
selected on the basis of both the ingress port and the network
code. Because the packets are not altered, the packets them-
selves do not specily their network code, and the network
code may be 1dentified for each packet through a lookup of a
stored association of the packet’s source link-level 1dentifier
and 1ts network code.

Link-level data communications according to embodi-
ments of the present mvention 1s carried out on a switching,
apparatus composed ol link-level data communications
switches. For further explanation, therefore, FIG. 2 sets forth
a functional block diagram of automated computing machin-
ery, a link-level data commumnications switch (230) adapted
for link-level data communications according to embodi-
ments of the present mvention.
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The switch (230) of FIG. 2 includes at least one data
communications processor (136) as well as random access
memory (132) (‘RAM’) which 1s connected through a high
speed memory bus (166) and bus adapter (158) to processor
(156) and to other components of the switch (230). The data
communications processor (156) 1s also operatively coupled
through an expansion bus (160) to a number of data commu-
nications ports (P, P,, P;, P,5, P,.). The data communica-
tions processor can be implemented as any of a variety of
computer microprocessors or microcontrollers including, for
example, a Motorola 68000™, an IBM POWER™ architec-
ture processor, an Intel Pentium™, and so on. The processor
(156) 1in this example 1s coupled to the ports through an
expansion bus (160) and several communications adapters
(180, 182, 184, 186, 188). The communications adapters
implement data communications through the ports with other
switches, routers, networks (A, B, C), computers, and service
applications (254) running on other computers (C,, C, ). Such
communications are so often networked that a communica-
tions adapter 1s often referred to as a ‘network interface card’
or ‘NIC.” Communications adapters implement the hardware
level of data communications through which one computer,
router, or switch sends data communications to another com-
puter, router, or switch, directly or through a data communi-
cations network. Examples of communications adapters use-
ful for link-level data communications according to
embodiments of the present mnvention include modems for
wired dial-up communications, Ethernet (IEEE 802.3) adapt-
ers for wired data communications network communications,
and 802.11 adapters for wireless data communications net-
work communications.

In the example of FI1G. 2, ports P, P,, and P, are connected
through wireline connections to data communications net-
works A, B, and C. Ports P, , and P, , are connected to service
applications (A, ... A ) executing on computers (C, ... C ).
In this example, each port (P, P,, P;, P, 5, P,,) 1s capable of
functioning as an ingress port or an egress port for data
communications among the networks and the switches. That
1s, data traflic through the switch (230) 1s generally bidirec-
tional.

In the example of FIG. 2, the switch also includes data
storage (172) operatively coupled to the processor (156). The
data storage (172) can be implemented 1n a number of forms
as will occur to those of skill in the art, including, for example,
a microdrive or electrically erasable programmable read-only
memory (‘EEPROM or ‘flash’). The data storage has stored
within 1t rules (256) governing the steering of data commu-
nications among the ports of the switch. Whether a port 1s an
ingress port or an egress port 1s determined by the port’s usage
for a gtven packet. If a packet enters the switch through a port,
that port 1s taken as the packet’s ingress port for purposes of
current rule execution. I a packet 1s to exit the switch through
a port, that port 1s taken as the packet’s egress port for pur-
poses of current rule execution. The rules can associate
ingress ports and egress ports in a variety of ways as will
occur to those of skill in the art, including, for example, a
sequence of C-style structs, a linked list, an array with at least
two dimensions, and so on. The data storage 1s preferably
non-volatile and can be configured with the rules by a system
administrator or a manufacturer. One form of data storage for
the rules, possibly somewhat preferred because of its
response speed, 1s a content addressable memory or ‘CAM,’
in which the ingress ports and egress port are associated by
treating an ingress port number as an address and treating a
corresponding egress port number as memory content to be
looked up on the basis of an ingress port number. A lookup of
arule in the CAM then is carried out by placing an ingress port
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number, optionally along with additional information as
needed, on an mput of the CAM and reading an egress port
number from the output of the CAM.

The example switch (230) of FIG. 2 also includes a packet
steering module (130), a module of automated computing
machinery configured to carry out link-level data communi-
cations according to embodiments of the present invention.
The packet steering module (130) may be implemented as, for
example, a control program stored in random access memory
(‘RAM’) (132) or stored in a programmable read only
memory (‘PROM”) (‘131”). Or the packet steering module
(130) may be implemented as a complex programmable logic
device (‘CPLD’) (133), a field programmable gate array
(‘134°), or as an application specific integrated circuit
(‘ASIC’) (135).

The switch (230) 1n this example steers packets under
control of the packet steering module (130) according to
embodiments of the present mvention by receiving in the
switch through an ingress port from the first network data
communications packets (136) directed to the second net-
work. Each such packet contains a source network address
(272) that 1dentifies the source of the packet in the first net-
work and optionally a destination network address (274 ) that
identifies the destination of the packet 1in the second network.
In the example of FIG. 2, steering packets 1s carried out only
in accordance with the rules, without using the link-level
identifier of any service application.

The switch in the example of FIG. 2 recetves, in the switch
through an ingress port (P, P, or P,) from a source network,
data communications packets (136) directed to a destination
network. Each packet contains a source network address
(272) that identifies the source of the packet 1n the source
network, and each packet optionally also contains a destina-
tion network address (274) that identifies a destination of the
packet in the destination network. The switch 1n FIG. 2 also
steers each packet among the service applications (234) and
through an egress port to the destination network, with the
steering carried out only 1n accordance with the rules, without
using the link-level identifier (252) of any service application
(254).

For further explanation, FIG. 3 sets forth a flow chart
illustrating an example method of link-level data communi-
cations according to embodiments of the present ivention.
The method of FIG. 3 1s carried out 1mn a link-level data
communications switching apparatus (150) like the switching
apparatus described above with reference to FIG. 1, and the
method of FIG. 3 1s discussed here with reference both to FIG.
3 and also to FIG. 1. The link-level data communications
switching apparatus (150) includes a first layer (244) and
second layer (246) of modular link-level data communica-
tions switches. In the example of FIG. 3, the first layer
switches (244) are coupled for data communications to data
communications networks (A, B, C, D), and the first layer
switches are also coupled to one another for link-level data
communications by inter-switch links (100). Each first layer
switch (230,232, 234, 236) 1s also coupled for link-level data
communications to each of the second layer switches (246),
and each second layer switch (238, 240) 1s coupled for link-
level data communications to at least one of the modular
computer systems (104) so that each second layer switch
provides data communications connections to the switching,
apparatus only for service applications (254) 1n the modular
computer system to which a second layer switch 1s coupled.
In the example of FIG. 3, all the switches stacked by a stack-
ing protocol share administrative configuration information
among the switches through the inter-switch links (100) and
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all the switches in the switching apparatus are presented to the
networks and to the modular computer systems as a single
logical switch.

In the example of FIG. 3, the switching apparatus also
includes a plurality of data communications ports. At least
two of the ports couple the switching apparatus to at least two
data commumnications networks. The switching apparatus
(150) also includes at least two additional ports (P, P5, P35 )
connected to service applications (254) that carry out trans-
parent, bump-in-the-wire data processing of data communi-
cations packets (270) traveling among the networks. Some
ports function as an ingress port (P, P,,) only, some ports
function as an egress port (P_, P;,) only, and some ports
function as both an ingress port and an egress port (P,,) for
data communications among the networks and the service
applications. Each service application in FIG. 3 1s associated

with a unique, link-level identifier (252) such as a MAC
address, a WWID or a WWN.

In the example of FIG. 3, the switching apparatus includes
rules (256) which govern the steering of data communications
among service applications (254) and networks connected to
the switching apparatus (150). Each rule (256) in FIG. 3
includes an association of an ingress port and a switch egress.
The rules (256) can optionally 1include at least one rule that
turther includes at least one network code that identifies two
networks between which packets may travel through the
switching apparatus and a direction of travel between the two
networks. Such rules may be implemented, for example, as
records in a rules table as shown above with reference to Table
2, although readers will recognize that the table data structure
1s not a limitation of the present invention. In fact, packet
steering rules according to embodiments of the present inven-
tion can be mmplemented 1n a variety of data structures,
including, for example, linked lists, multi-dimensional
arrays, C-style structs, and so on.

The example of FIG. 3 includes recerving (302), in the
switching apparatus (150) through an ingress port (P,) from a
source network, data communications packets (270) directed
to a destination network. Each packet (270) contains a source
network address (272) that identifies the source of the packet
in the source network. Each packet optionally also contains a
destination network address (274) that identifies a destination
ol the packet 1n the destination network. The example of FIG.
3 also includes steering (304) by the switching apparatus
(150) each packet (270) among the service applications (254)
and through an egress port (P_) to the destination network. In
the method of FIG. 3, the steering 1s carried out only in
accordance with the rules (256), without using the link-level
identifier (252) of any service application (254). In the
example of FIG. 3, the switching apparatus (150) steers none
of the packets through any ISLs (100) among {irst-layer
switches (244).

In the example of FIG. 3, the switching apparatus (150) 1s
configured, for at least some of the service applications, with
two ports (P5,, P5,) coupled to each such service application.
One port (P, ) 1s for egress of packets (270) from the switch-
ing apparatus (150) to such service applications and another
port (P5,) 1s for ingress of packets from the service applica-
tions. In this example, steering (304) each packet (270)
among the service applications includes steering (308) each
packet from the switching apparatus (150) to such a service
application through a separate egress port (P;,), each such
service application carrying out 1ts data processing related to
cach packet and then returning each packet to the switching
apparatus through a separate ingress port (P, ).

In the example of FIG. 3, the switching apparatus (150) 1s
also configured, for at least some of the service applications,
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with only one port (P,,) coupled to a service application. In
such an example, steering (304) each packet (270) among the
service applications includes steering (306) each packet from
the switching apparatus to a service application through the
one port (P,,) coupling such a service application (254) to the
switching apparatus, each such service application carrying
out 1ts data processing related to each packet and then return-
ing e¢ach packet to the switching apparatus through the one
port (P,).

For further explanation, FIG. 4 sets forth a flow chart
illustrating a further example method of link-level data com-
munications according to embodiments of the present inven-
tion. The method of FIG. 4, like the method of FIG. 3, 1s
carried out 1 a link-level data communications switching
apparatus (150) similar to the switching apparatus of FIG. 1,
and the method of FI1G. 4 1s discussed here with reference both
to FIG. 4 and also to FIG. 1. The switching apparatus includes
a first layer (244) and a second layer (246) of link-level data
communications switches. The first layer switches (244) are
coupled for data communications to data communications
networks (A, B, C, D), and the first layer switches are also
coupled to one another for link-level data communications by
inter-switch links (100). Each first layer switch (230, 232,
234, 236) 1s also coupled for link-level data communications
to each of the second layer switches (246), and each second
layer switch (238, 240) 1s coupled for link-level data commu-
nications to at least one of the modular computer systems
(104) so that each second layer switch provides data commu-
nications connections to the switching apparatus (150) only
for service applications in the modular computer system to
which a second layer switch 1s coupled. In the example of
FIG. 4, all the switches stacked by a stacking protocol share
administrative configuration information among the switches
through the inter-switch links (100) and all the switches 1n the
switching apparatus are presented to the networks and to the
modular computer systems as a single logical switch.

In the example of FIG. 4, the switching apparatus (150)
includes a plurality of data communications ports (P,, P_, P4,
P.,, P3,). At least two of the ports couple the switching
apparatus to at least two data communications networks. The
switching apparatus (150) also includes at least two addi-
tional ports (P,,, P;,, P;,) connected to service applications
(254) that carry out transparent, bump-in-the-wire data pro-
cessing of data communications packets (270) traveling
among the networks. Some ports function as an 1ngress port
(P, P;,) only, some ports function as an egress port (P_, P;,)
only, and some ports function as both an 1ingress port and an
egress port (P5,) for data communications among the net-
works and the service applications. Each service application
in FIG. 4 1s associated with a umique, link-level 1dentifier
(252) such as a MAC address, a WWID, ora WWN.

Like the example of F1G. 3, the example of FIG. 4 includes
receiving (302) data communications packets (270) directed
to a destination network and steering (304) by the switching,
apparatus each packet among the service applications and
through an egress port to the destination network. Like the
example of FIG. 3, 1n the example of FIG. 4 the steering (304)
1s carried out only 1n accordance with the rules, without using
the link-level identifier of any service application. In the
example of FI1G. 4, the switching apparatus (150) steers none
of the packets through any ISLs (100) among first-layer
switches (244).

Inthe method of FIG. 4, however, each packet also includes
a link-level source 1dentifier (310) that identifies a link-level
source for each packet in the source network. In the method of
FIG. 4, receiving (302) data commumnications packets also
includes recording (316) for each packet (270) the packet’s
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link-level source i1dentifier (310) and a network code (314)
that specifies for each packet a direction of travel between two
networks. Readers will recognize that recording such asso-
ciations between link-level source identifiers and network
codes 1s a method of learning those associations. Recording
cach packet’s link-level source 1dentifier (310) and a network
code (314) can be carried out, for example, by recording each

such value 1n a table such as Table 4.

TABL.

L1l

4

Orientation Records

Source Link-I.evel

Identifier Network Code
123 AB
234 AB
345 AB
456 BA
567 BA

Each record 1n Table 4 associates a source link-level 1den-
tifier for a packet that has been recerved by the switching
apparatus with a network code. The association with the
network code effectively orients each packet with respect to
the packet’s direction of travel between two networks. The
packet having source link-level identifier ‘123’ 1n the example
of Table 4 1s traveling from network A toward network B. The
packet having source link-level identifier ‘456’ 1n the example
of Table 4 1s traveling from network B toward network A. And
so on. Readers will understand that the source link-level
identifier in Table 4 can be embodied in many forms accord-
ing to embodiments of the present application, including, for
example, as a MAC address, a WWID, or WWN.

It1s a traditional, well-known feature of link-level switches
to ‘learn” associations of source link-level identifiers and port
numbers. This 1s a well-known feature of link-level switches
that reduces the need for burdensome ARP tloods or broad-
casts to determine which port should be used to egress a
packet having a particular source MAC address, for example.
Given this traditional feature of link-level switches, 1t 1s pos-
sible, within the scope of the present invention, to build ori-
entation records according to embodiments of the present
invention using the traditional silicon, if the silicon happens
to have an unused field in its learning cache 1n which the
network code can be recorded along with a source MAC
address and a pertinent port number. Encoding the network
codes indicating the four directions of travel represented by
AB, BA, CD, and DC, for example, can be accomplished i1
only two bits of unused storage are available 1n each learning
cache record. This feature 1s mentioned 1in some detail here,
not because 1t 1s a limitation of the present invention, which 1t
1s not, but because it may be a somewhat preferred embodi-
ment, allowing a switch to be improved to perform link-level
data communications according to embodiments of the
present invention with little or no modification of the switch’s
underlying hardware.

In the example of FI1G. 4, steering (304 ) each packet among,
the service applications also includes, upon receiving a
packet through an 1ingress port from a source network, select-
ing, 1n dependence upon the mgress port through which the
packet was recerved, a rule that governs steering the packet to
a switch egress. Selecting, 1n dependence upon the ingress
port through which the packet was recerved, a rule that gov-
erns steering the packet to a switch egress can be carried out,
for example, by using the ingress port number to select a rule
from a rules table as described above with reference to Table

2.
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In the example of FIG. 4, the switching apparatus (150)
also includes orientation records (312) that associate, for each
packet (270) recerved from a source network, the packet’s
link-level source i1dentifier (310) and a network code. In the
example ol FIG. 4, the network code specifies for each packet
a direction of travel between two networks. Orientation
records can be embodied, for example, in a table such as Table
4 described above. Orientation records may also be embod-
ied, for example, 1n an array, linked list, as entries 1n a data-
base, and so on.

In the example of F1G. 4, steering (304) each packet among,
the service applications includes, for each packet received
through an ingress port from a service application (318)
identifying (320), from the orientation records (312) in
dependence upon the packet’s link-level source identifier
(310), the packet’s network code. Identitying the packet’s
network code can be carried out, for example, by performing
a lookup 1n a table that includes orientation records using the
packet’s link-level source identifier (310).

In the example ol F1G. 4, steering (304) each packet among
the service applications includes, for each packet received
through an ingress port from a service application (318),
selecting (322), in dependence upon the packet’s network
code and the ingress port through which the packet was
received from the service application, a rule that governs
steering the packet to a next switch egress. Selecting (322), 1n
dependence upon the packet’s network code and the ingress
port through which the packet was recerved from the service
application, a rule that governs steering the packet to a next
switch egress can be carried out, for example, by searching a
table such as Table 2 above for records that include a network
code and switch 1ngress that matches the packet’s network
code and the ingress port through which the packet was
received.

For further explanation, FIG. 5 sets forth a flow chart
illustrating a further example method of link-level data com-
munications according to embodiments of the present inven-
tion. The method of FIG. 5, like the method of FIG. 3, 1s
carried out 1n a link-level data communications switching
apparatus (150) like the switching apparatus depicted 1n FIG.
1. and the method of FIG. 5 1s discussed here with reference
both to FIG. § and also to FIG. 1. The switching apparatus
(150) includes a first layer (244) and a second layer (246) of
link-level data communications switches like the switching
apparatus (150) described above with reference to FIG. 1. The
first layer switches (244) are coupled for data communica-
tions to data communications networks (A, B, C, D), and the
first layer switches are also coupled to one another for link-
level data communications by inter-switch links (100). Each
first layer switch (230, 232, 234, 236) 1s also coupled for
link-level data communications to each of the second layer
switches (246), and each second layer switch (238, 240) 1s
coupled for link-level data communications to at least one of
the modular computer systems (104) so that each second
layer switch provides data communications connections to
the switching apparatus only for service applications 1n the
modular computer system to which a second layer switch 1s
coupled. In the example of FIG. 5, all the switches stacked by
a stacking protocol share administrative configuration infor-
mation among the switches through the inter-switch links
(100) and all the switches 1n the switching apparatus are
presented to the networks and to the modular computer sys-
tems as a single logical switch.

In the example of FIG. 5, the switching apparatus (150)
includes a plurality of data communications ports (P,, P_, P,.
P.-, Pis, Pao, Py, Poy). At least two of the ports couple the
switching apparatus to at least two data communications net-
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works. The switching apparatus (150) also includes at least
two additional ports (P, Py+, P1g, P1o, Py, Py ) connected to
service applications that carry out transparent, bump-in-the-
wire data processing of data communications packets (270)
traveling among the networks. In the example of FI1G. 5, some
ports function as an ingress port (P, P, ) only, some ports
function as an egress port (P,q, P,,) only, and some ports
function as both an 1ngress port or an egress port (P, Py~ ) for
data communications among the networks and the service
applications. Each service application in FIG. 5 1s associated

with a unique, link-level 1dentifier such as a MAC address, a
WWID or a WWN.

Like the example of FIG. 3, the example of FIG. 5 includes
receiving (302) data communications packets (270) directed
to a destination network and steering (304) by the switching
apparatus each packet among the service applications and
through an egress port to the destination network. Like the
example of FI1G. 3, 1in the example of FI1G. 5 the steering (304)
1s carried out only in accordance with the rules, without using
the link-level identifier of any service application. Also like
the example of FIG. 3, in the example of FIG. §, the switching

apparatus (150) steers none of the packets through any ISLs
(100) among first-layer switches (244).

In the method of FIG. 5, however, the rules (256) include
additional packet attributes (324 ) which define a plurality of
paths (328, 330) through the service applications for a direc-
tion of travel between networks. The switching apparatus
(150) can utilize the additional packet attributes to provide
different processing for packets that would otherwise be pro-
cessed 1dentically—packets that ingress into the switching
apparatus and egress from the switching apparatus through
the same ports. Additional packet attributes can include, for
example, a priority attribute, an attribute that identifies the
type of service application that generated the packet, and
many other attributes that will occur to those of skill 1n the art.
Rules 1-16 in Table 2 define a single path through service
applications A, and A for packets traveling from network A
to network B. Rules 17-25 1n Table 2 define a single path
through service applications A, and A for packets traveling
from network C to network D. The additional packet
attributes make possible a plurality of paths through service
applications for a particular direction of travel between two
networks by providing additional coding information for
packet steering.

In the method of FIG. 5, steering (304) each packet (270)
among the service applications includes steering (326) each
packet along one of the plurality of paths (328, 330) through
the service applications defined by the additional packet
attributes (324). In the example of FIG. 5, the additional
packet attributes (324) are included as part of each packet
(270). Additional packet attributes can be included 1n each
packet, for example, by mnserting VL AN tags into the packets
in accordance with the IEEE 802.1Q specification. The
switching apparatus (150) uses the additional packet
attributes (324) that are contained 1n the packet (270), along
with the rules that include additional packet attributes, to steer
the packets along one of the plurality of paths (328, 330).

Consider, for example, a case in which lower priority pack-
ets should be processed through path (330) in FIG. § and
higher priority packets should be processed through path
(328). In such an example, the rules (256) would include an
additional packet attribute of ‘priority,” and the rules would be
configured so that packets with a lower priority would ingress
and egress through the ports 1n such a way that the packets
would be processed by service applications A, and A, so that
the packets would follow path (330). In this example, the rules
(256) would also be configured so that packets with a higher
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priority would ingress and egress through the ports 1n such a
way that the packets would be processed by service applica-
tions A, and A, so that the packets would follow path (328).
In this example, VL AN tags could be inserted into the packets
using the Priority Code Point (‘PCP’) field inthe VL AN tag to
specily the priority of the packet. The switching apparatus
(150) could extract the value 1n the PCP field and 1dentity the
approprate rule to apply in dependence upon not only the
ingress port and network code as described above, but also 1n
dependence upon the additional packet attribute of priority.

As mentioned, the additional packet attributes make pos-
sible a plurality of paths through service applications for a
particular direction of travel between two networks by pro-
viding additional coding information for packet steering. The
use ol additional packet attributes 1s further 1llustrated with
reference to Table 5 below.

TABLE 5
Rules Table
Additional
Rule Packet Network
Number Switch Ingress Switch Egress Attribute  Code
1 PE: P5: P?: PID Pl4: Plﬁ: PIS: PED 80 BA
2 Pos,Pog, Pog, Pog Py 380 BA
3 Py P g &0 BA
4 P P.s, Pog 80 BA
5 P4, P P, P, &0 BA
6 P, P5, P+, Py P35, Pi5. Py7, Pl 110 BA
7 P5(, P55, P53, Poy  Pas 110 BA
8 P, P 110 BA
9 Piq P55, Pos 110 BA
10 Ps:, Py5 P, P, 110 BA

The rules of Table 5 steer packets through the switching
apparatus (1350) with switches (238, 240) modified as shown
in FIG. 5 and all other apparatus configured as shown in FIG.
1. In the example of Table 5, additional packet information 1s
encoded as the type of data communications application that
generated the packet at 1ts source. In particular, the additional
packet attribute value 80 1n rules 1-5 1s the well known port
number for HI'TP packets generated by a browser or a web
server, and the additional packet attribute value o 110 1n rules
6-10 1s the well known port number for Post Office Protocol
3 packets generated from an email client or an email server.
The well known port numbers 80 and 110 are numerical
identifiers for the data structures at the endpoints for commu-
nications between a data communications source and a des-
tination, not to be confused with the data communications
hardware ports discussed throughout this specification. The
rules of Table 5, by use of the well known port numbers for
HTTP and POP communications, define two paths through
the service applications A, A,, A,, and A, for packet travel
from network B to network A, one path for World Wide Web
packets defined by rule 1-5 and a second path for email
packets defined by rules 6-10. In this way, two different sets of
service applications can be configured to provide different
kinds of service processing for these two different kinds of
packets, despite the fact that both kinds of packet are traveling
between the same two networks 1n the same direction through
the switching apparatus.

In the example of Table 5, and 1n other examples described
above 1n this specification, a rule includes a network code that
identifies two networks between which packets may travel
and a direction of travel between the two networks. The
inclusion of a network code 1n a rule 1s used 1n this specifi-
cation for explanation of a class of embodiments that may be
somewhat preferred because of their flexibility, but the net-
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work code 1s not required in all embodiments to carry out
link-level data communications according to the present
application. Link-level data communications can be carried
out without the use of a network code, for example, by:
implementing fixed steering from an 1nput port to output
port 1n all switches 1n the switching structure by rules
that implemented a fixed relationships among all ingress
ports and all switch egresses 1n the switching apparatus,
including in the rules, 1n association with the ingress ports

and switch egresses, a link-level i1dentifier such as a
MAC address, so that the rules effectively subset at the
link level for particular sources of data communications,
or

including in the rules, 1n association with the ingress ports

and switch egresses, a source network address such as an
IP address, effectively subsetting the rules at the network
level for particular sources of data communications.

Exemplary embodiments of the present invention are
described largely 1n the context of a fully functional computer
system for steering data communications packets for trans-
parent, bump-in-the-wire processing among service applica-
tions. Readers of skill 1n the art will recognize, however, that
the present invention also may be embodied in a computer
program product disposed on recordable media for machine-
readable information, including magnetic media, optical
media, or other suitable media. Examples of recordable
media include magnetic disks in hard drives or diskettes,
compact disks for optical drives, magnetic tape, and others as
will occur to those of skill 1in the art. Persons skilled 1n the art
will immediately recognize that any computer system having
suitable programming means will be capable of executing the
steps of the method of the invention as embodied 1n a program
product. Persons skilled i the art will recognize immediately
that, although some of the exemplary embodiments described
in this specification are oriented to software installed and
executing on computer hardware, nevertheless, alternative
embodiments implemented as firmware or as hardware are
well within the scope of the present invention.

It will be understood from the foregoing description that
modifications and changes may be made 1n various embodi-
ments of the present invention without departing from 1ts true
spirit. The descriptions 1n this specification are for purposes
of illustration only and are not to be construed 1n a limiting
sense. The scope of the present invention 1s limited only by
the language of the following claims.

What 1s claimed 1s:

1. A method of link-level data communications, the method
carried out 1n a link-level data communications switching
apparatus, the switching apparatus comprising modular link-
level data communications switches disposed within a modu-
lar computer cabinet, the modular computer cabinet also hav-
ing disposed within 1t a plurality of modular computer
systems;

the switching apparatus configured as two layers of link-

level data communications switches, a first layer and a
second layer, the first layer switches coupled for data
communications to data communications networks, the
first layer switches also coupled to one another for link-
level data communications by inter-switch links, each of
the first layer switches also coupled for link-level data
communications to each of the second layer switches,
cach of the second layer switches coupled for link-level
data communications to at least one of the modular
computer systems so that each of the second layer
switches provides data communications connections to
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which the data communications packet was received
from the service application, a rule that governs steer-
ing the data communications packet to a next switch
egress.

2. The method of claim 1 wherein at least some of the first
layer switches are incorporated in one or more link aggrega-
tion groups for data communications with the networks, each
link aggregation group presenting to at least one physical link
of the networks as a single logical link.

3. The method of claim 1 wherein:

the switching apparatus 1s configured, for at least some of

the service applications, with two ports coupled to each
such service application, one port for egress of data
communications packets from the switching apparatus
to such service applications and another port for ingress
of data communications packets from such service
applications; and

the step of steering each of the data communications pack-

cts among the service applications further comprises

the switching apparatus only for service applications 1n
the modular computer system to which a second layer
switch 1s coupled;

all the first layer switches and second layer switches
stacked by a stacking protocol that shares administrative 5
confliguration information among the first layer switches
and second layer switches through the inter-switch links
and presents all the first layer switches and second layer
switches 1n the switching apparatus to the networks and
to the modular computer systems as a single logical 10
switch;

the switching apparatus further comprises a plurality of
data communications ports, at least two of the ports
coupling the switching apparatus to at least two data
communications networks, at least two additional ports 15
connected to service applications on at least two of the
modular computer systems that carry out transparent,
bump-in-the-wire data processing of data communica-
tions packets traveling among the networks, each of the
service applications associated with a unique, link-level 20

identifier:;

the switching apparatus further comprises rules governing

steering ol data communications among the service
applications and networks connected to the switching

steering each of the data communications packets from
the switching apparatus to such a service application
through a separate egress port, each such service appli-
cation carrying out 1ts data processing related to each of

apparatus, each rule comprising an association of an 25 the data communications packets and then returming
ingress port and a switch egress, wherein the rules each of the data communications packets to the switch-
include at least one rule that further includes at least one ing apparatus through a separate ingress port.
network code that identifies two networks between 4. The method of claim 1 wherein:
which data communications packets may travel through the switching apparatus 1s configured, for at least some of
the switching apparatus and a direction of travel between 30 the service applications, with only one port coupled to
the two networks; cach such service application; and

the switching apparatus further comprises orientation the step of steering each of the data communications pack-
records that associate, for each of the data communica- cts among the service applications further comprises
tions packets recerved from a source network, a link- steering each of the data communications packets from
level source identifier of the data communications pack- 35 the switching apparatus to the service application

ets and a network code speciiying for each of the data
communications packets a direction of travel between
two networks:

through the one port coupling the service application to
the switching apparatus, each such service application
carrying out its data processing related to each of the

data communications packets and then returming each of
the data communications packets to the switching appa-
ratus through the one port.

5. The method of claim 1 wherein the step of steering each
communications packets containing a source network of the data communications packets among the applications
address that identifies a source of the data communica- further comprises, upon recerving a data communications
tion packet 1n the source network, each of the data com- 45 packet through an ingress port from a source network, select-
munications packets optionally also containing a desti- ing, 1n dependence upon the mgress port through which the
nation network address that 1dentifies a destination of packet was recerved, a rule that governs steering the packet to
the data communications packet in the destination net- the switch egress.
work, wherein each of the data communications packets 6. The method of claim 1 wherein:
further comprises a link-level source 1identifier thatiden- 50 the rules, in addition to the ingress port and the switch
tifies a link-level source for each of the data communi- egress, also include additional data communications
cations packets 1n the source network; and packet attributes, the additional data communications

steering by the switching apparatus each of the data com- packet attributes defining a plurality of paths among the

the method comprising:

receiving, in the switching apparatus through an ingress 40
port from a source network, data communications pack-
ets directed to a destination network, each of the data

munications packets among the applications and
through an egress port to the destination network, such
steering carried out only 1n accordance with the rules,
without using the link-level i1dentifier of any service
application, steering none of the data communications
packets through any of the inter-switch links among the

55

service applications; and

the step of steering each of the data communications pack-

cts among the service applications further comprises
steering each of the data communications packets along,
one of the plurality of paths among the service applica-
tions defined by the additional packet attributes.

7. Apparatus for link-level data communications, the appa-
ratus comprising:
a link-level data communications switching apparatus, the

first layer switches, including: 60
identifying, from the orientation records in dependence
upon the data communications packet’s link-level

source 1dentifier, the data communications packet’s
network code for the direction of travel between net-

works; and
selecting, 1n dependence upon the data communications
packet’s network code and the ingress port through

65

switching apparatus comprising modular link-level data
communications switches disposed within a modular
computer cabinet, the modular computer cabinet also
having disposed within 1t a plurality of modular com-
puter systems;
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the switching apparatus configured as two layers of link-

level data communications switches, a first layer and a
second layer, the first layer switches coupled for data
communications to data communications networks, the
first layer switches also coupled to one another for link-
level data communications by inter-switch links, each of
the first layer switches also coupled for link-level data
communications to each of the second layer switches,
cach of the second layer switches coupled for link-level
data communications to at least one of the modular
computer systems so that each of the second layer
switches provides data communications connections to
the switching apparatus only for service applications 1n

the modular computer system to which a second layer
switch 1s coupled;

all the first layer switches and second layer switches

stacked by a stacking protocol that shares administrative
configuration information among the first layer switches
and second layer switches through the inter-switch links
and presents all the first layer switches and second layer
switches 1n the switching apparatus to the networks and
to the modular computer systems as a single logical
switch;

the switching apparatus further comprises a plurality of

data communications ports, at least two of the ports
coupling the switching apparatus to at least two data
communications networks, at least two additional ports
connected to service applications on at least two of the
modular computer systems that carry out transparent,
bump-in-the-wire data processing of data communica-
tions packets traveling among the networks, each of the
service applications associated with a unique, link-level
identifier:;

the switching apparatus further comprises rules governing

steering ol data communications among the service
applications and networks connected to the switching
apparatus, each rule comprising an association of an
ingress port and a switch egress, wherein the rules
include at least one rule that further includes at least one
network code that identifies two networks between
which data communications packets may travel through
the switching apparatus and a direction of travel between
the two networks:

the switching apparatus further comprises orientation

records that associate, for each of the data communica-
tions packets recerved from a source network, a link-
level source 1dentifier of the data communications pack-
ets and a network code speciiying for each of the data
communications packets a direction of travel between
two networks:

the apparatus configured to carry out the steps of:
receiving, 1n the switching apparatus through an ingress

port from a source network, data communications pack-
ets directed to a destination network, each of the data
communications packets containing a source network
address that 1dentifies a source of the data communica-
tion packet 1n the source network, each of the data com-
munications packets optionally also containing a desti-
nation network address that 1dentifies a destination of
the data communications packet in the destination net-
work, wherein each of the data communications packets
further comprises a link-level source 1dentifier that 1den-
tifies a link-level source for each of the data communi-
cations packets 1n the source network; and

steering by the switching apparatus each of the data com-
munications packets among the applications and
through an egress port to the destination network, such
steering carried out only 1n accordance with the rules,
without using the link-level i1dentifier of any service
application, steering none of the data communications
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packets through any of the inter-switch links among the

first layer switches, including:

identifying, from the orientation records in dependence
upon the data communications packet’s link-level
source 1dentifier, the data communications packet’s
network code for the direction of travel between net-
works; and

selecting, 1n dependence upon the data communications
packet’s network code and the ingress port through

which the data communications packet was recerved
from the service application, a rule that governs steer-
ing the data communications packet to a next switch
egress.

8. The apparatus of claim 7 wherein at least some of the first
layer switches are incorporated in one or more link aggrega-
tion groups for data communications with the networks, each
link aggregation group presenting to at least one physical link
of the networks as a single logical link.

9. The apparatus of claim 7 wherein:

the rules, 1n addition to the ingress port and the switch

egress, also include additional data communications
packet attributes, the additional data communications
packet attributes defining a plurality of paths among the
service applications; and

the step of steering each of the data communications pack-

cts among the service applications further comprises
steering each of the data communications packets along,
one of the plurality of paths among the service applica-
tions defined by the additional packet attributes.

10. The apparatus of claim 7 wherein:

the switching apparatus 1s configured, for at least some of

the service applications, with two ports coupled to each
such service application, one port for egress ol data
communications packets from the switching apparatus
to such service applications and another port for ingress
of data communications packets from such service
applications; and

the step of steering each of the data communications pack-

ets among the service applications further comprises
steering each of the data communications packets from
the switching apparatus to such a service application
through a separate egress port, each such service appli-
cation carrying out 1ts data processing related to each of
the data communications packets and then returning
cach of the data commumnications packets to the switch-
ing apparatus through a separate ingress port.

11. The apparatus of claim 7 wherein:

the switching apparatus 1s configured, for at least some of

the service applications, with only one port coupled to
cach such service application; and

the step of steering each of the data communications pack-

cts among the service applications further comprises
steering each of the data communications packets from
the switching apparatus to the service application
through the one port coupling the service application to
the switching apparatus, each such service application
carrying out its data processing related to each of the
data communications packets and then returming each of
the data communications packets to the switching appa-
ratus through the one port.

12. The apparatus of claim 7 wherein the step of steering
cach of the data communications packets among the applica-
tions further comprises, upon receiving a data communica-
tions packet through an ingress port from a source network,
selecting, 1n dependence upon the ingress port through which
the packet was recerved, a rule that governs steering the
packet to the switch egress.

13. A computer program product for link-level data com-
munications carried out 1n a link-level data communications
switching apparatus, the computer program product disposed
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work, wherein each of the data communications packets
further comprises a link-level source identifier that 1den-
tifies a link-level source for each of the data communi-
cations packets in the source network; and

steering by the switching apparatus each of the data com-

in recordable medium, wherein the medium 1s not a signal, for
machine-readable information,
the switching apparatus comprising modular link-level
data communications switches disposed within a modu-
lar computer cabinet, the modular computer cabinet also 5

having disposed within it a plurality of modular com-
puter systems;

the switching apparatus configured as two layers of link-

level data communications switches, a first layer and a

munications packets among the applications and
through an egress port to the destination network, such
steering carried out only 1n accordance with the rules,
without using the link-level i1dentifier of any service

second layer, the first layer switches coupled for data 10 application, steering none of the data communications
communications to data communications networks, the packets through any of the inter-switch links among the
first layer switches also coupled to one another for link- first layer switches, including:

level data communications by inter 'SWltCh_thS: each of identifying, from the orientation records in dependence
the first layer switches also coupled for link-level data upon the data communications packet’s link-level
communications to each of the second layer switches, 4 source identifier, the data communications packet’s

cach of the second layer switches coupled for link-level

network code for the direction of travel between net-

data communications to at least one of the modular
computer systems so that each of the second layer
switches provides data communications connections to
the switching apparatus only for service applications in
the modular computer system to which a second layer
switch 1s coupled;

all the first layer switches and second layer switches

stacked by a stacking protocol that shares administrative CEIESS. _ _
configuration information among the first layer switches 14. The computer program product of claim 13 wherein at

and second layer switches through the inter-switch links 25 leastsome ofthe firstlayer switches are incorporated in one or
and presents all the first layer switches and second layer more link aggregation groups tor data communications with
switches 1n the switching apparatus to the networks and the networks, each link aggregation group presenting to at
to the modular computer systems as a single logical least one physical link of the networks as a single logical link.
switch; 15. The computer program product of claim 13 wherein:
the switching apparatus further comprises a plurality of 30  the switching apparatus 1s configured, for at least some of
data communications ports, at least two of the ports the service applications, with two ports coupled to each

works; and
selecting, 1n dependence upon the data communications
packet’s network code and the ingress port through
20 which the data communications packet was recerved
from the service application, a rule that governs steer-
ing the data communications packet to a next switch

coupling the switching apparatus to at least two data
communications networks, at least two additional ports
connected to service applications on at least two of the
modular computer systems that carry out transparent,

such service application, one port for egress ol data
communications packets from the switching apparatus
to such service applications and another port for ingress
of data communications packets from such service

bump-in-the-wire data processing of data communica- . applications; and
tions packets traveling among the networks, each of the the step of steering each of the data communications pack-
service applications associated with a unique, link-level ets among the service applications further comprises
identifier; steering each of the data communications packets from
the switching apparatus further comprises rules governing the switching apparatus to such a service application
steering of data communications among the service 40 through a separate egress port, each such service appli-
applications and networks connected to the switching cation carrying out 1ts data processing related to each of
apparatus, each rule comprising an association of an the data communications packets and then returning
ingress port and a switch egress, wherein the rules cach of the data commumnications packets to the switch-
include at least one rule that further includes at least one ing apparatus through a separate ingress port.
network code that identifies two networks between 45 16. The computer program product of claim 13 wherein:
which data communications packets may travel through the switching apparatus 1s configured, for at least some of
the switching apparatus and a direction of travel between the service applications, with only one port coupled to
the two networks; cach such service application; and
the switching apparatus further comprises orientation the step of steering each of the data communications pack-
records that associate, for each of the data communica- 5q cts among the service applications further comprises
tions packets recerved from a source network, a link- steering each of the data communications packets from
level source 1dentifier of the data communications pack- the switching apparatus to the service application
ets and a network code speciiying for each of the data through the one port coupling the service application to
communications packets a direction of travel between the switching apparatus, each such service application
two networks; 55 carrying out its data processing related to each of the
the computer program product comprising computer pro- data communications packets and then returming each of
gram 1nstructions which, when executed by a data com- the data communications packets to the switching appa-
munications processor, cause the switching apparatus to ratus through the one port.
carry out the steps of: 17. The computer program product of claim 13 wherein the
receiving, 1n the switching apparatus through an ingress “ step of steering each of the data communications packets

among the applications further comprises, upon receiving a
data communications packet through an 1ngress port from a
source network, selecting, in dependence upon the ingress
port through which the packet was received, a rule that gov-
erns steering the packet to the switch egress.
18. The computer program product of claim 13 wherein:
the rules, 1n addition to the ingress port and the switch
egress, also include additional data communications

port from a source network, data communications pack-
ets directed to a destination network, each of the data
communications packets containing a source network
address that 1dentifies a source of the data communica-
tion packet 1n the source network, each of the data com-
munications packets optionally also containing a desti- 65
nation network address that 1dentifies a destination of

the data communications packet in the destination net-



US 8,170,038 B2

29

packet attributes, the additional data communications
packet attributes defining a plurality of paths among the
service applications; and

the step of steering each of the data communications pack-

cts among the service applications further comprises

steering each of the data communications packets a.
one of the plurality of paths among the service app.
tions defined by the additional packet attributes.
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