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PRIVATE SEARCHING ON A PUBLIC
SEARCH ENGINE

BACKGROUND OF THE INVENTION

The present invention relates to a search technology, and
more specifically, to a search apparatus, search method and
search program using a public search engine.

At present, a variety of public search engines may be pro-
vided on the Internet, and can be accessed by anyone. How-
ever, when a search 1s made for confidential information
(such as patent information, mmformation on new product
development, technical know-how, and personal informa-
tion), there may be a risk of having the confidential informa-
tion inferred based on keywords included 1n the search que-
ries.

In order to resolve this sort of problem, Japanese Patent
Application Publication No. He1 11-259312 (Patent Docu-
ment 1) discloses a data search system 1n which a data search
apparatus performs a search after concealing or obscuring
from the data search apparatus all of or a part of a search
condition mputted to the data search apparatus, and then
refines a result of the search. In order to conceal or obscure the
search condition, this system deletes, from all of mputted
search conditions, previously registered search conditions
that should be concealed, replaces the mputted search condi-
tions with synonyms or hypernyms thereof, adds an unnec-
essary search condition to the inputted search conditions, or
divides each of the inputted search conditions into several
search terms.

However, because this system changes search conditions in
the above-described manner, 1t involves a problem of acquir-
ing only an msuificient amount of necessary information, or
acquiring an enormous amount of unnecessary information.

Japanese Patent Application Publication No. 2002-297606
(Patent Document 2) discloses a database access system
which allows a user to use an information providing service
while treating as confidential a search condition that the user
wants to conceal. A client computer transmits to a server
computer an encrypted query obtained by encrypting contfi-
dential data i1tems that are included 1n search conditions.
While encrypting searched data in the same manner as the
confidential data items are encrypted, the server computer
performs a data search by encrypted data matching without
decrypting the encrypted search conditions.

However, this system uses encryption to merely conceal
how search conditions are combined (AND, OR, NOT, etc).
Additionally, another problem is that a processing load asso-
ciated with the encryption and the data matching therefore
becomes large.

Other than those mentioned above, there have been pro-
posed the following search methods.

“Private Information Retrieval (PIR)”: There has been a
problem that, while a server retains data of N bits, a client
acquires 1 bit out of the N bits without informing the server.
A simple solution to this problem 1s that the server should
transmit all of the N bits to the client. Since the 1990’s,
however, there have already been study results indicating that,
on the assumption of existence ol multiple servers and com-
putational complexity, the problem can be solved without
needing transmission of all of the bits. These are mathemati-
cal basic theories and have not yet been put to practical use.

“Oblivious Transtier (O1)”: Whereas PIR may allow a cli-
ent to acquire information other than information wanted by
the client, OT allows a client not only to make settings for
achieving the search method based on PIR, but also to design
a protocol for allowing the client to only acquire data wanted

10

15

20

25

30

35

40

45

50

55

60

65

2

by the client, excluding information other than the wanted
data. Additionally, in the case of OT, there 1s no limit to

volumes of communication. OT 1s the same as Symmetric
PIR described in Non-patent Document 1. OT 1s also a theory,
and there have been almost no examples of actual implemen-
tation thereof.

“New techmques for private stream searching™: In this
method, a query 1s encrypted on a server side by use of a
public key of a user, and an 1ndex 1s encrypted at the same
time. Thereby, the user can acquire a search result without
making information known to the server. However, because
this method needs to be implemented on the server side, users
cannot utilize search servers generally used 1n public.

Japanese Patent Application Publication No. Hei
11-259512, and Japanese Patent Application Publication No.
2002-297606 are examples of the related art.

In addition, Japanese Patent No. 2008-216821 1s an
example of the related art.

Therefore, there 1s a need for searching without revealing
search words to a search engine.

SUMMARY OF THE

INVENTION

In one aspect of the present invention a search apparatus
connecting a public search engine 1s disclosed. The search
apparatus comprises: search-word input means for receiving
mput of a desired search word comprising three or more
characters; valid-character-string generation means {for
extracting two or more arbitrary consecutive characters from
the search word inputted to the search-word input means and
generating a plurality of valid character strings each compris-
ing of the extracted characters; noise-word selection means
for selecting an arbitrary word as a noise word; noise-char-
acter-string generation means for extracting two or more arbi-
trary consecutive characters from the noise word selected by
the noise word selection means and generating a noise char-
acter string comprising the extracted characters; query gen-
eration means for generating a query by combiming the valid
character strings generated by the valid-character-string gen-
cration means and the noise character strings generated by the
noise-character-string generation means; external search
means for transmitting the query generated by the query
generation means to the search engine; and internal search
means for, by use of the search word mputted to the search
word 1input means, performing a search over a search result
transmitted back frem the search engine 1n reply to the query
transmitted from the external search means.

In another aspect, a search method using a public search
engine 1s disclosed. The search method comprises the steps
ol: recerving input of a desired search word comprising three
or more characters; extracting two or more arbitrary consecu-
tive characters from the inputted search word and generating,
a plurality of valid character strings each comprising the
extracted characters; selecting an arbitrary word as a noise
word; extracting two or more arbitrary consecutive characters
from the selected noise word and generating a noise character
string comprising the extracted characters; generating a query
by combining the generated valid character strings and the
generated noise character strings; transmitting the generated
query to the search engine; by use of the search word, per-
forming a search over a search result transmitted back from
the search engine in reply to the query.

In another aspect, a computer program product for imple-
menting a search using a public search engine 1s disclosed.
The computer program product comprises: computer pro-
gram code recerving mput of a desired search word compris-
ing three or more characters; computer program code extract-
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ing two or more arbitrary consecutive characters from the
inputted search word and generating a plurality of valid char-
acter strings each comprising the extracted characters; com-
puter program code selecting an arbitrary word as a noise
word; computer program code extracting two or more arbi-
trary consecutive characters from the selected noise word and
generating a noise character string comprising the extracted
characters; computer program code generating a query by
combining the generated valid character strings and the gen-
erated noise character strings; computer program code trans-
mitting the generated query to the search engine; and com-
puter program code performing a search by use of the search
word over a search result transmitted back from the search
engine 1n reply to the query.

These and other features, aspects and advantages of the
present invention will become better understood with refer-
ence to the following drawings, description and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a functional block diagram showing a configura-
tion of a search apparatus according to an exemplary embodi-
ment of the present invention.

FIG. 2 1s a flowchart showing a search program inside the
search apparatus shown 1n FIG. 1 according to an exemplary
embodiment of the invention.

FI1G. 3 1s a diagram for explaining operations of the search
apparatus shown in FIG. 1 according to an exemplary
embodiment of the invention.

FI1G. 4 1s a flowchart showing a subroutine for query gen-
eration shown in FIG. 2 according to an exemplary embodi-
ment of the ivention.

DETAILED DESCRIPTION OF THE INVENTION

The following detailed description 1s of the best currently
contemplated modes of carrying out the invention. The
description may not be taken in a limiting sense, but may be
made merely for the purpose of illustrating the general prin-
ciples of the invention, since the scope of the imvention may
be best defined by the appended claims

Various inventive features are described below that can
cach be used independently of one another or in combination
with other features. However, any single inventive feature
may not address any of the problems discussed above or may
only address one of the problems discussed above. Further,
one or more o the problems discussed above may not be fully
addressed by any of the features described below.

As will be appreciated by one skilled 1n the art, exemplary
embodiments of the present mnvention may be embodied as a
system, method or computer program product. Accordingly,
exemplary embodiments of the present invention may take
the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and
hardware aspects that may all generally be referred to herein
as a “circuit,” “module” or “system.” Furthermore, the
present invention may take the form of a computer program
product embodied 1 any tangible medium of expression hav-
ing computer-usable program code embodied 1n the medium.

Any combination of one or more computer usable or com-
puter readable medium(s) may be utilized. The computer-
usable or computer-readable medium may be, for example
but not limited to, an electronic, magnetic, optical, electro-
magnetic, inirared, or semiconductor system, apparatus,
device, or propagation medium. More specific examples (a

non-exhaustive list) of the computer-readable medium would
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include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a ran-
dom access memory (RAM), a read-only memory (ROM), an
erasable programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CDROM), an optical storage device, a transmission
media such as those supporting the Internet or an intranet, or
a magnetic storage device. Note that the computer-usable or
computer-readable medium could even be paper or another
suitable medium upon which the program may be printed, as
the program can be electronically captured, via, for instance,
optical scanning of the paper or other medium, then com-
piled, interpreted, or otherwise processed 1n a suitable man-
ner, if necessary, and then stored 1n a computer memory. In the
context of this document, a computer-usable or computer-
readable medium may be any medium that can contain, store,
communicate, propagate, or transport the program for use by
or 1n connection with the mstruction execution system, appa-
ratus, or device. The computer-usable medium may include a
propagated data signal with the computer-usable program
code embodied therewith, either 1n baseband or as part of a
carrier wave. The computer usable program code may be
transmitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, RF, etc.

Computer program code for carrying out operations of the
present invention may be written 1n any combination of one or
more programming languages, including an object oriented
programming language such as JAVA™, Smalltalk™, C++ or
the like and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The program code may execute
entirely on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s com-
puter and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN) or
a wide area network (WAN), or the connection may be made
to an external computer (for example, through the Internet
using an Internet Service Provider).

Exemplary embodiments of the present invention may be
described below with reference to flowchart 1llustrations and/
or block diagrams of methods, apparatus (systems) and com-
puter program products according to embodiments of the
invention. It will be understood that each block of the flow-
chart 1llustrations and/or block diagrams, and combinations
of blocks 1n the flowchart 1llustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored 1n
a computer-readable medium that can direct a computer or
other programmable data processing apparatus to function 1n
a particular manner, such that the instructions stored 1n the
computer-readable medium produce an article of manufac-
ture including mstruction means which implement the func-
tion/act specified 1n the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
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formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram

block or blocks.

According to the present invention, the query may be gen-
crated by combining the valid character strings extracted
from the search word and the noise character strings may be
extracted from the noise word, and then can be transmitted to
the search engine. Therefore, necessary information can be
eificiently acquired without allowing confidential informa-
tion to be inferred based on the search word.

The search apparatus further includes: general-word
search means for transmitting general words as queries to the
search engine; and dictionary generation means for generat-
ing a dictionary by extracting words from search results trans-
mitted back from the search engine in reply to the queries
transmitted from the general-word search means. The noise-
word selection means may select an arbitrary word as the
noise word from the dictionary generated by the dictionary
generation means.

In this case, the dictionary appropriate to the search engine
may be generated, whereby the number of hits resulting from
a search by use of the noise word becomes larger than other-
wise, and confidentiality of the search word becomes higher.

The number of valid character strings to be generated by
the valid-character-string generation means may be increased
according to an increase of the number of characters 1n the
search word mputted to the search-word input means.

In this case, search accuracy becomes higher although
confidentiality of the search word becomes lower.

The noise-character-string generation means may generate
the noise character strings until the number of the noise char-
acter strings exceeds a predetermined threshold value.

In this case, confidentiality of the search word becomes
higher although search accuracy becomes lower.

The noise-character-string generation means select the
noise words until the number of the noise words exceeds a
predetermined threshold value.

In this case, confidentiality of the search word may become
higher although search accuracy becomes lower.

The present invention may also provide a search method
and search program executed 1n the above described search
apparatus.

Hereinafter, an embodiment of the present mnvention will
be described in detaill with reference to the drawings.
Throughout the drawings, the same or corresponding parts
are denoted by the same reference characters, and the descrip-
tions thereot will not be repeated.

Referring to FIG. 1, a search apparatus 10 according to the
embodiment of the present mmvention may include a CPU
(central processing unit) 11, a memory 12, a hard disk 13, a
communication device 14, an mput device 15, and a display
16. The communication device 14 connects the search appa-
ratus 10 to the Internet 20, transmaits various requests to search
engines 21, 22, 23, and receives various replies from the
search engines 21, 22, 23. The input device 15 corresponds to
a keyboard, a mouse and so on. The search apparatus 10 may
be constructed by 1nstalling a later-described search program
on a personal computer (PC). The search program may be
provided by being set 1n a storage medium such as a CD-
ROM, or by being downloaded from a server via the Internet
20. The search apparatus 10 can be connected to a terminal
through a computer network as well as search engines 21, 22,

23.
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Various businesses may construct the search engines 21,
22,23 on WWW (World Wide Web) servers connected to the

Internet 20 to provide website search services to the public for
free or for a fee. The search engines 21, 22, 23 can transmit
search results back 1n reply to search requests (queries) form
an unspecified number of clients connected to the Internet 20.
As one of these clients, the search apparatus 10 also may
perform searches by using the search engines 21,22, 23 being
public as described above. Each of the search engines 21, 22,
23 used here may adopt an N-gram method.

Operations of the search apparatus 10 will be described

below. The CPU 11 may execute the search program shown in
FIG. 2.

Referring to FIGS. 2 and 3, the search apparatus 10 may
receive mput of a desired search word (S1). Specifically, by
operating the iput device 15, a user may input one or more
search words 30 on a screen displayed on the display 16, the
search words 30 being related to information which the user
tries to find. Each search word 30 may consist of three or more
characters. In an example shown 1n FIG. 3, “gene” may be
inputted as the search word 30.

Once the user selects out of the search engines 21, 22,23 a
desired search engine used for a search (hereimafter, descrip-
tion may be given by citing a case where the search engine 21
may be selected), the search apparatus 10 may judge whether
a dictionary 32 exclusive to the selected search engine 21 has
been already generated or not (S2).

When the dictionary 32 has not been generated yet (NO 1n
S2), the search apparatus 10 can transmit general words as
queries to the search engine 21 (S3). As general words, about
10 words such as “have” and “get” may be previously set up.
These words may be transmitted as queries one by one to the
search engine 21.

Subsequently, the search apparatus 10 can generate the
dictionary 32 exclusive to the search engine 21 by extracting
words from search results returned from the search engine 21
in reply to the queries (54). In a case where 10 words are
respectively set as the queries, 10 search results can be trans-
mitted back from the search engine 21. Each of the search
results may contain data (for example, a URL (uniform
resource locator) ol a Web page, a title, and a part of a main
text) necessary to specily one or more Web pages searched
out. Because the words transmitted as the queries may be
general words, the search results may contain almost all of
Web pages having been accumulated as 1indices in the search
engine 21. Therefore, the dictionary 32 can be described as a
collection of words of Web pages searchable by the search
engine 21. Incidentally, when another search result may be
acquired from the search engine 21, the dictionary 32 can be
updated by being added with new words contained in the
result.

Subsequently, based on the search words 30 inputted in
Step S1, and also based on words 1n the dictionary 32 gener-
ated 1 Step S4, the search apparatus 10 can generate one or
more queries which should be transmitted to the search
engine 21 (S35).

Specifically, referring to FIG. 4, the search apparatus 10
can generate each of multiple valid character strings 34 by
extracting two or more arbitrary consecutive characters in

cach of the search words 30 inputted in Step S1 (551). Each of

the valid character strings 34 may consist of the two or more
characters thus extracted. If the number of characters in the
search word 30 may be less than 12 (YES 1n S52), Steps S51
and S52 may be repeated until two valid character strings 34
may be generated (NO 1n S53). On the other hand, if the

number of characters 1n the search word 30 may be not less
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than 12 (NO 1n S52), Steps S51 and S52 may be repeated to
generate three valid character strings 34 (NO 1n S54).

In the example shown 1n FIG. 3, the valid character stings
“ogen” and “ene” can be extracted from the search word
“gene.” Each of the valid character strings 34 consists of 3
characters. If the number of characters 1n each of the valid
character strings 34 may be increased, confidentiality of the
search words 30 may become lower although search accuracy
becomes higher. Additionally, 1f the number of the valid char-
acter strings 34 may be increased, confidentiality of the
search words 30 may become lower although search accuracy
becomes higher.

Incidentally, 1n a case where the multiple search words 30
are inputted, the multiple valid character strings 34 may be
generated so that the valid character strings 34 can include
characters from all of the search words. Here, the maximum
possible number of the valid character strings 34 supposed to
be generated may be previously determined. When the num-
ber of the search words 30 may be large, the valid character
strings 34 may be generated so as not to exceed the maximum
possible number.

Additionally, the search apparatus 10 may select one or
more arbitrary words as noise words 36 from the dictionary
32 (S55). Subsequently, the search apparatus 10 may generate
two or more arbitrary consecutive characters from each of the
noise words 36, to thereby generate one or more noise char-
acter strings 38 (S56). Each of the noise character strings 38
may consist of the two or more characters thus extracted. Step
S56 can be repeated until the number of the generated noise
character strings 38 exceeds a predetermined threshold value
(which may be, for example, twice as large as the number of
the valid character strings 34) (NO 1n S57). Additionally,
Steps S55 to S57 can be repeated until the number of words
selected as the noise words 36 exceeds a predetermined
threshold value (which may be, for example, three times as
large as the number of the search words 30) (NO 1n S58).

In the example shown 1n FIG. 3, the noise character stings
“or1,” “nt” and “thm” may be extracted from the noise word
“algorithm,” and the noise character stings “hel,” and “llo”
may be extracted from the noise word “hello.” Each of the
noise character strings 38 consists of 3 characters, as in the
case of the valid character strings 34.

Incidentally, although a word different from the search
word 30 may be selected as the noise word 36, a word which
may be the same as the search word 30 may be selected as the
noise word 36. The noise word 36 can be one or more words.

If the number of the noise character strings 38 has exceeded
the predetermined threshold value, and also 1f the number of
the selected words has exceeded the predetermined threshold
value (YES 1n S57 and YES 1n S58), the search apparatus 10
may generate one or more queries by combining the valid
character strings 34 generated i Step S31 and the noise
character strings 38 generated 1n Step S56 (S59). Although
cach of the queries may be constructed by logical multiplica-
tion (AND) of the valid character strings 34 and the noise
character strings 38, each of the queries may also be con-
structed by logical addition (OR), negation (NOT'), or com-
bination of these.

Referring to FIG. 2 again, the search apparatus 10 can
transmit the queries generated 1n Step S5 to the search engine
21 (56). The search engine 21 may transmit search results 40
back to the search apparatus 10 in reply to the respective
queries. The search apparatus 21 may previously generate
indices (not 1llustrated) by indexing a large number of Webs
42 on the Internet 20 by using the N gram method. The search
results 40 can be generated based on these indices.
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Subsequently, the search apparatus 10 may perform a sec-
ond search over the search results 40 transmitted back from
the search engine 21 1n reply to the respective queries, and
thereby may generate a final search result 44 (S7). Because all
of the search results 40 transmitted back from the search
engine 21 may be temporarily saved 1n the hard disk 13 1nside
the search apparatus 10, the second search may be executed
completely locally. Specifically, irrelevant Web pages, which
would not be searched out 11 the main query may be otherwise
transmitted, may be excluded from the search results by hav-
ing the search results 40 filtered by using the search words 30.
Thereatter, the search apparatus 10 may integrate multiple
search results obtained by thus excluding the irrelevant Web
pages.

Finally, the search apparatus 10 may display the final
search result 44 generated 1n Step S7 on the display 16. I the
user looks at the final search result 44 and judges 1t to be
inadequate, steps from Step S59 may be executed again after
combinations of the valid character strings 34 and the noise
character strings 38 are changed.

As described above, according to the embodiment of the
present mvention, queries may be transmitted to the search
engine 21 after having been generated as combinations of the
valid character strings 34 extracted from the search word 30,
and the noise character strings 38 extracted from the noise
word 36. Accordingly, necessary information can be eifi-
ciently acquired without allowing confidential information to
be inferred based on the search words 30. To be more specific,
a large number of the valid character strings 34 and a large
number of the noise character strings 38 may be included in
the queries, whereby combinatorial explosion may occur
even 11 restoration of the search words 30 may be tried on the
search engine 21 side by combining the valid character strings
34 and the noise character strings 39. Accordingly, 1t may be
almost impossible for the search words 30 to be inferred.

Additionally, the dictionary 32 appropriate to the search
engine 21 may be generated. Consequently, the number of
hits resulting from a search by the noise word 36 may become
larger than otherwise, and confidentiality of the search words
30 may become higher. Additionally, the number of valid
character strings 34 to be generated may be increased accord-
ing to an increase ol the number of characters in the search
word 30. Specifically, two valid character strings 34 can be
generated 11 the number of characters 1n the search word 30
may be less than 12; three valid character strings 34 may be
generated if the number of characters in the search word 30
may not be less than 12. Thereby, search accuracy becomes
higher although confidentiality of the search word 30
becomes lower. Moreover, the noise character strings 38 may
be generated until the number thereol exceeds a predeter-
mined threshold value, whereby confidentiality of the search
word 30 can become lower although search accuracy
becomes lower. Furthermore, the noise words 36 may be
selected until the number thereof exceeds a predetermined
threshold value, whereby confidentiality of the search word
30 may become higher although search accuracy becomes
lower.

In the above embodiment, 11 the number of characters 1in the
search word 30 may be less than 12, two valid character
strings 34 can be generated, and, 11 the number of characters
in the search word 30 may not be less than 12, three valid
character strings 34 may be generated. However, the number
of characters in the search word 30 which may be set as a
threshold value may be not particularly limited, and the num-
ber of the generated valid character strings 34 may be not
particularly limited, either. Additionally, the number of the
generated valid character strings 34 may be not limited to
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being changed at one stage, and the number thereof may also
be changed at multiple stages. In summary, the number of
valid character strings 34 to be generated may be increased
according to an increase of the number of characters in the
search word 30.

Additionally, although the dictionary 32 appropriate to the
search engine 21 may be used 1n the above embodiment, a
general dictionary previously prepared may be used instead.
In this case, processing for generation of the dictionary 32
becomes unnecessary although confidentiality of the search
words 30 becomes lower.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
tfunctions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, 1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
1llustration, and combinations of blocks 1n the block diagrams
and/or tflowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer nstructions.

It should be understood, of course, that the foregoing
relates to exemplary embodiments of the invention and that
modifications may be made without departing from the spirit
and scope of the invention as set forth 1n the following claims.

Although the embodiment of the present invention has

been described hereinabove, the above described embodi-
ment may be merely exemplification for carrying out the
present mvention. Therefore, the present mvention may not
be limited to the above described embodiment, and can be
carried out by appropnately changing the above described
embodiment without departing from the spirit of the present
invention.

What 1s claimed 1s:
1. A search apparatus connecting a public search engine,
comprising;

a computer processor configured to:

receive search word mput of a desired search word com-
prising three or more characters;

extract two or more arbitrary consecutive characters from
the desired search word and generate a number of first
character strings, said number of first character strings
being a plurality of first character strings each compris-
ing the extracted characters;

select an arbitrary word as a noise word;

extract two or more arbitrary consecutive characters from
the noise word and generate a noise character string
comprising the extracted characters;

generate a query by combining the generated first character
strings and the generated noise character string;

transmit the generated query to the public search engine;

perform, by use of the desired search word, a search over a
search result transmitted back from the public search
engine 1n reply to the generated query;
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generate a dictionary by extracting words from the search
result transmitted back from the public search engine in
reply to the generated query; and

replace the noise word with a word from the dictionary.

2. The search apparatus according to claim 1, wherein the
computer processor 1s configured to display the search result
transmitted back from the public search engine.

3. The search apparatus according to claim 1, wherein the
computer processor 1s configured to:

send the search result transmitted back from the public

search engine to a terminal, wherein the desired search
word comprises three or more characters from the ter-
minal.

4. The search apparatus according to claim 1, wherein the
computer processor 1s configured to transmit general words
as queries to the public search engine.

5. The search apparatus according to claim 1, wherein the
computer processor 1s configured to increase the generated
number of first character strings according to an increase of
the number of characters in the desired search word.

6. The search apparatus according to claim 1, wherein the
computer processor 1s configured to generate a plurality of
noise character strings until the number of the plurality of
noise character strings exceeds a predetermined threshold
value.

7. The search apparatus according to claim 1, wherein the
computer processor 1s configured to select a plurality of noise
words until the number of the plurality of selected noise
words exceeds a predetermined threshold value.

8. A search method using a public search engine, compris-
ng:

receving, by a computer processor, a desired search word

comprising three or more characters;

extracting two or more arbitrary consecutive characters

from the received desired search word and generating a
plurality of first character strings each comprising the
extracted characters:

selecting an arbitrary word as a noise word;

extracting two or more arbitrary consecutive characters

from the noise word and generating a noise character
string comprising the extracted characters;

generating a query by combining the generated first char-

acter strings and the generated noise character strings;
transmitting the generated query to the public search
engine;

by use of the desired search word, performing a search over

a search result transmaitted back from the public search
engine 1n reply to the generated query;

generating a dictionary by extracting words from search

results transmitted back from the public search engine in
reply to the generated query, and

replacing the noise word with a word from the dictionary.

9. A computer program product stored on a non-transitory
computer readable medium, which when executed by a com-
puter to implement a search using a public search engine,
COmMprises:

computer program code recerving input of a desired search

word comprising three or more characters;

computer program code extracting two or more arbitrary

consecutive characters from the mputted desired search

word and generating a plurality of first character strings
cach comprising the extracted characters;

computer program code selecting an arbitrary word as a
noise word:
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computer program code extracting two or more arbitrary
consecutive characters from the noise word and gener-

ating a noise character string comprising the extracted
characters;

computer program code generating a query by combining,
the generated first character strings and the generated
noise character strings;

computer program code transmitting the generated query
to the public search engine;

12

computer program code performing a search by use of the
desired search word over a search result transmaitted
back from the public search engine 1n reply to the gen-
crated query;

computer program code generating a dictionary by extract-
ing words from search results transmitted back from the
public search engine in reply to the generated query, and

replacing the noise word with a word from the dictionary.
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