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40 DEVICE CONFIGURATION FIG. 4
BEGINS

404~ MANAGEMENT PORTAL TRANSMITS NEW VPN DATA TO MANAGENENT
SERVERS) RESPONSIBLE FOR DEVICES TO BE ADDED TO VPN 100

406 MANAGEMENT SERVER(S) CREATE AND TRANSMIT
DEVICE CONFIGURATION FILES TO DEVICES TO BE
ADDED TO VPN

408

15 VPN

CONFIGURATION
REQUIRED?

YES _ |DEVICE REQUESTS VPN CONFIGURATIONL~ 410
FILE FROM MANAGEMENT SERVER

NO MANAGEMENT SERVER TRANSMITS |~ 41
VPN CONFIGURATION FILE TO DEVICE

DHCP SERVER OF VPN 14
MEMBER TS RECONFIGURED
45
VPN MEMBER OBTAINS THE OTHER
VPN MEMBERS' 1P ADDRESSES
VPN TUNNEL TS CREATED Ha
SETWEEN ALL VPN MEMBERS
120

AUTHENTICATION IS IMPLEMENTED

USER CAN NOW ACCESS ANY DEVICE |~ 422
COUPLED TO THE VPN

DEVICE CONFIGURATION 424
ENDS
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FIG. 3

EXTERNAL NETWORK
ADDRESS CHANGE
PROCESS BEGINS

EXTERNAL NETWORK ADDRESS
OF VPN MEMBER CHANGES

VPN MEMBER NOTIFIES MANAGEMENT
SERVER OF ITS NEW NETWORK ADDRESS AND
REQUESTS A NEW VPN CONFIGURATION FILE

VPN MEMBER IS
RECONFIGURED
MANAGEMENT SERVER
UPDATES ITS DATABASE

CHANGES TO MANAGEMENT SERVER
DATABASE ARE REPLICATED TO
MASTER SERVER AND OTHER
MANAGEMENT SERVERS

MANAGEMENT SERVERS NOTIFY
THEIR RESPECTIVE VPN MEMBERS
OF NEW NETWORK ADDRESS
INFORMATION

EXTERNAL ADDRESS
CHANGE PROCESS ENDS
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FIG. b

600
You are logged on the Systems of:
900 » rstess 2i le
General VPN SEttlngS
[l start
re you can configure the ngs of your eli-box.
O Logout He f1 the VPN Setti f 1i-b
[ Profile
Router The VPN has successfully been created.
Em;::ﬁ“? Here you can see the current members of the VPN "90-00-00°.
Customer ID Description Network-Address
[J Spaa Protection demol 90-00-00 192.168.1.0 [Edit)
[J Virus Protection
Firewall Here you can add a new member to your VPN, Please enter the Customer ID. the

[J svstem Policies password and a name for the station you want to add.

Parental Control custoner 10 |:|_/502
. Password: |:|-/ 604

pescrption: 1008
o0
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FIG. 7

100
OO e e e e e
General VPN Settings
O start
[J Logout Here you can configure the VPN Settings of your eli-box.

[J Profile
Router

[J WLAN-Settings _ _
[J vPN-Settinas Here you can see the current members of the VPN "80-00-00°.

Email A || Customer ID Description 712 Network-Address

[ Spaa Protection demol 90-00-00~" 192.168.1.0 [Edit)
N1} 714

Firewall Here you can add a new member to your VPN. Please enter the Customer ID, the
[J System Policies password and a name for the station you want to add.

Parental Control &
Parental Dutrol A customer 10: |:|/702

Password: |:|/ 704
T —
706

The VPN has successfully been created.
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FIG. 8

800
You are logged on the Systems of:
OO0 o0et on The Byetem i Lo
VPN-Settings
L] Start
[J Logout Here you can configure the YPN-Settings of your eli-box.

[ Profile
B Activate VPN Support 803

[J WLAN-Settings
O] vPN-Settinas Your box is the owpef of the vpn_1.snc-ag.de VPN.

[Edit VPN]—TDelate VF'N]--’""Bil

[J Spam Protection
D) virus Protection At the moment the following stations belong to this VPN: /-BOS

807
Firewall A [
D stea Policies Customer ID Dneript:lnn Network-Address Subnet-Mask

demol Network_Part_1 192.168.1.0 293.239.239.90
demo3d demo3 192.168.3.0 295.295.255.0
90-00-00 Demo1l 192.168.4.0 299.293.239.0
80-42-01 test-neu 192.168.5.0 255.255.255.0

803 d01

Parental Control A
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FIG. 3

300
You are logged on the dystems of:
% ¥ eli M

Beneral VPN-SEttingS
[ start
O Logout Here you can configure the VPN-Settings of your eli-box.
L Profile
Router Please check the customer ID and the password of the box you want to add.
I WLAN-Settings . "
O VPN-Settinas Here you can see the current members of the VPN "demoi”. 909

Customer ID Descripti Network-Addregs { 911
L] Spaa Protection demol demo1l Kgoa 192.168.1.0 !.\905 [Edit) !
L1 Virus Protection demo3 90-00-01 192.168.2.0 [Edit] (Deléte]
Firewall A 301
[ systea Policies Here you can add a new member to your VPN. Please enter the Customer ID. the

password and a name for the station you want to add.

Customer 10: [ |
Password: [ ]

Parental Control A
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INITIAL DEVICE FIG. 10
CONFIGURATION BEGINS

1002 1001

USER CONNECTS POWER, NETWORK CONNECTION, 1
AND USER INTERFACE TO DEVICE
1004
USER OPENS INTERNET BROWSER
1006
DEVICE AUTOMATICALLY REDIRECTS USER T0 1013
WEB PAGE STORED IN DEVICE
DEVICE ESTABLISHES COMMUNICATION WITH THE
1008 MASTER SERVER VIA NETWORK CONNECTION

USER INPUTS USERNAME, PASSWORD, AND 1014
TYPE OF NETWORK CONNECTION

MASTER SERVER ASSIGNS THE DEVICE

101 10 A MANAGEMENT SERVER
DEVICE CONFIGURES NETWORK CONNECTION 1016
1011 DEVICE ESTABLISHES COMMUNICATION WITH THE
MANAGEMENT SERVER VIA NETWORK CONNECTION

DEVICE ESTABLISHES COMMUNICATION WITH
THE INTERNET 1018

DEVICE REQUESTS A NETWORK DEVICE
1012 CONFIGURATION FILE FROM ITS MANAGEMENT SERVER

NO YES 1020

MANAGEMENT SERVER TRANSMITS GENERIC
NETWORK DEVICE CONFIGURATION FILE TO DEVICE

IS CONNECTION
ESTABLISHED?

1022
DEVICE PERFORMS INITIAL CONFIGURATION

1024

INITIAL DEVICE
CONFIGURATION ENDS
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FIG. 11
1100
USER CONFIGURATION BEGINS) 110¢
USER LOGS IN T0 1104

MANAGEMENT PORTAL

USER ENTERS CUSTOMER Ip |~ 1106
AND PASSWORD FOR DEVICE

1108

IS PASSWORD
CORRECT?

YES

USER CLICKS ON DESIRED 11
CONFIGURATION TAB

USER CLICKS ON DESIRED 1116
CONFIGURATION PARAMETER

USER SELECTS PREFERENCES | 1118
USER CLICKS SAVE 1120
USER RECEIVES VERIFICATION.~ 1122

THAT THE PARAMETER HAS
BEEN SUCCESSFULLY UPDATED

USER CONFIGURATION 1124
ENDS
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FIG. 12

DEVICE CONFIGURATION BEGINS ) 1%

MANAGEMENT PORTAL TRANSMITS 1204
NEW DEVICE CONFIGURATION

INFORMATION TO MANAGEMENT
SERVER ASSOCIATED WITH DEVICE

MANAGEMENT SERVER TRANSMITS 1206

SCRIPT WITH NEW DEVICE
CONFIGURATION TO DEVICE

DEVICE CONFIGURATION TRANSFER 1208

T00L DECRYPTS, DECODES, AND
EXTRACTS CONFIGURATION DATA

DEVICE CONFIGURATION TRANSFER 1210
T00L WRITES CONFIGURATION DATA

10 RESPECTIVE STORAGE LOCATIONS

DAEMONS HEAD STORED DATA 1e
THEREBY RECONFIGURING DEVICE

DEVICE CONFIGURATION ENDS lctA
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FIG. 14

1400
You are logged on the Systems of:
OO0 oaed on the Systess o [

General Profile
[ start
[J Logout Here you can change your personal data.
Ll Profile
Router New password: [ 1]
Bm;::::is Retype new password: [ ]

Email A
L] Virus Protection
Firewall A
[ System Policies

Parental Control A
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oo weweeeeegp

General ] |WLAN Settings
[J start

[J Logout Here you can configure the WLAN-Settings of your eli-box.
[ Profile
Router 1 Activate Wireless Network
[J WLAN-Settings
ESSID:  [safeels ]
L] vPN-Settings ESSID
Email A - 0
O Spam Protection Broadcast:
L] Virus Protection Chennel: [1 [-]
Firewall A
[ System Policies O OFF (Deactivates encryption, not recommended)
Parental Control 2 || © WePB4 (chooses B4 bit WEP encryption)

CJURL filtering

O HEX (chooses 128 bit WEP encryption)
O WPA (chooses 2568 bit WPA encryption)

Wep-Key: |s55463FD2BD3EGACE
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FIG. 16

1600
You are logged on the Systems of:

% ¥ ell M
General Spam Protection
[ Start -_—mm m o00m—_ _ — —_ - - --: -  _-
0J Logout Here you can configure the SPAM filter, to eliminate urwanted, unsolicited commercial eMail-
O Profile Ressages.
Router A The SPAM protection rules have successfully been updated.

L] vPN-Settings O 0ff (Dsactivates the SPAM filter)

O NMark (Inserts header that marks the message as SPAM)
© Orop (Automatically deletes the message)

[J Virus Protection

O Bounce (Bounces the message back to the sender)

air:tz:IPil Toles = O Forward (Forwards the message to the specified address)
Parental Control A e"‘“":l

CJuRL filtering
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FIG. 17

1700
You are logged on the Systems of:
- ¥ el M
General Virus Protection
O start
0J Logout Here you can configure the Antivirus Tool for your Mailmessages.
[ Profile
Router 4 Activate antivirus tool.
[J WLAN-Settings
L] VPN-Settings © Drop (Reject messages larger than 4MB)

O Spaa Protection O Pass (Ignore messages larger than 4MB)

[J Virus Protection

Firewsl]

[J system Policies
Parental Control A

LI URL filtering
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FIG. 18

1800
You are logged on the Systems of:
% > ell M
System Policies
[ Start
[J Logout Here you can select the policy that reflects your security needs:

[ Profile

© Simple Surfer
Router P

[J WLAN-Settings O Gamer
[J VPN-Settings

O Telecommuter

Email

[ Spam Protection O Pover User
] virus Protection

Firewall
[J System Policies

Parental Control A

O All Outbound
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SYSTEMS AND METHODS FOR REMOTELY
MAINTAINING VIRTUAL PRIVATE

NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional of application Ser. No.
11/057,860, filed Feb. 14, 2005, now U.S. Pat. No. 7,373,661
entitled Systems and Methods for Automatically Configuring
and Managing Network Devices and Virtual Private Net-
works, the entire disclosure of which 1s incorporated herein
by reference.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright whatso-
ever.

BACKGROUND OF THE INVENTION

Embodiments of the present invention relate to the field of
network devices. More specifically, the present invention
relates to systems and methods for automatically configuring
and managing network devices such as broadband routers and
virtual private networks.

Many systems and methods have been created to provide
communication between idividual computers of a central-
1zed, single site organization through a private network. Com-
puters may be iterconnected through telephone lines,
coaxial cables, optical fibers, radio or microwave communi-
cation links, earth-orbiting satellites, or other means. Such
communications can include electronic mail, file sharing and
transierring, and database sharing.

The most commonly used network 1s the local area network
(“LAN"). LANs consist of interconnected computers that
provide different functions such as a host or server. A host
computer sends and receives information of the network 1n
forms of packets of data. A server distributes the data to
network users along with the host computer. These computers
are 1nterconnected through the use of bridges, switches, rout-
ers, and gateways. A bridge 1s a device that 1s connected to at
least two LANs and transmits data between the LANs. A
router provides similar services, but also determines the opti-
mum path for the data by using network identifiers. LANs
provide a high level of security when they are properly man-
aged and configured since all information transier occurs
within a single site.

Other systems have been created to provide communica-
tion between several single site organizations. For example,
this may be performed using a wide area network (“WAN).
WANS interconnect offices or various organizational sites via
private communication connections such as leased lines.
WAN s are virtually identically to LANs with the exception of
the spatially extended interconnections. Although these sys-
tems can be expensive due to the lease cost of the leased lines
and the additional administrative cost of managing a network
encompassing a large geographic area, they also provide an
adequate amount of security when they are properly man-
aged.

In recent years, technical advancement and declining
prices have made 1t commonplace for workplaces to provide
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Internet access via a local Internet Service Provider (“ISP”) to
some or all of theirr employees. Besides providing a vast
amount of informational resources, the Internet provides
clectronic communication to any computer also connected to
the Internet. This innovation provides a relatively easy
method for members of an orgamization to communicate with
members of their organization who are traveling, working
from home, or are located at other geographic locations.
However, a large disadvantage of using the Internet for com-
munications 1s accessibility of the Internet to the general
public. Since the exact route of the data 1s indeterminable, an
Internet user risks eavesdropping and information theft. An
even greater risks 1s that communications can be intercepted
and altered before reaching there intended recipient. Due to
these risks, many organizations are unwilling to expose their
associates’ and employees’ communications to public net-
work space such as the Internet.

With these security 1ssues in mind, many systems and
methods have been created to provide more secure commu-
nication between private computer networks over a public
network such as institutional intranets and the Internet. One
of the first systems to arise was the VPN. A VPN has the
characteristics of a private network but provides connectivity
via a shared public network infrastructure. VPNs include
intranet VPNs, remote access VPNs, and extranet VPNs. A
VPN incorporates access control, encryption technologies,
and tunneling to achieve the security mnherent in private net-
works while taking advantage of the infrastructure, econo-
mies of scale, and established management resources of pub-
lic networks. However, a downfall of VPNs exists 1n large
organizations in which the size of the VPN may cause main-
tenance of the VPN to become an increasingly complex task
often causing extended time periods to perform necessary
updates.

To alleviate the expense of maintaining a VPN, many third
party service providers such as ISPs offer managed VPN to
organizations desiring complex VPNs having increased lev-
els of communication security. Typically, the service provider
has a network operations center that controls and maintains
the VPN remotely and locally based on the requirements
provided by the organization.

Increased levels of security may be obtained using a variety
of methods. For example, cryptography systems may be
employed to minimize theit of data by an unauthorized third
party. Such systems encrypt transmitted data such that only
the intended recipient’s system can interpret the encryption.
With these systems, unintended parties may receive the data,
however, they are unable to interpret the encrypted data with
their system.

Once such commonly employed cryptography system 1s
public key cryptography. In public key cryptography, also
known as asymmetric encryption, a public and a private key
exist for each user in the communication network. The
encryption key 1s a code or number that can only be read by 1ts
respective encryption algorithm. Two users communicate
data only by knowing each other’s public code. One user’s
public key, which 1s known to all users of the network and 1s
generally accessible from one location, 1s decoded by the
other user’s private key, which 1s only known by the owner of
the key. Since only the intended recipient has the private key,
only that user can decode and access the data. In addition to
the relationship defined by the users’ keys, the sender encodes
the data with 1ts private key to indicate to the user that the
sender 1s authentic.

Typically, the user’s keys are generated and maintained by
a certification authority. The user’s private key 1s delivered to
the user via electronic mail, regular mail, or a data storage
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device such as a compact disc (“CD”’). The user’s private keys
are stored only (1.e., they cannot be downloaded), while the
user’s public keys can be downloaded from the certification
authority when needed by another sender. The certification
authority generates “certificates™ or signed messages that
specily the name of the user as well as the user’s public key to
verily the user’s 1dentity.

Secure Sockets Layer (“SSL”) 1s a commonly employed
security protocol that may be implemented in conjunction
with a cryptography system such as public key cryptography.
This protocol 1s widely used for transmission of sensitive data
via the Internet, such as credit card data, to a vendor’s Internet
web site. When an SSL session i1s initiated, the web site’s
server sends a digital certificate to the user’s Internet browser
(e.g., Internet Explorer®). The browser receives the digital
certificate, which 1s used to authenticate the web site accessed
by the user. The browser maintains an inventory of the cer-
tificates 1ssued by public certificate authorities and 1s able to
contact the respective authority to ensure that the recerved
digital certificate has not been revoked. After verification that
the digital certificate 1s valid, the user’s browser uses the
public key received from the web site to encrypt a random
number, which it transmits to the Web site. This random
number may be used as sent or may be modified to create a
secret session key for subsequent exchange of private infor-
mation between the user’s system and the web site.

Another commonly used security protocol 1s IP Security
Protocol (*“IPsec”). IPsec was created by the Internet Engi-
neering Task Force to provide authentication and encryption
for data transmitted via the Internet. An advantage of IPsec 1n
comparison to SSL 1s that IPsec provides services at layer
three and secures all applications in the network unlike SSL.,
which provides services at layer four and only secures two
applications. IPsec can access both Internet and non-Internet
applications. Although IPsec provides a higher level of secu-
rity, IPsec requires more maintenance. For example, IPsec
requires an installation at the client (e.g., a user’s personal
computer) whereas SSL 1s typically a component of a stan-
dard web browser.

BRIEF SUMMARY OF THE INVENTION

Briefly stated, in one aspect of the present mvention, a
method for remotely maintaining a VPN 1s provided. This
method includes the steps of: transmitting maintenance data
to at least one management device; creating at least one of the
group consisting of a device configuration file, a VPN con-
figuration file, and combinations thereof at the management
device; automatically establishing a communication between
the management device and at least one of the network
devices via at least one network connection of at least one
network; and transmitting at least one of the group consisting,
of the device configuration file, the VPN configuration file,
and combinations thereof from the management device to the
network device via the network connection; wherein at least
one parameter of at least one of the network device, the VPN,
and combinations thereof 1s automatically configured upon
local processing of at least one of the group consisting of the
device configuration file, the VPN configuration file, and
combinations thereof.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

A Turther understanding of the present mvention can be
obtained by reference to the embodiments set forth 1n the
illustrations of the accompanying drawings. Although the
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illustrated embodiments are exemplary of systems for carry-
ing out the present invention, both the organization and
method of operation of the mvention, 1n general, together
with further objectives and advantages thereof, may be more
casily understood by reference to the drawings and the fol-
lowing description. The drawings are not intended to limit the
scope of this invention, which 1s set forth with particularity 1n
the claims as appended or as subsequently amended, but
merely to clarity and exemplity the invention.

FIG. 1 depicts a schematic view of a network environment
in accordance with an embodiment of the present invention
including, inter alia, a management center, management por-
tal, firewall, master server, regional servers, the Internet, a
router, network connections, network devices, local net-
works, and local network devices.

FIG. 2 depicts a schematic view of one embodiment of a
VPN created using the systems and methods of the present
invention including, inter alia, the Internet, a router, network
connections, network devices, local networks, and local net-
work devices.

FIG. 3 depicts a flowchart of the steps in one embodiment
ol a process for user configuration to initiate automatic cre-
ation of a VPN.

FIG. 4 depicts a tlowchart of the steps 1n one embodiment
ol a process for automatic device configuration for the cre-
ation of a VPN.

FIG. 5 depicts a flowchart of the steps 1n one embodiment
ol a process for updating external network address changes
within a VPN.

FIG. 6 depicts a GUI screen for initial creation of a VPN
according to one embodiment of the present invention.

FIG. 7 depicts a GUI screen for addition of a second mem-
ber of a VPN according to one embodiment of the present
invention.

FIG. 8 depicts a GUI screen for editing or deleting a VPN
according to one embodiment of the present invention.

FIG. 9 depicts a GUI screen for editing or deleting an
existing VPN member according to one embodiment of the
present invention.

FIG. 10 depicts a flowchart of the steps 1n one embodiment
of a process for 1nitial configuration of a network device
according to one embodiment of the present invention.

FIG. 11 depicts a flowchart of the steps 1n one embodiment
ol a process for user configuration to 1nitiate the automatic
modification of a network device configuration.

FIG. 12 depicts a flowchart of the steps 1n one embodiment
of a process for automatic modification of a network device
coniiguration.

FIG. 13 depicts a GUI screen for the start menu for chang-
ing network device configurations according to one embodi-
ment of the present invention.

FIG. 14 depicts a GUI screen for configuration of a profile
according to one embodiment of the present invention.

FIG. 15 depicts a GUI screen for configuration ofa WLAN
according to one embodiment of the present invention.

FIG. 16 depicts a GUI screen for the configuration of spam
protection according to one embodiment of the present inven-
tion.

FIG. 17 depicts a GUI screen for the configuration of virus
protection according to one embodiment of the present inven-
tion.

FIG. 18 depicts a GUI screen for the configuration of
system policies according to one embodiment of the present
invention.

FIG. 19 depicts a GUI screen for the configuration of URL
filtering according to one embodiment of the present inven-
tion.
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DETAILED DESCRIPTION OF THE INVENTION

Referrning first to FI1G. 1, depicted 1s network environment
100 1n accordance with one embodiment of the present inven-
tion. In this embodiment, network environment 100 includes
management center 102, management portal 104, firewall
106, master server 108, management servers 110, Internet
112, router 114, network connections 116, network devices
118, local networks 120, and local network devices 122.

In one embodiment of the present invention, network
device 118 15 a broadband device such as a cable or Digital
Subscriber Line (“DSL”’) modem having one or more features
such as wireless gateways (e.g., an 802.11 gateway, a Blue-
tooth® gateway, an Infrared Data Association (“IrDA”) gate-
way, etc.), voice over Internet Protocol (“VoIP”), multi-port
switching, VPN, firewalls, anti-virus protection, spam con-
trol, content filtering, etc. However, the present invention 1s
not so limited. Network device may be virtually any device
having a network connection to at least one other network
device regardless of its features.

Managed network devices 118 may be incorporated in
some embodiments of the present invention. In these embodi-
ments, network devices 118 are managed and maintained
remotely. That 1s, maintenance functions such as updates to
virus definitions, block lists, policies, and firmware are per-
formed from a remote management center such as manage-
ment center 102 and its associated management portal 104,
master server 108, and management servers 110a-11056, via a
network connected to both management center 102 and the
managed network device 118 (e.g., Internet 112).

In preferred embodiments of the present invention, man-
agement center 102 and one or more of 1ts associated devices
are protected by firewall 106. However, alternate embodi-
ments are envisioned in which no firewall, or more than one
firewall, 1s incorporated. Also, although management servers
110a-1105 are a part of the management center inirastructure,
such devices may be hosted by a third party such as an ISP. In
these embodiments, all management servers and master serv-
ers have 1dentical copies of the authoritative database and a
change to any management server database 1s automatically
updated in the databases of other management servers and the
master server via database replication. Additionally, the
present invention may include any combination of managed
and unmanaged network devices 118 without departing from
the scope of the present invention.

In some embodiments of the present invention, the master
and management server databases are formed of a plurality of
tables. For example, such tables may include network device
configuration parameter tables, web content filtering soit-
ware parameter tables, channel tables, customer information
tables, ISP tables, ISP rights tables, navigation tables, policy
tables, user tables, VPN tables, and the like.

In some embodiments, network device 118 includes a
multi-port switch, such as an Ethernet switch, and/or a wire-
less gateway that allows local devices to communicate with
cach other and network device 118 1n a local area network
(“LAN”) configuration. For example, local device 122a 1s a
personal computer connected to network device 118a via a
hardwired or wireless connection to form local network 120aq.
Similarly, local devices 1225 and 122¢ are personal comput-
ers connected to network device 1185 via hardwired or wire-
less connections to form local network 12056. In yet another
example, local devices 1224 and 122¢ are a network-compat-
ible printer and personal computer, respectively, connected to
network device 1184 via hardwired or wireless connections to
form local network 1204d.
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In some embodiments of the present invention, network
device 118 includes a DHCP server. This server may be
hardware or software configured to automatically assign net-
work addresses such as Internet Protocol (*IP”) addresses,
subnet masks, and related IP information to local devices 122
upon such log 1n of such devices to local network 120. Related
IP information may include, but 1s not limited to, default
gateways and network addresses for Domain Name System
(“DNS”) servers. However, alternative embodiments may be
created 1n which users manually assign permanent network
addresses, subnet masks, and related IP information to local
devices 122. In yet other embodiments, such parameters may
be automatically assigned by hardware or software other than
a DHCP server.

During standalone operation, network devices 118a-118d
connect local networks 120a-120d, respectively, to Internet
112 via internal hardware such as a modem including, but not
limited to, a cable or DSLL modem. In turn, this internal
modem 1s typically coupled to network connections 116 such
as a telephone line, cable, etc. For example, network connec-
tions 116a and 1165 are cables such as coaxial cables typi-
cally wired from a cable television company’s existing wiring
infrastructure to the location of network device 118. Simi-
larly, network connections 116¢ and 1164 are xDSL and T1
cabling such as telephone-grade conductors wired from a
telephone company’s existing wiring infrastructure to the
location of network device 118. However, other varieties of
network connections or wireless connections may also be
incorporated without departing from the scope of the present
invention.

Network connections 116, or wireless connections, typi-
cally connect network devices 118 to the equipment of a third
party ISP. This equipment facilitates network device 118’s
access of Internet 112. Such connections allow each local
device 122 connected to the respective local network 120 to
also access the Internet for services such as, but not limited to,
clectronic mail, surfing the Internet, etc. via network device
118°s access to Internet 112

It 1s envisioned that a user of a first network device such as
network device 118a and 1ts associated local network 120a
may wish to add aremote local network such as local network
1204, and its associated local devices 1224 and 122e, to local
network 120a. However, since local network 1204 may be
located at a relatively far distance from local network 120a, 1t
may be cumbersome or expensive to connect local networks
120a and 1204 via a physical or wireless connection. In this
scenario, a user may implement the systems and methods of
the present invention to automatically create a VPN,

Referring now to FIG. 2, depicted 1s one embodiment of a
VPN created using the systems and methods of the present
invention. VPN 200 includes many of the devices included 1n
network embodiment 100. More specifically, VPN 200
includes Internet 112, router 114, network connections 116,
network devices 118, local networks 120, and local network
devices 122.

After creation of the VPN as discussed herein, network
devices 118a and 1184 are connected to each other via the
same hardwired and wireless connections present prior to
creation of the VPN. In addition, each ot the network devices
118a and 1184 has the same external network address. That
1s, each of the network devices 118a and 1184 may still be
accessed by devices that are not members of the VPN via the
Internet through the same external network address. How-
ever, alter creation of the VPN, each of network devices 118a
and 1184 may communicate with local devices 122 coupled
to the local network 120 of other VPN members using the
local device 122’s internal network address as 11 the network
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device 118 1s connected directly to the respective local net-
work 120. That 1s, the VPN 1s transparent to the user and the
user operates as 1f all devices are a part of the same local
network.

To 1nitiate automatic creation of a VPN, a user performs a
process similar to, but not limited to, user configuration pro-
cess 300 illustrated 1n FI1G. 3. User configuration process 300
begins at 302 at a point 1n which a user decides to create a
VPN. At 304, the user logs 1n to a management portal such as
management portal 104 using a local device 122 residing on
the same local network 120 as a network device such as
network device 118. For example, a user may use a local

device 122a such as a personal computer to log 1n to manage-
ment portal 104 through Internet 112 via network device
118a’s connection of local device 1225 to Internet 112. After
the user logs 1n to the management portal, user configuration
process 300 proceeds to 306.

At 306, the management portal to which the user 1s con-
nected provides a GUI to the user’s local device 122 1n the
form of an Internet web page. From the main screen of the
GUI, a user clicks on the “VPN Configuration™ tab causing
the VPN configuration screen to be displayed at local device
122. User configuration process 300 then proceeds to 308, at
which the user clicks on the “Create VPN button on the VPN
Configuration screen of the GUI. Once the user clicks the
“Create VPN button, user configuration process 300 pro-
ceeds to 310, at which the user 1s prompted to assign a name
to the VPN. Typically, this name 1dentifies the use of the VPN
such as 1ts corresponding business or individual owner. How-
ever, any name may be assigned without departing from the
scope of the present invention.

Once a name has been assigned to the VPN such as VPN
200, user configuration process 300 proceeds to 312. At 312,
a VPN Setting screen 1s displayed to the user such as VPN
Setting screen 600 depicted in FIG. 6. At this screen, the user
1s prompted to enter a description for network device 118 1n
description field 606, as well as the existing customer ID and
password for network device 118 1n customer ID and pass-
word fields 602 and 604, respectively. That 1s, the user 1s
prompted to enter the existing customer ID and password for
network device 118 that 1s coupled to the same local network
120 as the user’s local device 118. After entry of the data, the
user clicks add button 608 to proceed to 314.

Once the user enters the username and password via the
local GUI, this data 1s transmitted via Internet 112 to the
management portal, which verifies the network device’s pass-
word information at 314. In one embodiment, the manage-
ment portal accesses the master server’s database to deter-
mine 1f the inputted password matches the password
information contaimned in the username’s associated data
records. In another embodiment of the present imvention,
management portal accesses a management server’s database
for this information. However, alternate embodiments of
password verification may be incorporated without departing,
from the scope of the present invention. If, at 314, the entered
username and password are incorrect, user configuration pro-
cess 300 returns to 312 and allows the user to re-enter the
information. However, 11 at 314, the username and password
information are verified, user configuration process 300 pro-
ceeds to 316.

At 316, the management portal queries a master or man-
agement database to determine if the network device is
enabled for VPN operation. This option may be enabled or
disabled by a local network device user. If the network device
1s enabled for VPN operation, user configuration process 300
proceeds to 318. However, 11 VPN operation 1s not enabled,
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user configuration process 300 returns to 312, at which a user
may attempt to add a different, VPN-enabled network device.

At 318, network device 118 1s added to a list of network
devices 118 that are members of the VPN under creation. The
management service assigns network device 118 a position
on the list based upon the information contained 1n the data-
base of a master or management server. Also, each network
device 118 1s assigned a unique numerical 1dentifier based
upon 1ts order of entry to the VPN. That 1s, each network
device 118 1n the VPN shall be assigned a unique numerical
identifier. For example, network device 118 having the same
local network 120 as the local device 122 from which the user
logged 1n to the management portal will be the first network
device added to the list and 1s therefore assigned a numerical
identifier of one. The second network device 118 added to the
VPN as per the method discussed below shall be assigned a
numerical i1dentifier of two, the third network device 118
added to the VPN shall be assigned a numerical identifier of
three, and this process of assigning numerical identifiers shall
continue until all network devices 118 to be included 1 the
VPN have been assigned an 1dentifier.

In an embodiment of the present invention, the manage-
ment portal transmits the list data including numerical 1den-
tifiers to a master or management server. Upon receipt, the
server updates 1ts database with the list information. All other
databases are then updated via database replication.

Database replication occurs continuously within the sys-
tems and methods of the present invention. Upon a change to
any master or management server database, all other data-
bases are immediately updated, thereby creating and main-
taining backup management servers. In embodiments that
include a master server, the master server does not manage
any network devices, but rather retains the master, authorita-
tive database for all network devices and VPNS. That 1s, if a
management server database 1s damaged, the management
server recetves a new copy ol the authoritative database from
the master server. However, alternate embodiments are envi-
sioned that do not include a master server. In these embodi-
ments, the failed management server receives a new copy of
the current database from one of the other management serv-
ers. In either embodiment, since all management servers have
identical copies of the current database, each network device
has a designated backup server to handle its requests, as
described herein, 1f 1t 1s not able to communicate with or
receive information from 1ts primary management server.

User configuration process 300 then proceeds to 320, at
which an iternal network address 1s assigned to network
device 118 based upon its numerical identifier. For example,
network device 118 having a numerical identifier of one may
be assigned an internal network address of 192.168.1.0/24,
wherein network device 118’ s numerical identifier 1s the third
number of the dotted decimal notation and /24 indicates that
the size of the network 1s 24 network bits. In this scenario, all
additional network devices 118 will have network addresses
having the same first and second numbers of the dotted deci-
mal notation (1.e., 192 and 168), however, the third number
for each of the network device 118’s network address will
vary as 1t will also equal the numerical 1dentifier of the cor-
responding network device 118.

At 322, the customer 1D, description, and internal network
address of network device 118 added to the VPN are dis-
played to the user. In one embodiment, this display 1s similar
to VPN setting screen 700 as depicted in FIG. 7. The customer
ID, description, and internal network address of the added
network device 118 are displayed 1n customer 1D, descrip-
tion, and internal network address display fields 710, 712, and
714, respectively. In this screen, customer 1D, password, and
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description fields 702, 704, and 706, respectively, are cleared
to allow a second VPN member to be added to the VPN.

At 324, the user decides whether an additional member will
be added to the VPN. If an additional member will be added,
user configuration process 300 returns to 312 at which point
the user enters a customer 1D, description, and password. In
the embodiment depicted 1n FIG. 7, the customer 1D, pass-
word, and description are entered in customer 1D, passwords,
and description fields 702, 704, and 706, respectively. There-
alter, steps 312 through 322 are repeated until all members
have been added to the VPN. However, i at 324, the user
indicates to the management portal that there are no addi-
tional members to be added, user configuration process 300
proceeds to 326. Optionally, at 326, the user 1s notified that
every network device 118 and every local device 122 includ-
ing personal computers, network printers, network copiers,
etc. to be connected to the new VPN may require rebooting.
User configuration process 300 then proceeds to 328, at
which user configuration process 300 ends.

Upon completion of the user configuration process such as
user configuration process 300, automatic device configura-
tion occurs using a process similar to device configuration
process 400 as depicted 1n FIG. 4. Device configuration pro-
cess 400 begins at 402 at a point after which a user has
finished the user configuration process. At 404, the manage-
ment portal to which the user logged in to for entry of the
configuration parameters for the new VPN transmits the new
VPN data to the management server(s) responsible for man-
aging the network devices designated as members of the
VPN. Preferably, such transmission occurs internally within a
private network connecting the management portal to the
management servers. However, embodiments are envisioned
in which the management portal communicates with the man-
agement servers via a public network such as the Internet.

In one embodiment of the present invention, the manage-
ment servers may be regional management servers. That 1s,
cach management server may be responsible for managing all
network devices located in a particular region (e.g., one
regional management server per country, one regional man-
agement server per state. etc.). However, other non-regional
embodiments are envisioned without departing from the
scope of the present invention. For example, 1n lieu of 1ndi-
vidual management servers, one master management server
may be substituted. In fact, embodiments of the present inven-
tion are envisioned 1n which one high-powered server per-
forms all of the functions of the management portal, master
server, and all management servers. However, preferably, the
management servers are located outside of the management
center firewall (e.g., firewall 106), whereas the management
portal and master server are located 1nside the management
center firewall.

Once the management server(s) receive the VPN data,
device configuration process 400 proceeds to 406. The VPN
data may be transmitted directly to the management server
from the management portal or indirectly via database repli-
cation. At 406, management server configuration transier
tools located on board each of the management server(s)
create, encode, and encrypt the configuration data and trans-
mit 1t as a network device configuration {ile to the respective
network device. The management server configuration trans-
fer tools secure an authenticated communication channel
prior to transmitting the data via this channel to the respective
network device. Typically, the channel 1s an Internet channel.
The databases of the master server and all other management
servers, 11 any, are updated via database replication.

Virtually any method of encoding the files may be incor-
porated without departing from the scope of the present
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invention. In one embodiment, the encoding method 1s based
upon the World Meteorological Organization’s GRIB encod-
ing format. The encoding method analyzes and reduces the
data such that 1ts representation uses the least number of bits.
The bitgroups are then concatenated and divided into bytes.
The sequential order of the multibyte information strings may
also be varied to further increase security of the transmaitted
data. When this latter aspect 1s incorporated, the network
device and management server configuration transier tools
are programmed with the information required to decode the
varied sequential order of the data.

In some embodiments of the present invention, the man-
agement server creates network device and VPN configura-
tion files using scripting language. A specific scripting lan-
guage may be chosen for compatibility with the type of
database resident on the management server. For example, the
PHP Hypertext Preprocessor (“PHP”) scripting language
may be incorporated for use with management servers having
SQL databases, MySQL databases, or any other type of rela-
tional databases. However, alternate databases or alternate
scripting languages such as Practical Extraction Report Lan-
guage (“Perl”), Active Server Page (“ASP”), Digital Com-
mand Language (“DCL”), etc. may also be incorporated
without departing from the scope of the present invention.

Various algorithms may be incorporated for creation of
network device configuration files. In an embodiment of the
present invention, a network device configuration file 1s cre-
ated through execution of scripting language code that per-
forms the following steps: verifies the current directory;
retrieves a filename for the network device configuration file;
establishes a connection to the management server database;
retrieves the server name; retrieves current data relating to the
network device from the management server database; and
writes the retrieved data to the network device configuration
file, The created network device configuration file 1s then
transmitted to the respective network device.

Similarly, various algorithms may also be used to create
VPN configuration files. In one efficient embodiment of the
present invention, a VPN configuration file 1s created through
execution of scripting language code that performs the fol-
lowing steps: establishes a connection to the management
server database by providing a host, username, and password;
retrieves current data relating to all network devices that are a
member of a VPN from the management server database;
retrieves current data relating to all network devices having
the same VPN mesh 1dentifier {from the data retrieved 1n the
previous step; sets a configuration file path; writes the VPN
member data to a {ile 1 the configuration file path; and copies
the VPN member data to a VPN configuration file.

Request for network device or VPN configuration files may
be received by a management server {from a master server,
management server, or a management portal. Such requests
may be transmitted 1n a variety of forms such as shell com-
mands or batch files without departing from the scope of the
present invention. For example, 1n an embodiment incorpo-
rating shell commands, a shell command may execute a shell
that changes the directory to the desired directory and
executes the scripting language code that generates one or
more of the desired configuration files.

After the network device configuration file 1s transmuitted to
the network device, device configuration process 400 pro-
ceeds to 408. At 408, the network device configuration trans-
ter tool recerves, decrypts, and decodes the network device
configuration file. Next, this tool writes the extracted data to
designated storage areas within the network device. Also, the
network device configuration transfer tool analyzes the
extracted data to determine whether a VPN configuration or
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reconfiguration 1s required (e.g., a user wishes to create a
VPN, a user wishes to delete a VPN, efc.).

The network device configuration file received by the net-
work device includes a variety of configuration parameters
including, but not limited to: MAC address of the network
device; the name of the network device’s primary manage-
ment server; spam filter settings such as off, mark, or drop;
quantity of memory reserved to retain potential spam; a for-
warding address for spam; antivirus enable/disable; antivirus
handling parameters such as drop or pass; the network
address of the host that provides the antivirus daemon with
updates to the antivirus engine and signature files; the time
interval at which the antivirus daemon should check for
updates; HI'TP proxy server enable/disable setting; the URL
ol the policy file; network address of the NTP server; network
address of the client that made the last change; the beginning
and ending of the range of network address that the DHCP
daemon may assign to clients; the network address of the
DHCP server lease information; WLAN enable/disable;
WLAN 1dentifier information; WLAN broadcast beacon
enable/disable; WEP encryption method of WLAN; the key
for encryption and decryption of WLAN data packet; WLAN
channel; VPN enable/disable; the VPN numeric identifier;
network device username; network device password; authen-
tication method; and the network device encoding method.

If the respective network device determines that a VPN
configuration, or reconfiguration, 1s not required, device con-
figuration process 400 proceeds to 422. Reconfiguration 1s
notrequired, for example, when a member 1s deleted from the
VPN. Reterring to FIG. 2, 1f network device 11856 1s deleted,
the remaining network devices 118a and 118¢-118d will
retain their existing local network addresses. In other words,
to conserve computing resources and speed of the system or
method as a whole, these network devices will not be renum-
bered to account for the elimination of the second network
device. Also, the numerical identifier associated with the
deleted network device 11856 will not be made available to
future VPN members, thereby eliminating any confusion
regarding the 1dentity of future VPN members.

However, if reconfiguration 1s required, device configura-
tion process 400 proceeds to 410. In one embodiment of the
present invention, reconfiguration will be required 1f the VPN
variable(s) in the network device configuration file vary from
those configured at the network device. For example, com-
parison of one or more VPN variables 1n the network device
configuration file to the network device’s current VPN vari-
able(s) may indicate that the VPN enable/disable setting has
changed, that the network device has been added to a VPN,
that the VPN mesh 1dentifier has been changed, etc. In one
such embodiment of the present invention, a VPN mesh 1den-
tifier of zero 1indicates that the network device 1s not currently
assigned to a VPN. Therefore, changing the VPN mesh 1den-
tifier from zero to another number indicates to the network
device that it has been added to a VPN and, therefore, con-
figuration 1s required. In another embodiment of the present
invention, the network device configuration transfer tool
requests a VPN configuration file whenever the VPN mesh
identifier does not equal zero.

If such a configuration 1s required, the network device
configuration transier tool requests a VPN configuration file
from the respective management server configuration transier
tool at 410. At 410, the management server configuration
transier tool creates a VPN configuration {ile as discussed in
greater detail above. The management server configuration
transier tool then parses the VPN configuration file, adds the
authentication data, encodes the configuration and authoriza-
tion data, and encrypts the resulting encoded data. Next, at
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412, the management server configuration transier tool trans-
mits the augmented VPN configuration file to the respective
network device via an authenticated communication channel
secured by the management server configuration transfer tool
prior to transmission of the data.

At 414, the network device configuration transfer tool
receives, decrypts, and decodes the respective VPN configu-
ration file, and writes the received data to the designated
storage areas. This data 1s retrieved from such storage areas
by the respective daemons, which reconfigure the network
device with the new VPN data contained in the VPN configu-
ration file. For example, the DHCP server may be reconfig-
ured to reserve and assign the static internal network address
created for the network device and displayed to the user
during the user configuration process. Additionally, other
parameters such as scope, address pool, exclusion range, and
lease parameters may also be configured.

At 416, the network device configuration transfer tool
extracts the current internal and external network addresses of
the other VPN members and writes the data to the respective
storage locations. Device configuration process 400 then pro-
ceeds to 418, at which, a VPN tunnel is created between all
VPN members using commonly known methods. That 1s, the
internal routing parameters of each network device are altered
such that encrypted connections are established between all
network devices having local network addresses.

In one embodiment of the present invention, the VPN tun-
nel 1s created using an IPsec protocol. The IPsec protocol
authenticates and encrypts all data transmitted via the VPN.
However, alternate protocols such as Secure Sockets Layer
(“SSL””) may be substituted without departing from the scope
of the present invention. However, IPsec and similar higher-
security protocols are preferred as they provide services at
layer three, thereby securing all data on the VPN.

Device configuration process 400 then proceeds to 420 at
which an authentication system 1s implemented. Such a sys-
tem verifies the integrity of information received from
another device. Almost any authentication system may be
incorporated without departing from the scope of the present
invention including, but not limited to, passwords, digital
certificates, smart cards, biometrics, and dynamic biometrics.

The authentication system 1s implemented by the network
device configuration transifer tool. This tool extracts the
authentication data after decrypting and decoding the VPN
configuration file and writes the extracted data to predeter-
mined storage locations within the network device. Whenever
data 1s transmitted between VPN members, the VPN client
daemon 1s responsible for establishing a secure communica-
tion link between the VPN members prior to data transmis-
s1on. During this process, the VPN client daemon accesses the
authentication data stored in the respective storage locations
to authenticate the link. Consequently, authentication 1s
implemented or updated whenever a VPN configuration file 1s
received at the network device.

Passwords and digital certificates may be managed solely
via software, whereas smart cards, biometrics, and dynamic
biometrics typically require both software and hardware
located at the network device such as network device 118 or
the local device such as local device 122. However, whenever
an authentication scheme 1s implemented, each network
device requires additional configuration and setup during the
VPN creation process. Via the systems and methods of the
present mnvention, such configuration and setup 1s performed
automatically without user intervention.

Either or both of the network device and VPN configura-
tion files received by each VPN member from 1ts respective
management server may contain the necessary authentication
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information and related information required for proper local
configuration of the authentication scheme as discussed
above. For example, 1n some embodiments, 11 password pro-
tection 1s implemented, such configuration files will contain
the usernames and passwords for each VPN member. Upon a
change 1n a VPN member’s username or password informa-
tion, each of the other VPN members are notified of such
change 1n the same manner in which they are notified of an
external network address change. That 1s, the process to
update the VPN members with new username and password
information for a particular VPN member 1s a process such as
address change process 500, as discussed i further detail
below with respect to FIG. 5.

In other embodiments, such configuration files contain
digital certificate information such as keys or secrets, user
information, and certification authority information. In some
embodiments, such keys or secrets are generated and main-
tained by a third-party certification authority, however, such
keys and secrets may also be maintained internal to one or
more of the VPN members, management servers, master
server, and management center without departing from the
scope of the present invention. In either scenario, the digital
certificates specily the name of the device as well as its key or
secret such that the identity of the sender may be verified.

In yet other embodiments, hardware located at either or
both of the network devices and local devices, such as net-
work devices 118 and local devices 122, respectively, receive
information used for verification purposes such as biometric
information or smart card information. For example, in a
smart card embodiment, the hardware may be a smart card
reader mnto which a smart card 1s inserted. Such a reader may
be a drive 1n a local device such as a personal computer. The
information read from the smart card 1s read and compared to
stored data to verify the identity of the user.

Similarly, 1n biometric embodiments, biometric readers
such as fingerprintreaders, signature readers, ir1s readers, and
the like may be 1incorporated. For example, 1n one embodi-
ment, a biometric mouse 1s connected to the local devices for
fingerprint recognition purposes. Similar to the smart card
embodiments, such biometric information 1s compared to
stored data to verity the 1dentity of a user.

After the authentication scheme 1s implemented, device
configuration process 400 proceeds to 422 at which the user
may now access any device coupled to the VPN. For example,
in the VPN depicted in FI1G. 2, a user atlocal device 122a may
access any device coupled to any of the local networks 120a-
1204 including local devices 1225-122¢. At 424, the device
configuration ends.

Upon completion of the automatic device configuration
process such as automatic device configuration process 400,
a VPN has been created between all network devices 118
selected by the user during the user configuration process. An
example of a resultant VPN 1s depicted in FIG. 2

However, after creation of the VPN, reconfiguration of the
VPN will be required 1f there 1s a change in the external
network address of any VPN member. Such a change may
occur, for example, 1 a member of the VPN changes hosting
companies or an existing hosting company changes the
assigned external network address. Or, if the external network
address 1s dynamic, 1t may change due to a timeout from the
ISP, removing power from network device 118, or on a regu-
lar basis set by the ISP (e.g., every 24 hours). When such a
change occurs, the VPN performs a process similar to, but not
limited to, external network address change process 500 as
illustrated 1n FIG. 5. This process updates all members of the
VPN with the new external network address information.
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At 502, external network address change process 500
begins. At 504, the external network address of a VPN mem-
ber changes and, consequently, the VPN member loses com-
munication with the other VPN members (i.e., 1t 1s no longer
operating as a member of the VPN). At 506, the VPN member
such as network device 118a-118d notifies 1ts respective
management server, such as management server 110a or
1105, of 1ts new external network address and requests a new
VPN configuration file. This information 1s transmitted from
the network device through a network, such as the Internet, to
the respective management server. Once the management
server recerves the notification, address change process 500
proceeds to 507.

At 507, the VPN member receives an updated VPN con-
figuration file from i1ts management server and 1s automati-
cally reconfigured as discussed above with respect to FIG. 4.
At this point, the reconfigured VPN member re-established
communication with the VPN. At 508, the management
server updates 1ts database with the new external network
address information. At 510, the databases in the master
server and other management servers are then updated via
database replication or direct transmission of the data
between the master and management servers. At 512, each
management server configuration transier tool creates a new
VPN configuration file for all of its respective network
devices that are VPN members. The newly created VPN con-
figuration files, including the new external network address
information, are then transmitted to the respective network
devices. Upon receipt, the respective network device configu-
ration transier tool recerves, decrypts, and decodes the VPN
configuration file and writes the configuration data to 1ts
respective storage locations. Thereafter, one or more dae-
mons retrieve the newly stored data and reconfigure the net-
work device. At 514, all VPN members have received the new
external network address information, all components of the
VPN have been reconfigured as necessary, and the external
network address changes process 500 terminates.

Turming next to FIG. 8, depicted 1s VPN edit screen 800 as
per one embodiment of the present invention. Such a screen
may be accessed after a VPN has been created and all VPN
members have been added. The description, customer 1D,
network address, and subnet mask for each network device
118 1n the VPN are listed 1n columns 801, 803, 805, and 807,
respectively. A user may now edit or delete the VPN by
clicking edit or delete buttons, 809 and 811, respectively.
Clicking edit button 809 allows the user to edit or delete
individual VPN members, as discussed 1n greater detail below
with respect to FIG. 9. Clicking delete button 811 deletes the
entire VPN. That 1s, each network device 118 reverts to stan-
dalone operation and the VPN tunnels are eliminated. The
screen depicted 1n FIG. 8, as well as those depicted 1n FIGS.
6, 7, and 9, may be accessed 1n the same manner as the VPN
creation screen, as discussed in detail herein.

Referring next to FIG. 9, depicted 1s VPN edit screen 900 as
per an embodiment of the present invention. This, as well as
all other screens discussed herein or depicted in FIGS. 6, 7,
and 8, are mtended to be exemplary only. That 1s, other
screens may be substituted for these screens without depart-
ing from the scope of the present invention. Similar to VPN
edit screen 800, the customer ID, description, and network
address for each network device 118 1n the VPN are listed 1n
columns 901,903, and 903, respectively. However, the subnet
mask column 1s replaced with individual edit and delete but-
tons 909 and 911, respectively. Clicking edit button 909,
allows the user to edit the individual VPN member. For
example, the description may be modified. Alternatively, a
user may click delete button 911 to delete the VPN member.
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Turning next to FIG. 10, depicted 1s network device 1nitial
configuration process 1000 as per one embodiment of the
present invention. Typically, this process 1s performed when-
ever a user recerves a new or replacement network device
such as network device 118. Network device 1nitial configu-
ration process 1000 begins at 1001, at which a user recerves a
new network device. At 1002, the user connects the network
device to power, a hardwired or wireless network connection,
and a user interface. The power connection 1s typically
achieved by plugging a first end of a power cable into the
network device and a second end of the power cable into a
typical house of office receptacle. Network connections may
be made via any commonly available method (e.g., connec-
tion to one or more telephone lines via one or more telephone
cables, connection to a cable network via a coaxial cable,
etc.). User interfaces may be connected to the network inter-
face via a wireless or hardwired connection. Such interfaces
may include any interface having a display and means for
(e.g., PDAs, personal computers such as local device 1224,
etc.).

Network device initial configuration process 1000 then
continues to 1004 at which, via the user interface, the user will
attempt to 1itiate a connection to the Internet by a method
such as opening an Internet browser. At 1006, the network
device automatically redirects the Internet browser from the
current HTML page to an HI'ML setup page stored in the
network device. Upon display of the HI ML setup page to the
user via the user interface, the user 1s prompted to mput a
mimmal amount of data such as username, password, and the
type of network connection coupled to the network device.
Upon entry of such data at 1008, network device 1nitial con-
figuration process 1000 proceeds to 1010.

At 1010, the network device automatically configures the
network connection based upon the data input by the user, and
network device initial configuration process 1000 proceeds to
1011. At 1011, the network device automatically establishes
communication with the Internet via the network connection.
At 1012, it a connection with the Internet 1s established,
network device initial configuration process 1000 proceeds to
1013. If an Internet connection 1s not established, network
device 1nitial configuration process 1000 returns to 1008.

At 1013, the network device automatically establishes
communication with a master server such as master server
108 via the network connection. At 1014, the master server
analyzes the data provided by the network device and assigns
and directs the network device to one of the management
servers such as management servers 110. After terminating
communication with the master server, network device 1nitial
configuration process 1000 proceeds to 1016, at which the
network device establishes communication with its assigned
management server. At 1018, the network device requests a
network device configuration file from the management
server, and process 1000 proceeds to 1020. At 1020, the
management server configuration transfer tool transmits a
generic encoded and encrypted network device configuration
file to the network device.

At 1022, the network device configuration transier tool
decrypts and decodes the generic network device configura-
tion file. Then, this tool extracts the configuration data and
writes 1t to 1ts respective storage locations within the network
device. Thereaiter, all daemons executed by the network
device retrieve their respective data from the configuration
data storage locations, thereby performing an 1nitial generic
configuration of the network device. Upon completion of 1ts
initial configuration, the network device terminates the con-
figuration process 1024. After network device initial configu-
ration process 1000 1s complete, the user shall be enabled for
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basic functions such as, but not limited to, web surfing, elec-
tronic mail, etc. Thereatter, a user may customize the network
device configuration using the remote management systems
and methods of the present invention as described 1n greater
detail with respect to FIGS. 11-19.

After an 1nitial generic configuration of the network
device, auser may customize the configuration by performing
a process similar to, but not limited to, user configuration
process 1100 as illustrated in FIG. 11. User configuration
process 1100 begins at 1102 at which a user decides to alter
the network device configuration. At 1104, the user logs 1n to
a management portal such as management portal 104 using a
user interface such as local device 122 coupled to the network
device. In one embodiment, the user interface may reside on
the same local network (e.g., local network 120) as the net-
work device (e.g., network device 118). In another embodi-
ment, a user may use a user iterface such as a personal
computer to log 1 to the management portal through the
Internet via the network device’s connection of the user inter-
face to the Internet. After the user logs 1n to the management
portal, user configuration process 1100 proceeds to 1106.

At 1106, the management portal to which the user 1s con-
nected provides a GUI to the user interface. In one embodi-
ment, the GUI 1s 1in the form of an Internet web page. At this
web page, the user 1s prompted to enter a customer ID and
password. That 1s, the user 1s prompted to enter the existing
customer ID and password for the network device. Once the
user enters the customer ID and password, this data 1s trans-
mitted via the Internet to the management portal, which veri-
fies the network device’s customer 1D and password infor-
mation at 1108. In one embodiment, the management portal
accesses the master server’s database to determine if the
inputted password matches the password information con-
tained in the customer ID’s associated data records. In
another embodiment of the present invention, management
portal accesses amanagement server’s database for this infor-
mation. However, alternate embodiments of password verifi-
cation may be incorporated without departing from the scope
of the present invention. If, at 1108, the entered customer 1D
and password are incorrect, user configuration process 1100
returns to 1106 and allows the user to re-enter the informa-
tion. However, 1f at 1108, the customer ID and password
information are verified, user configuration process 1100 pro-
ceeds to 1114.

At 1114, a start screen 1s displayed to the user such as start
screen 1300 depicted 1n FIG. 13. Start screen 1300 contains
casy-to-understand and user-friendly mstructions 1302. The
user clicks on the desired configuration tab of configurations
tabs 1306a-1306¢ located on the left side of start screen 1300,
and process 1100 proceeds to 1116. Although start screen
1300 only depicts five configuration tabs 1306a-1306¢ for
general, router, e-mail, firewall and parental control options,
respectively, additional options may be included without
departing from the scope of the present invention.

At 1116, the user clicks on the desired configuration
parameter 1308a-1308;. Based upon the user’s selected con-
figuration parameter, a preferences screen such as one of the
preference screens 1400, 1500, 1600, 1700, 1800, or 1900 as
depicted in FIGS. 14-19 may be displayed at 1118. For
example, 1n the embodiment depicted in FIG. 13, 11 the user
chooses the spam protection parameter 1308/ listed below
clectronic mail configuration tab 1306¢, preference screen
1600, as depicted 1n FIG. 16, 1s displayed. The user then
selects the desired preference via radio buttons 1602a-1602¢
and user configuration process 1100 proceeds to 1120. At
1120, the user clicks the save button such as save button 1604,
and, at 1122, the user receives verification that the configu-
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ration parameter has been successiully updated. Thereatter, at
1124, user configuration process 1100 ends.

However, 11 the user chooses a configuration parameter
other than 1308/, such as 1308c, 13084, 13082, 1308/, or
1308:, preference screens such as preference screens 1400,
1500, 1700, 1800, or 1900 may be displayed. After being

redirected to the requested preference screens, the user sim-
ply makes a selection by clicking radio buttons, checkmarks,
and the like. When all selections are made for the given
configuration parameter, the user clicks the save button as per
1120 of user configuration process 1100 depicted in FIG. 11,
and the process completes as described above.

FIGS. 14-19 are provided to demonstrate the simplistic
nature of configuring a network device as per the systems and
methods of the present invention. However, 1t should be noted
that the format of these displays may be altered without
departing from the scope of the present invention. Also, dis-
plays depicting configuration parameters other than those
included herein may also be added or substituted without
departing from the scope of the present invention.

Upon completion of the user configuration process such as
user configuration process 1100, automatic network device
configuration occurs using a process similar to network
device configuration process 1200 as depicted 1in FIG. 12.
Network device configuration process 1200 begins at 1202 at
which a user has finished the user configuration process. At
1204, the management portal to which the user logged 1n to
for entry of the configuration parameters for the network
device transmits the new network device configuration data to
the management server such as management server 110
responsible for managing the network device. Preferably,
such transmission occurs internally within a private network
connecting the management portal to the management serv-
ers. However, embodiments are envisioned in which the man-
agement portal communicates with the management servers
via a public network such as the Internet.

Once the management server receives the network device
configuration data, network device configuration process
1200 proceeds to 1206. The network device data may be
transmitted directly to the management server from the man-
agement portal or indirectly via database replication.

At 1206, management server configuration transier tools
located on board each of the management server(s) create,
encode, and encrypt the configuration data and transmut it as
a network device configuration file to the respective network
device as discussed 1n detail above with respect to F1G. 4. The
management server configuration transier tools secure an
authenticated communication channel prior to transmitting
the data via this channel to the respective network device.
Typically, the channel 1s an Internet channel.

After the network device configuration file 1s transmuitted to
the network device, network device configuration process
1200 proceeds to 1208. At 1208, the network device configu-
ration transier tool network device 118 receives, decrypts,
and decodes the network device configuration file. Next, this
tool writes the extracted data to designated storage areas
within the network device. Also, the network device configu-
ration transier tool, decrypts 1t if required, and analyzes the
extracted data to determine whether a VPN configuration or
reconiiguration 1s required (e.g., a user wishes to create a
VPN, a user wishes to delete a VPN, etc.).

After the configuration data 1s written to the respective
storage locations, process 1200 proceeds to 1212. At 1212,
daemons read the stored data thereby reconfiguring the net-
work devices. At 1214, network device configuration process

1200 ends.
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While the present invention has been described with refer-
ence to one or more preferred embodiments, which embodi-
ments have been set forth in considerable detail for the pur-
poses of making a complete disclosure of the mnvention, such
embodiments are merely exemplary and are not intended to
be limiting or represent an exhaustive enumeration of all
aspects of the invention. The scope of the invention, therefore,
shall be defined solely by the following claims. Further, 1t will
be apparent to those of skill in the art that techniques, systems
and operating structures 1n accordance with the present inven-
tion may be embodied 1n a wide variety of forms and modes,
some of which may be quite different from those in the
disclosed embodiments, without departing from the spirit and
the principles of the invention.

The mvention claimed 1s:

1. A method for remotely maintaining a VPN configured
using VPN data input by a user at a portal comprising the steps
of:

transmitting maintenance data to at least one management

device from a first network device 1n the VPN through a
management portal;

creating (1) a VPN configuration file or (11) a VPN configu-

ration file and a device configuration file, each at the at
least one management device;
automatically establishing a communication between the
at least one management device and at least one network
device, which may be the same or different than the first
network device, via at least one connection of at least
one network; and
transmitting at least one of the VPN configuration file or the
VPN configuration file and the device configuration file
from the at least one management device to the at least
one network device via the network connection;

wherein at least one parameter of the at least one network
device, the VPN, and combinations thereot 1s automati-
cally configured upon local processing of the VPN con-
figuration file or the VPN configuration file and the
device configuration file.

2. A method according to claim 1, wherein the maintenance
data 1s at least one of the group consisting of virus definitions,
block lists, policies, and firmware.

3. A method according to claim 1, wherein the at least one
network device 1s at least one of the group consisting of a
broadband device, a router, a modem, a switch, a wireless
gateway, and combinations thereof.

4. A method according to claim 1, further comprising the
steps of:

encoding the VPN configuration file or the VPN configu-

ration file and the device configuration file, and
encrypting the VPN configuration file or the VPN configu-
ration file and the device configuration {ile,

wherein the encoding and the encrypting occur prior to

transmission of the VPN configuration file or the VPN
configuration file and the device configuration file via
the at least one network.

5. A method according to claim 1, wherein the network
connection 1s at least one of the group consisting of a wireless
connection, a cable connection, a digital subscriber line, a
telephone line, and combinations thereof.

6. A method according to claim 1, wherein the network 1s at
least one of the group consisting of an Internet, a wide area

network, and combinations thereof.

7. A method according to claim 1, wherein a configuration
transier tool integral to the at least one management device
creates and transmits the VPN configuration file or the VPN
configuration file and the device configuration file to the at
least one network device.
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8. A method according to claim 1, wherein the local pro-
cessing ol the VPN configuration file or the VPN configura-
tion file and the device configuration {file, includes the sub-
steps of:

extracting configuration data from the VPN configuration

file or the VPN configuration file and the device configu-
ration file, and

writing the configuration data to at least one storage loca-

tion of the at least one network device;

wherein at least one daemon executed by each of the at least

one network device retrieves and processes at least a
portion of the configuration data contained 1n each of the
storage locations.

9. A method according to claim 1, wherein the local pro-
cessing ol the VPN configuration file or the VPN configura-
tion file and the device configuration file includes the sub-
steps of:

decrypting the VPN configuration file or the VPN configu-

ration file and the device configuration {ile,

decoding the VPN configuration file or the VPN configu-

ration file and the device configuration {ile,

extracting configuration data from the VPN configuration

file or the VPN configuration file and the device configu-
ration file and

writing the configuration data to at least one storage loca-

tion of the at least one network device;

wherein at least one daemon executed by each of the at least

one network device retrieves and processes at least a
portion of the configuration data contained 1n each of the
storage locations.
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10. A method according to claim 1, wherein the transmit-
ting maintenance data to the at least one management device
includes the sub-steps of:

transmitting the maintenance data to a master device; and

transmitting the maintenance data from the master device

to the at least one management device.

11. A method according to claim 1, wherein the mainte-
nance data 1s input via a user interface coupled to the network
device 1n the VPN.

12. A method according to claim 11, wherein the user
interface 1s at least one of the group consisting of a personal
computer, a personal data assistant, and a network-equipped
appliance.

13. A method according to claim 11, wherein the coupling
ol the user interface to the network device 1n the VPN 1s at
least one of the group consisting of a cable, an Ethernet cable,
a wireless connection, a local area network, a wide area
network, an Internet connection, and combinations thereof.

14. A method according to claim 1, further comprising the
step of:

authenticating a communication channel prior to the estab-

lishing of the communication between the at least one
management device and the at least one network device.

15. A method according to claim 14, wherein the authen-
ticating 1s performed using at least one of the group consisting
of IP security, secure sockets layer, passwords, digital certifi-
cates, smart cards, biometrics, dynamic biometrics, and com-
binations thereof.
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