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HIERARCHICAL SCHEME FOR SECURE
MULTIMEDIA DISTRIBUTION

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. provisional
application Ser. No. 60/435,238 filed Dec. 20, 2002, which 1s
incorporated herein by reference.

The present invention generally relates to a secure distri-
bution of electronic content 1 various forms (e.g., audio,
video, text, and 1images). The present invention specifically
relates to a method of securely distributing electronic content
based on the highest quality version of the electronic content.

Current technology, as related to the quality of electronic
content, 1s approaching the day when distributed electronic
content will be an exact duplication of the original content
upon which the electronic content 1s based. As this technol-
ogy grows, the production of content players will involve the
development of new or improved components that are needed
to play the electronic content. However, every consumer will
not able to atiord to buy the latest content play or to upgrade
his or her current content player. Moreover, some consumers
will be satisfied with a lower quality version of the electronic
content. Therefore, there 1s a need for a hierarchical scheme
for a distribution of various quality versions of electronic
content.

The present invention provides a method directed to a
secure distribution of various types of electronic content (e.g.,
audio, video, 1mages, text, etc.) over various types ol medi-
ums (e.g., removable disks, networks, etc.) that interface with
various types ol content players (e.g., recorders, personal
computers, etc.).

One form of the present invention 1s a method of distribut-
ing various quality versions ol an electronic content. First,
cach quality version of the electronic content 1s defined. Sec-
ond, one or more distortion algorithms executable to generate
a lower quality version of the electronic content by a distor-
tion of the highest quality version of the electronic content are
defined. Third, each quality version of the electronic content
1s selectively assigned at least one content key. Fourth, the
highest quality version of the electronic content, the distor-
tion algorithm(s) and the content key(s) are distributed in
various manners.

A second form of the present invention 1s an electronic
content medium comprising a highest quality version of an
clectronic content. The electronic content medium further
comprises one or more distortion algorithms executable to
generate a lower quality version of the electronic content by a
distortion of the highest quality version of the electronic
content.

A third form of the present invention 1s an electronic con-
tent player comprising a decryption unit operable to decrypt
and decode a highest quality version of an electronic content.
The player further comprises a distortion unit operable to
generate a lower quality version of the electronic content by a
distortion of the decrypted and decoded highest quality ver-
sion of the electronic content.

The foregoing forms as well as other forms, features and
advantages of the present invention will become further
apparent from the following detailed description of the pres-
ently preferred embodiments, read in conjunction with the
accompanying drawings. The detailed description and draw-
ings are merely 1llustrative of the present invention rather than
limiting, the scope of the present invention being defined by
the appended claims and equivalents thereof.
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FIG. 1 illustrates a flowchart representative of one embodi-
ment of an electronic content distribution method 1n accor-
dance with the present invention;

FIG. 2 illustrates an optical disk in accordance with one
embodiment of the present invention;

FIG. 3 illustrates a network in accordance with one
embodiment of the present invention;

FIG. 4 illustrates a flowchart representative of one embodi-
ment of an electronic content player production method 1n
accordance with the present invention;

FIG. 5 illustrates a tlowchart representative of one embodi-
ment of an electronic content player operation method in
accordance with the present invention; and

FIG. 6 illustrates an electronic content player in accor-
dance with one embodiment of the present invention.

FIG. 1 illustrates a tlowchart 10 representative of an elec-
tronic content distribution method of the present invention.
During a stage S12 of flowchart 10, each quality version of an
clectronic content 1s defined by a conventional electronic
content hierarchical scheme known 1n the art. The number
and types of attributes of an electronic content as well as the
number of quality versions of the electronic content based on
the attributes are without limit. The following TABLE 1 1s
provided to exemplanly illustrate a set of attributes (color,
spatial, resolution, and compression) for an electronic content
in video form for nine (9) quality versions of the video based
on the set of attributes:

TABL.

L]
[

RESOLU-
TION

COMPRES-

QUALITY VERSION COLOR SPATIAL SION

Highest

1* Intermediate
279 Intermediate
379 Intermediate
4" Intermediate
57 Intermediate
67" Intermediate
7% Intermediate
Lowest

d L Lo L) M D D B
lad o Lo b b B B =

In TABLE 1, the highest grade of an attribute 1s 1 and the
lowest grade of an attribute 1s 3. In the exemplary listing of
TABLE 1, the highest quality version includes a grade of 1 for
cach attribute, the lowest quality version includes a grade 3
for each attribute, and the intermediate quality versions have
a quality between the highest quality version and the inter-
mediate quality version. From the exemplary listing of
TABLE 1, those having ordinary skill 1n the art will appreci-
ate the unlimited number and types of attributes of an elec-
tronic content as well as the unlimited number of quality
versions of the electronic content.

During a stage S14 of the flowchart 10, one or more con-
ventional distortion algorithms as known 1n the art that are
executable to generate a lower quality version of the elec-
tronic content by a distortion of the highest quality version of
the electronic content are defined. In the exemplary listing of
TABLE 1, the distortion algorithm(s) would have to be
capable of generating intermediate versions 1-7 as well as the
lowest quality version from the highest quality version.

During a stage S16 of the flowchart 10, each quality version
1s selectively assigned one or more content keys. In one
embodiment, the content keys are data blocks including (1)
information about the associated quality version that is use-
able by the distortion algorithm(s), (2) a decryption key for
decrypting an encrypted version of the highest quality ver-
sion, and (3) various legal rights associated with the elec-
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tronic content, such as, for example, copyrights of the asso-
ciated quality version. In selectively assigned content keys to
cach quality version, one or more factors as would be appre-
ciated by those having ordinary skill in the art can be evalu-
ated during stage S16. For example, 1n selectively assigning
content keys to each quality version of TABLE 1, different
content keys are assigned to the highest and intermediate
quality versions, but a content key 1s not assigned to the
lowest quality version 1n view of a desire to provide a free,
unencrypted sample of the electronic content.

During a stage S18 of the flowchart 10, the highest quality
version, the distortion algorithm(s) and the content key(s) are
individually or collectively distributed. The types of mediums
for distributing the highest quality version, the distortion
algorithm(s) and the content key(s) are without limit. For
example, FIG. 2 1llustrates a DVD 20 storing an encoded and
encrypted highest quality version 21 of a song and a distortion
algorithm 22 for distorting the highest quality version 21. A
content key associated with a desired quality version of the
song can be separately purchased. Also by example, FIG. 3
illustrates a web server 30 storing an encoded and encrypted
highest quality version 31 of a video clip, a distortion algo-
rithm 32 for distorting the highest quality version 31, and
contentkeys 33. A user of acomputer 34 connected to the web
server 30 via the Internet 35 can download the highest quality
version 31, the distortion algorithm 32, and a purchased con-
tent key 33 to computer 34.

FI1G. 4 1llustrates a flowchart 40 representative of an elec-
tronic content player production method of the present inven-
tion. During a stage S42 of the tlowchart 40, the distortion
algorithm(s) defined 1n stage S14 (FIG. 1) 1s installed within
an electronic content player. Alternatively and/or concur-
rently, an interpreter for interpreting a distortion description
language produced by a distortion algorithm defined 1n stage
S14 1s mnstalled within the electronic content player.

During a stage S44 of the flowchart 40, one or more secret
keys are assigned to the content player. The factors involved
in the assignment of a secret key to the content player is
without limit. To 1llustrate this point, the following TABLE 2
exemplarily lists a categorization of an optical disk player as
related to secret keys:

TABLE 2

1% OPTICAL DISK PLAYER:
CATEGORY 1% Secret Key
pnd CD PLAYER: DVD PLAYER:
CATEGORY 2" Secret Key 3" Secret Key
374 CD-ROM: CD-R: DVD-ROM: DVD-R:
CATEGORY 4 5% 6" 77

Secret Key  Secret Key  Secret Key  Secret Key

From TABLE 2, an assignment of a secret key to the optical
disk player 1s dependent upon a categorization of the optical
disk player during stage S44.

FIG. 5 illustrates a flowchart 50 representative of an elec-
tronic content player operation method of the present inven-
tion. To facilitate an understanding of tflowchart 50, a descrip-
tion of flowchart 50 will be conjunction with a description a
DVD player 70 of DVD 20 as illustrated in FIG. 6. During a
stage S52 of flowchart 50, a controller 71 of the content player
70 reads a secret key SK and a content key CK provided by a
user of the player 70. Controller 71 will reject the keys SK and
CK during a stage S56 of flowchart 50 when the secret key 1s
unacceptable (1.e., it 1s not the secret key assigned to player 70
during stage S44 of FIG. 4) and/or the content key CK 1s
unacceptable (1.e., 1t 1s not assigned to any quality version of
the electronic content 20). Otherwise, during a stage S58 of
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the flowchart 50, the controller 71 directs a decryption unit 72
to decrypt and decode the highest quality version 21 (FIG. 2)
of DVD 20 1n accordance with content key CK. During a stage
S60 of the flowchart 50, 1f applicable 1n accordance with the
content key CK, the controller directs a distortion unit 73 to
execute the distortion algorithm 22 and interpret the distor-
tion language in order to generate a lower quality version of
the electronic content that corresponds to the content key. The
result 1s the ability of the player 70 to play a desired quality
version of the electronic content.

In alternative embodiments, controller 71, decryption unit
72 and distortion unit 73 can implemented in various other
configurations, such as, for example, controller 71 and
decryption unit 72 can be integrated, controller 71 and dis-
tortion unit 73 can be integrated, and any other configurations
as would occur to those having ordinary skill 1n the art.

Those having ordinary skill 1n the art will appreciate the
applicability of flowchart 50 to other electronic content play-
ers, such as, for example, personal computer 34 illustrated 1n
FIG. 3.

It 1s 1mportant to note that FIGS. 1-6 illustrate specific
applications and embodiments of the present invention, and 1s
not intended to limit the scope of the present disclosure or
claims to that which 1s presented therein. Upon reading the
specification and reviewing the drawings hereof, it waill
become 1immediately obvious to those skilled 1n the art that
myriad other embodiments of the present imnvention are pos-
sible, and that such embodiments are contemplated and fall
within the scope of the presently claimed 1nvention.

While the embodiments of the invention disclosed herein
are presently considered to be preferred, various changes and
modifications can be made without departing from the spirit
and scope of the mvention. The scope of the mvention 1s
indicated 1n the appended claims, and all changes that come

within the meaning and range of equivalents are intended to
be embraced therein.

The mvention claimed 1s:

1. A method of distributing various quality versions of an
clectronic content, comprising;:

defining each quality version of the electronic content;

defining at least one distortion algorithm executable to

generate a lower quality version of the electronic content
by a distortion of a high quality version of the electronic
content;

assigning at least one content key to at least one quality

version of the electronic content; and

distributing the higher quality version, the at least one

distortion algorithm, and the at least one content key;
wherein the distributing includes storing the at least one
distortion algorithm on an electronic content player.

2. The method of claim 1, the distributing includes storing,
the high quality version of the electronic content on an elec-
tronic content medium.

3. The method of claim 2, wherein the distributing includes
storing the at least one distortion algorithm on the electronic
content medium.

4. The method of claim 2, wherein the distributing includes
storing the at least one content key on the electronic content
medium.

5. The method of claim 1, wherein the distributing includes
storing the at least one content key on the electronic content
player.

6. An clectronic content player, comprising;

a decryption unmt operable to decrypt and decode a high

quality version of an electronic content; and
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a distortion unit operable to generate a lower quality ver-
sion of the electronic content by a distortion of the
decrypted and decoded high quality version of the elec-
tronic content.

7. The electronic content player of claim 6, including a
controller operable to direct the decryption unit to decrypt
and decode the high quality version of the electronic content
in accordance with a content key associated with the elec-
tronic content.

8. The electronic content player of claim 6, including a
controller operable to direct the decryption unit to decrypt
and decode the high quality version of the electronic content
in accordance with a content key assigned to one of a tower
quality version of the electronic content.

9. The electronic content player of claim 6, including a
controller operable to direct the decryption unit to decrypt
and decode the high quality version of an electronic content 1n
accordance with a content key associated with the electronic
content subsequent to a reception of a secret key assigned to
the electronic content player.

10. The electronic content player of claim 6, including a
controller operable to direct the decryption unit to decrypt

and decode the high quality version of an electronic content 1n
accordance with a content key assigned to one of a lower
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quality version of the electronic content subsequent to a
reception of a secret key assigned to the electronic content
player.

11. The electronic content player of claim 6, including a
controller that 1s configured to control the distortion unit to
generate the lower quality version of the electronic content
based on a content key assigned to the lower quality version.

12. The electronic content player of claim 6, including a
media reader that 1s configured to read a media that contains
the high quality version of the electronic content.

13. The electronic content player of claim 12, including a
controller that 1s configured to control the distortion unit to
generate the lower quality version of the electronic content
based on a content key assigned to the lower quality version.

14. The electronic content player of claim 13, wherein the
media includes the content key.

15. The electronic content player of claim 13, wherein the
controller 1s configured to obtain the content key independent
of the media.

16. The electronic content player of claim 7, wherein the
controller 1s configured to control the distortion unit to gen-
erate the lower quality version of the electronic content based
on the content key.
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