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KEY VALIDATION SCHEME

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-

tion Ser. No. 10/181,356 filed on Jul. 17, 2002, now U.S. Pat.
No. 7,215,773, which 1s a national entry of PCT Application
No. PCT/CA98/00959 filed on Oct. 14, 1998 which claims
priority from U.S. application Ser. No. 08/949,781 filed on
Oct. 14, 1997, wherein the contents of each are hereby incor-
porated by reference.

TECHNICAL FIELD

The present 1nvention relates to secure communication
systems and 1n particular to schemes for validating param-
cters and keys 1n such systems.

BACKGROUND OF THE INVENTION

Secure data communications systems are used to transfer
information between a pair of correspondents. At least part of
the information that 1s exchanged 1s enciphered by a prede-
termined mathematical operation by the sender. The recipient
may then perform a complimentary mathematical operation
to decipher the information. For public key or symmetric key
systems, there are certain parameters that must be known
beforechand between the correspondents. For example, vari-
ous schemes and protocols have been devised to validate the
senders public key, the identity of the sender and the like. The
security or validity of these systems 1s dependent on whether
the signature 1s a valid signature and this 1s only the case i
system parameters if any are valid, the public key 1s valid and
the signature verifies. Furthermore, an asymmetric system 1s
secure only 1f system parameters 1f any are valid, the enci-
phering public key 1s valid, the symmetric key 1s formatted as
specified and the symmetric key recovery checks for format
validity.

On the other hand a key agreement protocol 1s secure only
if the system parameters, 11 any, are valid, the key agreement
public keys are valid, and the shared secret and symmetric key
1s derived as specified 1n a standard. In all of these 1t 1s
assumed that the public key or symmetric key, 1.e., the shared
secret, 15 derived and valid as specified 1n the protocol
scheme. Problems, however, will arise 11 these parameters are
either bogus or defective 1n some way.

The following scenarios may illustrate the implications of
a defect in one or more parameters of a public key crypto-
graphic system. For example digital signatures are used to
indicate the authenticity of a sender. Thus if a Recipient A
receives a certified public key from a Sender B, then A verifies
the certificate, next B sends A a signed message for which A
1s able to verily the signature and thus assume that further
communication 1s acceptable. In this scenario, however, if B
has deliberately corrupted the public key then the Recipient A
has no way of distinguishing this invalid public key. Simi-
larly, a Participant C generates a key pair and then subse-
quently receives a public key certificate, the Participant C
then sends the certificate and a subsequent signed message to
B under the assumption that the public key contained in the
certificate 1s valid. The participant B can then determine key
information for C. Both the above scenarios describe possible
problems arising ifrom utilizing unauthenticated parameters
in signature verification.

In key transport protocols a Correspondent A may inad-
vertently send its symmetric key to the wrong party. For
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example, 11 Correspondent A receives a certified public key
from a Sender B, the certificate 1s verified by A who then
sends a public key enciphered

symmetric key and a symmetric key enciphered message to
B, thus A 1s compromised. Conversely, 1f one of the corre-
spondents C generates a key pair and gets a public key cer-
tificate which 1s subsequently sent to A who public key enci-
phers a symmetric key and message and sends it back to C,
thus, 1n this case, C 1s compromised.

In key agreement protocols, one of the correspondents, A
for example, recerves a certified public key from B and sends
B A’s certified public key. Each of A and B verily the other’s
certificate and agree upon a symmetric key. In this scenario A
1s compromised twice.

It may be seen from the above scenarios that although
public key systems are secure the security of the system relies
to a large extent on one or both of the correspondents relying
on the fact that a claimed given key 1s 1n fact the given key for
the particular algorithm being used. Typically the recipients
receive a string of bits and then make the assumption that this
string of bits really represents a key as claimed. This 1s par-
ticularly a problem for a symmetric key system where typi-
cally any bit string of the right size may be interpreted as a
key. If a bit 1n the key 1s tlipped, it may still be interpreted as
a key, and may still produce a valid crypto operation except
that 1t 1s the wrong key.

In an asymmetric private key system the owner of the
private key knows everything about the private key and hence
can validate the private key for correctness. However, should
a third party send the owner system a public key, a question
arises as to whether the received key conforms to the arith-
metic requirements for a public key or the operations using
the claimed public key 1s a secure crypto operation. Unless the
owner system performs a check 1t 1s unlikely to know for
certain and then only by the owner.

From the above 1t may be seen that key establishment may
be 1nsecure. In a paper written by Lim and Lee presented at
Crypto ’97, this problem was demonstrated 1n context of the
Diffie-Heliman scheme using a bogus public key that did not
have the correct order and thus one party was able to find
information about the other party’s private key. In the RSA or
Rabin scheme, which gets its security from the difficulty of
factoring large numbers, the public and private keys are func-
tions of a pair of large prime numbers. The keys are generated
from the product of two random large prime numbers. Sup-
pose, however, that n 1s a prime nstead of the products of two
primes then phi(n)=n-1 so anyone can determine d from the
bogus “public key” (n,e). These are just examples of the
problems a user of a public key can get 1nto 1 they cannot

validate the arithmetic properties of a claimed public key for
conformance with the requirements of the algorithm.

SUMMARY OF THE INVENTION

This invention seeks to provide an improved validationin a
secure communication system. Furthermore the invention
seeks to allow such a validation to be performed by anyone at
anytime using only public information.

In accordance with this mvention there 1s provided a
method of validating digital signatures 1n a public key com-
munication system, said method comprising the steps of:

verilying the arithmetic property the public key conforms
to the system algorithm; and

verilying said digital signature.

A further step provides for the verification of the system
parameters.
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A still turther step provides for including within a certifi-
cate information indicative of the claimed public key having
been validated for arithmetic conformance with the algorithm
and, where appropriate, the amount of validation performed.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
described by way of example only with reference the accom-
panying drawings 1n which:

FIG. 1 1s a schematic representation of a communication
system.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

Referring to FIG. 1 a data communication system 10
includes a pair of correspondents designated as a sender 12
and a recipient 14 who are connected by communication
channel 16. Fach of the correspondents 12, 14 includes an
encryption unit 18, 20 respectively that may process digital
information and prepare 1t for transmission through the chan-
nel 16. In addition the system 10 may include a certification
authority 22.

Embodiments of the invention shall be described with ret-
erence to the following aspects of public key algorithms. Key
agreement has six routines which are defined as system
parameter generation, system parameter validation, key pair
generation, public key validation, shared secret derivation
and symmetric key derivation. In the key validation step,
anyone at anytime can validate a public key using only public
information. These routines validate the range and order of
the public key. IT a public key validates, 1t means that an
associated private key can logically exist, although 1t does not
prove 1t actually does exist.

For an elliptic curve Dagital Signature Algorithm
(ECDSA) there are also six routines, defined as system
parameter generation, system parameter validation, key pair
generation, public key validation, signature generation and
signature verification. On the other hand a first type of DSA
has four routines, namely system parameter generation, key
pair generation, signature generation and signature verifica-
tion. In a more recent DSA has five routines, namely, system
parameter generation, (1implicit) system parameter validation,
key pair generation, signature generation and signature veri-
fication. In order to provide key validation the DSA param-
eters p, q and g are assumed to have already been validated.
The public key=g" mod p, where x 1s the private key. The
range ol y 1s validated to ensure 1<<y<(p and the order ol y 1s
validated to ensure y? mod p=1. These tests ensure that a
claimed DS A public key meets the arithmetic requirements of
such a key. They can be performed by anyone at anytime
using only public information.

In RSA or Rabin signatures there are generally three rou-
tines, namely key pair generation, signature generation and
signature verification. Validating an RSA public key (n, ¢)
involves three steps. Firstly validate e, secondly validate nand
thirdly validate e and n are consistent with each other. In order
to validate the public exponent ¢, use of made of the fact that
the exponent 2<=e<=2%1°9 where k is the length of the
modulus n. The requirement that this range be as 1t 1s specified
1s specifically to allow this check. IT €2 then e should be odd.
Furthermore, if for a closed network, 1t 1s known that the
public exponent ¢ must all meet other criteria, e.g., 1t must
be =3 or 65537 or be a random number larger than 65537,
these checks can also be done to further confirm the validity
of the key. These checks may be incorporated as part of the
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4

specification of an RSA public key partial validation routine.
Even though the above test for e appears trivial, this test
ensures that e was selected before d as intended by the RSA/
Rabin algorithm since, it may be shown that de=1 mod (Icm
(p—1,9-1) and there are at least 160 high order zeroes 1n ¢
when compared with modulus n, and this 1s infeasible to
achieve by selecting d {first.

In order to validate the modulus n, the sizes of n may be
determined. It 1s known that n 1s supposed to contain exactly
(1,024 plus 128s) bits, where s=0, 1, 2,3 . . . etc. This can be
casily validated and can be part of a partial key validation.
Determining whether the modulus n 1s odd given that n 1s
supposed to be the product of two primes and that all primes
alter 2 are odd may perform a further validation of the modu-
lus n. Theretfore the product of odd numbers 1s odd so n should
be odd. Furthermore, for Rabin when e=2 we know p should
be equal to 3 modn and g should be 7 mod 8. This means n=pq
should be =21 mod 8=5 mod 8. This can be validated by

ensuring that 1if e=2, then n=>5 mod 8. Furthermore, we know
n should not be a perfect power thus this ensures there be two
distinctive prime factors and this can be validated by a simple
check as documented 1n the Handbook of Applied Cryptog-
raphy by Menezes, van Oorschot, and Vanstone.

It 1s also known that n should be a composite number thus
if n 1s prime the transformation 1s easily mvertible and hence
1s completely insecure. The fact that n should be composite
can be validated by running the Miller-Rabin probable prime
test expecting 1t to actually prove that n 1s composite. An
additional test for validating the modulus n 1s based on know-
ing that n 1s supposed to be the product of two large primes
and 1s supposed to be hard to factor. Therefore attempt to
factor 1t 1n some sumple way, expecting it to fail. For example
calculate GCD (n, 1) where 1 runs through all the small odd
primes up to a certain limit, say the first 50K odd primes.

From the previous two tests above, it may be seen from the
former that at least one factor must be of a size of half the bits
of the modulus or less. From the latter 1t may be seen that each
factor must be larger than the largest prime tested. Further-
more there are now only a limited number of potential factors
(p, q. 1, . .. ) depending on the size of the largest prime test.

The multiple tests above 1n combination have a synergistic
elfect. The goal of which 1s to greatly reduce the freedom of
action of an adversary. Even 11 an attack 1s not totally impos-
sible, partial key validation can make an attack much more
difficult, hopetully infeasible or at least uneconomical.

Furthermore in validating the modulus n, p and q are not
supposed to be too close 1n value therefore assume they are
and try to factor n. Use the square root ol n as a starting guess
for p and g. Then let p decrease while q increases and deter-
mine 1f n can be factored up to a predetermined limit. Fur-
thermore we know for a set of RSA moduli, no prime should
repeat therefore given a set of RSA moduli nl, n2 the GCD
(n1, nj) can be calculated to ensure the results all equal one.

Ofthine tests as described above have their limitations.
These tests may be extended since the owner of the param-
cters knows particular information, for example the factor-
ization of n. Thus the owner may be used as an online oracle.
By determining if the answers to these questions asked of the
oracle are incorrect anyone may declare public key invalid.

It 1s shown in the Handbook of Applied Cryptography
Vanstone et. al. That the owner can take square roots mod n,
but others cannot. The validater can determine 11 a random
number mod n has a Jacob1 symbol 1 or -1, then haltfare 1 and
the other half are —1. 11 1, then number 1s either a square or not
a square, again half each. Validater can square a number mod
n. A square always has Jacob1 symbol=1.
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The validater selects either a known square u or a random
clement r with Jacobi symbol=1. Asks owner “If this 1s a
square?” for these two types of elements. The owner responds
either Yes or No. If u was selected, the owner must say Yes,
clse key modulus 1s invalid. If r was selected the owner should
say Yes about 142 the time and No about 14 the time, else key
modulus 1s mvalid.

This 1s repeated a number of times to be confident. If the
Validater gave the owner all squares, owner should always
respond Yes. If the Validater gave the owner all random ele-
ments with Jacobi1 Symbol=1, owner should respond 2 of the
time Yes and Y2 of the time No. Owner of bogus key only
knows that at least half the answers should be Yes. However,
owner ol the private key knows the factorization of n, they
know the squares and thus just need to lie about the pseu-
dosquares, saying some are squares, in order to fool the vali-
dater. What 1s needed 1s a way for the validater to ask the “Is
this a square?” question using a known pseudosquare. Nor-
mally, determining if a number 1s a pseudosquare for a given
modulus without knowing the factorization of the modulus 1s
an infeasible problem, however, the owner must respond to
the above noted questions with an answer that says that some
of the Jacobi=1 numbers are pseudosquares. The validater
can form arbitrary known pseudosquares by multiplying a
known pseudosquare by a square modulo the modulus. The
result will be a value that the validater knows 1s a pseu-
dosquare. This third type of value t (known pseudosquare)
can be asked of the owner and now likes by the owner saying
that some pseudosquares are squares can be detected by the
validater.

In order to validate € and n together GCD (e, p—1)=1 and
GCD (e, g-1)=1. If e 1s odd, we know p should not be of form
xe+1 for some mteger x and g should not be of form ye+1 for
some 1nteger y. IT both p and g are bad then n should not be of
form xye*+xe+ye+1 and n=mod e.

A Turther method of validating € and n together. It 1s known
that the GCD(e,phi(n)) should be 1. If 1t 1s known that phi
(n)=(p-1)(q-1), then this 1s two equations 1n two unknowns
and therefore the validater can factor n.

Assuming the other requirements on a key pair are met, the
reason GCD (e,phi(n))=1 1s needed 1s to ensure the operation
using € 1s a one-to-one (1nvertible) function. Else, the opera-
tion using ¢ 1s many-to-one. If the operation using 1s many-
to-one then d (the inverse of e) does not exist, at least as
normally conceived. The owner should give evidence that d
actually exists, but the question should not be under the pri-
vate key owner’s control, that 1s, a self-signed certificate
request may not be enough evidence.

The challenge can send the claimed owner some dummy
messages to sign. The owner of the private key can verify that
they are dummy messages, sign them, and return them to the
challenger. This 1s an online probabilistic oracle test that d
exists.

Thus anyone can do ofiline validation at any time. Anyone
can do online validation 11 owner 1s online. Owner can do
offline and online validation to assure him/herself public key
1s valid. CA can do online validation and tell others exactly
what and how much it validated 1n the public key certificate.

In the ECDSA the system parameters are field size g=p or
2™. An optional seed that generates (a,b) with (a,b) defining
anelliptic curve other F_, P a distinguished point on the curve,
n, the large prime order of P, h, the cofactor such that the order
of curve 1s hn. The field size, EC defined by (a, b) and point P
are primary parameters.

It 1s important to verity not only the EC system parameters
but also the EC public key. For example, given an elliptic
curve public key QQ, check that Q 1s on E. In key agreement,
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and utilizing a prime order curve, then we do not need to
check the order of Q since Q certainly has the correct order 1f
it 1s on the curve. Checking that () 1s on the curve 1s important
since an erroneous key may give away the private key a 1n
computing aQ), 1t QQ 1s not on the curve. Veritying the public
key 1s on the curve may be achieved by substitution 1nto the
curve or testing.

Thus 1t may be seen that key validation may reduce expo-
sure to attacks and help detect inadvertent errors and 1s also 1s
a valuable service for a CA to perform. Those of ordinary skill
in the art will appreciate that the above techniques and meth-
ods may be implemented on a suitable processor to carry out
the steps of the invention. In addition although the various
methods described are conveniently implemented 1n a general
purpose computer selectively activated or reconfigured by
soltware, one of ordinary skill 1n the art would also recognize
that such methods may be carried out 1n hardware, 1n firm-
ware or 1n more specialized apparatus constructed to perform
the required method steps.

I claim:

1. A computer-based method for validating digital infor-
mation transmitted 1n a data communication system between
a pair of correspondents, said method being performed by a
correspondent 1n said data communication system, the corre-
spondent having a cryptographic module; said method com-
prising the steps of:

a) said correspondent obtaining an elliptic curve public key
generated from a corresponding private key 1n accor-
dance with an elliptic curve cryptographic scheme, said
scheme conforming to a predetermined arithmetic algo-
rithm and said scheme conforming to defined system
parameters including an elliptic curve defined over a
finite field:

b) upon obtaining said public key, said cryptographic mod-
ule employing a processor to verily that said public key
1s a point lying on said curve;

¢) 1f said processor verifies said public key 1s a point lying,
on said curve, said cryptographic module producing an
output indicating said verification; and

d) said correspondent accepting messages utilising said
public key upon obtaining said output indicating said
verification.

2. A method according to claim 1 wherein verification that
said point 1s on said curve 1s performed by said cryptographic
module substituting said point in said curve.

3. A method according to claim 1 wherein said correspon-
dent 1s a certitying authority.

4. A method according to claim 3 further comprising the
step of 1icorporating within a certificate an indication that
said public key has been verified.

5. A method according to claim 2 wherein said curve 1s of
prime order.

6. A method according to claim 5 wherein said accepting
messages utilising said public key occurs during a key agree-
ment protocol.

7. A method according to claim 6 wherein said crypto-
graphic scheme conforms to the Elliptic Curve Digital Sig-
nature Algorithm (ECDSA).

8. A method according to claim 7 further comprising the
step of verilying said system parameters.

9. A method according to claim 8 wherein said public key
1s utilised 1 combination with a symmetric key and said
method further comprises the step of veritying said symmet-
ric key 1s of a predetermined format.

10. A method according to claim 9 further comprising the
step of enciphering said symmetric key with said public key.
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11. A computer-based correspondent device 1n a data com-
munication system, the correspondent having a crypto-
graphic module including a hardware processor, said hard-
ware processor being configured to validate digital
information transmitted 1in the data communication system by
performing steps comprising:

a) obtaining an elliptic curve public key generated from a
corresponding private key in accordance with an elliptic
curve cryptographic scheme, said scheme conforming to
a predetermined arithmetic algorithm and said scheme
conforming to defined system parameters including an
elliptic curve defined over a finite field;

b) upon obtaining said public key, using the cryptographic
module employing said hardware processor to verily
said public key 1s a point lying on said curve;

¢) 1f said hardware processor verifies public key 1s a point
lying on said curve, the cryptographic module producing
an output indicating said verification; and

d) accepting messages utilising said public key upon
obtaining said output indicating said verification.

12. A correspondent according to claim 11 wherein verifi-
cation that said point 1s on said curve 1s performed by said
cryptographic module substituting said point 1n said curve.

13. A correspondent according to claim 11 wherein said
correspondent 1s a certifying authority.

14. A correspondent according to claim 13 wherein said
correspondent 1s turther configured to incorporate within a
certificate an indication that said public key has been verified.

15. A correspondent according to claim 12 wherein said
curve 1s of prime order.

16. A correspondent according to claim 15 wherein said
accepting messages utilising said public key occurs during a
key agreement protocol.

17. A correspondent according to claim 16 wherein said
cryptographic scheme conforms to the Elliptic Curve Digital
Signature Algorithm (ECDSA).

18. A correspondent according to claim 17 wherein the
correspondent 1s further configured to perform the step of
verilying said system parameters.

19. A correspondent according to claim 18 wherein said
correspondent 1s configured to utilize the public key 1n com-
bination with a symmetric key, and wherein said correspon-
dent 1s further configured to perform the step of verifying said
symmetric key 1s of a predetermined format.

20. A correspondent according to claim 19 wherein said
correspondent 1s further configured to perform the step of
enciphering said symmetric key with said public key.

21. A non-transitory computer readable medium having
stored thereon computer readable 1instructions for performing
a method for validating digital information transmitted 1n a
data communication system, said method being performed by
a computer-based correspondent 1n said data communication
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system, the correspondent having a cryptographic module;
said computer readable 1nstructions comprising instructions
for:

a) obtaining an elliptic curve public key generated from a
corresponding private key 1n accordance with an elliptic
curve cryptographic scheme, said scheme conforming to
a predetermined arithmetic algorithm and said scheme
conforming to defined system parameters including an
clliptic curve defined over a finite field;

b) upon obtaining said public key, said cryptographic mod-
ule verifying said public key 1s a point lying on said
curve;

¢) 1 said public key 1s a point lying on said curve, said
cryptographic module producing an output indicating
said verification; and

d) accepting messages utilising said public key upon
obtaining said output indicating said verification.

22. A non-transitory computer readable medium according,
to claim 21 wherein verification that said point 1s on said
curve 1s performed by said cryptographic module substituting
said point 1n said curve.

23. A non-transitory computer readable medium according,
to claim 21 wherein said correspondent 1s a certitying author-
1ty.

24. A non-transitory computer readable medium according
to claim 23 wherein said instructions further comprise
instructions for performing the step of incorporating within a
certificate an indication that said public key has been verified.

25. A non-transitory computer readable medium according,
to claim 22 wherein said curve 1s of prime order.

26. A non-transitory computer readable medium according,
to claim 25 wherein said accepting messages utilising said
public key occurs during a key agreement protocol.

2’7. A non-transitory computer readable medium according,
to claim 26 wherein said cryptographic scheme conforms to
the Elliptic Curve Digital Signature Algorithm (ECDSA).

28. A non-transitory computer readable medium according,
to claim 27 wherein said instructions further comprise
instructions for performing the step of verifying said system
parameters.

29. A non-transitory computer readable medium according,
to claim 28 wherein said public key 1s utilised 1n combination
with a symmetric key and wherein said instructions further
comprise 1nstructions for performing the step of veritying
said symmetric key 1s of a predetermined format.

30. A non-transitory computer readable medium according,
to claim 29 wherein said instructions further comprise
instructions for performing the step of enciphering said sym-
metric key with said public key.

31. A non-transitory computer readable medium according,
to claim 21 wherein the non-transitory computer readable
medium comprises either hardware or firmware.
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