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METHODS AND SYSTEMS FOR PROVIDING
SECURE ACCESS TO A HOSTED SERVICE
VIA A CLIENT APPLICATION

BACKGROUND OF THE INVENTION

The present invention generally pertains to systems and
methods for accessing a hosted service over a network. More
specifically, the present immvention deals with methods for
providing secure access to a hosted service via a client appli-
cation.

The functionality of certain software applications can be
extended through services offered through a network such as
the Internet. Communication with the provider of services
should be secure 1n order to protect the 1nterests of both the
host of the application and the service provider.

Retall management systems are a specific area where
securing communication with a remote service provider 1s
challenging. In order to achieve some degree of automation,
retail businesses often implement a specialized software
application. Many of these applications are point-of-sale
solutions that enable at least partial automation of any of a
number of processes such as customer tracking and inventory
management. One example of such a software application 1s
Microsoit Retaill Management System (MRMS) provided by
Microsolit Corporation of Redmond, Wash. Other examples
ol such software applications include back office systems,
store room and shipping applications, MRMS Headquarters
and warehouse management software.

It 1s common for retaill management software applications
to be installed on multiple computers (e.g., connected by a
Local Access Network) that operate 1n conjunction with a
central database. In some 1nstances, extended functionality 1s
available to the retail application 1n the form of remote ser-
vices delivered by a service provider through the Internet.
Such extended functionality may include, by way of example,
payment card processing, integration with e-commerce web
hosting or merchandising services. These and other services
may be provided for free or based on a payment scheme
involving, for example, subscription or per access based
charges such as billing per transaction and metered billing
(e.g. based on disk usage, quality/speed/level of service).

User access 1s an important area of consideration for many
of the described and other remote service systems. For
example, distributing appropriate access rights to different
users 1n some customized manner (e.g., different employees
or employee roles are assigned different access rights) 1s often
a desirable capability.

Some hosted web services are only designed to support a
single user login account per application account. This can be
impractical in many environments, such as a retail sales envi-
ronment wherein there 1s often a high turnover i1n staif and a
need to provide access to multiple users (e.g. more than one
person doing shipping of product sold on-line, different users
on separate shifts, more than one person needed to update
¢-commerce website product listings ). Furthermore, 1t 1s con-
ceivable for a software application to provide its own user
authentication system that eliminates the necessity of user
authentication with a hosted service. It 1s desirable to provide
“seamless™ integration of an application and a hosted web
service without requiring unnecessary log-in steps and pass-
word transactions. For example, 1t 1s undesirable to maintain
and update separate employee user accounts for an on-line

service.

SUMMARY OF THE INVENTION

Embodiments of the present invention are directed towards
methods and systems for providing secure user access to
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2

services olfered by a service provider to a client application
over a network. In one embodiment, an application cookie 1s
received from the client application. A service cookie 1s then
populated based on information 1n the application cookie.
Information in the service cookie 1s utilized as a basis for

regulating a provision of services to the client application.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic block diagram of a computing envi-
ronment.

FIG. 2 1s a block diagram of an example user access envi-
ronment.

FIG. 3 1s a schematic flow chart illustrating steps associ-
ated with accessing a service provider in accordance with an
embodiment of the present invention.

FIG. 4 1s a schematic flow chart illustrating steps associ-
ated with accessing a service provider in accordance with an
embodiment of the present invention.

FIG. 5 1s a block-flow diagram illustrating example steps
associated with guaranteeing trust between an application
and a service provider.

L1l

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

It should be noted that to the extent that the present inven-
tion 1s described 1n the context of retall management appli-
cations and retail-oriented management web services and
websites (often referred to as “Merchant Services™), this 1s
just one example of an applicable context provided for the
purpose of illustration to facilitate description. The present
invention 1s not so limited. For example, the present invention
can be extended to accommodate customer use (e.g. using a
specific customer loyalty account rather than anonymous
access) 1n a retail establishment. A customer could purchase
(via smart phone, smart cart or in-store kiosk) and pick-up
merchandise while 1n the retail establishment.

I. Ilustrative Computing Environments

Prior to describing the present invention in detail, embodi-
ments of 1llustrative computing environments within which
the present invention can be applied will be described.

FIG. 1 illustrates an example of a suitable computing sys-
tem environment 100 within which the invention may be
implemented. The computing system environment 100 is
only one example of a suitable computing environment and 1s
not intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing
environment 100 be interpreted as having any dependency or
requirement relating to any one or combination of compo-
nents 1llustrated 1n the exemplary operating environment 100.

The 1mvention 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited to,
personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputers, tablet computers, mainirame
computers, distributed computing environments, smart-
phones, pocket PCs, Personal Data Assistants (such as those
manufactured by Palm™), wearable computers that include
any ol the above systems or devices, and the like. Other
suitable examples include various retail-oriented devices
such as, but not limited to, self checkout systems, point-oi-
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sale terminals, self-service kiosks, Electronic Cash Registers
and Electronic Payment Terminals (e.g. veriphone terminals).

The mvention may be described 1n the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement particu-
lar abstract data types. The invention may also be practiced 1n
distributed computing environments where tasks are per-
tformed by remote processing devices that are linked through
a communications network. In a distributed computing envi-
ronment, program modules may be located 1n both local and
remote computer storage media including memory storage
devices.

With reference to FIG. 1, an exemplary system for imple-
menting the imvention includes a general purpose computing
device 1n the form of a computer 110. Components of com-
puter 110 may include, but are not limited to, a processing,
unit 120, a system memory 130, and a system bus 121 that
couples various system components including the system
memory to the processing unit 120. The system bus 121 may
be any of several types of bus structures including a memory
bus or memory controller, a peripheral bus, and a local bus
using any of a variety of bus architectures. By way of

example, and not limitation, such architectures include Indus-
try Standard Architecture (ISA) bus, Micro Channel Archi-

tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec-
tronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus also known as
Mezzanine bus and Universal Serial Bus (USB).

Computer 110 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 110 and includes
both volatile and nonvolatile media, removable and non-re-
movable media. By way of example, and not limitation, com-
puter readable media may comprise computer storage media
and communication media. Computer storage media includes
volatile and nonvolatile, removable and non-removable
media implemented 1n any method or technology for storage
ol information such as computer readable instructions, data
structures, program modules or other data. Computer storage
media includes, but 1s not limited to, RAM, ROM, FEPROM,
flash memory or other memory technology, CD-ROM, digital
versatile disks (DVD) or other optical disk storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other mag-
netic storage devices, or any other medium which can be used
to store the desired information and which can be accessed by
computer 110. Communication media typically embodies
computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed 1n such a manner as to encode information 1n
the signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of any
of the above should also be included within the scope of
computer readable media.

The system memory 130 includes computer storage media
in the form of volatile and/or nonvolatile memory such as read
only memory (ROM) 131 and random access memory
(RAM) 132. A basic input/output system 133 (BIOS), con-
taining the basic routines that help to transfer information
between elements within computer 110, such as during start-
up, 1s typically stored in ROM 131. RAM 132 typically con-
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4

tains data and/or program modules that are immediately
accessible to and/or presently being operated on by process-
ing unit 120. By way of example, and not limitation, FIG. 1
illustrates operating system 134, application programs 135,
other program modules 136, and program data 137.

The computer 110 may also include other removable/non-
removable volatile/nonvolatile computer storage media. By
way of example only, FIG. 1 1llustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile mag-
netic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from or writes to a remov-
able, nonvolatile optical disk 156 such as a CD ROM or other
optical media. Other removable/non-removable, volatile/
nonvolatile computer storage media that can be used 1n the
exemplary operating environment include, but are not limited
to, magnetic tape cassettes, flash memory cards, digital ver-
satile disks, digital video tape, solid state RAM, solid state
ROM, and the like. The hard disk drive 141 1s typically
connected to the system bus 121 through a non-removable
memory 1nterface such as mterface 140, and magnetic disk
drive 151 and optical disk drive 155 are typically connected to
the system bus 121 by a removable memory interface, such as
interface 150.

The drives and their associated computer storage media
discussed above and illustrated 1n FIG. 1, provide storage of
computer readable instructions, data structures, program
modules and other data for the computer 110. In FIG. 1, for
example, hard disk drive 141 1s 1llustrated as storing operating
system 144, application programs 145, other program mod-
ules 146, and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136,
and program data 137. Operating system 144, application
programs 145, other program modules 146, and program data
147 are given different numbers here to illustrate that, at a
minimum, they are different copies.

A user may enter commands and information 1into the com-
puter 110 through 1nput devices such as a keyboard 162, a
microphone 163, and a pointing device 161, such as a mouse,
trackball or touch pad. Other input devices (not shown) may
include a joystick, game pad, satellite dish, scanner, touch
sensitive screen, magnetic strip reader, magnetic ik check
reader, smart card reader, Rfid/AutolD reader, Bar-code scan-
ner, number pad, electronic payment terminal (stand alone or
connected to a terminal—e.g., via a network, USB or serial
connection), electronic weighing scale, biometric security
mput device (e.g., eye scanner, thumb print reader, etc.),
signature capture device or the like. These and other 1nput
devices are often connected to the processing unit 120
through a user mput interface 160 that 1s coupled to the
system bus, but may be connected by other interface and bus
structures, such as a parallel port, game port or a universal
serial bus (USB). A monitor 191 or other type of display
device 1s also connected to the system bus 121 via an inter-
face, such as a video interface 190. In addition to the monitor,
computers may also include other peripheral output devices
such as speakers 197 and printer 196, which may be con-
nected through an output peripheral interface 195.

The computer 110 may operate in a networked environ-
ment using logical connections to one or more remote com-
puters, such as a remote computer 180. Remote computer 180
may be a personal computer, a hand-held device, a server, a
router, a network PC, a peer device or other common network
node, and typically includes many or all of the elements
described above relative to the computer 110. The logical
connections depicted 1n FIG. 1 include a local area network
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(LAN) 171 and a wide areanetwork (WAN) 173, but may also
include other networks such as wireless networks. Such net-
working environments are commonplace in offices, enter-
prise-wide computer networks, intranets and the Internet.
Applicable wireless networks also include, but are not limited
to, wireless LAN/Wi-Fi, radio frequency using Bluetooth
protocol and also IP over cellular (telephone) communica-
tions network.

When used in a LAN networking environment, the com-
puter 110 1s connected to the LAN 171 through a network
interface or adapter 170. When used in a WAN networking
environment, the computer 110 typically includes a modem
172 or other means for establishing communications over the
WAN 173, such as the Internet. The modem 172, which may
be 1nternal or external, may be connected to the system bus
121 via the user-mput interface 160, or other appropriate
mechanism. In a networked environment, program modules
depicted relative to the computer 110, or portions thereof,
may be stored 1n the remote memory storage device. By way
of example, and not limitation, FIG. 1 illustrates remote
application programs 185 as residing on remote computer
180. It will be appreciated that the network connections
shown are exemplary and other means of establishing a com-
munications link between the computers may be used.

II. User Access Environment

The present invention 1s not limited to any particular access
environment. However, for the purpose of providing exem-
plary context, FIG. 2 1s a block diagram of an example user
access environment 200 within which embodiments of the
present invention can be implemented.

Access environment 200 includes a service provider 208
configured to provide functional enhancement to a software
application over a network 206. Within FIG. 2, the software
application, which may actually be multiple software appli-
cations, 1s implemented on a plurality of computing devices
identified as application sockets 201/203 affiliated with an
entity 202. Entity 202 1s 1llustratively, but not necessarily, a
business organization or retailer. Sockets 201 and 203 can be
different instances of the same application or multiple
instances of different applications. Service provider 208 and
sockets 201/203 are communicably connected to one another
through a network 206 (e.g., the Internet).

The term “socket,” as 1t 1s used herein, 1s intended to
describe a device (e.g., any device described 1n relation to
FIG. 1) connected to a network, such as network 206, directly
or mndirectly. Sockets will be described herein as running a
soltware application, such as a retaill management applica-
tion. It should be noted that more than one relevant applica-
tion can be run on any given socket,. and any given socket may
or may not run any particular application.

Service provider 208 includes a network infrastructure 210
for facilitating incoming and outgoing communication. Ser-
vice provider 208 also includes registration module 212 that
cnables an application owner to register themselves and/or
their application. A service selection/activation module 214
enables the owner to select, activate, and/or deactivate a deliv-
ery of services. An account/billing module 216 enables a
billing process 1n order to charge the application owner for
activated services. Web service provider 208 also includes
deliverable services 218.

Provider 208 configured, in a traditional system, populates
a service cookie based on information 1n a customer account
database 228. For example, customer account database 228
can store information related to the merchant’s registration,
billing, authentication status and accessible services. Pro-
vider 208 also includes an authorization filter 211 (hereinafter
auth-filter 211) configured to read and verily the service
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cookie upon attempts by an application user to access a deliv-
erable service 218 or web user iterface (e.g. html, asp or
DHTML page). Auth-filter 211 1illustratively facilitates a
determination as to whether a user has authorization to access
a particular service 218. It should be noted, however, that 1t 1s
within the scope of the present invention that service provider
208 incorporate mechanisms other than auth-filter 211 to
police user access and/or to process cookies.

In accordance with one embodiment, a business or retailer
purchases a retail management application and installs it1n a
plurality of sockets, such as sockets 201 and 203. Of course,
there could be more or less than the 1llustrated two sockets.
One or more of the sockets can be a point-of-sale client
application, while one other can be an administrative client
application provided, for example, for management purposes
(e.g., to a headquarters location). Sockets 201/203 are con-
figured to store and retrieve data 1 conjunction with data
storage 220. In FIG. 2, sockets 201/203 retrieve data in con-
junction with a single data storage unit or centralized data-
base. However, 1t 1s within the scope of the invention that
sockets 201/203 can retrieve data from their own individual-
1zed data storage units or databases. In addition to data stor-
age 220 being a database, data storage 220 can also be some
sort of file, dedicated security storage or a smartcard.

Applications to which services can be delivered, and/or the
owner ol those applications, 1llustratively will register with
service provider 208. An authorized representative, such as a
system administrator (e.g. an owner or supervisor of a retail
store or chain of stores), interacts with registration module
212 through network 206 to register the application and/or 1ts
owner. Module 212 illustratively verifies an appropriate
application license or provides an interactive sign-up capa-
bility. Module 214 enables the administrator to activate or
deactivate delivery of services 218. Module 216 facilitates
billing for available or delivered services.

The registration process will generally result in creation of
an entity (or merchant) account for entity 202. In some cases,
an entity account 1dentifier 222 (heremafter entity 1dentifier
222) 1s provided during the registration process. Entity 1den-
tifier 222 1s stored 1n data storage 220 and can take any of a
variety of forms. For example, entity identifier 222 can be a
security token, key, merchant identifier or GUID (Globally
Unique Identifier) [#20]. It 1s also within the scope of the
present invention to exchange the entity 1dentifier informa-
tion between service provider 208 and entity 202 by writing
the enfity identifier to application 201/203 or the user can
write the entity 1dentifier down and enter 1t 1nto a user inter-
face and/or application 201/203.

Traditionally, service provider 208 has been configured to
provide services to users based on authentication with an
authentication service 204. For example, when multiple ser-
vices are provided, a centralized authentication service i1s
often used. Generally speaking, service provider 208 has
been configured to support one set of authentication service
credentials per account (e.g., merchant credentials). Accord-
ingly, authorization to access a provided service 1s demon-
strated with a successtul log-in with authentication service
204. Service 204 1s illustratively a centralized service that
enables multiple participating sites to authenticate a user with
a single set of sign-in credentials. Service 204 can be, but 1s
not limited to, MS-passport (or. NET passport) offered by
Microsoit Corporation of Redmond, Wash.

In accordance with one embodiment of a traditional sys-
tem, an application user accesses deliverable services 218 in
association with a policing of access rights by auth-filter 211.
When a user successiully logs-in with authentication service
204, service provider 208 1s configured to populate a service
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cookie with authorization information that corresponds to the
authorized authentication credentials. The service cookie 1s
then verified by auth-filter 211 to police access rights.
Similarly, in accordance with one embodiment of a tradi-
tional system, a service cookie (e.g., an encrypted cookie) 1s
utilized as an intermediate security mechanism. The service

cookie 1s checked by auth-filter 211 (an ISAPI or HITP-
handler security filter) upon each attempt to access a secured
service or web service user interface. The service cookie 1s

generally populated after a user’s account 1s validated using
authentication service 204, as well as 1n view of restrictions
imposed based on data associated with billing module 216,
activation module 214 or some other source.

The described traditional remote service systems tend to be
11l-suited for many application environments, such as retail
sales application systems. These retail systems often mnvolve
providing application access to a broad, often-changing user
pool. Accordingly, reliance on a single set of user credentials
for authentication 1s not a particularly convenient feature
within such an environment, especially when 1t 1s desirable to
distribute access to otlered services 1n some customized man-
ner such as based on user 1dentity or user role. Further, it 1s
conceivable for a software application to provide its own user
authentication system that at least partially eliminates the
necessity ol user authentication with a hosted service. Alter-
natively, operating system security or OS shell security (e.g.,
Windows, UNIX, LINUX) can support user accounts. In
addition, group or role-based security can also be used with
the present invention.

Within FIG. 2, for the purpose of illustration, data storage
220 includes user access privileges 224. Applications 201/
203 are configured to reference and enforce user access privi-
leges 224, for example, upon user log-in to the application, or
upon a request for access to a service offered by provider 208.
User access privileges 220 are illustratively a list of users or
user accounts with corresponding role-based, group-based
and/or 1dentity-based access privileges. For example, the
application applies a user’s account information to determine
what services or privileges the user 1s authorized to access. In
accordance with one embodiment, a merchant account owner
interacts with module 214 to selectively adjust access privi-
leges 224.

I1I. User Access to a Service Provider Via a Client Application

The following embodiments of the present invention pro-
vide alternate solutions for policing access to services offered
by a remote service provider.

FIG. 3 1s a schematic tlow chart 300 illustrating steps
associated with accessing services oflered by service pro-
vider 308 over network 306 in accordance with an embodi-
ment of the present invention. The FIG. 3 architecture
includes socket application 301 that 1s configured to interact
with service provider 308 and data storage 320.

In one aspect of the present invention, user 330 logs-in to
application 301, which 1s illustrated at block 332. Log-in
authentication can be provided by the Operating System (OS)
either at OS log-1n or by application 301 leveraging the OS
security. Atlog-in, the user acquires permission to enter appli-
cation 301 based on the user’s role or a user account. In
addition, at log-in and 1illustrated in block 334, application
301 retrieves an entity 1dentifier. As previously discussed, the
entity identifier contains information related to the enfity
account or merchant account. Optionally or 1n addition to,
application 301 can also retrieve user access privileges based
on the user account and/or the user role as 1llustrated at block
336. Data storage 320 accesses the entity identifier and user
access privileges at blocks 338 and 340. Data storage 320
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returns the corresponding entity identifier and user access
privileges to application 301 as 1llustrated 1n blocks 342 and
344.

In broad terms, the user access privileges define the access
rights of individual users to access application features, func-
tionality and/or resources, such as services olfered by service
provider 308. In accordance with one embodiment, a given
user’s rights to access an offered service are based upon the
user’s role within the enftity (e.g., cashier, supervisor, man-
ager, owner, stocker, shipping clerk, packer, etc.). In accor-
dance with one embodiment, for example, all users of a cer-
tain role (e.g., cashier) are each given a user name/password
combination that 1s associated with a set of access privileges
which allows them to perform their role as an employee. It
should be noted, however, that1t1s also within the scope of the
present invention to distribute access privileges based on
other parameters, such as, but not limited to, workstation
identification.

An authorized user, such as an owner or supervisor, 1s
illustratively empowered to configure and selectively assign
user access privileges to approprate application users and/or
user roles. For example, access to credit card payment report-
ing and administrative services oflered by web service 308
might be reserved for certain users (e.g., supervisors).
Accordingly, the user accounts of these users are assigned the
corresponding user access privileges. In accordance with one
embodiment, the owner or supervisor must properly seli-
authenticate (e.g., log-in with a centralized authentication
service) 1in order to make administrative changes to system
settings.

As 1llustrated 1n block 346 of FIG. 3, application 301
creates an application cookie either 1n client code or via a
hosted code. Although FIG. 3 illustrates application 301 cre-
ating the cookie after log-in, 1t 1s within the scope of the
present mvention to create the application cookie when the
user attempts to access a service or web page from service
provider 308, when the user logs-in (1f either user or user role
information 1s not needed) or when application 301 starts-up.
In addition, the application cookie has a predetermined life
span. For example, the application cookie can expire after a
relatively short amount of time (e.g., one hour) or after a
relatively long amount of time (e.g., one day). It 1s also within
the scope of the invention to clear the application cookie. For
example, the application cookie can be cleared when work
with the service 1s completed, upon application exit (or user
log-out) or upon application start-up. At block 348, the appli-
cation cookie 1s populated with system information.

The precise nature of what 1s included in the application
cookie will depend on a given system implementation. In
accordance with one embodiment, the application cookie 1s
populated with the entity identifier. In accordance with
another embodiment, the application cookie 1s populated
with a service identifier that 1s based on the user access
privileges and includes information related to services the
logged-1n user has the authorization to access. In accordance
with another embodiment, the application cookie 1s popu-
lated with user name or user role information. Of course, the
application can be populated with more than one type of
information. Generally speaking, the content of the applica-
tion cookie 1s dependent on the system expectations of the
service provider. For example, the application cookie might
be populated with user name or user role information in a
scenari1o wherein the service provider maintains an access log
or audit trail for security purposes. Those skilled in the art will
recognize that the above examples of mnformation for popu-
lation of the application cookie are not an exhaustive listing.
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Without departing from the scope of the present invention, the
application cookie can be populated with other types of infor-
mation.

At block 350, the populated application cookie 1s sent to
service provider 308. Service provider 308 includes an
account module 326. As i1llustrated in block 352, module 326

detects and reads the populated application cookie. Module
326 uses mformation 1n the application cookie to cross-ret-
erence with the service provider’s customer account database
328. Customer account database 328 stores information (e.g.,
registration, billing, authentication status, access restrictions)
for each merchant account. At block 354, module 326 popu-
lates a service cookie with information from the customer
account database 328 based on the application cookie. At
block 356, information in the service cookie 1s sent and/or

written back to application 301. At block 338, the service
cookie 1s recerved by application 301 and user 330 attempts to
access a service from service provider 308. Application 301
sends the service cookie back to service provider 308 with the
request to access a service at block 360. At block 362, the
service cookie 1s itercepted by auth-filter 311 such that the
auth-filter can read and verity the service cookie in order to
provide access to services to application 301 on a restricted
basis. In accordance with one embodiment, access restric-
tions are stored in customer account database 328 and
reflected 1n the service cookie. In another embodiment,
access restrictions are reflected 1n the service cookie, and are
based on information in the application cookie such that
access control depends upon role.

Auth-filter 311 1s configured to police access rights to
available services based on the information 1n the service
cookie (e.g., information based on available services stored 1n
customer account database 328 and/or information based on
available services stored in the application cookie). If auth-
filter 311 validates the currently requested service, then ser-
vice provider 308 displays or invokes the requested service at
block 364. It auth-filter 311 does not validate the currently
requested service, service provider invokes or displays such a
response at block 364. In addition, service provider 308
writes the service cookie back to application 301 at block 364.
Therefore, FIG. 3 illustrates an example embodiment
wherein upon each request from application 301 to access
services, auth-filter 311 reads and verifies the service cookie
to police access and service provider 308 writes the service
cookie back to application 301 after auth-filter 311 verfies the
service cookie.

Those skilled 1n the art should understand that service
provider 1s not limited to providing services as discussed
above, particularly through implementation of an auth-filter.
Any other means for policing the provision of services based
on mnformation populated 1n the service cookie 1s within the
scope of the present invention.

In accordance with one embodiment, the service cookie
populated based on application cookie mnformation 1s basi-
cally the same service cookie as used 1n a traditional system.
In the context of the traditional system, the service cookie 1s
populated with information in customer account database 328
based on information received from an authentication ser-
vice. In the present embodiment, the service cookie 1s also
populated with information from the customer account data-
base, but, 1s based on information in the application cookie.
Theretore, auth-filter 311 1s the same auth-filter used 1n the
traditional system. However, 1t 1s within the scope of the
present invention to moditly the service cookie for modified
capability. It 1s also within the scope of the present invention
to modily (or replace) the existing auth-filter and/or add an
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additional auth-filter as necessary to provide finer granularity
and functionality for access control based on user role.

FIG. 4 1s a schematic flow chart 400 illustrating steps
associated with accessing services provided by service pro-
vider 408 over network 406 in accordance with another
embodiment of the present invention. The FIG. 4 architecture
includes socket application 401 configured to interact with
service provider 408 and data storage 420.

In another aspect of the present invention, user 430 logs-in
to application 401 illustrated at block 432. At log-1n, the user
acquires permission to enter the application based on the
user’s role or a user account. In addition, at log-in and 1llus-
trated 1n block 434 application 401 retrieves an entity 1denti-
fier. Optionally or 1n addition to, application 401 can also
retrieve user access privileges based on user account and/or
user role as illustrated at block 436. Data storage 420 accesses
the entity identifier and user access privileges at blocks 438
and 440. Data storage 420 returns the corresponding entity
identifier and user access privileges to the application as
illustrated 1n blocks 442 and 444.

As 1llustrated 1n block 446 of FIG. 4, application 401
creates an application cookie either 1n client code or via a
hosted code. As previously. discussed 1n FIG. 3, application
401 can create a cookie after log-1n, when the user attempts to
access a service or web page from service provider 408, when
the user logs-1n (11 erther user or user role information 1s not
needed) or when application 401 starts-up. In addition, it 1s
also within the scope of the present invention to clear or delete
the application cookie. At block 448, the application cookie 1s
populated with system information as discussed in FIG. 3.
Similar to the FIG. 3 embodiment, the application cookie can
contain information related to an entity identifier, a service
identifier based on user access privileges, a user role, user
identity, etc.

At block 450, the populated application cookie 1s sent to
service provider 408. Service provider 408 1s similar to ser-
vice provider 308, except for the fact that provider 408 1s
configured to police access to services based on direct accep-
tance of the application cookie. In other words, the step of
generating the service cookie with information from cus-
tomer account database 428 based on the application cookie
has essentially been eliminated. Service provider 408
includes an account module 426. As 1llustrated 1n block 452,
module 426 detects, reads and accepts the populated applica-
tion cookie. Module 426 uses information in the application
cookie to cross-reference with the service provider’s cus-
tomer account database 428 similar to customer account data-
base 328. However, module 426, at block 454, populates the
application cookie with information from customer account
database 428 based on the information originally received 1n
the application cookie. At block 456, the application cookie 1s
sent and/or written back to application 401 with information
from customer account database 428. At block 458, the appli-
cation cookie 1s recerved by application 301 and user 330
attempts to access a service from service provider 308. Appli-
cation 301 sends the application cookie back to service pro-
vider 308 and the request to access a service at block 460. At
block 462, the application cookie 1s intercepted by a special-
1zed auth-filter 411 that 1s configured to accept, read and
verily the application cookie. In accordance with one
embodiment, the auth-filter of a traditional system (e.g., one
designed to apply the service cookie) 1s altered to directly
accept and act upon the application cookie. In accordance
with another embodiment, an additional application cookie-
specific auth-filter 1s provided to work in conjunction with the
existing service cookie-specific auth-filter. Regardless of the
type of auth-filter, auth-filter 411 polices access rights to
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available service based on the information in the application
cookie. If auth-filter 411 validates the currently requested
service, then service provider 308 displays or invokes the
requested service at block 464. 11 auth-filter does not validate
the currently requested service, service provider 408 displays
or invokes such a response. Again, the present application 1s
not limited to an auth-filter implementation.

It 1s also within the scope of the present mvention for
application 401 to send the application cookie to service
provider 408 and auth-filter 411 reads and validates the appli-
cation cookie outright. Thus, this embodiment eliminates the
steps of detecting the application by module 426 and cross-
referencing the application cookie with customer database
428. This embodiment assumes that application 401 is to be
trusted and a subscription check 1s not required (e.g. when
charges are per transaction based on an entity identifier in the
application cookie).

In accordance with one embodiment, the traditional func-
tionality based on a single set of user authentication creden-
tials 1s maintained. For example, a merchant account holder
can still access services through log-in with an authentication
service (e.g., logging mto Microsoit bCentral provided by
Microsoit Corporation of Redmond, Wash. using Microsoit
Passport). The owner’s authentication credentials are read by
the service provider and cross-referenced with the customer
account database. The service provider populates the service
cookie with information from the customer account database
based on the owner’s authentication credentials, and service
access 1s provided based on restrictions reflected 1n the ser-
vice cookie. In other words, the traditional service cookie 1s
populated with the owner’s access rights.

It 1s concervable that some traditional service modules
might require authentication credential information. Accord-
ingly, by retaining the authentication credential functionality,
these modules can still be supported. With the credentials, the
billing module or other modules 1n the service provider, can
continue to verily account information with authentication
credential information. In accordance with one embodiment,
authentication credential information 1s catalogued at the ser-
vice provider such that other information 1n an application
cookie (or service cookie) can be utilized to look up corre-
sponding credential information to be provided to a module.
Alternatively, the look up could be carried out in cooperation
with a centralized authentication service.

It should be noted that 1t 1s within the scope of the present
invention to mncorporate alternative means (other than cookie
means) to transier data between the application and the ser-
vice provider. Examples include: a query string, NET/SOAP
service call, custom protocol over SSL (security socket layer)
and form post. In addition, 1t 1s within the scope of the present
invention to incorporate means to guarantee trust between the
application and the service provider. For example, imncorpo-
rating trust can include simple encryption (e.g., PKI key
encryption, static encryption, etc.), invocation of http (hyper
text transier protocols) and/or digital certificates.

In accordance with one embodiment of the present inven-
tion, the service provider 1s configured to receive system
information from the application as part of a service call or
web service call to populate the service cookie. In one case,
the service call 1s invoked over http. Alternatively or 1n addi-
tion to, the service call 1s a certificate-protected service call
using digital certificates and/or WSA/GXA technologies.

In accordance with one embodiment of the present mnven-
tion, FIG. 5 1s a block-tlow diagram illustrating a series of
steps associated with guaranteeing trust between application
“socket” 501 and service provider 508 utilizing a digital
certificate. The steps are numbered 1-8 for simplicity.
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The first step 1s local authentication of user 530 (associated
with entity 502) with application 501. The first step also
includes arequest to application 501 touse a web service. The
second step 1s application of user access privileges 524 as
necessary and application of entity identifier 522. The third
step 1s transier of certificate 566 and system information
based on service provided by service provider 508 (e.g. entity
identifier and/or user access privileges) through a service call
across network 506 to service provider 508. Service provider
508 performs step 4 by validating account and entity identity
information with a service cookie, customer account database
and an auth-filter. In addition, service provider 508 creates a
session ticket and encrypts the session ticket with the public
key 1n certificate 566 (and with the service key 11 necessary).
In accordance with step five, the encrypted access ticket (la-
beled 568), 1s returned to application 5301. In accordance with
step s1x, the session ticket 1s decrypted with the private key
that corresponds to the certificate public key. In accordance
with step seven, a command to perform a service task and the
decrypted session ticket are transmitted to service provider
508. Communication over a secure channel or extra encryp-
tion can be implemented to secure this described transfer of
security data.

In accordance with step eight, the session ticket 1s
decrypted with the service key 1f necessary, and validated 1f
necessary. Assuming everything 1s in order, the requested
service 1s then delivered to user 530 through application
socket 501.

Although the present mvention has been described with
reference to particular embodiments, workers skilled 1n the
art will recognize that changes may be made 1n form and
detail without departing from the spirit and scope of the
invention.

What 1s claimed 1s:
1. A method of providing secure user access to retail man-
agement services offered by a retall management service
provider to a point-of-sale client application over a network,
the method comprising:
recerving an application cookie initiated by the point-oi-
sale client application, the point-of-sale client applica-
tion configured to create and populate the application
cookie with user role information, user access privi-
leges, and a merchant 1dentifier of an authenticated user
that 1s accessible by the point-of-sale client application;

reading the application cookie with an account module, the
account module configured to cross-reference the user
role information, the user access privileges, and the mer-
chant identifier populated 1n the application cookie with
information 1n an existing merchant account database to
determine what retaill management services are avail-
able to the authenticated user based on the user role
information, the user access privileges, and the merchant
identifier:

populating a service cookie with mformation from the

merchant account database indicating retaill manage-
ment services the authenticated user has the authority to
access using the user role information, the user access
privileges, and the merchant identifier populated 1n the
application cookie;

transmitting the populated service cookie to the point-oi-

sale client application;

recerving the populated service back from the point-of-sale

client application with a request to access the retaill man-
agement services;
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reading the service cookie with an auth-filter to verify the
service cookie and provide access to an offered retail
management service based on information in the service
cookie; and
providing the retaill management services to the point-oi-
sale client application that are limited to the available
retail management services of the authenticated user as
outlined in the service cookie.
2. The method of claim 1, wherein the user role information
1s related to a user’s role within a retail organization.
3. The method of claim 1, wherein receiving an application
cookie comprises recerving an encrypted application cookie.
4. The method of claim 1, and further comprising;:

installing the point-of-sale client application on a plurality
of sockets.

5. The method of claim 4, and further comprising;:

providing the retail management services to each of the

plurality of sockets.

6. The method of claim 4, wherein one of the plurality of
sockets comprises an administrative client application.

7. A method for a point-oi-sale client application to receive
retaill management services offered by a retaill management
service provider over a network, the method comprising:

registering the point-of-sale client application with the

retail management service provider by interacting with a
registration module of the retall management service
provider to create a merchant 1dentifier;

storing the merchant 1dentifier in a database;

initiating a session by authenticating a user after mput of

user log-1n information;

creating and populating an application cookie with user

role information and the merchant identifier of the
authenticated user, the user role information being
indicative of the user’s assigned status in the network
and the merchant identifier being indicative of a cus-
tomer account that the authenticated user has permission
{0 access;

transmitting the application cookie to the retaill manage-

ment service provider;
receiving a service cookie from the retaill management
service provider, the service cookie being populated
with information indicating retaill management services
that the authenticated user has the authority to access
based on the user role mmformation and the merchant
identifier populated 1n the application cookie;

transmitting the service cookie provided by the retail man-
agement service provider back to the retaill management
service provider with a request for services;
receiving the service cookie back trom the retail manage-
ment service provider with a provision of retaill manage-
ment services, the retaill management services provided
by the retail management service provider being limited
to retall management services available to the authenti-
cated user as outlined 1n the service cookie; and

deleting the application cookie from the point-of-sale cli-
ent application when work with the retaill management
services provided by the retaill management service pro-
vider has been completed.

8. The method of claim 7, and further comprising the retail
management service provider filtering the provided retail
management services 1 accordance with the service cookie.

9. The method of claim 7, wherein the user role information
1s related to a user’s role within a retail organization.

10. The method of claim 7, wherein populating an appli-
cation cookie comprises populating an encrypted application
cookie.
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11. The method of claim 7, wherein transmitting the appli-
cation cookie comprises transmitting the application cookie

as a part of a certificate-protected exchange.
12. The method of claim 7, wherein registering the point-
of-sale client application comprises verilying a retaill man-

agement services application license.
13. The method of claim 7, wherein registering the point-

of-sale client application comprises completing an interactive
S1gN-Up Process.

14. The method of claim 7, and further comprising:

enabling a retall management services administrator to

selectively activate and deactivate the provision of the
retaill management services.
15. The method of claim 7, wherein the merchant identifier
comprises a globally umique 1dentifier.
16. A computer-implemented method comprising:
recerving a first cookie over a network initiated from a
point-of-sale client application, the first cookie includ-
ing user role information and a merchant 1dentifier, the
user role information being indicative of the user’s
assigned status 1n the network and the merchant 1denti-
fier being indicative of a customer account that the
authenticated user has permission to access;

populating a second cookie different from the first cookie
with mnformation indicating retaill management services
that the user has the authority to access based on the user
role information and the merchant identifier in the first
cookie:

sending the populated second cookie to the point-of-sale

client application;

recerving the second cookie back from the point-of-sale

client application with a request to access retail manage-
ment services:;

reading the second cookie with a first authorization filter to

verily the second cookie and process the request for the
retail management services;

providing the retaill management services based on verifi-

cation of the second cookie and based on the information
in the second cookie mndicating the retaill management
services that the authenticated user has the authority to
access;

returning the second cookie to the point-of-sale client

application with the provision of the retaill management
services;

recerving an additional request from another point-of-sale

client application to access the retall management ser-
vices; and

utilizing a second authorization filter to read and verity a

cookie received in the additional request.

17. The method of claim 16, wherein the first authorization
filter 1s a service cookie specific authorization filter that 1s
designed to accept and act upon service cookies.

18. The method of claim 16, wherein the second authori-
zation filter 1s an application cookie specific authorization
filter that 1s designed to accept and act upon application
cookies.

19. The method of claim 16, wherein the user role infor-
mation 1s selected from one of a plurality of different levels of
user access privilege roles.

20. The method of claim 19, wherein one of the plurality of
different levels of user access privilege roles 1s associated
with a merchant owner account, and wherein the merchant
owner account 1s able to iteract with a regitration module to
selectively adjust what retall management services are avail-
able to each of the plurality of different levels of user access
privilege roles.
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